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Setting up an e-commerce website in order to start 

selling products or act as a marketplace online has 

become even more essential in the times of the COVID-

19 pandemic, when online shopping has become not 

just yet more popular but what is more important – safe 

and often the only easily accessible option.  

While creating an e-commerce website in Russia or 

starting to sell or deliver goods to the Russian market 

from abroad, one must of course ensure compliance 

with legal requirements. 

Under Russian law, the fundamental legal acts 

regulating the operation of an e-commerce website are 

the following: 

 The RF Law "On the Protection of Consumer Rights" 

from 07.02.1992 N 2300-1 as amended (the 

“Consumer Rights Law”);  

 The RF Federal Law "On Personal Data" № 152-FZ 

of 27.07.2006, (the “Personal Data Law”); 

 The Decree of the Government of the Russian 

Federation "On the Approval of the Rules for the 

Remote Sale of Goods" of 27.09.2007 N 612 (the 

“Rules”); 

 The "Code of the Russian Federation on 

Administrative Offences" from 30.12.2001 N 195-FZ 

(the “Code”). 

It is in particular important to take into the consideration 

the legal requirements on following subjects:  

 Product information; 

 Seller information; 

 Public offer;  

 Website’s terms of use (that regulate how people 

may use the site); 

 Terms of sale (merchandise return options, 

complaints procedures etc.); and 

 Personal Data Policy. 

All these topics are parts and essential terms of the 

contract between the seller and the client. For this, you 

should follow a step-by-step guide for setting up a 

website in order to make sure the website rules are in 

compliance with applicable legislation (breaches of 

which may result in fines up to 300 000 RUB for private 

persons and 1 000 000 RUB for legal entities). 

Enforcement of the rules in these areas mainly falls on 

Roskomnadzor for personal data and Rospotrebnadzor 

for violations of consumer rights. 

Terms of sale issues  

Since your platform is primarily a store, you need some 

sort of "Consumer Corner" that exists in the physical 

stores and where a number of legal documents are 

made available to any consumer upon asking. You must 

also make sure to publish a detailed and clear offer, 

where all rights and obligations of buyers, as well as the 

order of purchase and return of goods will be written. 

The language of the offer must be Russian, adding 

other languages is optional.  

By law, all sellers must provide a buyer with detailed 

information about the products they put up for sale. 

Here are the main points to be provided to potential 

clients: 

 Type and product category;  

 Operating instructions and storage conditions; 

 Price in Rubles (inclusive of VAT); 

 Manufacturer's address (for imported goods - the 

country, where the goods were manufactured); 

 Name and address of the organization in Russia that 

accepts claims; 

 Expiry date or period of service; 

 Composition (for food products); 

 A note for technically complex goods that must be 

installed and put into operation by a qualified 

specialist; 
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 If the goods have already been repaired or simply 

used, this must also be indicated. 

Moreover, the website should contain the full legal 

name of your organization and address. If your platform 

works as a marketplace, you need to specify all the 

information about all the sellers who offer their products 

for sale using your service. 

As in any store, a cash register must be used to print 

checks to the customers. For online payments, credit 

card or cash payments upon delivery are used most of 

the times. For the purposes of customers being able to 

pay with a card on the website, an online cash register 

with a fiscal drive (which is a digital analogue of the tape 

used in a cash register) must be used. The drive collects 

information about the payment and transmits it to a 

special service called the fiscal data operator, which in 

turn, transfers the information to the tax office (Federal 

Tax Service) and sends an email receipt to the client. 

If payment is made by the customer upon delivery, then 

the courier must have a portable payment terminal (if a 

credit card is used) and the printed payment receipt for 

the customer. Other possible ways of delivery are also 

sometimes used, including at the Post Office or at pick-

up points. 

A different situation arises if an online store sells 

products from other vendors, and the platform acts as 

an intermediary. In this situation, the platform is called 

a trading aggregator. In 2019, new rules were 

introduced for trade aggregators by way of amendments 

to the Consumers Rights Law. In such case, the 

aggregator must specify not only information about itself, 

but also the details of the primary seller of goods. These 

are name, registration data, address, mode of operation. 

This may be done by referring to the website of the 

seller or the manufacturer (paragraph 1.2. of Article 9 of 

the Consumer Rights Law). 

Delivery and right of return  

All online stores are obliged to offer to clients a delivery 

service option.  

Online stores are obliged to offer services for delivery of 

goods by mail or transportation, indicating the method 

of delivery and mode of transport explaining the terms 

of delivery. As long as the goods have not been 

delivered to the buyer, the online shop is responsible for 

the risk of loss and for the violation of deadlines (if the 

contract of sale includes a condition of delivery of goods 

to the client under paragraph 22 of the Rules).  

The manner and the terms for delivery must be 

established by the contract (paragraph 23 of the Rules), 

and it is therefore necessary to specify realistic terms in 

the text of the offer or in the special section on the 

website setting forth the information about delivery. For 

example, a special delivery section indicates that the 

delivery time is to be set by the store manager after 

receiving an order from the buyer or immediately inform 

the client about possible delays - from 2 to 30 calendar 

days. In case of delay in the delivery of the goods, the 

buyer may demand the online store to pay a penalty or 

refuse to buy the item when delivered. 

According to the Rules (paragraph 21), the buyer may 

reject the goods at any time before receiving them, and 

also within 7 days after delivery. However, if the buyer 

does not receive all the information about the order and 

terms of returning of the goods (undamaged and in their 

packaging) in writing, he may then return the goods 

within 3 months. In case of return, the online store must 

reimburse the purchaser within 10 days (excluding the 

cost of returning the goods). Therefore, it is essential to 

describe the conditions of return on the website and to 

attach an information note to the product. 

When buying goods at online stores, consumers may 

refuse any goods before or at the time of delivery. An 

exception may only be made for goods with specifically 

determined features, which can be used only by the 

consumer who buys it (paragraph 21 of the Rules). 

These are mainly made-to-order products.  

Thus, even a technically sophisticated product such as 

a smartphone may be returned by the consumer. In this 

case, the online store has the right to retain the cost of 

delivery out of the refundable money for the purchase. 

Personal Data issues  

The buyer will necessarily provide personal data while 

making an online purchase (name, phone, address, 

mail etc.). From a legal perspective, the online store is 

therefore an “operator engaged in the collection and 

processing of personal data”. As a consequence, the 

seller must obtain the buyer’s consent for data collection 

and processing, and to show the client how and for what 

purpose the platform will use his data.  

The operator is obliged to provide the client with access 

to the document regulating the conditions of collection 

and processing of personal data (Art. 18.1 of the 

Personal Data Law).  

Such document is typically called Privacy Policy or the 

Policy Regarding Processing of Personal Data. You 

may draw up the Policy yourself; use a standard form 

available on the internet or hire professional legal 

consultants. The principle is simple – the more tailored 

to your business the document is, the less risks you 

bear. Failing to publish that document on the site may 

be punished by a fine in the amount of up to 50,000 

Rubles. 

What should be specified in the Privacy Policy: 

 Data operator (name, registration numbers, location); 

 What personal data is collected; 
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 Purpose of collection and processing; 

 What will be done to the personal data and in what 

way; 

 The period for which consent is given; 

 Ways of withdrawing consent; 

 Notice of cookies collection and usage; 

 The date when policy was posted and the terms of 

its change. 

In addition, the website must include a "User 

Agreement", which lists all the information collectable 

from users including cookie-files. There can also be a 

separate "Agreement on the processing of personal 

data" which makes it easier for the client to better 

understand his privacy rights.  

The access to all the mentioned documents must be 

free and easy-to-find. The content must fully comply 

with the Personal Data Law. For example, you cannot 

write that you have a right to give someone else the 

user's data without his/her consent; since this would be 

a clear violation of the law. The user has the right to 

revoke his consent for collecting, processing and storing 

data with his/her personal information at any time either 

by using a special form on the website or by writing an 

e-mail. In such a case, the operator is obliged to stop 

any processing or to ensure the termination of such 

processing (if the processing of personal data is carried 

out by a vendor) within 30 days from the date of the 

revocation request receipt (Art. 21 of the Personal Data 

Law). 

You should make sure that visitors of the website agree 

to all the terms and conditions. The consent may be 

obtained by ticking an appropriate web form or by taking 

another specific action. It is important to note, however, 

that the operator should take into account that he is 

additionally required to monitor that this person has 

given his or her consent. It is also essential to keep the 

record evidence that consent was obtained for a proper 

purpose. Increasingly, in order to confirm the accuracy 

of the contact data and the validity of the consent, this 

will involve a two-step process with a confirmation 

having to be sent in response to an email or by entering 

a confirmation code received on the contact mobile 

number given by the client.  

Finally, it is compulsory that the personal data of 

Russian citizens be stored on servers that are physically 

located in the Russian Federation. Otherwise, fines of 

up to 6 million Rubles (and for repeated violations, fines 

of up to 18 million Rubles) may be imposed access to 

the website may be blocked by Roskomnadzor upon a 

court decision.  As shown above, setting-up an online 

platform for the purposes of e-commerce seems rather 

complicated at the first sight, but with proper preparation, 

this is quite easily doable. 
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