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2023 in Review:
An Eventful Year in Sanctions
and Enforcement

The sanctions world experienced another action-packed year in
2023. Sanctions against Russia dominated the year in terms of
the number of designations and new restrictions, and the attacks
perpetrated by Hamas in Israel on 7 October revitalized the focus
on prohibitions related to counter-terrorism. Issues such as
fentanyl trade, corruption, human rights, and regional influences
also contributed to a dynamic 2023 sanctions landscape. In
addition to being eventful, 2023 also proved to be unusual, with
authorities around the world placing elevated focus and attention
on uncovering, prosecuting, and designating persons involved with
sanctions evasion.

This publication covers major developments related to sanctions
and strategic trade controls and restrictions that occurred
throughout 2023, focusing primarily on actions taken by authorities
in the United States (“U.S."), European Union (“EU"), and United
Kingdom (“UK").
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Key Takeaways

>

RUSSIA.

The landscape surrounding sanctions against
Russia continues to evolve, and it is increasingly
difficult for entities subject to the Group of Sev-
en (“G7") (Canada, France, Germany, Italy, Ja-
pan, the United Kingdom, and the United States),
the EU, and Australia jurisdictions to engage
with Russia. As Moscow seeks to fill gaps in

its manufacturing, engineering, and technology
sectors due to sanctions and other restrictions,
it is increasingly relying on vast networks of
obscure third country suppliers of goods and
services that originate in the G7 countries and
are often prohibited for export. In response,
enforcement agencies around the world are
signaling their increased expectations that
industry participants will be able to detect and,
if required, report suspicious activity, as well as
ensure that their internal controls are adequate
to mitigate the risks of Russia diversion. Mos-
cow, in turn, implemented several anti-sanctions
measures, including expropriating businesses
owned by persons from “unfriendly” jurisdic-
tions and disrupting normal market relation-
ships with regard to Russia-issued securities.

IRAN.

Sanctions risks associated with Iran remain a
persistent challenge. Several hundred individ-
uals and entities were designated pursuant to
various authorities under the Iran sanctions
programs of the United States, EU, and UK.
Increased tensions in the Middle East linked to
the ongoing crisis in Israel and Gaza, disrup-
tions to the free flow of commerce in the Red
Sea, and the development of Iran’s Unmanned
Aerial Vehicle (“UAV”) program have elevated
the risks linked with Iran, particularly as all three
sanctioning jurisdictions reinforced their focus
on targeting the ways through which the govern-
ment of Iran supports its proxies and allies in
the region and beyond.
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COMBATING SANCTIONS EVASION.

Government agencies across the world contin-
ue to build strong domestic and international
coalitions and task forces to investigate sanc-
tions evasion efforts and to preclude rogue re-
gimes from continuing to benefit from Western
technologies and services. Authorities brought
multiple enforcement actions and rounds of
designations against those who circumvented
or attempted to circumvent sanctions, especial-
ly the sanctions against Russia (e.g., Russia oil
price cap restrictions). In particular, the United
States ended 2023 with a bang, introducing the
first meaningful secondary sanctions restric-
tions on certain Russia-related activity.

EXPORT CONTROLS AGAINST CHINA.

The export controls against the People’s Re-
public of China (“PRC” or “China”) have grown
in complexity, particularly in connection with
semiconductors and advanced computing. The
United States issued several new and amended
regulations targeting the ever-growing range

of goods and technology that require a license
to be exported to China. It also implemented
several measures to target evasion of export
controls, such as expanding certain restrictions
on exports to entities in third countries, if such
entities are ultimately headquartered in China.

VENEZUELA.

Consistent with its messaging that sanctions
do not need to be permanent, the United States
in November eased some of the Venezuela-re-
lated sanctions in response to Maduro regime
commitments to conduct open and democratic
elections. The U.S. government, however, has
been clear that it will reinstate all restrictions
should the Maduro regime fail to deliver on its
commitments, and, as of early 2024, did in fact
repeal several general licenses.
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Perhaps the most important change in the Russia
sanctions landscape was the issuance on 22 December
2023 of Executive Order 14114.
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The United States, EU, and UK continued to expand their respective sanctions
programs against Russia. Notably, during 2023, the United States issued a new
Executive Order and six determinations related to Russia and implemented new
reporting obligations; the European Union adopted three additional sanctions
packages; and the United Kingdom made five additional sets of regulations related to

Russia sanctions.

The sanctions imposed against Russia over the course of 2023 fall into four main
categories: 1) blocking sanctions; 2) expansion of prohibited activities and services;
3) expanded import and export-related restrictions; and 4) measures targeting
circumvention or parties helping Russia. Each of these four categories is discussed in

detail below.

Additional Blocking Sanctions

United States

The U.S. Department of the Treasury’s Office of Foreign
Assets Control (“OFAC”) and the U.S. Department of State
imposed blocking sanctions against hundreds of individu-
als and entities under the U.S. sanctions program against
Russia. Most of the designations were made under the
authority provided in Executive Order 14024, which was
issued on 15 April 2022. The designated persons were
engaged in a wide range of sanctionable activities and, in
addition to Russia, were located in many third countries,
including the Central African Republic, China, Cyprus, Fin-
land, India, Israel, Kazakhstan, Maldives, Singapore, South
Korea, Switzerland, Tajikistan, Tirkiye, the United Arab
Emirates, the UK, and Uzbekistan. Many such persons in
third countries were designated for providing, or attempt-
ing to provide, financial, material, technological or other
support for, or goods or services in support of a Russian
sanctioned person or for facilitating sanctions evasion.

European Union

In line with G7 countries, the European Council (“EU
Council”) imposed blocking sanctions on 172 individu-
als and 76 entities under its sanctions regime against
Russia. The sanctioned persons had links to several
countries, including Georgia, Iran, Russia, the United Arab
Emirates, and Ukraine.
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United Kingdom

The UK'’s Office of Financial Sanctions Implementation
(“OFSI") imposed blocking sanctions against 225 individ-
uals and 108 entities under its Russia sanctions regime.
The sanctioned persons had links to several countries,
including China, Cyprus, Iran, Russia, Serbia, Tiirkiye, the
United Arab Emirates, and Uzbekistan.

The designated persons were
engaged in a wide range of
sanctionable activities and, in
addition to Russia, were located

in many third countries, including
the Central African Repubilic,
China, Cyprus, Finland, India, Israel,
Kazakhstan, Maldives, Singapore,
South Korea, Switzerland, Tajikistan,
Turkiye, the United Arab Emirates,
the UK, and Uzbekistan.
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Expansion of Prohibited Activities
and Services

United States

In 2023, OFAC issued several determinations under
Executive Order 14071, issued on 6 April 2022, targeting
services in additional sectors of the Russian economy:

1. 5February 2023 Determinations: OFAC prohibited
U.S. persons from providing trading/commodities
brokering, financing, shipping, insurance, flagging,
and customs brokering services to any person locat-
ed in the Russian Federation if such services relate
to the maritime transport of petroleum products of
Russian origin provided the price of the underlying
petroleum products exceed the cap that is separate-
ly determined by the Secretary of the Treasury;’

a. The same day, OFAC issued another determi-
nation setting the price cap for Russian origin
Discount to Crude petroleum products at USD
45 per barrel, and Premium to Crude petroleum
products at USD 100 per barrel;? and

2. 19 May 2023 Determination: OFAC prohibited U.S.
persons from providing architecture and engineer-
ing services to any person located in the Russian
Federation.?

Separately, on 19 May 2023, OFAC amended Directive 4
under Executive Order 14024. The amended Directive 4, as
before, continues to prohibit all U.S. person transactions
with the Central Bank of the Russian Federation, the Nation-
al Wealth Fund of the Russian Federation, and the Ministry
of Finance of the Russian Federation. In the amended
Directive 4, however, OFAC also introduced a new annual
reporting obligation for U.S. persons who are in possession
or control of property in which any Directive 4 entity has

an interest of any nature.* The first such report to OFAC
was due by 18 June 2023. Subsequent reports should be
filed annually by 30 June (i.e., be prepared outside annual
reports of blocked property due by 30 September).

European Union

As part of its 10th package of sanctions against Russia,
the EU prohibited provision of gas storage services in the
EU to Russian nationals or entities established in Russia.
As part of the 12th package, the EU banned the provision
of certain software for the management of enterprises
or software for industrial design and manufacture to

the government of Russia, or legal persons, entities, or
bodies established in Russia.’

United Kingdom

As part of The Russia (Sanctions) (EU Exit) (Amendment)
(No. 2) Regulations 2023, the UK’s government expanded
its geographical restrictions to the non-government-con-
trolled areas of the Kherson and Zaporizhzhia oblasts in

Ukraine. This means that effective 20 June 2023, these

regions are subject to the same near comprehensive re-

strictions as Crimea and the non-government-controlled

areas of Donetsk and Luhansk.®

Furthermore, The Russia (Sanctions) (EU Exit) (Amend-
ment) (No. 3) Regulations 2023, issued on 27 June 2023,
prohibited UK persons from providing Russia-related
legal advisory services.” In particular, UK persons can-
not provide legal services to any person in any country if
they relate to trade or financial activity already prohibited
for UK persons to undertake under existing UK Russia
sanctions (e.g., a UK attorney cannot advise an Indian
company on import into India of Russian iron or steel).
The amendment had unintended consequences as it did
not contain any compliance-related exceptions, mean-
ing that it was unclear if UK attorneys could continue to
advise non-UK parties on compliance with UK sanctions
laws. In comparison, the long-standing practice in the
United States has been to exclude such legal advice
from sanctions prohibitions. On 11 August 2023, OFSI
issued a general license to permit such legal services,
meaning that UK attorneys may continue to advise on
compliance with UK sanctions.®

As part of The Russia (Sanctions) (EU Exit) (Amendment) (No. 2)
Regulations 2023, the UK's government expanded its geographical
restrictions to the non-government-controlled areas of the Kherson and

Zaporizhzhia oblasts in Ukraine.
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Expanded Import and Export-Related
Restrictions

United States

The United States, in line with its allies and partners,
further restricted the export of items subject to U.S.
export controls into Russia and the import of Russian
items into the United States. Among the most important
developments in 2023, the following four actions had
considerable impact:

1.

On 24 February 2023, the U.S. Department of Com-
merce’s Bureau of Industry and Security (“BIS”)
strengthened the existing export restrictions against
Russia and Belarus, including expanding the scope
of the Russian and Belarusian industry sector re-
strictions (oil and gas production; commercial and
industrial items; chemical and biological precursors)
and the scope of the ‘luxury goods' restrictions to
better align them with the controls that have been
implemented by U.S. allies and partners.®

On 19 May 2023, BIS continued to target Russia and
Belarus, including by adding several first six digits
of the Harmonized Tariff Schedule (“HTS-6") codes
to the list of items controlled for export to these
countries, imposing restrictions on the exportation
of certain chemicals to Russia; expanding the list of
foreign-produced items that require a license when
destined to Russia, Belarus, or Iran to further limit
Iran’s ability to support Russia’s military aggression
against Ukraine by providing UAVs; and expanding
the destination scope of the Russia/Belarus For-
eign-Direct Product (“FDP”) Rule.®

In multiple rounds of designations, BIS added 155
entries in several countries to its Entity List for
companies BIS determined were aiding Russia and its
military to gain access to restricted items.

On 22 December 2023, OFAC expanded the previ-
ously imposed prohibition on import into the United
States of certain Russian-origin fish, seafood, and
their preparation to now include such items if they
were derived in waters under Russian jurisdiction or
by Russia-flagged vessels, and even if they were sub-
stantially transformed or incorporated into another
product outside of Russia.
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European Union

All three packages of EU sanctions against Russia
issued in 2023 contained new import and export prohibi-
tions. Each package is summarized below.

1.

The 10th sanctions package, adopted on 25 Febru-

ary 2023:

a. Expanded the existing restrictions to prohibit the
export of a large list of dual-use and advanced
technologies that contribute to Russia’s military
capability;

b. Prohibited the transit of dual-use goods and fire-
arms via the territory of Russia to third countries;
and

c. Expanded the list of entities associated with
Russia’'s military-industrial complex.

The 11th sanctions package, adopted on 23 June

2023:

a. Introduced a prohibition on the transit of certain
sensitive goods (e.g., advanced technology,
aviation-related materials) exported from the EU
to third countries, via Russia;

b. Tightened the restrictions on the importation
into the EU of iron and steel, which have inputs
from Russia;

c. Prohibited certain cases of sale, licensing,
transferring, or referring intellectual property
rights and trade secrets used in connection with
restricted goods to third countries; and

d. Imposed a ban on exportation of additional
types of machineries to Russia.™

The 12th package, adopted on 18 December 2023,

prohibited:

a. Direct orindirect import, purchase, or transfer of
non-industrial diamonds and diamond jewelry
from Russia, including such items even if pro-
cessed or incorporated in third countries (to be
progressively phased in starting from 1 January
2024); and

b. Import of additional goods the EU determined to
generate significant revenues for Russia, such
as liquified propane, copper wires, aluminum
wires, and other products.™
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United Kingdom

The UK's government introduced six regulations in 2023
that substantially restricted what UK persons can export
to or import from Russia. Of note:

1. As part of The Russia (Sanctions) (EU Exit) (Amend-
ment) Regulations 2023, made on 18 April 2023, the
UK government:

a. Introduced an expanded list of Russia reve-
nue-generating goods (in a new Schedule 3DA
to include chemicals, wood and wood product,
precious metals, and many others) and prohibit-
ed UK persons from importing or acquiring such
goods from Russia, supplying such goods from
a place in Russia to a third country, or providing
any ancillary services for such activities;

b. Expanded Schedules 2A (critical industry goods),
3C (defense and security goods), 3E (G7 depen-
dency goods), and 3l (Russia’s vulnerable goods)
to now include in its prohibition for export or
supply a broad range of goods that Russia has
been found using on the battlefield; and

c. Introduced a prohibition on import from third
countries of certain iron and steel products, list-
ed in Schedule 3B, if such products incorporate
Russian-origin iron or steel.™

2. As part of The Russia (Sanctions) (EU Exit) (Amend-
ment) (No. 4) Regulations 2023, made on 12 Decem-
ber 2023, the UK government:

a. Further expanded Schedules 2A, 3C, 3E, 3I, as
well as 3A (luxury goods) to include new catego-
ries of goods subject to UK export prohibition;
and

b. Prohibited the importation of additional iron and
steel products and metals originating in Russia.™

3. As part of The Russia (Sanctions) (EU Exit) (Amend-
ment) (No. 5) Regulations 2023, also made on 12
December 2023, the UK government prohibited the
import, acquisition, supply, or delivery into the UK
or a third country of diamonds and diamond jewelry
originating from Russia.’®
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Measures Targeting Circumvention or
Parties Helping Russia

Establishment of Export Enforcement Five

In June 2023, the governments of Australia, Canada,
New Zealand, the United Kingdom, and the United
States established the “Export Enforcement Five” or
“E5” partnership to jointly coordinate their export control
enforcement efforts. The idea behind the partnership
is to significantly enhance the effectiveness of each
country’s export control regimes, close existing gaps
in enforcement, and work closely on coordinated
investigations. The partnership was established in
large part to prevent diversion of export-controlled
items to Russia.”

United States

Perhaps the most important change in the Russia sanc-
tions landscape was the issuance on 22 December 2023
of Executive Order 14114, “Taking Additional Steps With
Respect to the Russian Federation's Harmful Activities”.”®
The Executive Order introduced grounds for imposing
sanctions against Foreign Financial Institutions (“FF1”) that
engage in certain Russia-related activities, namely (i) con-
ducting significant transactions involving Russia’s Specially
Designated Nationals (“SDNs”") operating in the technology,
defense and related materiel, construction, aerospace,

or manufacturing sectors of the Russian economy, or (ii)
providing payment or other financial services involving
Russia’s military-industrial base. The new authority allows
OFAC to impose blocking sanctions or restrictions on
maintaining correspondent accounts in the United States
against FFls the United States determined to have engaged
in these sanctionable activities (for more information about
this, read our alert dedicated to this development). While
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the impact of the new secondary sanctions remains to be
seen, China reportedly has begun assessing the exposure
of its banks to these sectors and activities.”

Throughout 2023, OFAC designated hundreds of individ-
uals and entities pursuant to Section 1(a)(vi) of Executive
Order 14024 for having materially assisted, sponsored, or
provided financial, material, or technological support for,
or goods or services to or in support of a sanctioned ac-
tivity or sanctioned person under Executive Order 14024.2°

In addition to all changes to the sanctions measures and
new designations, U.S. officials have been traveling ex-
tensively across the world to raise awareness about the
evasive practices of Russia and its enablers. The EU and
UK also joined the United States in its outreach efforts.?

European Union

The EU has focused heavily on how to stop circumven-
tion of its sanctions against Russia. Some of the major
steps taken by the EU include:

1. As part of its 11th sanctions package:

a. Introducing the Common High Priority Items
List in line with its allies. During the summer of
2023, the UK, EU, U.S., and Japan worked togeth-
er to identify a list of 38 items Russia needs for
continuing its war with Ukraine or that are critical
to the development or production of military sys-
tems found on the battlefield in Ukraine. The list
includes such items as integrated circuits, radio
navigation, cameras, lasers, and other items. At
different points between May and July, authori-
ties in each jurisdiction then officially published
the list, together with accompanying guidance
alerting the public to the high risk of diversion of
such items. In September, the partner countries
agreed to expand the list to 45 items. All three
major sanctions-imposing authorities expect a
higher level of diligence for trade related to items
identified on this list.??

b. Prohibiting access to the ports and locks in the
EU territory for vessels the EU authorities have
reasons to believe engage in deceptive practices
to circumvent the oil and petroleum products
price cap imposed on Russian exports.?

c. Introducing the future possibility of prohibiting
export of to-be-defined sensitive dual-use goods
and technology or goods and technology with
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military, technological, or industrial capabilities
to certain third countries. The prohibition would
apply to third countries that the EU Council have
determined systematically fail to prevent re-ex-
port of such items originating in the EU to Rus-
sia, i.e., countries assisting in circumvention of
the EU export restrictions.?* This was one of the
most debated articles within the 11th sanctions
package and as of the date of this publication,
the EU Council has not yet named any such third
countries or identified the list of sensitive goods.
Doing so will require agreement across all 27 EU
Member States.

1. As part of its 12th sanctions package:

a. Introducing the requirement for exporters to
contractually prohibit re-exportation to Russia or
for use in Russia sensitive goods and technolo-
gy, common high priority items, or firearms and
ammunition.

United Kingdom

Along with other G7 countries, the United Kingdom pub-

lished the Common High Priority Items List and required
due diligence conceding transactions involving the items
appearing on this list.2¢

On 11 December 2023, the UK government announced
the establishment of a new entity to oversee the UK’s
trade sanctions. This entity, the Office of Trade Sanc-
tions Implementation (“OTSI"), will be operational in
2024.77 In the press release accompanying the an-
nouncement, the UK government labeled OTSI as a “new
unit to clamp down on companies evading sanctions."?®
OTSI will help bring civil enforcement actions against
companies violating sanctions, with the focus on com-
panies that circumvent UK trade controls by sending
products through third countries.

Russia's Response to Western Sanctions

In response to the wide range of sanctions against Russia
imposed by Western countries and in addition to the
countermeasures already in place, Moscow has adopt-
ed several additional measures designed to soften the
impact of sanctions against its interests. In April 2023,
Russian President Vladimir Putin issued Decree No. 302,
“On Temporary Management Over Certain Assets,” autho-
rizing the Russian Federal Property Management Agency
to effectively “temporarily” expropriate assets, securities,
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and other property rights of persons from “unfriendly
states"? that are within the Russian territory. Persons
from “unfriendly states” are defined broadly as citizens
or residents of countries that have imposed sanctions on
Russia, or companies incorporated in such countries or
deriving most of its profits there.®®

The initial list of expropriated companies issued the
same day included the Russian energy producer Unipro,
which until then was 84% owned by a German company,
Uniper SE; and another Russian energy company,
Fortum Russia, 98.23% owned by the Finnish state-
owned company, Fortum Oyj. While the Russian Federal
Property Management Agency became a de-facto owner
of these assets, the management of the two companies
was transferred to executives of Rosneft.®" In July,

Putin issued another decree, thereby assuming 100%
ownership of the Russian subsidiary of Danone, a French
company, as well as Russian Baltika, a wholly owned
subsidiary of Danish Company Calsberg.

In August, the Russian President signed federal law No.
470-FZ, allowing the Russian government to take over
additional category of companies.®? Specifically, the law
permits the Russian government to declare certain com-
panies with operations in Russia — but majority owned
by foreign persons — to be economically significant
companies and take over ownership and control of such
companies. While the law provides for a legal process
and establishes certain criteria for when the takeover
can be executed, all decision-making rests with the Mos-
cow Arbitrary Court.

A Few Words on Belarus

The scope of the financial sanctions against Belarus remained largely unchanged.
Apart from 47 blocking designations by the United States, 44 by the EU Council, and
24 by the UK, the rest of the sanctions program remained stable.®

On the export and import front, the relevant sanc-
tions-imposing authorities continued to tighten their
existing controls and introduced new enhancements to
ensure Belarus will not receive and/or transship items
Russia needs to continue its war with Ukraine.

United States

The United States imposed restrictions against trade
with Belarus akin to those imposed against Russia.

European Union

The EU prohibited the sale, supply, transfer, or export

of firearms, their parts and essential components, and
ammunition to Belarus. Furthermore, the EU introduced
further export restrictions on goods that could contrib-
ute to Belarus’s military and technological enhancement
or to the development of its defense and security sector.
The EU also imposed an export ban on goods and tech-
nology suited for use in aviation and the space indus-
try, including aircraft engines and their parts, for both
manned and unmanned aircraft. 3
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United Kingdom

The UK revised the designations criteria under its Belarus
sanctions regime to more effectively target those per-
sons involved in supporting Russia’s invasion of Ukraine.
The UK further prohibited the importation of cement,
rubber, wood, and gold from Belarus and exportation of
machinery, banknotes, and precursor materials for chem-
ical and biological weapons and technology to Belarus.3®
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As Iran has increased its production and supply of UAVs
to Russia for use in its war against Ukraine, the U.S.
government responded by trying to dismantle the supply
network for Iran's UAV program.
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Designations by the United States

The United States continues to maintain a robust sanctions program against Iran.
While the program did not change in 2023, numerous entities and individuals were
sanctioned by the United States under its Iran sanctions program. The reasons
underlying the new sanctions were multiple and varied, including Iran’s UAV production,
regional destabilization, human rights abuses, protest suppression, sanctions evasion,
and trading Iranian petroleum and petrochemical products.

As Iran has increased its production and supply of UAVs
to Russia for use in its war against Ukraine, the U.S.
government responded by trying to dismantle the supply
network for Iran’s UAV program. OFAC, BIS, and the
Department of Justice (“DOJ") took several actions in
2023, including:

1. On 24 February 2023, BIS amended the Export
Administrations Regulations (“EAR”) to impose new
export control measures on Iran to address the use
of Iranian UAVs by Russia. The new rule imposed li-
cense requirements for a subset of EAR99 items (i.e.,
typically the least controlled goods) that are destined
to Iran, regardless of whether or not a U.S. person is
involved in the transaction. The rule also identified
certain foreign-produced items as subject to the EAR
by adding a new foreign direct product rule specific
to Iran that applies to both items in certain categories
of the Commerce Control List (“CCL") and the EAR99
items identified in a new supplement.3¢

2. 0n9June 2023, OFAC, BIS, and DOJ, along with the
Department of State, issued guidance to industry on
Iran’s UAV-related activities.?”

3. 0On 27 September 2023, OFAC imposed blocking
sanctions on five entities and two individuals based
in Iran, China, Hong Kong, Tiirkiye, and the United
Arab Emirates involved in the procurement of sensi-
tive parts for Iran’s one-way attack UAV program.3®

4. On 19 December 2023, DOJ unsealed an indictment
charging an Iranian national and a Chinese co-de-
fendant with crimes related to the procurement of
U.S.-manufactured dual-use microelectronics for
the Islamic Revolutionary Guard Corps’ one-way
attack UAV program.®® Concurrent with the unseal-
ing of the indictment, OFAC designated 14 persons
based in Iran, Malaysia, Hong Kong, and Indonesia
that formed a supply network for the UAV program.
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The Transition Day Under JCPOA

Under the Joint Comprehensive Plan of Action
("JCPOA"), 18 October 2023 was “Transition Day” - the
date when the United Nations Security Council and the
EU and UK were supposed to lift all remaining nucle-
ar-related sanctions against Iran. The United Nations
removed the remaining entries related to Iran from its
consolidated sanctions list. Both the EU and UK, howev-
er, kept those sanctions in place, citing Iran’s non-com-
pliance with the terms of the JCPOA.

The EU Council preserved the designations for individ-
uals and entities involved in nuclear or ballistic missile
activities or affiliated with the Islamic Revolutionary
Guard Corps. The EU Council also maintained sectoral
and individual measures, existing under the EU’s sanc-
tions regime, notably those related to Iran nuclear prolif-
eration, as well as arms and missile embargoes.*°

The UK also kept its nuclear sanctions against Iran
under one of its two autonomous sanctions regime
against Iran.*

Expansion of the UK sanctions

The UK, however, did not stop at preserving its existing
Iran sanctions program. On 14 December 2023, the Iran
(Sanctions) Regulations 2023 came into force, creating
a new sanctions regime that absorbed Iran (Sanctions)
(Human Rights) (EU Exit) Regulations 2019 and expand-
ed it further. Most importantly, the new regulations
provided additional designation grounds for those that
have been involved in hostile activity by the government
of Iran or hostile activity by an armed group backed by
the government of Iran.*?
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Counter-Terrorism Sanctions

The events of 7 October in Israel led to an increased focus on terrorism-related sanctions designations. Following the at-
tacks by Hamas, the United States introduced five tranches of designations against Hamas and two tranches against the
Houthis, who vowed to attack any ships passing the Red Sea and the Gulf of Aden that stop or had stopped at Israeli ports
or are connected to Israel, adding dozens of individuals and entities to the list of those subject to blocking sanctions in the
United States. Both the EU and UK followed suit by adding individuals and entities to their respective lists of sanctions.

A Year Filled with Guidance

United States

Throughout 2022 and 2023, cooperation increased
between and among sanctioned governments as they
attempted to assist one another in securing stable
streams of revenue (e.g., via oil, petroleum, and other
natural resources trade), expanding their military capa-
bilities, and circumventing sanctions and other prohibi-
tions. In response, multiple government agencies and
authorities around the world ramped up their efforts to
increase awareness of these malign efforts, including by
issuing guidance. In 2023 alone, different authorities in
the U.S. government issued more than a dozen guidance
documents. A brief summary of these documents is
included below.
1. Supplemental Guidance for The Provision of Hu-
manitarian Assistance
On 27 February 2023, OFAC issued a “Supplemental
Guidance for the Provision of Humanitarian Assis-
tance.” The guidance, applicable across multiple
U.S. sanctions programs, provides additional clarity
on the reach of economic sanctions for persons
involved in the conduct of humanitarian-related
activities, including the U.S. government, interna-
tional organizations and entities, non-governmental
organizations, persons involved in the provision of
food, other agricultural commodities, medicine, and
medical devices, and financial institutions and other
service providers who support such activities. The

guidance represents yet another attempt by OFAC
to provide assurance to the public that it favors the
provision of humanitarian relief if such activities are
within the legally permissible scope. If activities

are not covered by existing general licenses, OFAC
has long been signaling willingness to issue specific
licenses on an expedited basis.*®

Publication of Tri-Seal Compliance Note: Cracking
Down on Third-Party Intermediaries Used to Evade
Russia-Related Sanctions and Export Controls

On 2 March 2023, BIS, DOJ, and OFAC issued guid-
ance to alert the international community and the
private sector of continuous attempts by malign ac-
tors to evade sanctions and export controls imposed
on Russia in the effort to curb its military capabili-
ties. The Compliance Note details how Russia uses
third-party intermediaries and transshipment points
to circumvent restrictions and obscure the true
identities of Russian end users. The Compliance
Note provides common red flags that can indicate a
third-party intermediary may be engaged in efforts to
evade sanctions or export controls.*

Supplemental Alert: FinCEN and the U.S. Depart-
ment of Commerce’s Bureau of Industry and Secu-
rity Urge Continued Vigilance for Potential Russian
Export Control Evasion Attempts

On 19 May 2023, the U.S. Department of the Trea-
sury’s Financial Crime Enforcement Network (“Fin-

Multiple government agencies and authorities around the world ramped
up their efforts to increase awareness of these malign efforts, including by

issuing guidance.
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CEN”) and BIS issued another alert urging U.S. banks
to continue to exercise vigilance for potential at-
tempts by Russia to evade U.S. export controls. The
alert, which follows a similar alert issued by FinCEN
and BIS in June 2022, provides financial institutions
additional information regarding new BIS export con-
trol restrictions related to Russia, as well as reinforc-
es ongoing U.S. government initiatives designed to
further constrain and prevent Russia from accessing
the technology and goods needed for its military and
defense industrial base. The alert also details typol-
ogies used to evade sanctions against Russia.*®
Guidance to Industry on Iran's UAV-Related Activities
On 9 June 2023, OFAC, BIS, DOJ, and the Department
of State issued a joint advisory to alert persons and
businesses globally to the threat of Iran’s UAV-
related activities and the need to take appropriate
steps to prevent any activities that would support
the further development of Iran’s program. The
advisory highlights effective due diligence policies,
compliance structures, and internal controls relevant
specifically to Iran’s UAV production sector to ensure
compliance with applicable legal requirements
across the entire supply chain. The advisory also
emphasizes the importance of private industry
organizations knowing their legal obligations related
to these issues, given the potential extraterritorial
applicability of U.S. export controls and sanctions.®
Russia, Belarus, and Occupied/Covered Regions of
Ukraine Best Practices for License Applications for
Medical-related Items

Published by BIS on 19 July 2023, this document pro-
vides direction to exporters submitting export license
applications involving medical-related items destined
to Russia, Belarus, and the Occupied/Covered Re-
gions of Ukraine. The guidance emphasizes that the
Russian and Belarusian people are not the target of
export controls imposed on Russia and Belarus. It
also notes, however, that the U.S. government reviews
all export license applications to determine if ap-
proving the application would benefit the Russian or
Belarusian government or defense sector, particularly
in case of items that can be used for the treatment of
battlefield casualties or for the production of chem-
ical and biological weapons and biotechnological
products. With that purpose in mind, the document
suggests several practical steps and statements
exporters can make in their license applications to
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ensure timely consideration and resolution.*
Publication of Tri-Seal Compliance Note: Voluntary
Self-Disclosure of Potential Violations

On 26 July 2023, DOJ, BIS, and OFAC issued this
compliance note to summarize procedures for volun-
tarily self-disclosing violations of U.S. sanctions and
export control laws to these agencies. The Com-
pliance Note re-emphasizes that voluntary self-dis-
closure of potential violations not only can provide
significant mitigation of civil or criminal liability, but
it also is important in alerting key agencies to activ-
ities that may pose a threat to the national security
and foreign policy objectives of the United States.*®
Guidance for the Provision of Humanitarian
Assistance to Syria

On 8 August 2023, OFAC issued an “OFAC
Compliance Communiqué: Guidance for the Provision
of Humanitarian Assistance to Syria” in response

to questions from non-governmental organizations
(“NGO”) and the general public on how to provide
such humanitarian assistance while complying

with OFAC sanctions. The guidance addresses
specific questions OFAC has received in connection
with humanitarian efforts in Syria and explains

which activities constitute legitimate humanitarian
assistance to the Syrian people in compliance with
U.S. sanctions.*

Exporting Commercial Goods: Guidance for Industry
and Academia

On 25 September 2023, the United States, acting
together with Australia, Canada, New Zealand, and
the United Kingdom (collectively referred to as “the
Export Enforcement Five”), as well as the EU and
Japan, published this joint guidance that identifies
Common High Priority Iltems critical to Russian
weapons systems and urges specific actions to pre-
vent diversion of these items to Russia through third
countries. The Harmonized System (“HS") codes
on the list include numerous electronic components
such as integrated circuits and radio frequency
transceiver modules. The guidance also outlines
best practices the public can follow to prevent ex-
port control violations and provides a list of red flags
for use by exporters.*

Best Practice: Certification to Prevent Diversion to
Russia of Highest Priority Items

As noted above, in September 2023, the United
States, the UK, the EU, and Japan agreed to release
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10.

11.

12.

an updated list of Common High Priority Items, i.e.,
items they determined are critical for Russia to con-
tinue its assault on Ukraine. Following the agree-
ment, on 19 September, BIS published the updated
list, which now includes 45 HS codes, together with
additional guidance. BIS also notes that the part-
nering countries prioritize nine such codes as the
most significant to Russian weaponry requirements.
BIS further recommends exporters implement due
diligence and end-user certification controls, along
the lines suggested in the guidance, to prevent
re-export of these Common High Priority Items via
third countries to Russia. Finally, the document also
provides a sample written certification form for this
purpose that could be used by the industry.'
Exporting Commercial Goods: Guidance for
Industry and Academia

On 25 September 2023, the United States, acting
together with Australia, Canada, New Zealand, and
the United Kingdom (i.e., the Export Enforcement
Five), published this joint guidance. While the
guidance effectively contains the same items

found on the Common High Priority Items critical

to Russian weapons systems, it provides additional
details, encourages the audience to establish

a comprehensive risk-based export control
compliance program, and provides a list of red flags
for use by exporters.*?

Advisory for the Maritime Oil Industry and Relat-
ed Sectors (Best Practices in Response to Recent
Developments in the Maritime Oil Trade)

On 12 October 2023, the Price Cap Coalition issued
an advisory for the maritime oil industry and related
sectors that provides recommendations concerning
specific best practices in the industry to prevent
and disrupt sanctioned trade and enhance compli-
ance with the price caps on crude oil and petroleum
products of Russian Federation origin that had been
put in place by the G7, the European Union, and
Australia. The advisory, which is directed at both
government and private sector actors involved in the
maritime trade of crude oil and refined petroleum
products, outlines best practices industry stake-
holders can adopt to reduce risks while promoting
the safe flow of oil in the market.*®

Guidance for the Provision of Humanitarian
Assistance to the Palestinian People

On 14 November 2023, OFAC issued an “OFAC
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Compliance Communiqué: Guidance for the
Provision of Humanitarian Assistance to the
Palestinian People” in response to questions from
the NGO community and the general public on
how to provide humanitarian assistance while also
complying with OFAC sanctions. The guidance
clarifies that U.S. sanctions do not stand in the
way of legitimate humanitarian assistance to the
Palestinian people. Donors seeking to support the
Palestinian people are encouraged to donate to
trusted organizations.

13. Quint-Seal Compliance Note: Know Your Cargo:
Reinforcing Best Practices to Ensure the Safe and
Compliant Transport of Goods in Maritime and
Other Forms of Transportation
On 11 December 2023, OFAC, BIS, DOJ, the
Department of Homeland Security’s Homeland
Security Investigations, and the Department of
State’s Directorate of Defense Trade Controls
(“DDTC") published this joint compliance note. It
provides guidance for all companies involved in
the global transport of goods—vessel owners,
charterers, exporters, managers, brokers, shipping
companies, freight forwarders, commodities traders,
and financial institutions—by highlighting common
tactics employed by malign actors to circumvent
sanctions and export controls. It also describes
steps that the maritime and other transportation
industries can take to ensure compliance with such
U.S. trade regulations and generally describes the
role each agency plays in enforcing U.S. laws. %

European Union

The EU Commission was also active in providing guid-
ance in 2023. Most importantly, the Commission pub-
lished the following documents to help industry comply
with its increasingly complex restrictive measures.
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Guidance for EU operators: Implementing enhanced
due diligence to shield against Russia sanctions
circumvention

On 7 September 2023, the EU Commission published
this detailed guidance highlighting common risks EU
operators face in their transactions that may directly
or indirectly involve persons, sectors, or services sub-
ject to EU sanctions against Russia. The guidance
further emphasizes that based on the assessed risks
that are unique to each business, including the risk
of sanctions circumvention, the EU operators should
implement adequate mitigation measures (e.g.,
conducting enhanced verification of their business
partners and their representatives). The document
also outlines the essential components for a compa-
ny’s compliance program to prevent circumvention of
the EU sanctions against Russia.5®

Commission FAQs on the Implementation of Council
Regulations No 833/2014 and Council Regulation
269/2014

The EU Commission continued publishing and
updating FAQs on Council Regulations 833/2014 and
Council Regulation 269/2014 to provide clarification
for Member States and EU persons. In 2023 alone,
the Commission published and updated 162 FAQs.

United Kingdom

The OFSI and other UK agencies published several sanc-
tions and trade guidance documents, most notably the
following:

1.

Guidance on financial sanctions implementation for
high value dealers, luxury goods markets, and art
market participants

Published on 18 April 2023, the guidance document
includes reminders of how ‘high value dealer’ and
‘art market participants’ are defined and outlines
some circumvention typologies and best practices
for those operating in the art market.%’

Sanctions systems and controls: firms’ response to
increased sanctions due to Russia’s invasion

of Ukraine

On 6 September 2023, the UK'’s Financial Conduct
Authority (“FCA”) published key findings from its
2023 assessments of sanctions systems and
controls in financial services firms. The publication
provided invaluable insight into FCA's methodology
when assessing the strengths and weaknesses

of compliance systems across a wide segment of
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UK firms. FCA provided examples both of good
practices and areas of improvement observed
throughout the assessment. There are five key
themes in the report: (1) governance and oversight;
(2) skills and resources; (3) screening capabilities;
(4) Customer Due Diligence and Know Your
Customer procedures; and (5) reporting breaches
to FCA.%8

Gold-based Financial and Trade Sanctions
Circumvention

On 8 November 2023, UK’s National Crime Agency,
along with OFSI and others, issued a red alert to
financial institutions and other members of the
regulated sector warning that Russia is using gold to
undermine the impact of the UK sanctions regime.
Ownership and Control: Public Officials and
Control guidance

OFSI also issued updated guidance on its
interpretation of ownership and control. The UK
sanctions regime is unique in that, unlike the United
States, it applies sanctions restrictions to persons
not only owned by designated persons but also
those controlled by designated persons. At the
same time, the UK sanctions regime is based on
strict liability, which increases the burden on the
industry to affirmatively establish to what extent a
designated person may control another person. In
the wake of the UK Court of Appeal’s decision in
Mints v. PJSC National Bank Trust and PJSC Bank
Otkritie case, OFSI published the updated guidance
on 17 November. Most importantly, the guidance
mentioned that “there is no presumption on the part
of the UK government that a private entity is subject
to the control of a designated public official simply
because that entity is based or incorporated in a
jurisdiction in which that official has a leading role in
economic policy or decision-making.”>®

Red Alert: Exporting High Risk Goods

In December 2023, the National Crime Agency,
along with OFSI, and others, issued the red alert to
provide information to UK businesses regarding
common techniques used to evade sanctions on
the export of high-risk goods, which Russia is using
on the battlefield in Ukraine. Similar to guidance
issued by authorities in the United States, this alert
contains a detailed list of red flags that may suggest
circumvention. ©
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Enforcement Actions

United States

OFAC

OFAC brought 17 enforcement actions with a total value
of USD 1,541,380,594.08 in 2023.

Compared to 2022, OFAC'’s enforcement activity in 2023
increased by 6.25% in the number of public actions and
by more than 3,500% in the value of total fines. An insur-
ance company, three companies active in crypto curren-
cies, three banks, and two payment companies, among
others, were those subject to public enforcement actions.

Perhaps the most prominent sanctions enforcement ac-
tion of the year was against Binance. Binance Holdings,
Ltd. agreed to pay USD 968,618,825 to settle its potential
civil liability for 1,667,153 apparent violations of multiple
U.S. sanctions programs.®’ Between August 2017 and
October 2022, Binance matched and executed virtual
currency trades on its online exchange platform between
U.S. person users and users in sanctioned jurisdictions or
blocked persons. Binance management knew of and per-
mitted the presence of both U.S. and sanctioned jurisdic-
tion users on its platform and did so despite understand-
ing that Binance's trade matching algorithm could cause
violations of OFAC-administered sanctions programs due
to the presence of U.S. users on the platform. This was a
coordinated enforcement action between OFAC, DOJ, and
FinCEN that resulted in a total fine of more than USD 4
billion. In an unusual development, as part of the settle-
ment, Binance's CEQO, Changpeng Zhao, agreed to plead
guilty to failing to maintain an effective anti-money laun-
dering (AML) program and resigned as CEO of Binance.®?

Department of Justice

By looking at the number of actions taken in 2023,
it is obvious that DOJ has increased its focus on
prosecuting violations of U.S. sanctions and export
control restrictions.

On 16 February 2023, DOJ and the Commerce
Department’s BIS announced the creation of the
Disruptive Technology Strike Force to target illicit
actors, strengthen supply chains, and protect critical
technological assets from being acquired or used by
nation-state adversaries.
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Compared to 2022, OFAC’s
enforcement activity in 2023
increased by 6.25% in the number
of public actions and by more than
3,500% in the value of total fines.

The Disruptive Technology Strike Force—along with the
Task Force KleptoCapture, which was created in 2022
to enforce the sweeping sanctions, export restrictions,
and economic countermeasures that the United States
has imposed in response to Russia’s military invasion
of Ukraine—brought several actions in 2023. Notable
among these actions are criminal charges announced
in three cases on 16 May 2023. Two of those cases
involved the disruption of alleged procurement networks
created to help the Russian military and intelligence
services obtain sensitive technology in violation of U.S.
laws. The third case involved a Chinese procurement
network established to provide Iran with materials used
in weapons of mass destruction and ballistic missiles.®®

While the focus of the Justice Department primarily has
been on Russia, it also brought actions related to other
U.S. sanctions program as well, namely Iran.54

BIS

On 19 April 2023, BIS announced its largest
administrative action ever in the amount of USD 300
million against a California-based company related

to their continued shipment of millions of hard disk
drives to Huawei in apparent breach of the foreign
direct product rule.%® Readers will recall that Huawei
Technologies Co., Ltd. and 68 of its non-U.S. affiliates
(collectively, “Huawei”) were added to the Entity List
effective 16 May 2019 because they posed a significant
risk of involvement in activities contrary to the national
security or foreign policy interests of the United States.®®
Subsequently, in August 2020, BIS expanded the
prohibitions by prohibiting exports of foreign-produced
items to Huawei, if such items were direct product of
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U.S. technology.®” While two major competitors of the
California company promptly announced termination
of their business with Huawei, the company decided to
expand it, seemingly believing that its exports continue
to be permissible.

BIS also published an informative document that reviews
all enforcement actions it took in 2023.%8

European Union

In 2023, the EU continued to improve its sanctions
enforcement mechanism. As a reminder, the
enforcement of EU sanctions rests with the Member
States. In 2022, the EU Commission worked toward
creating more homogenized sanctions enforcement
practices among the Member States by submitting

a proposal to harmonize criminal offenses and
penalties for the violation of EU restrictive measures.
The European Parliament and the Council reached a
provisional political agreement on 12 December 2023,
that brought the EU one step closer to aligning their
domestic enforcement efforts.®® Once the European
Parliament and Council reach the formal final agreement
and publish the corresponding Directive, it will be easier
to investigate and prosecute sanctions law violations in
all Member States in the same way. The Directive will
also establish the same level of penalties in all Member
States and close many legal loopholes.

In parallel to the EU institutions’ work, some Member
States brought actions against those who allegedly
violated the EU sanctions. For example, in November, a
court in the Netherlands sentenced a Russian citizen to
18 months in prison and fined his company EUR 200,000
for breaching the EU sanctions against Russia.”

United Kingdom

OFSI enforcement actions remained infrequent in 2023,
with OFSI announcing only one enforcement action
against a financial technology company for making
funds available to a designated person without a
license.”” OFSI did not impose any monetary fine in the
case, however, as it used its recently granted authority
to disclose a sanctions breach to the public without
imposing a penalty. The breach was related to a cash
withdrawal of GBP 250 made from a business account
the technology company maintained for an entity
owned or controlled by a person designated under the
Russia Regulations. Despite maintaining sanctions
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On 19 April 2023, BIS announced its
largest administrative action ever

in the amount of USD 300 million
against a California-based company
related to their continued shipment
of millions of hard disk drives to
Huawei in apparent breach of the
foreign direct product rule.

screening, the technology company failed to block the
cards associated with the account immediately after
the designation and thus the designated person could
continue to withdraw funds after designation.

Apart from OFSI, the courts in the United Kingdom
reviewed sanctions-related cases, including:

1. In March 2023, the High Court of Justice in London
ruled against LLC Synesis, a Belarusian technology
company, which had challenged its designation as
a sanctioned entity under The Russia (Sanctions) EU
Exit Regulations 2019.72

2. In August 2023, the High Court of Justice in London
ruled against Eugene Shvidler, an associate of
Roman Abramovich and a director of Evraz plc, who
had challenged his designation as a sanctioned
individual under The Russia (Sanctions) EU Exit
Regulations 2019.73

3. In October 2023, the UK Court of Appeal handed
down a judgment in the case of Mints v National
Bank Trust and Bank Okritie, which discussed the
UK's “ownership and control” test in UK’s sanctions.”
This was perhaps the most notable case, which led
to the issuance of “Ownership and Control: Public
Officials and Control” guidance from OFSI clarifying
the notion of control under the UK sanctions.”
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3. China

Increasing Export
Controls and New
Economic Restrictions

China and China-related actions,
on the other hand, continued
to be a key focus of BIS

L
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Stable Front on Financial Sanctions while Export

Controls Tightened

There were no new China-related sanctions programs or surprise designations in 2023.
OFAC continued to target persons located in China, primarily under the Russia program
(including sanctions evasion), North Korea, and Iran. OFAC also designated a substan-
tial number of China-based persons for their involvement in illicit drug trafficking, such

as supplying fentanyl precursors and fake pill manufacturing equipment.

China and China-related actions, on the other hand, con-
tinued to be a key focus of BIS. Specifically, the Bureau:

» Further strengthened and expanded export con-
trols on advanced computing semiconductors and
semiconductor manufacturing equipment for China
(including Hong Kong) and the Special Region of
Macau (as well as other countries subject to a U.S.
arms embargo such as Russia and Belarus).”®

» Implemented new measures to address export
controls circumvention risks presented by China
and Macau, including by issuing additional red flags
guidance and expanding licensing requirements on
exports to more than 40 other countries that present
high risk of diversion to China.”

» Expanded nuclear export controls on China and
Macau, now requiring a license for export, re-export,
or in country transfer for all items on the CCL con-
trolled under nuclear nonproliferation category NP2
(as appears in the Commerce’s Country Chart).”

» In multiple rounds of designations, added more
than 150 Chinese companies and individuals to its
Entity List.”

» Imposed its largest ever administrative penalty of
USD 300 million against a California-based company
for its alleged exports to Huawei Technologies Co.
Ltd. in violation of the foreign direct product rule.
The conduct in question lasted for approximately 13
months and resulted in prohibited exports to Huawei
of more than USD 1.1 billion worth of products.#

» Imposed a USD 2.77 million penalty on a 3D printing
company for exports of controlled aerospace tech-
nology to China, among other violations.®

The DOJ also continued to take actions against individ-
uals and entities who exported or attempted to export
critical items to China. For example, on 5 December, a
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federal indictment was unsealed in the District of Oregon
charging a Belgian national in connection with the export
of sensitive, military-grade technology from the United
States to end users in China.®

Executive Order on Outbound
Investments

On 9 August 2023, the Biden Administration issued a new
Executive Order “On Addressing United States Investments
in Certain National Security Technologies and Products in
Countries of Concern” (“EO 14105").% The Executive Order
did not introduce any immediate changes or requirements;
rather, the EO empowered the Treasury Department to cre-
ate a program with oversight of U.S. person investments

in certain key national security technologies and products
(“Covered Products”), if such investments involve covered
foreign persons from the “countries of concern.” At pres-
ent, EO 14105 defined China, including Hong Kong and
Macau, as the only country of concern.

Although dubbed a “reverse CFIUS,” EO 14105 differs

in important aspects from the Committee on Foreign
Investment in the United States (“CFIUS”) and its review
of inbound transactions. First, the Executive Order does
not contemplate establishing a Committee within the
Treasury similar to CFIUS. Instead, the Executive Order
empowers the Treasury Department, via its rulemaking
authority, either to prohibit U.S. persons from engaging
in certain outbound investments outright, or to require
such investors to notify Treasury of certain types of
investments defined in the future. Second, the Execu-
tive Order is limited in scope in that, at present, it only
focuses on three key sectors defined to be of national
security importance. Specifically, these are sensitive
technologies and products in the (i) semiconductors and
microelectronics sector; (ii) quantum information tech-
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nologies sector; and (iii) artificial intelligence sector.
Third, there will be no transaction-by-transaction review
of proposed investments under EO 14105. Instead, the
market participants will have to determine themselves
which investments could fall within the prohibition or
notification requirements. On the other hand, however,
the Treasury Department will have the authority to void
or otherwise compel the divestment of any prohibited
transaction, which is similar to the CFIUS program.

Other notable elements of the new Executive Order
include:

» The Executive Order tasks the Treasury Department,
in consultation with other U.S. government agencies,
to develop regulations establishing the framework
of oversight over outbound investments, including
definition of the types of transactions involving Cov-
ered Products that will be prohibited or that would
require notification of the Treasury. The same day
the Treasury Department issued Advance Notice of
Proposed Rulemaking (“ANPRM"),2* noting that it is
not a draft regulatory text, but instead is an effort to
collect public feedback on some of the initial consid-
erations and views the Treasury has with regard to
the framework.

*  The comment period for the ANPRM closed on
28 September 2023; the public, however, will
have additional opportunity to shape the final
regulations when the Treasury opens them for
public comment.

» The proposed definition of “U.S. person” to be sub-
ject to the Executive Order requirements tracks the
definition used for the purpose of U.S. sanctions. It
includes U.S. citizens and green card holders, wher-
ever located; all persons organized under the laws
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of the United States, including their foreign branch-
es; and any person physically in the United States.

In addition, the Treasury Department may also place
certain obligations on U.S. persons with respect to
foreign entities they control and in certain situations
where U.S. persons knowingly direct transactions by
non-U.S. persons.

» Both the Executive Order and ANPRM carefully con-
sider which categories of “investment transactions”
will be in scope of the new program. For example,
the Treasury Department noted that it considers
excluding from the program'’s coverage U.S in-
vestments into publicly traded securities and their
derivatives or intracompany transfers of funds from
a U.S. parent to its subsidiary. Instead, the program
will focus on types of investments that can con-
vey additional intangible benefits to an investment
target, such as acquisition of equity interests (e.g.,
via mergers and acquisitions, private equity, venture
capital, and other arrangements); greenfield invest-
ments; joint ventures; and certain debt financing
transactions that are convertible to equity.

» The prohibitions and notification requirement will
apply broadly to the above outlined types of trans-
actions involving “covered foreign persons.” In other
words, the investment does not have to be limited
to the territory of China. Covered foreign persons
include: (i) citizens or permanent residents of a
country of concern; (ii) any entities organized under
the laws of such country or with a principal place of
business there; (iii) the government of the country
of concern, including any of its political subdivision,
political party, agency, or instrumentality or any per-
son acting on behalf of the same; or (iv) any entities
owned by any of the above.

Notably, the Executive Order does not prescribe a
timeframe for the Treasury Department to develop

and finalize its program regulations. It remains to be
seen if Treasury will publish the draft and then the final
regulations within 2024, which will depend on the volume
and quality of the public comments the agency receives
in response to the ANPRM and the draft regulations, as
well as the need to balance the prohibitions ordered by
the Executive Order with the stability and openness of
the U.S. investments market.
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United States Partially Eases Venezuela Sanctions

On 18 October 2023, OFAC issued or renewed a total of six general licenses authorizing categories of transactions
that were previously prohibited under the U.S. sanctions program against Venezuela. The partial sanctions relief
was the U.S. government'’s response to an agreement between Venezuela's Unitary Platform and representatives of
President Nicolas Maduro that created a roadmap for democratic elections in the country.®

The Department of State signaled that this relaxation of
sanctions can be revoked at any time if the representa-
tives of Maduro fail to follow through on their commit-
ments. In particular, the U.S. government expects the
Maduro’s government to reinstate all candidates who
want to run for president in Venezuela and to begin the
release of all political prisoners.

The general licenses issued by OFAC authorize broad
categories of the following activities, subject to the con-
ditions stated in the licenses:

» All secondary market transactions in a long list
of specified bonds issued by the government of
Venezuela or state-owned entities (“GL 3| Bonds”),
including purchases of GL 3| Bonds by U.S. persons.

» All secondary market transactions in bonds and
equities issued by Petréleos de Venezuela, S.A. (“Pd-
VSA") or its majority owned subsidiaries, prior to 25
August 2017, including, again, authorization for U.S.
persons to purchase such securities.

» All secondary market transactions in bonds issued
prior to 25 August 2017, by PDV Holdings, CITGO
Holdings, or their majority owned subsidiaries (this
authorization existed in prior versions of GL 9 and
did not prohibit U.S. persons from purchasing such
securities).

» Through 18 April 2024, all transactions that are
related to oil or gas sector operations in Venezuela,
including, for example, production, lifting, sale,
and exportation of oil or gas from Venezuela and
provision of related goods and services; payment of
invoices for goods or services related to oil or gas

sector operations in Venezuela; and new investment
in these sectors in Venezuela.

» All transactions involving CVG Compania General de
Mineria de Venezuela CA (“Minerven”), the Venezu-
elan state-run metals mining company active in the
country’s gold sector, or any of its majority owned
subsidiaries.

» All transactions with Consorcio Venezolano de In-
dustrias Aeronauticas y Servicios Aereos, S.A. (“Con-
viasa”) or its majority owned subsidiaries, but only to
the extent that they are incident to the repatriation of
Venezuelan nationals from countries in the Western
Hemisphere®” other than the United States.

OFAC also issued a series of FAQs related to this ac-
tion.®8 Notably, the FAQs clarify that all sanctions relat-
ed to the primary bond market of Venezuela remain in
place. On the other hand, the lifting of the secondary
market restrictions, allowing U.S. persons to trade in
Venezuela securities, and opening an opportunity to
restructure some of the Venezuela debt, provides long
awaited relief for the market participants, as the Venezu-
ela securities market remains somewhat liquid.®

In connection with allowing transactions with Minerven,
OFAC noted that it does not intend to apply secondary
sanctions to target persons solely for operating in the gold
sector of the Venezuelan economy. OFAC also stated

that the oil and gas sector-related general license will be
renewed only if the Maduro representatives meet their
commitments. Finally, since Venezuela has been known
to work closely with Russia, the oil and gas general license
excludes from its authorizations any Russia-owned entities

Since Venezuela is largely a U.S.-driven sanctions program, there were no
updates to Venezuela sanctions from either EU or UK authorities apart
from the EU extending the program until mid-2024.

K2integrity.com

2023 in Review: An Eventful Year in Sanctions and Enforcement . 23




in Venezuela, any joint ventures formed with Russia, or any
new investment in Venezuela by Russian persons.

European Union and United Kingdom

Since Venezuela is largely a U.S.-driven sanctions
program, there were no updates to Venezuela sanctions
from either EU or UK authorities apart from the EU ex-
tending the program until mid-2024.

It remains to be seen if the sanctions relaxation will
remain in place in 2024. On 1 December 2023, the State
Department issued a statement that while the Madu-

ro regime has met some of its commitments, the U.S.
government continues to be concerned with the lack of
progress releasing political prisoners.®® This may lead to
a snapback of U.S. sanctions. Even more alarming is a
series of inflammatory statements by Maduro and recent

military exercises in late 2023, threatening the territorial
integrity of Guyana due to the country’s large oil and gas
reserves. Maduro then held a referendum in Venezuela
during which the voters “approved” Venezuela's claim of
sovereignty over Essequibo, a region that represents two
thirds of Guyana.®' Since Guyana is a former British ter-
ritory, it is possible that the UK may revisit its sanctions
regime in the future should the situation deteriorate.

Note: as of the date of this publication, on 30 January
2024, the U.S. Government announced that the Maduro
regime failed to meet its commitments. Therefore, OFAC
does not intend to renew General License 44 (the oil & gas
sector relief) after its expiration on 18 April 2024. OFAC
also revoked General License 43, allowing trade with Min-
erven, effective 30 January 2024 (subject to a winddown
period until 13 February 2024).%

OFAC Continues Targeting Crypto Wallet Addresses

OFAC continued to target digital currency wallet addresses in its 2023 designations, in particular in connection with
its Counter Narcotics/lllicit Drugs and Counter Terrorism designations. Other programs under which OFAC targeted
digital wallets include Iran, North Korea, Russia, and Cyber-related programs.

In 2023, OFAC designated a total of 65 digital wallet
addresses. The most notable designations include:

» On 23 August 2023, OFAC designated Roman
Semenov, a co-founder of the previously sanctioned
virtual currency mixer, Tornado Cash, and wallets tied
to him. The press release noted that all three Tornado
Cash co-founders have been indicted and/or arrested
in the United States and the Netherlands. OFAC
described in detail Semenov’s close involvement in
laundering virtual currency on behalf of the Lazarus
Group, a North Korea state-sponsored hacking group.
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» On 18 October 2023, OFAC targeted a digital wallet of
an entity linked to fundraising campaigns for Hamas
and other terrorist organizations.

» On 3 November 2023, OFAC designated three
digital addresses of Ekaterina Zhdanova, who was
also designated that day. OFAC stated in its press
release that Zhdanova has been notoriously known
to help Russian sanctioned persons and elites
launder and/or move their funds abroad using virtual
currency. In one instance, for example, a Russian
oligarch sought Zhdanova's services to move more
than USD 100 million in wealth to the UAE. Once
outside of Russia, but still under their control, the
oligarchs could continue moving the funds around
the world, without triggering suspicion from foreign
correspondent banks.

In 2023, OFAC designated a total of
65 digital wallet addresses.
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OFAC's Increased Focus on Persons Engaged in
lllicit Drug Activity

Year 2023 saw a total of 19 OFAC actions designating persons for engaging in illicit drug trade. Most of the desig-
nations focused on identifying vast networks of individuals and entities engaged in fentanyl production, supply, and
trafficking in Mexico and China. OFAC also designated a large number of entities assisting in either laundering illicit
drugs proceeds or helping drug cartels generate additional sources of revenue. The United States continues to battle
the fentanyl epidemic, which caused approximately 74,000 deaths in the United States in 2022 and since 2016 re-
mains the number one cause for drug-related deaths in the United States.*®

Key designations include:

>

28 individuals and entities in China and Canada

that were part of a China-based network responsible
for the manufacturing and distribution of ton quan-
tities of fentanyl, methamphetamine, and ecstasy
precursors.

17 individuals and entities based in China and Mexi-
co involved in the sale of counterfeit pill-generating
equipment, such as pill presses, die molds, and
other equipment used to produce illicit pills, often
laced with fentanyl.

A network of three individuals and 13 companies
linked to a timeshare fraud led by the Cartel de Jalis-
co Nueva Generacion, a violent Mexican cartel and a
leading narcotics trafficker into the United States.

15 individuals and two companies, all members of
the Beltran Leyva Organization, another cartel based
in Mexico.

Multiple designations of Sinaloa Cartel members
and associated entities, including its Los

Chapitos faction.

Most of the designations focused on identifying vast networks of
individuals and entities engaged in fentanyl production, supply, and
trafficking in Mexico and China
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Horizon Scanning

It has become increasingly difficult to predict future developments in sanctions programs and export controls, consid-
ering the emergence and rapid expansion of measures targeting Russia, as well as ever-shifting dynamics across the
broader geopolitical landscape. We assess, however, that it is reasonable to expect the following to happen:

>

Continuous designation of individuals and entities
under the Russia sanctions programs of the United
States, EU, and UK. As most of the individuals and
entities close to the circle of power in Moscow and
Russian military are already sanctioned, additional
designations are expected to be focused on persons
who continue to bring significant revenue for the
Russian state, as well as persons circumventing
sanctions and export controls.

In addition to designations, government authorities
will continue to focus on detecting and prosecuting
the vast mushrooming network of third country and
offshore entities assisting Russia in its efforts to
evade sanctions.

Given the expanded secondary sanctions authority
under the U.S. Russia sanctions program, it is also
likely the U.S. government will start targeting foreign
financial institutions that either proactively maintain
accounts for certain Russian persons or willfully turn a
blind eye to their clients’ circumvention of U.S. sanc-
tions and export controls.

As financial aid from the G7 countries to Ukraine
has slowed, the key area to watch is the domestic
and international willingness to begin the process

of transferring frozen Russian state assets to fund
reconstruction efforts in Ukraine. While there are key
legal predicaments to this, the idea has been gaining
traction in the EU and United States.

If the conflict in the Middle East continues to expand,
more sanctions, especially blocking sanctions, could
be levied upon those supporting Iran, Hamas, Houthis,
and other Iran proxies. Cutting off financial support to
such nefarious actors will remain the top priority.
China will remain a key jurisdiction to watch, as
Taiwan has elected the new president and tensions
in the Taiwan Strait remain high. The willingness to
expand or impose new types of restrictions on Chi-
na, as well as the G7 cooperation on China-related
issues, will also largely depend on the results of the
U.S. presidential election in November 2024.
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>

v

Export controls will remain the main focus of the G7

countries.

*  The already-complex web of rules will continue
to expand;

«  Likely more ltems will be added to the list of
High Priority Items; and

*  Expect to see more cooperation across the G7
countries on limiting the types of technology
available for export to China.

We may see an increased number of enforcement

actions out of OFAC, OFSI, and sanctions authori-

ties of the EU Member States related to violation of

sanctions against Russia. The program has been

in place for two years, so it is possible that some

investigations currently underway may begin to

settle. Separately, BIS has implemented a number

of key changes to fast-track resolution of minor or

technical violations so that it may focus its resourc-

es on more significant violations of the EAR, some of

which may settle in 2024.
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Department of Commerce, Department of the Treasury, and Department of Justice Tri-Seal Compliance Note: Cracking Down on Third-Party Intermediaries Used to
Evade Russia-Related Sanctions and Export Controls, available at https://ofac.treasury.gov/media/931471/download?inline

Supplemental Alert: FinCEN and the U.S. Department of Commerce’s Bureau of Industry and Security Urge Continued Vigilance for Potential Russian Export Control
Evasion Attempts, May 19, 2023, available at https://www.fincen.gov/sites/default/files/shared/FinCEN%20and%20BIS%20Joint%20Alert%20_FINAL_508C.pdf

Guidance to Industry on Iran’s UAV-Related Activities, available at https://www.justice.gov/nsd/file/1298411/dI?inline=

Best Practices for License Applications for Medical-related Items, Department of Commerce Bureau of Industry and Security, available at https:/www.bis.doc.gov/
index.php/documents/product-guidance/3300-russia-medical-related-license-application-guidance-fpd-final-incorp-occ-and-3f-cmts-clean-071323/file

DOJ, BIS, and OFAC Issue Tri-Seal Compliance Note Consolidating Information Regarding Voluntary Self-Disclosure Policies, K2 Integrity Policy Alert, August 15,
2023, available at https://www.k2integrity.com/en/knowledge/policy-alerts/DOJ-bis-and-ofac-issue-tri-seal-compliance-note-consolidating-information-regard-
ing-voluntary-self-disclosure-policies/

The Department of the Treasury’s Office of Foreign Assets Control, Compliance Communiqué: Guidance for the Provision of Humanitarian Assistance to Syria,
August 8, 2023, https://ofac.treasury.gov/media/931236/download?inline

The Export Enforcement Five, Guidance for Industry and Academia, Russia Sanctions — Common High Priority Items List, Sept. 26, 2023: https://www.bis.doc.gov/
index.php/documents/enforcement/3336-2023-09-26-export-enforcement-five-guidance-for-industry-and-academia-priority-hs-codes

Best Practice: Certification to Prevent Diversion to Russia of Highest Priority Items, Department of Commerce Bureau of Industry and Security, available at https://
www.bis.doc.gov/index.php/documents/policy-guidance/3339-tent-final-best-practice-customer-certification-v4/file

Export Enforcement Five Guidance for Industry and Academia, September 25, 2023, available at https://www.bis.doc.gov/index.php/documents/enforcement/3336-
2023-09-26-export-enforcement-five-guidance-for-industry-and-academia-priority-hs-codes

The Department of the Treasury’s Office of Foreign Assets Control, Advisory for the Maritime Oil Industry and Related Sectors, October 1, 2023, available at https://
ofac.treasury.gov/media/932201/download?inline

The Department of the Treasury’s Office of Foreign Assets Control, Compliance Guidance for the Provision of Humanitarian Assistance to the Palestinian People,
November 14, 2023, available at https://ofac.treasury.gov/media/932311/download?inline

Department of Commerce, Department of the Treasury, Department of Justice, Department of State, and Department of Homeland Security Quint-Seal Compliance
Note: Know Your Cargo: Reinforcing Best Practices to Ensure the Safe and Compliant Transport of Goods in Maritime and Other Forms of Transportation, December
11, 2023, available at https://ofac.treasury.gov/media/932391/download?inline

The EU Commission, Guidance for EU operators: Implementing enhanced due diligence to shield against Russia sanctions circumvention, September 7, 2023, https://
finance.ec.europa.eu/system/files/2023-12/guidance-eu-operators-russia-sanctions-circumvention_en.pdf

The Office of Financial Sanctions Implementation, High Value Dealer Guidance, April 18, 2023, available at https://assets.publishing.service.gov.uk/media/64416d-
1f22ef3b000f66f640/0FSI_HVD_Guidance_FINAL_180423.pdf

Financial Conduct Authority, Sanctions systems and controls: firms’ response to increased sanctions due to Russia’s invasion of Ukraine, September 6, 2023, available
at https://www.fca.org.uk/publications/good-and-poor-practice/sanctions-systems-and-controls-firms-response-increased-sanctions-due-russias-invasion-ukraine

The Office of Financial Sanctions Implementation, Ownership and Control: Public Officials and Control guidance, November 17, 2023, available at https://www.gov.
uk/government/publications/ownership-and-control-public-officials-and-control-guidance/ownership-and-control-public-officials-and-control-guidance

Red ALERT Exporting High Risk Goods, December 6, 2023, available at https://www.nationalcrimeagency.gov.uk/who-we-are/publications/687-necc-red-alert-export-
ing-high-risk-goods/file

The Department of the Treasury’s Office of Foreign Assets Control, Settlement Agreement between the U.S. Department of the Treasury’s Office of Foreign Assets
Control and Binance Holdings, Ltd., November 21, 2023, available at, https://ofac.treasury.gov/recent-actions/20231121

The U.S. Department of Justice, Press Release, Binance and CEO Plead Guilty to Federal Charges in $4B Resolution, available at https://www.justice.gov/opa/pr/
binance-and-ceo-plead-guilty-federal-charges-4b-resolution

Justice Department Announces Five Cases as Part of Recently Launched Disruptive Technology Strike Force, the Department of Justice Press Release, May 16,
2023, available at https://www.justice.gov/opa/pr/justice-department-announces-five-cases-part-recently-launched-disruptive-technology-strike

E.g., See Iranian National Charged with Unlawfully Procuring Microelectronics Used in Unmanned Aerial Vehicles on Behalf of the Iranian Government, the De-
partment of Justice Press Release, December 19, 2023, available at https://www.justice.gov/opa/pr/iranian-national-charged-unlawfully-procuring-microelectron-
ics-used-unmanned-aerial-vehicles

BIS Press Release, April 19, 2023, available at https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3264-2023-04-19-bis-press-re-
lease-seagate-settlement/file

Federal Register Volume 84, Issue 98, Addition of Entities to the Entity List, https://www.govinfo.gov/app/details/FR-2019-05-21/2019-10616

Federal Register, Volume 85, Issue 162, Addition of Huawei Non-U.S. Affiliates to the Entity List, the Removal of Temporary General License, and Amendments to
General Prohibition Three (Foreign-Produced Direct Product Rule), https://www.federalregister.gov/documents/2020/08/20/2020-18213/addition-of-huawei-non-us-
affiliates-to-the-entity-list-the-removal-of-temporary-general-license-and
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BIS Year in Review, 2023, available at https://www.bis.doc.gov/index.php/documents/enforcement/3433-bis-export-enforcement-year-in-review-2023-final/file

The Council of the European Union, Council and Parliament reach political agreement to criminalise violation of EU sanctions, December 12, 2023, available at
https://www.consilium.europa.eu/en/press/press-releases/2023/12/12/council-and-parliament-reach-political-agreement-to-criminalise-violation-of-eu-sanctions/

Reuters, Dutch court sentences Russian man to prison for EU sanctions breach, November 1, 2023, available at https://www.reuters.com/world/europe/dutch-court-
sentences-russian-man-prison-eu-sanctions-breach-2023-11-01/

The Office of Financial Sanctions Implementation, OFSI Enforcement Action Against Wise Payment Limited, August 31, 2023, available at https://assets.publishing.
service.gov.uk/media/64ef17f5da84510014632423/Wise_Payments_Limited_Disclosure_Notice_31AUGUST23.pdf

LLC Synesis v Secretary of State for Foreign, Commonwealth and Development Affairs, the High Court of Justice, CO/3655/2022, available at https://caselaw.nation-
alarchives.gov.uk/ewhc/admin/2023/541

Eugene Shvidler v Foreign Secretary, the High Court of Justice, CO/741/2023, available at https://www.judiciary.uk/judgments/eugene-shvidler-v-foreign-secretary/
Mints v PJSC National Bank Trust, the High Court of Justice, CA-2023-000464, available at https:/www.judiciary.uk/judgments/mints-v-pjsc-national-bank-trust/

The Office of Financial Sanctions Implementation, Ownership and Control: Public Officials and Control guidance, November 17, 2023, available at https://www.gov.
uk/government/publications/ownership-and-control-public-officials-and-control-guidance/ownership-and-control-public-officials-and-control-guidance

Department of Commerce, Bureau of Industry and Security, Export Controls on Semiconductor Manufacturing ltems, available at https:/www.bis.doc.gov/index.php/
documents/federal-register-notices-1/3368-88-fr-73424-sme-ifr-10-25-23/file

Department of Commerce, Bureau of Industry and Security, Implementation of Additional Export Controls: Certain Advanced Computing ltems; Supercomputer and
Semiconductor End Use; Updates and Corrections, available at https://www.bis.doc.gov/index.php/documents/federal-register-notices-1/3369-88-fr-73458-acs-
ifr-10-25-23/file

Department of Commerce, Bureau of Industry and Security, Expansion of Nuclear Nonproliferation Controls on the People’s Republic of China and Macau, available
at https://www.bis.doc.gov/index.php/documents/federal-register-notices-1/3312-88-fr-54875-china-np2-published/file

See all designation announcements here: https://www.bis.doc.gov/index.php/regulations/federal-register-notices#10172023a

Department of Commerce, Bureau of Industry and Security, Press Release, BIS Imposes $300 Million Penalty Against Seagate Technology LLC Related to Shipments to
Huawei, available at https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3264-2023-04-19-bis-press-release-seagate-settlement/file

Department of Commerce, Bureau of Industry and Security, Press Release, BIS Imposes $2.77 Million Penalty on 3D Printing Company for Exports to China and Ger-
many, Including Aerospace and Military Design Documents, available at https://www.bis.doc.gov/index.php/documents/about-bis/newsroom/press-releases/3233-
2023-02-27-3d-press-release/file

Department of Justice, Belgian National - Procuring Critical U.S. Technology for End Users in China and Russia, Department of Justice press release, December 6,
2023, https://www.justice.gov/usao-or/pr/belgian-national-faces-federal-charges-illegally-procuring-critical-us-technology-end

Executive Order 14105, Addressing United States Investments in Certain National Security Technologies and Products in Countries of Concern, August 9, 2023,
available at https://www.govinfo.gov/content/pkg/DCPD-202300685/pdf/DCPD-202300685.pdf

Department of the Treasury, Provisions Pertaining to U.S. Investments in Certain National Security Technologies and Products in Countries of Concern, available at
https://www.govinfo.gov/content/pkg/FR-2023-08-14/pdf/2023-17164.pdf

Signing of Electoral Roadmap Between the Unitary Platform and Representatives of Maduro, Press Statement, The U.S. Department of State, 18 October
2023, https://www.state.gov/signing-of-electoral-roadmap-between-the-unitary-platform-and-representatives-of-maduro/

Id.

See this Department of State list of countries that OFAC defines as countries in the “Western Hemisphere” https://www.state.gov/bureaus-offices/under-secre-
tary-for-political-affairs/bureau-of-western-hemisphere-affairs/

Frequently Asked Questions Related to the Suspension of Certain U.S. Sanctions with Respect to Venezuela on October 18, 2023, OFAC, 18 October 2023, https://
ofac.treasury.gov/media/932241/download?inline. See also FAQs # 1136-1137, available here https://ofac.treasury.gov/fags/added/2023-10-18

Reuters, Venezuela's bonds rally after US trading ban lifted, October 19, 2023, https://www.reuters.com/markets/rates-bonds/venezuelas-bonds-rally-after-us-trad-
ing-ban-lifted-2023-10-19/

Department of State, Reviewing our Venezuela Sanctions Relief, December 1, 2023, https://www.state.gov/reviewing-our-venezuela-sanctions-relief/

Associated Press, Venezuelans Approve a Referendum to Claim Sovereignty Over a Swathe of Neighboring Guyana, https://apnews.com/article/venezuela-guy-
ana-essequibo-territory-dispute-maduro-referendum-90a4f0f962a83620903987a68a7d39b0

Department of State, Venezuela: Sanctions Actions and Supporting Democracy, January 30, 2024, https://www.state.gov/venezuela-sanctions-actions-and-support-
ing-democracy/

See, e.g., National institute on Drug Abuse, Drug Overdose Death Rates, https://nida.nih.gov/research-topics/trends-statistics/overdose-death-rates
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K2 Integrity is the premier global risk advisory firm. We are dedicated to helping our
clients mitigate risk, resolve disputes, and provide customized end-to-end solutions.

K2 Integrity works with clients to address their most complex sanctions-related issues. Whether assisting a global
shipping company manage its sanctions risks when selling and shipping products to a country subject to limited
U.S. sanctions, assisting an interbank broker dealer mitigate sanctions risk arising from transactions involving debt
on secondary markets, or helping a financial institution strengthen its sanctions compliance program, K2 Integrity’s
professionals bring a unique perspective to each situation.

K2 Integrity’s sanctions team draws upon deep expertise developed while working on sanctions matters at global
financial institutions, global law firms, and multinational technology companies, and uses its wide-ranging operational
risk management expertise to help clients manage and enhance their global sanctions risk management programs,
including OFAC and European Union (EU) sanctions compliance, among others. Our experts bring this unique combi-
nation of experience and expertise to help clients navigate complicated and continually evolving sanctions regimes.
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