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As corporate social responsibility and business ethics continue to grab attention, ever- 
more-sophisticated “best practices” and compliance strategies emerge. A key practice  
that anchors many corporate social responsibility programs and compliance initiatives is 
launching and publicizing an internal whistleblower procedure, report channel, or “hotline” 
that entices insiders to denounce colleagues’ misdeeds so management can root out 
corporate crimes, corruption and cover-ups.

Workplace whistleblower hotlines take many forms. Some stand on their own while others 
comprise part of a broader corporate code of conduct, code of ethics, compliance or social 
responsibility program. Some run in-house while others are outsourced. There are single 
global hotlines and there are aligned but separate report channels across local affiliates. 
Some hotlines are closed to staff in certain countries. Whatever the form or reach, the idea 
behind a workplace hotline is simple: Empower insiders who hear about white collar crime, 
policy breaches or other wrongdoing to come forward with allegations so management can 
investigate, right wrongs, and punish the guilty.

Domestically within the US, workplace whistleblower hotlines are a largely uncontroversial 
“best practice” to which few ever object. But tensions rise when a multinational extends 
report channels abroad. In Europe in particular, whistleblower hotlines can spark blowback 
from staff, employee representatives and government enforcers, and can trigger 
confounding legal issues without US counterpart. To a socially-responsible American,  
the hurdles impeding European whistleblower hotlines have gotten higher than they  
should have any right to get.

Over a dozen European jurisdictions interpret their local domestic data protection laws 
(either by regulation or at least by data agency pronouncement) specifically to rein in 
employer hotlines. And an EU advisory body called the Article 29 Working Party issued  
a persuasive but non-binding report that recommends all 27 EU states embrace a 
particularly-restrictive interpretation of EU data law to restrict hotlines. Broadly speaking, 
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available at whitecase.com. 

 

Challenge:

European data protection laws severely restrict employers’ freedom to launch whistleblower 
hotlines consistent with Sarbanes-Oxley, Dodd-Frank and corporate social responsibility 
“best practices.”

ATTORNEY ADVERTISING. Prior results do not guarantee a similar outcome. 

Pointer:

Take a member-state-by-member-state approach in adapting a US-driven hotline to Europe’s 
tough hotline-specific legal restrictions.
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Europeans see hotlines as threatening privacy rights of denounced 
targets and witnesses when hotlines are not “proportionate” to 
other report channels in European workplaces. Among the specific 
hurdles that European jurisdictions erect to frustrate hotlines,  
the 12 biggest are:

1. restrictions against hotlines accepting  
anonymous denunciations

2. limits on the universe of “proportionate” infractions  
on which a hotline accepts denunciations

3. limits on who can use a hotline and be denounced 
by hotline

4. hotline registration requirements

5. alignment with “proportionate” alternate report channels 
in the workplace

6. notices to employees, targets and witnesses explaining 
their rights

7. restrictions against outsourcing hotlines

8. communications to targets/witnesses disclosing specific 
whistleblower denunciations

9. complying with “sensitive” (EU data directive article 8) 
data restrictions as to criminal data received by hotline

10. rights to access, rectify, block or eliminate personal data 
processed via hotline

11. restrictions against transferring hotline data outside 
of Europe

12. deleting/purging data in hotline call files

Before offering a hotline to employees in Europe, isolate, in each 
affected EU member state, the unique issues under local law. 
Check which of these 12 legal issues arise in each relevant 
jurisdiction. (See the chart below for summaries of local law in 
affected jurisdictions.) Then take steps necessary to make hotline 
reporting protocols, employee communications packages, and 
hotline staff “scripts” comply. In accounting for these issues, 
some multinationals succeed in crafting a single European hotline; 
others decide to tailor different hotline protocols for different 
member states.

Whistleblower Hotlines and Data Protection Laws in Europe
This chart summarizes data protection law pronouncements in those EU member states that issued data-law mandates or interpretations 
specific to employee whistleblower hotlines as of late 2011. “Whistleblower hotline” means any channel/system for employees/
stakeholders to submit complaints/concerns/allegations of wrongdoing to management. 

Jurisdiction
Is the authority  
binding law?

Must confine hotline to 
certain topics only?

Are anonymous 
whistleblower 
calls ever OK?

Is outsourced 
(vs. in-house) 
hotline favored?

Must disclose hotline 
to data agency?

EU Art. 29 
Working Party

No: opinion of 
1 Feb. 06 is persuasive,  
a collective view of local 
Data Protection Agency 
[DPA] representatives 
from the EU  
member states

Hotline OK if limited 
to accounting, internal 
accounting controls, audit, 
anti-bribery, banking and 
financial crimes; no 
opinion on hotlines that 
reach other topics 

Yes, but do “not advertise” 
anonymity feature: “The 
Working Party considers 
that whistleblowing 
schemes should…not 
encourage anonymous 
reporting as the usual way 
to make a complaint… 
[c]ompanies should not 
advertise the fact that 
anonymous reports may 
be made through the 
scheme… If, despite this 
information [being assured 
of confidentiality], the 
person reporting… 
still wants to remain 
anonymous, the report  
will be accepted…‘’

In-house hotline is favored; 
trained in-house team 
should oversee 

Art. 29 Wking. Party has 
no opinion; disclosure 
depends on local EU 
member state law
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Jurisdiction
Is the authority  
binding law?

Must confine hotline to 
certain topics only?

Are anonymous 
whistleblower 
calls ever OK?

Is outsourced 
(vs. in-house) 
hotline favored?

Must disclose hotline 
to data agency?

Austria Largely yes: 
Four hotline-specific 
decisions are binding 
as to their specific 
facts and parties 
only but otherwise 
are persuasive:

■■ K178.274/0010- 
DSK/2008 of 
5 Dec. 08

■■ K178.301/0003-
DSK/2009 of 
25 Feb. 09

■■ K178.305/0004-
DSK/2009 of 
24 July 09

■■ K600.074/0002- 
DVR/2010 of 
20 Jan. 10

Yes. A hotline must 
be for a legitimate 
purpose, therefore must 
be limited to complaints 
on topics of “substantial 
importance”; specifically, 
Austrian authority 
interprets this to reach: 
accounting/internal 
accounting controls; 
audit; severe misconduct/
severe violations of 
internal code of conduct; 
money laundering and 
anti-terrorism might also 
be considered legitimate

Only reports of misconduct 
regarding executive 
managers can be 
processed and transferred 
to the US

Yes, but employers 
are not supposed 
to encourage 
anonymous calls

Third-party hotline 
outsourcer is favored;  
in any event (whether 
hotline is answered 
internally or outsourced), 
an independent specially-
trained team should 
handle reports

Yes, whistleblowing 
systems must be 
notified to the DPA; 
affirmative DPA 
authorization is required 
if the hotline will process 
sensitive data and/or 
other special categories  
of data such as criminal 
offences

Belgium No, but persuasive:  
DPA recommendation  
of 29 Nov. 06

Yes, to: criminal offenses 
and violations of company 
written rules and legal 
regulations (particularly 
related to finance 
and accounting)

Yes, but discouraged; only 
for exceptional cases

Outsourcing is disfavored 
and maybe not allowed; 
need in-house 
independent point person

Yes

Denmark Yes, binding as to 
notification process with 
the DPA: Local DPA 
Whistleblower Guidelines: 
Procedure for Notification 
of Whistleblower Systems 
(updated April 10)

There are also two 
DPA decisions:

■■  2006-42-1061 (Vestas)

■■ 2010-42-1941 (Euprin)

DPA decisions are not 
directly binding on 
non-parties, but have 
persuasive authority;  
DPA must treat similar 
cases similarly

Yes, to: criminal offenses; 
issues under US SOX; 
serious offenses 
important to group/
company or relevant to 
life/wellbeing; economic 
crimes (e.g., bribery, 
fraud, forgery); accounting, 
auditing, bank/finance; 
corruption/crimes; 
environmental issues; 
serious work safety 
issues, serious employee 
issues (e.g., assault or 
sexual abuse)

Hotline should not accept 
reports about “less 
serious offences,” 
expressly including: 
harassment, “cooperative 
difficulties,” incompetence, 
absence, violation of  
HR policies

Not addressed by 
guidelines; Danish lawyers 
understand anonymous 
calls are OK but should  
not be encouraged

Neither is favored; 
third-party hotline 
outsourcers must be listed 
in notification to the DPA 
as processors 

Yes
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Jurisdiction
Is the authority  
binding law?

Must confine hotline to 
certain topics only?

Are anonymous 
whistleblower 
calls ever OK?

Is outsourced 
(vs. in-house) 
hotline favored?

Must disclose hotline 
to data agency?

Finland No (local DPA guidelines 
of 27 July 10)

Yes, to: accounting, 
financial matters, banking, 
and bribery

Under the Finnish data 
protection law “necessity” 
requirement, only 
information directly 
necessary for an 
employee’s employment 
relationship should 
be collected through 
a hotline

Apparently yes, but 
discouraged; hotline 
sponsor should discourage 
anonymous calls; targets 
have a right to know the 
source of reports about 
them unless specifically 
restricted by law

Neither is favored; hotline 
needs to be notified to 
DPA if outsourced

No, unless data 
transferred outside EU/
EEA (without 
using model contractual 
clauses, safe harbor or 
binding corporate rules)  
or hotline is outsourced  
to third party

France Yes: local DPA (CNIL) 
guidelines of 10 Nov. 05 
and 8 Dec. 05 (modified by 
Resolution no. 2010-369 of 
14 Oct. 2010 as a result of 
Dassault Systèmes 
decision [Cour de 
Cassation 8 Dec. 09]), and 
clarified by CNIL Fiche 
pratique of 14 March 11; 
see generally Benoist 
Girard (subsidiary of 
Stryker) v. CHSCT, Cour 
d’Appel Caen 3rd Chamber 
(23 Sept. 11,  released  
4 Oct. 11)

Yes, to: financial, 
accounting, audit and 
banking issues; antitrust/
competition practices; and 
bribery/corruption; per 
Fiche pratique of 3/11, if 
serious issues outside the 
scope (e.g., environmental 
violations; trade secret 
disclosure; data breach 
risks; discrimination, 
harassment and other 
“risks” to employee 
“integrity”) are reported 
via hotline, the report 
needs to be redirected  
to the responsible person 
(e.g., financial director, 
HR director)

Yes, but not encouraged; 
DPA orally said on 2 March 
07 that anonymity 
feature cannot be 
communicated to 
employees, but as of 2011 
DPA’s position 
on this seems to have 
softened; per Fiche 
pratique of 3/11, “in 
principle, whistleblower 
systems are not 
anonymous” and 
whistleblower “must” be 
“invited” to self-identify; 
Benoist Girard decision 
(supra) says anonymous 
denunciations cannot 
be “accepted except 
by exception and 
surrounded by 
certain precautions”

Neither is favored; 
if in-house, a trained team 
should oversee and 
retain confidentiality

Affirmative permission 
required under 
10 Nov. 05 hotline 
guidelines; self-certify 
disclosure necessary 
under 8 Dec. 05 hotline 
guidelines

Germany No (opinion of 20 April 07 
of Düsseldorfer Kreis,  
a national data agency 
collective/working group 
consisting of local German 
Länder [states] data 
agency representatives)

Hotline OK if limited to: 
criminal offenses  
(in particular, fraud, 
accounting and auditing 
matters, corruption, 
banking and financial 
crime, and insider trading), 
human rights  
(e.g., child labor), and 
environmental violations; 
other topics may be OK, 
but hotline may not focus 
on “conduct which 
adversely affects company 
ethics” (e.g., vague 
mandates such as “to be 
friendly when dealing 
with customers”)

Yes, but discouraged;  
only for exceptional cases 

Not clear; third-party 
hotline outsourcers appear 
favored

Yes, but disclosure 
mandate is general, 
applying to many data 
processing systems (no 
hotline-specific disclosure 
mandate), and subject to 
exceptions such as where 
there is a company data 
protection officer
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Jurisdiction
Is the authority  
binding law?

Must confine hotline to 
certain topics only?

Are anonymous 
whistleblower 
calls ever OK?

Is outsourced 
(vs. in-house) 
hotline favored?

Must disclose hotline 
to data agency?

Hungary No

■■ Local DPA guidance  
to individual parties 
(like letter ruling):  
No. 652/K/2007 and 
No. 295/K/2007

■■ Fair Process  
Act includes some 
limited references 
restrictively authorizing 
employer 
whistleblowing 
systems

Limit hotline to “matters 
that may cause harm to 
or jeopardize public 
interest” (e.g., abuse of 
public resources, 
corruption, bribery, 
health and safety, 
criminal conduct, 
environmental issues);  
if hotline covers other 
matters (not of public 
concern), employees’ 
consent is needed

Only senior employees  
can be targets

Yes; Hungary tracks 
the Art. 29 Working  
Party opinion

In-house is favored; 
if outsourced, 
employees’ consent 
is needed and hotline 
must be registered with 
DPA; in both cases, 
access to data must  
be restricted to limited 
group authorized to 
handle reports

If hotline involves 
transferring data beyond 
the direct employer (e.g., 
intra-group transfers or 
transfer to third-party 
hotline provider), 
registration (and perhaps 
also consent) is required; 
if not, no explicit 
registration obligation, 
but registration is 
advisable; processing 
personal data from  
a whistleblowing call 
must be registered  
with the DPA

Ireland No (guidance 
posted on local 
DPA webpage, 
6 March 06)

No; hotline can cover 
whatever violations 
company specifically 
designated in advance

Yes, but “not 
encouraged” 

Neither is favored No, certain data 
controllers are required 
to register with DPA,  
but hotlines do  
not trigger the 
registration obligation

Italy Segnalazione al 
Parliamento e al Governo 
sull'individuazione, 
mediante sistemi di 
segnalazione, degli illecti 
commessi da soggetti 
operanti a vario titolo 
nell'organizzazione 
aziendale, 10 Dec. 09 
(Italian DPA) issued per 
art. 154,1f of 30 June 03, 
no.196)(DPA referral of 
hotline questions to 
Parliament taking no 
substantive positions)

No position No position No position No position

Luxembourg No (guidance of  
30 June 06, updated  
10 Nov. 07 and  
11 May 09, posted  
on DPA webpage and 
affirmed in 2009 Annual 
Report of Activities  
at § 2.2.1.2)

Yes, to: accounting, audit, 
banking and bribery issues

Yes, but anonymity  
must be discouraged; 
whistleblowers must 
identify where possible

Neither is favored; trained 
hotline-answering team 
with a confidentiality 
obligation to 
handle reports 
is recommended

Yes
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Jurisdiction
Is the authority  
binding law?

Must confine hotline to 
certain topics only?

Are anonymous 
whistleblower 
calls ever OK?

Is outsourced 
(vs. in-house) 
hotline favored?

Must disclose hotline 
to data agency?

Netherlands No, but persuasive: local 
DPA recommendation to 
individual party of 
16 Jan. 06

Yes, “limi[t]” scope to 
“substantial abuses”; any 
forwarding of reports to 
“parent company” can 
only involve “substantial 
abuses” above “subsidiary 
level” (mostly reports of 
serious abuses by 
upper management)

Yes, but organizations may 
not encourage anonymous 
reports and in theory must 
use a system by which 
identity of the informant  
is established

Third-party hotline 
outsourcer is favored

Yes 

Portugal No, but persuasive  
(“The [whistleblowing 
hotline] authorizations 
granted shall make direct 
reference to the legal 
principles included 
herein”): DPA’s deliberation 
nº 765/2009 of 21 Sep. 09

Yes, to: accounting, 
internal accounting 
controls, audit, fight 
against corruption, banking 
and financial crimes; 
targets must be individuals 
exercising management 
activities in these fields

Likely no; anonymous calls 
appear to be forbidden: 
DPA “deliberation” 
“repudiates” anonymous 
hotlines; Portuguese 
practitioners differ on 
whether this “repudiation” 
amounts to a complete 
ban on accepting 
anonymous calls

Third-party hotline 
outsourcers are preferred; 
if in-house, only a small 
trained team with a 
confidentiality obligation 
(contractual) should  
handle reports

Yes: hotline must be 
authorized by DPA

Slovenia No, Slovenia Information 
Commissioner Opinion  
on Registration of 
Whistleblowing Systems, 
26 June 07

No position Yes. No restrictions Neither is favored; 
no position

No; disclose and register 
investigation files only

A hotline itself is not 
deemed to process 
“personal data”; 
uninvestigated third  
party allegations are too 
speculative to be deemed 
Slovenian “personal data”; 
investigation files are 
subject to Slovenian data 
law art. 27(3) registration 
as HR records

Spain No, but very persuasive: 
report 0128/2007 of 
28 May 07 issued by DPA 
legal department sets out 
DPA’s opinion; later cited 
in: several DPA 
international data transfer 
authorizations (files  
nº: TI/00035/2007; 
TI/00022/2009; 
TI/00026/2009; 
TI/00088/2010; 
TI/00089/2010, etc.), 2007 
and 2008 DPA Annual 
Report, and DPA Guide  
to Data Protection  
in Labor Relations 

Yes, to: violations of 
internal or external 
regulations that could 
subject target to discipline; 
must specify: what 
offenses can be 
denounced; what internal 
or external regulations 
the offenses violate

No; “[m]echanisms 
guaranteeing only the 
acceptance of reports in 
which the whistleblower is 
clearly identified should be 
established to guarantee 
the information’s accuracy; 
not being adequate  
to establish systems 
permitting anonymous 
reports” ; Spain’s 
DPA says (orally) that 
anonymous calls are 
not acceptable (hence 
head-on conflict with SOX 
§ 301, if § 301 extend 
extraterritorially)

Neither is favored; 
whistleblowers and 
targets must be duly 
informed if data is sent to 
a third party to investigate 
the reports

Yes, “it will be necessary 
to notify” to get 
“inscription” in DPA 
“Register” and obtain 
authorization to send data 
outside of EU/EEA:  
this is a general (not 
hotline-specific) mandate
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Jurisdiction
Is the authority  
binding law?

Must confine hotline to 
certain topics only?

Are anonymous 
whistleblower 
calls ever OK?

Is outsourced 
(vs. in-house) 
hotline favored?

Must disclose hotline 
to data agency?

Sweden Yes: Swedish Data 
Inspection Board general 
regulations DIFS 2010:1 
decided 22 Sep. 10 and 
subsequent Guidelines for 
companies: Responsibility 
for personal data 
processed in 
whistleblowing systems  
of Oct. 2010 partially 
affirming previous holdings 
in cases: Tyco Decision 
of 6 March 08; AON 
Decision of 26 March 08;  
Telef. Decision  
of 6 March 08

Yes, to serious 
irregularities concerning: 
accounting, internal 
accounting controls, audit, 
fight against bribery, 
banking and financial 
crimes, other serious 
irregularities concerning 
vital interests of the 
company or group or 
individuals’ life and health 
(e.g., serious 
environmental crimes, 
major workplace safety 
issues, serious 
discrimination or 
harassment issues). 
Processing personal  
data concerning crimes 
may only involve those  
in leading positions in the 
co. or group

Yet, but cf. Shell case 
of 29 March 2007: 
proportionality required

Neither is favored;  
Tyco hotline outsourced to 
US held OK; there must 
be a written contract with  
the outsourcer

No, if hotline complies 
with DIFS 2010:1;  
if not, an affirmative  
§ 21 exemption is required 
(this article prohibits 
processing data  
about crimes)

Switzerland No: 11th Annual Report  
of Activities 2003/2004  
(of Swiss DPA), at § 7.1

(This report is very early, 
2003/04, and may not 
reflect current Swiss  
DPA thinking)

No restriction Unclear; hotline 
must collect at least 
whistleblower’s 
untraceable contact 
information (such as 
anonymous email address 
or drop-box address) and, 
if necessary, complete 
identity; a complaint 
should not, in principle,  
be processed if the 
whistleblower does 
not provide this 
contact information

Neither is favored 
as neither is seen 
as a perfect 
solution; a proposed 
“compromise” would  
be to name a person 
responsible to answer the 
hotline in each subsidiary; 
reports made by a given 
employee of one 
subsidiary would be 
answered by the person 
responsible in a  
different subsidiary,  
to assure impartiality

Yes, but notification 
mandate is general, 
applying to many data 
processing systems (no 
hotline-specific notification 
mandate), and there are 
exceptions such as where 
there is a company data 
protection officer; if data 
are sent abroad, the local 
DPA might also need  
to be notified.

UK No (local DPA conference 
paper of 6 April 06)

No, but there “should 
be” a “clear” list of 
topics covered 

Yes, but “confidential 
reporting” is preferred

DPA position unclear: legal 
advice in UK recommends 
third-party hotline 
outsourcers to reduce 
likelihood of conflicts 
of interest

Likely yes, as part 
of general mandate 
to disclose data 
processing activities 
annually (no hotline-
specific mandate)
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