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Notably, for the first time the Civil Code calls for 
the protection of privacy rights and personal 
information within as a specialized chapter entitled 
“Part IV Personality Rights.” This chapter codifies 
and condenses existing piecemeal legislation, and 
introduces new definitions and requirements. Further, 
the legislation establishes a right to privacy and 
protects personal information, which introduces risks 
of civil liability, 

in addition to the criminal and administrative liabilities 
under the Criminal Law, the Cybersecurity Law 
(“CSL”) and other relevant laws and regulations. In 
light of these penalties, during the half-year grace 
period of the Civil Code, which will come into force as 
of January 1, 2021, entities collecting and processing 
personal information in China should review the 
new requirements under the Civil Code and enforce 
compliance policies and controls to comply with the 
new legislation.  Entities to which the new legislation 
apply that are currently subject to or may be subject 
to US enforcement action should also consider how 
the new legislation changes their obligations owed to 
US enforcement authorities. 

China Implements 
Groundbreaking Privacy and 
Personal Information Protections 
with the Landmark Civil Code

A new era of data privacy and personal information protection is 
on the horizon in the People’s Republic of China (“China”). On May 
28, 2020, China adopted the long-expected Civil Code at the third 
session of the 13th National People’s Congress, China’s top legislature. 
This wide-ranging legislation, dubbed an “encyclopedia on social life”, 
is comprised of seven parts and supplementary provisions,  
84 chapters and 1,260 articles. It covers an extensive array of topics, 
including property rights, contracts, personality rights, marriage and 
family, inheritance and tort liabilities.



1 Opin ions on the Implementation of the "General Rules of the Civil Law  
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通则〉若干问题的意见（试行）》) Article 140: In the form of written, oral and 
other forms of publicizing the privacy of others, or fabricating facts to 
blatantly depersonalize the personality, and infringing the reputation of 
others by infringement, violation of regulations, etc., and causing a 
certain impact, it is deemed to be an infringement of the citizen’s 
reputation right.

I. Clarified privacy
right protection

A. Definition of privacy

“Privacy” is not a new concept in Chinese law and 
practice. The Supreme People’s Court (“SPC”) 
has regarded the infringement of privacy as an 
infringement of reputational rights since 1988.1 On 
July 1, 2010, the Tort Liability Law came into effect, 
under which the right to privacy was first established 
as an independent civil right. Afterwards, the General 
Provisions of the Civil Law implemented in 2017 
further recognizes the independent status of the right 
to privacy. However, this definition of privacy lacked 
clarity, which limited the force and scope of the claim.  

In the new legislation, Article 1032 of the Civil Code 
defines privacy to extend to private life as well as the 
private space, activities, and information that a person 
“is unwilling to make known to others.” This definition 
shows respect for people’s reasonable expectations 
of privacy and extensive autonomy in private space, 
activities and information.

B. Infringements of privacy right

The new legislation prohibits any organization or 
individual from infringing other people’s privacy 
right by means of spying, intrusion, leaks, or public 
disclosure. Further, Article 1033 lists specific conduct 
that will constitute an infringement of the privacy 
right, including:

1. disturbing the private life of others by means of
telephone, text message, instant messaging tools,
e-mails, leaflets, etc.;

2. entering, taking pictures of or peeping into others’
houses, hotel rooms or other private space;

3. taking pictures of, peeping into, eavesdropping, or
making public the private activities of others;

4. taking pictures of or peeping at any private part of
the body of another person;

5. dealing with the private information of others; or

6. infringing upon the right to privacy of others by
other means.
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Notably, this provision also considers uninvited phone 
calls, text messages, e-mails, and leaflets, as well as 
mandatory pop-up advertisements, as infringements 
of the privacy right.

As a result, entities may have to reconsider their 
existing marketing strategy to ensure that marketing 
information is sent subject to the users’ consent and 
complies with the law. 

II. Strengthened personal
information protection

A. Definition of personal information

Under the new legislation, the Civil Code adopts 
the definition of personal information under the 
CSL, which extends to cover all kinds of information 
recorded by electronic or other means that can 
be used to independently identify or be combined 
with other information to identify specific natural 
persons. The Civil Code provides examples of 
personal information to include “email address, 
health information, and whereabouts”, along with 
name, date of birth, identification number, biometric 
information, address and telephone number.

However, these new definitions and examples are not 
an expansion of the scope of personal information, 
but instead affirms current law enforcement 
practices.  Notably, a judicial interpretation of the 
SPC and the Supreme People’s Procuratorate2, and 
the Information Security Technology - Personal 
Information Security Specification, a recommended 
national standard, have already included them in the 
scope of personal information. 

B. Definition of processing
of personal information

Article 1035 of the Civil Code provides that 
processing of personal information includes the 
collection, storage, use, processing, transmission, 
provision and disclosure of personal information, etc. 
Importantly, this means that unlike the CSL, the Civil 
Code no longer distinguishes between collection  
and processing.  

2          Interpretation of Several Issues regarding Application of Law to Criminal Cases of Infringement of Citizen’s Personal Information Handled by the 
Supreme People’s Court and the Supreme People’s Procuratorate《最高人民法院、最高人民检察院关于办理侵犯公民个人信息刑事案件适用法律若干问题的解释》)

Meanwhile, the Civil Code introduces a new concept 
of “information processor,” which is distinguishable 
from “data processor” as used under the EU General 
Data Protection Regulation (“GDPR”) and “network 
operator” under the CSL. An information processor 
covers a broader range of conduct than a data 
processor and network operator, since the term 
includes both data controllers and processors, as 
well as those who process personal information but 
are not network operators. As a result, the new term 
can be understood as targeted towards the illegal 
processing of personal information itself to enhance 
the protection of civil rights, regardless of the status 
of infringer.

C. Principles and rules for processing
personal information

Following the CSL, the Civil Code reiterated that, the 
processing of personal information must abide by 
the principles of lawfulness, legitimacy and necessity, 
and meet the following conditions: 

1. obtaining the consent of the person or the
guardian thereof, unless otherwise provided by
laws or administrative regulations;

2. disclosing the rules on processing information;

3. expressly stating the purpose, method and scope
of information to be processed; and

4. not violating the laws, administrative regulations
and the agreement of both parties.

The Civil Code also emphasizes that personal 
information shall not be excessively processed, 
in response to the conspicuous problem of 
excessive use of personal information, especially by 
smartphone applications as widely found in current 
enforcement practices. 
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D. Exemptions for processing
personal information

There are several exceptions to the application of 
the “consent” principle, especially as applied during 
the COVID-19 pandemic when it may be inevitable 
and necessary for the Chinese authorities to process 
personal information without consent. Notably, 
the Civil Code provides three grounds for liability 
exemption in processing personal information:

1. the processing is conducted reasonably within
the scope agreed by the natural person or the
guardian thereof;

2. the reasonably processed personal information
has been made public by the natural person or
otherwise lawfully disclosed, unless the person
explicitly refuses to the processing of information
or such processing would be contrary to the
person’s vital interests; or

3. the reasonable acts are performed to protect
public interests or the person’s legitimate rights
and interests.

Moreover, Article 999 of the Civil Code also 
introduces an exemption of liability for using personal 
information in news reporting, public opinion 
supervision, or for other public interests. 

E. Rights of personal information subjects

In addition to the limited rights of correction and 
deletion under certain circumstances where there is 
error or violation of laws or agreements, as provided 
by the CSL, the Civil Code extends the right of 
personal information to the access and copying of a 
person’s personal information. However, compared 
with the right to data portability under the GDPR, 
it is much narrower and only acts to exclude the 
transmission of the copy to a third party directly from 
the processor. 

Nonetheless, the Civil Code provides the right to 
access documents and materials that may involve 
personal information in certain situations as well. 
Specifically, the right holders and interested parties 
have the right to access the registration materials of 
real estates under Article 218; a person may inquire 
about their own credit ratings according to the law 
under Article 1029; and patients have the right to 
access and copy their medical records under  
Article 1225. 

However, the Civil Code does not specify the “right to 
close an account,” which is provided under Article 24 
of the E-commerce Law.  

F. Obligations of personal 
information protection

Article 1038 of the Civil Code also imposes security 
obligations on personal information processors, 
which are basically the same as those defined 
under the CSL. This Article prohibits the provision 
of personal information without informed consent. 
It requires processors to adopt “technical and other 
necessary measures” to ensure the security of 
information, and provides the obligations to report 
data breaches to competent authorities and to 
inform those implicated by the breach. The Civil 
Code does not define what constitutes “technical 
and other necessary measures,” but it is anticipated 
that further guidance will be provided by following 
implementation rules and judicial interpretations. 

In addition, separate articles within the Civil Code 
also emphasize the obligations of certain special 
processors, including state organs, statutory 
bodies assuming administrative functions and their 
functionaries; credit reporting agencies; and medical 
institutions and their medical personnel. 

G. Relationship between privacy right
and personal information protection

Notably, Article 1034 of the Civil Code indicates 
that, for the private information included in personal 
information, the application of the relevant provisions 
on the right to privacy shall prevail. This means in 
cases where no provisions concerning the right to 
privacy are available, the provisions on personal 
information protection shall apply. The reason behind 
is to facilitate people’s right to claim, as privacy right 
has been clearly deemed as a personality right under 
the Civil Code. 
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III.  Impacts and implications 

A. Multi-risks for non-compliance

As mentioned above, the right to privacy is a 
kind of personality right. Thus, the remedies for 
infringements of personality rights could be applied 
to privacy right. The Civil Code stipulates that, the 
victim shall have the right to request the infringer to 
bear civil liabilities, including stopping the violation, 
removing obstruction, eliminating danger, eliminating 
adverse impacts, restoring reputation, and/or make 
apologies (orally or in writing, as the case may be). 
This potential civil liability imposes serious risks to 
entities which do not comply with China’s new data 
privacy law.

Further, Article 997 of the Civil Code establishes 
the “act preservation system” in personality right 
disputes. It provides that, a person has the right to 
apply to the court for an injunction of the violations 
before litigation, if they can provide evidence to 
prove that the infringer is committing or is to commit 
an illegal act that infringes upon his/her personality 
rights, and that his/her legitimate rights and interests 
will suffer irreparable damage if such act is not 
stopped in a timely manner. 

 
 

Due to the clarification of personality right by the 
Civil Code, infringements of privacy right and 
personal information protection may result in 
risks of civil liabilities, administrative liabilities, and 
even criminal liabilities. As such, data protection 
compliance is becoming ever more important with 
the implementation of the Civil Code.

B. Space left for big data

As “big data center” has received extensive attention 
as one of the seven areas of “new infrastructure”; 
and data has been recognized at the national level 
as a basic element of socio-economic development 
by the central government of China early this year, 
it is widely accepted that data is an asset with 
significant value. As a result, the Civil Code leaves 
some space for the protection of data and network 
virtual property under Article 127, by providing that, 
where the law contains provisions in respect of the 
protection of data and network virtual property, such 
provisions shall apply. It is expected that further 
laws and regulations will be enacted to deal with 
the problems concerning big data. Meanwhile, the 
provisions on exemptions mentioned above may also 
facilitate the use of data to some extent. 
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C. Implications for cross-border enforcement

China’s new data privacy law also affects cross-
border enforcement by US authorities. US 
enforcement agencies have recognized a target 
company’s need to comply with subject local data 
privacy laws during investigations. For instance, 
the US Department of Justice’s FCPA Corporate 
Enforcement Policy implicitly recognizes that local 
data privacy laws are a sufficient basis for withholding 
disclosure of documents found overseas, as long as 
the target company can establish the existence and 
application of the data privacy law. Entities operating 
in China would thus benefit from a compliance 
program that can identify and protect data privacy 
in a manner that would prevent further violations 
of China’s new data privacy law stemming from 
compelled disclosure by US enforcement authorities. 

IV  conclusion and  
      looking forward

The adoption of the Civil Code is widely acclaimed 
as a milestone in the development of China’s legal 
system, and the introduction of personality rights 
shows that China has reached a new height in 
protecting privacy and personal information. 

However, in view of the general principles and 
rules under the Civil Code, China still is in need of 
a specific law to comprehensively enhance the 
protection of privacy and personal information, as 
well as to clarify the role of big data as an essential 
productive factor in the economy. As recently 
reported, the enactment of the Personal Information 
Protection Law and the Data Security Law has been 
included in the “Next Major Work” of China’s top 
legislature, and the first draft of the former has been 
completed. 

Given the increasingly stringent requirements on 
privacy and personal information protection, entities 
in China should consider implementing compliance 
policies and controls to ensure full compliance with 
this new legislation. 

No. Description Provisions

Privacy Right Protection

1.
General Right 
to Privacy

Article 110 A natural person enjoys the rights to life, body, health, 
personal name, portrait, reputation, honor, privacy, and marital 
autonomy, as well as other rights.A legal person or an unincorporated 
association shall enjoy the rights to name, reputation and honor.

2. Definition of Privacy

Article 1032: A natural person shall enjoy the right to privacy. No 
organization or individual may infringe upon the right to privacy of 
any other person by spying, invading and harassing, disclosing or 
publishing the relevant information or by any other means.’

Privacy refers to a natural person’s private life, as well as private space, 
private activities and private information that he/she is unwilling to be 
made known to others.

ANNEX: PROVISIONS ON PRIVACY RIGHT AND PERSONAL INFORMATION PROTECTION OF THE CIVIL CODE 
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No. Description Provisions

3.
Infringements of 
Privacy Right

Article 1033: Unless otherwise prescribed by law or specifically 
agreed by the right holders, no organization or individual may carry 
out any of the following acts:

1. disturbing the private life of others by means of telephone, 
text message, instant messaging tools, e-mails, leaflets, etc.;

2. entering, taking pictures of or peeping into others’ houses or 
hotel rooms or other private space;

3. taking pictures of, peeping into, eavesdropping, or making 
public the private activities of others;

4. taking pictures of or peeping at any private part of the body of 
another person;

5. dealing with the private information of others; or

6. infringing upon the right to privacy of others by other means.

Personal Information Protection

1.
General Right to 
Personal Information 
Protection

Article 111: The personal information of a natural person shall be 
protected by the law. Any organization or individual shall legally 
obtain the personal information of others when necessary and ensure 
the safety of such personal information, and shall not illegally collect, 
use, process or transmit the personal information of others, or illegally 
buy or sell, provide or make public the personal information of others.

2.
Definition of Personal 
Information

Article 1034: The personal information of a natural person shall be 
protected by the law.

Personal information refers to all kinds of information recorded by 
electronic or other means that can be used to independently identify 
or be combined with other information to identify specific natural 
persons, including the persons’ names, dates of birth, ID numbers, 
biometric information, addresses, telephone numbers, e-mail 
addresses, health information, whereabouts, etc.

For the private information included in personal information, the 
relevant provisions on the right to privacy shall apply; if no provisions 
are available, the provisions on personal information protection 
shall apply.
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No. Description Provisions

3.
Principles and Rules 
for Processing 
Personal Information

Article 1035: The processing of personal information shall be 
subject to the principle of lawfulness, legitimacy and necessity 
without excessive processing, and shall meet the following 
conditions:

obtaining the consent of the person or the guardian thereof, unless 
otherwise provided by laws or administrative regulations;

1. disclosing the rules on processing information;

2. expressly stating the purpose, method and scope of 
information to be processed; and

3. not violating the laws, administrative regulations and the 
agreement of both parties.

Processing of personal information includes the collection, storage, 
use, processing, transmission, provision and disclosure of personal 
information, etc.

4.
Exemptions for 
Processing Personal 
Information

Article 1036: Where the processing of personal information falls 
under any of the following circumstances, the infringer concerned 
shall not bear civil liability:

1. the processing is conducted reasonably within the scope 
agreed by the natural person or the guardian thereof;

2. the reasonably processed personal information has been made 
public by the natural person or otherwise lawfully disclosed, 
unless the person explicitly refuses to the processing of 
information or such processing would be contrary to the 
person’s vital interests; or

3. the reasonable acts are performed to protect public interests or 
the person’s legitimate rights and interests.

Article 999: Persons who carry out news reporting, public opinion 
supervision, etc. for public interest may make reasonable use of the 
personal name, name, portrait, personal information, etc. of a civil 
subject; persons who make unreasonable use of the aforesaid items 
to infringe upon the personality rights of a civil subject shall bear civil 
liability pursuant to the law.
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No. Description Provisions

5.
Rights of Personal 
Information Subjects

Article 1037: A natural person may ask to access or copy his/her 
personal information to the information processor in accordance with 
the law; if any error is found in the information, the natural person has 
the right to raise an objection and request the information processor 
to take necessary measures such as corrections in a timely manner.

Where a natural person discovers that an information processor 
has processed his/her personal information in violation of the laws, 
administrative regulations or the agreement between both parties, 
he/she shall have the right to request that the information processor 
promptly delete the information.

Article 218: The right holders and interested parties may apply for 
accessing or copying registration materials of real estates, and the 
registration authority shall provide them with such materials.

Article 1029: A civil subject may inquire about his/her own credit 
rating according to the law; if he/she finds that any credit rating is 
improper, he/she shall have the right to raise an objection and request 
necessary measures such as corrections or deletions. The credit 
evaluator shall, if the verification is true, conduct the verification, and 
take necessary measures in a timely manner.

Article 1225: A medical institution and its medical personnel shall fill 
in and keep medical records such as hospitalization records, doctors’ 
advices, inspection reports, operation and anesthesia records, 
pathological information, nursing records, etc. properly pursuant to 
the provisions.

Where a patient asks to access or copy medical records stipulated 
in the preceding paragraph, the medical institution shall promptly 
provide the same.
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No. Description Provisions

6.
Obligations of Personal 
Information Protection

Article 1038: Information processors shall not divulge or tamper 
with personal information collected or stored by them; without the 
consent of a natural person, information processors shall not illegally 
provide personal information of such person to others, except for 
information that has been processed so that specific persons cannot 
be identified and information that cannot be restored.

An information processor shall adopt technical measures and 
other necessary measures to ensure the security of the personal 
information that is collected and stored and to prevent the 
information from being divulged, tampered with or lost; where 
personal information has been or may be divulged, tampered with 
or lost, the information processor shall take remedial measures in a 
timely manner, inform the natural person concerned in accordance 
with the provisions and report the case to the relevant  
competent department.

Article 1030: The relationship between civil subjects and credit 
information processors such as credit reporting agencies shall be 
governed by the provisions of this Part (Part IV Personality Rights) on 
personal information protection, and the relevant provisions of other 
laws and administrative regulations.

Article 1039: State organs, statutory bodies assuming administrative 
functions and their functionaries shall keep the privacy and personal 
information of natural persons that they come to know during the 
performance of their duties in confidence and shall not divulge the 
same or illegally provide the same to others.

Article 1226: Medical institutions and their medical personnel shall 
keep the privacy and personal information of a patient in confidence. 
Whoever divulges the privacy or personal information of a patient or 
discloses medical records of a patient without the patient’s consent 
shall bear tortious liability.
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