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2 INTRODUCTION 

 

Thank you for choosing BLOCKBIT UTM. 

In this document we will cover the process of downloading and running the BLOCKBIT UTM kernel 

update installer. 

After reading and applying the steps in this Tutorial you will be able to upgrade your BLOCKBIT UTM 

kernel easily and safely. 

 

2.1 Requirements 

 

It is important to perform the steps mentioned in this guide as the kernel upgrade will not be performed 

automatically by the UTM. 

 

 

 

If you need to upgrade your BLOCKBIT UTM to one of the previously mentioned versions, check the 

BLOCKBIT UTM manual for more information. 

In this guide, you will need to execute a command to manually update the kernel through the CLI, so you 

will need to have access to the console (see page 9). 

This procedure is homologated in BLOCKBIT UTM version 1.4 and 1.5. 
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For more information on how to perform console access or how to upgrade 

your product refer to BLOCKBIT UTM manual. 
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3 KERNEL UPDATE 

 

All steps in this guide will be performed on the CLI, therefore, in the section below we will discuss how 

to configure console access. 

 

3.1 Console Access 

 

BLOCKBIT UTM provides a Command Line Interface (CLI) console feature that enables the administrator 

to perform administrative and troubleshooting commands for key system services. Performing the 

configuration requires an SSH client and Console. The recommended minimum applications are: 

1. PUTTY; 

2. CygWin; 

3. Mobaxterm. 

Next, we will display a step by step of how to access the BLOCKBIT UTM CLI console: 

1. Verify that the access device has a recommended SSH client already installed. In this case, we will 

exemplify the process using the “PUTTY” application; 

2. Access the SSH console and complete the fields: 

• Host Name (or IP Address): Insert the BLOCKBIT UTM IP address. Ex.: 172.16.102.136; 
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Figure 1 - PuTTY Configuration. 

 

• Click the "Open" button 

 

3. The console will be displayed, prompting username and password; 

 

 

 

Already with console access, type the command "help" or "?". The screen below will appear, these are 

the main system services commands. 

 

At "login as:" type the admin user and press "Enter." 

After "password:" enter the admin password and press "Enter". 



How to Upgrade-Kernel  

11                                                                     © BLOCKBIT 

 

 

Figure 2 - BLOCKBIT UTM – Command Line Interface. 

 

 

 

 

 

Next, we'll analyze how to update the system. 

 

 

 

For more information on how to perform console access refer to the BLOCKBIT 

UTM manual. 
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3.2 Update UTM 

 

Before upgrading the kernel, you will need to acquire UTM 1.5.7 packages by entering the command 

“update-system”. 

 

 

Figure 3 - Command Line Interface – update-system. 

 

After installing the previously mentioned update, follow the instructions below to upgrade your 

BLOCKBIT UTM kernel. 

 

3.3 Kernel Update Download and Execution 

 

The next step will be to download the kernel update by typing: “upgrade-kernel”. The following screen 

will appear: 
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Figure 4 - Command Line Interface – Downloading kernel upgrade. 

 

When the progress bar completes, the command will check the environment and begin performing 

integrity tests, as shown in the following image: 

 

 

Figure 5 - Command Line Interface – Testing installer integrity. 

 

After the integrity test, the installer will automatically unpack. 

 

 

Figure 6 - Command Line Interface – Unpacking installer. 
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After the installer has been unpacked, the kernel update files will be installed as shown in the image 

below: 

 

 

Figure 7 - Command Line Interface – Installing new kernel files. 

 

When the installation is complete, the Kernel update will already be done, but just as displayed on the 

screen, you will need to restart the system. 

 

 

Figure 8 - Command Line Interface – A reboot is required. 
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3.4 UTM reboot 

 

Finally, simply reboot using the command: “reboot”. 

 

 

Figure 9 - Command Line Interface – reboot. 

 

After the system reboot, the kernel upgrade will be successful and BLOCKBIT UTM will be ready for 

normal use.  
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3.5 Kernel upgrade in a clustered environment 

 

In order to ensure the availability of the environment, it is advisable to perform the entire upgrade 

process (referred previously) in a specific order. As such, follow these steps: 

1. Perform the update procedure on the Master; 

2. Perform the Kernel upgrade on the Master; 

3. Perform the synchronism on the Slave with the Master (or wait for the auto sync); 

4. Activate the Slave manually (in this step the Master will shut down); 

5. Perform the Kernel upgrade of the Slave (if a message other than the one shown 
in Figure 7, check the chapter Kernel Upgrade in Slave, on page 17); 

6. Turn the Master node on; 

7. Wait for the Master to sync with the Slave; 

8. After the Master takes priority, reboot the Slave; 

9. No Master reboot is required as it was already turned off when Slave gained 
priority in step 4. 

 

 

 

 

 

For more information on how to synchronize or enable Slave manually, 

see the chapter High Availability (H.A. - High Availability) in the 

BLOCKBIT UTM manual. 
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3.6 Reinstall Kernel Update on Slave 

 

To check kernel version run the watch-cpu command: 

 

 

Figure 10 - Command Line Interface – watch-cpu. 

 

If the Slave Kernel version is not the most current, follow these steps: 

1. Upgrade Master to version 1.5.8 or higher; 

2. Perform the synchronism on the Slave with the Master (or wait for the auto sync); 

3. Run the upgrade-kernel -r command (this attribute will reinstall the package) on 
Master; 

4. Finally, as mentioned in the message reboot the machine.
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