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2 INTRODUCTION 

Thank you for choosing BLOCKBIT GSM.  

This Administrator's Guide provides instructions on how to install, configure, and use BLOCKBIT GSM 

on AWS (Amazon Web Services). Once you reach the end of this Guide, you will be able to use all the 

features and resources of BLOCKBIT GSM. 

Global Security Management has been developed to manage multiple solutions for BLOCKBIT. Through 

it, you can manage Device Profiles, Inventory Management and Automation, Monitoring and many 

other solutions. This will be detailed further in this document.    

The benefits your company will have by using BLOCKBIT GSM are various: Time savings, reduction of 

costs, reduction of configuration errors, standardization of security policies and consequently a drastic 

reduction of threats and cyber-attacks, one of its biggest advantages: It's because it does not restrict 

the number of managed devices. For a better understanding, here's an example: Assuming you are a 

network administrator of 1,000 stores and you need to block access to a particular social network 

domain for each store, without BLOCKBIT GSM it will be necessary to configure each store's Firewall to 

perform the lock. However, with BLOCKBIT GSM it is possible to lock all stores at the same time, just 

make the proper configuration on BLOCKBIT GSM and perform deploy to all stores, simple, fast and 

effective. 

In addition, BLOCKBIT GSM provides greater control to the administrator by allowing the installation 

of loggers, which enables a holistic view of the network and its users through widgets, graphs, events, 

and reporting. 

BLOCKBIT GSM delivers complete flexibility, standardization and protection for your business through 

a simplified, fast, easy-to-configure and uncomplicated platform, giving the network administrator a 

complete view of your business's security management. BLOCKBIT GSM meet the needs of small, 

medium and large companies. 

As main differentials, we have: 

• Device Grouping: This feature provides the possibility to group devices according to your needs, 
which causes considerable ease in the process of installing the configurations; 
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• Role Based Administration: Its main idea is to enable the control of several users, monitor their 
permissions for devices and granularity;  

• Device Template-based Configuration: Templates are a set of general BLOCKBIT UTM device 
configurations, consisting of System, Authentication, Firewall, Web Cache, Web Filter, 
Antimalware, IPS, ATP, Traffic Shaping, SD-WAN, and DNS, so you can initialize the devices using 
the global settings quickly, practically and without errors, reducing TCO (total cost of 
ownership), maximizing IT staff performance and avoiding any possible configuration errors; 

• Centralized User Management: This feature provides the administrator with the ability to 
design policies based on authenticated users and groups; 

• Policy Template-based Management: Enables the creation of policies and policy groups to 
control device access protected networks, quickly, easily, and without error; 

• Workflow for Audit and Deployment Control: BLOCKBIT GSM was developed with change 
management in mind, and all configurations are forwarded for approval to a previously selected 
auditor, allowing: Receiving and registering installation requests for configuration packages, 
evaluating the implications, costs, benefits and risks of proposed changes, justify and approve 
changes and scheduling of facilities;  

• VPN Community Management: Build VPN communities - Virtual Private Network on BLOCKBIT 
GSM. These settings allow secure, fast and encrypted communication between devices. 

2.1 About this Administrator Guide 

This Guide has been developed especially for your administrator. All sections have been structured to 

make the installation process easy and fast. The whole step by step is presented with examples, making 

it easier to understand and clarify doubts. 

Throughout the guide, you can find some icons followed by text. They are intended to alert you to an 

important note or note about that section. 

Let's learn more about these icons: 

• Alert: indicates notes or instructions that you should be followed with extra attention during 

the BLOCKBIT GSM installation process: 

 

Figura 1 – “Alert". 

 

• CLI - Command Line Interface: Also known as Shell, indicates the commands that must be 

entered. Next to this symbol will be provided the command to be used: 
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Figura 2 – CLI – Command Line Interface. 

 

• BLOCKBIT GSM Administrator Guide: When this symbol appears, the following information 
should be referenced in the BLOCKBIT GSM Administrator's Guide:  

 

Figura 3 – GSM administrator guide. 
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3 LICENSE 

The software model used in AWS adopted by BLOCKBIT is BYOL (Bring Your Own License), this 

process simplifies the migration to a cloud service using previously obtained licenses, using the 

license provided by BLOCKBIT the user will be able to deploy already licensed software on AWS 

physically-dedicated hardware. 

 

Therefore, before using GSM the customer must obtain the license directly with the BLOCKBIT and 

will not have software cost in the AWS, only the cost of the hardware, to use a license for the first time 

its necessary to activate it from the dashboard or the CLI. 

 

As part of the BYOL subscription, BLOCKBIT offers online technical support. 

 

For more information contact: aws@blockbit.com. 

 

To obtain a license contact the service channel of BLOCKBIT. 

 

 

 

 

 

 

 

For more information about licensing your product, see the BLOCKBIT GSM 

manual. 

 

mailto:aws@blockbit.com
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4 MODELS 

By virtue of having multiple CPU and RAM configurations, BLOCBKIT VMs (Virtual Machines) can be 

deployed across multiple cloud service platforms according to the required demand. The following 

table shows a comparison of the CPU performance, RAM, network throughput, and storage capacity 

of the BYOL models of VMs provided by BLOCKBIT. 

Table 1 – Comparison of Models 

Model AWS Model Storage Network CPU Memory 

BB 100 c5d.xlarge 1 x 100 SSD NVMe 
Up until 10 

Gbps 
4 x vCPU 8GB RAM 

BB 500 c5d.2xlarge 1 x 200 SSD NVMe 
Up until 10 

Gbps 
8 x vCPU 16GB RAM 

BB 1000 c5d.4xlarge 1 x 400 SSD NVMe 
Up until 10 

Gbps 
16 x vCPU 32GB RAM 

BB 10000 c5d.9xlarge 1 x 900 SSD NVMe 10 Gigabit 36 x vCPU 72GB RAM 

- c5d.18xlarge 2 x 900 SSD NVMe 25 Gigabit 72 x vCPU 144GB RAM 

The table below shows a comparison of the values by hour and month. 

Table 2 – Comparison of Values 

Model 
Total 

Amount/hour 

Total 

Amount/Month 

Suggested 

Size 

BB 100 USD 0,2059 USD 148.2480 Small 

BB 500 USD 0,4394 USD 316.3680 Medium 

BB 1000 USD 0,8790 USD 632.8800 Medium 

BB 10000 USD 1,9780 USD 1,424.1600 Large 

- USD 3,9560 USD 2,848.3200 Large 

If you need help choosing the best model to deploy, contact the BLOCKBIT experts at 

aws@blockbit.com. 

                                                      

 This quotation is merely illustrative, according to the prices set by Amazon. Values collected on: 05/16/2019. 

mailto:aws@blockbit.com
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5 GSM DEPLOY ON AWS 

To start BLOCKBIT GSM installation on AWS, acess the “My Account” drop-down menu and click the 

“AWS Management console” option: 

 

 

Figure 4 – AWS Management Console. 

 

The following screen will be displayed: 
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Figure 5 – AWS login. 

 

Log in to access the AWS management console. The screen below will be displayed: 
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Figure 6 – AWS Management Console. 

 

Acess the option “EC2”. The following screen will be displayed: 
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Figure 7 – EC2 Dashboard. 

 

Select the Availability Zone where the server will be located, as exemplified below: 

 

 

Figure 8 – Availability Zone. 

 

After determining the server location, in the "Create Instance" panel, select the "Launch Instance" 

option, as shown below: 
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Figure 9 – Launch Instance. 

 

The following screen will be displayed: 

 

Figure 10 – Choose an Amazon Machine Image (AMI). 

 

Select the “Marketplace” tab as exemplified by the image bellow: 
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Figure 11 – Marketplace tab. 

 

On the “Search” tab, look for the keyword “Blockbit” and click the [ ] button. 

Select the desired instance type according to the expected performance, for more information about 

it, check the Models chapter (page 14): 
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Figure 12 – Choose an Instance Type. 

 

After this step, click the [ ] button, the following screen will be displayed: 
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Figure 13 – Configure Instance Details. 

 

Complete the form according to your network settings, but pay attention to the following fields: 

• Number of instances: Add the desired number if you want to create more than one instance 

that uses these settings; 

• Auto-Assign Public IP: This guide considers that the option is enabled, so select the "Enable" 

option; 

• IAM Role: It serves to determine if any users will have access to a certain function in AWS; 

• Shutdown Behavior: Determines how the machine will behave in a shutdown event; 

• Enable termination protection: Determines if the machine will be protected against accidental 

shutdown; 

• T2/T3 Unlimited: Determines whether the AMI will use another instance to maintain its 

performance. 

For more details, check the Amazon documentation at https://docs.aws.amazon.com/.   

https://docs.aws.amazon.com/
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Finally click the [ ] button, the following screen will be displayed: 

 

 

Figure 14 – Add Storage. 

 

 

 

This screen is used to manage the AMI storage volume: 

• Size: Determines the size in gigabytes of AMI disk storage space. Ex.: 100; 

• Volume Type: Determines whether storage will be done using an SSD or HD. Ex.: Magnetic 

(standard); 

• Encrypted: Determines whether the volume will be encrypted or not. Ex.: Not Encrypted; 

 

Finally, click the [ ] button, the following screen will be displayed: 

 

 

WARNING: The Root volume must be at least 32 GB. Also, it is extremely 

important to under any circumstances remove the EBS volume, since it is 

the installer disk. 
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Figure 15 – Add Tags. 

 

In this screen it is possible to determine tags to facilitate the search of the AMI. To add a tag click the [

] button; 

 

 

Figure 16 – Add Tags - Example. 

 

When you finish adding the tags, click the [ ] button, the following screen 

will be displayed: 
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Figure 17 – Configure Security Group. 

Choose the desired security group and click the [ ] button. A summary of all settings will 

be displayed on the next screen: 

 

 

Figure 18 – Review Instance Launch. 

If all settings are correct, click the [ ] button, the following window will be displayed: 
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Figure 19 – Select an existing key pair or create a new pair. 

 

The warning in this window should be disregarded because GSM does not use these features. Select 

the "I acknowledge that I have access to the selected private key file, and that without this file. I will 

not be able to log into my instance". Click the [ ] button the following screen will be 

displayed: 

 

 

Figure 20 – Launch Status. 
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That concludes the GSM deploy on AWS. 

 

5.1 Configure Instances 

It is not possible to connect to the instance through the AWS panel, it is necessary to configure the 

instance so that it can be connected through SSH. 

To do so, in the "Launch Status" screen, click the [ ] button to display the following 

screen: 

 

 

Figura 21 – Instances. 

 

Access the “Elastic IPs” option as shown in the image below: 
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Figure 22 – Elastic IPs. 

 

The screen bellow will be displayed: 

 

 

Figure 23 – Allocate new address. 

 

Click the [ ] button, the following screen will be displayed: 
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Figure 24 – Allocate. 

 

Make sure the option "Amazon Pool" is checked and click the [ ] button, the following screen 

will be displayed: 

 

Figure 25 – New address request succeeded. 

 

After this step, the IP will have been replaced by the IP mentioned in the above notification. Click the 

[ ] button to return to the "Elastic IPs" screen. 
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Figure 26 – Associate address - Menu. 

 

In the "Name" column go to the drop-down menu and select the Associate address option the 

following screen will be displayed: 

 

 

Figure 27 – Associate address - Settings. 

Next, we will analyze each option of this screen: 

• Resource type: Ensure that the "Instance" option is selected; 

• Instance: Select the instance that was created in the previous steps; 

• Private IP: Select the "Elastic IP"; 

• Reassociation: Make sure this option is cleared. 
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After these steps click the [ ] button to complete the procedures. 

The screen below will be displayed confirming the address association: 

 

 

Figure 28 – Associate address request succeeded. 

 

Click the [ ] button to exit this screen. 

Back in the "Instances" screen you can see in the lower right corner of the "Description" tab that "Public 

DNS (IPv4)" and "IPv4 Public IP" have been updated: 

 

 

Figure 29 – Public DNS (iPv4) and IPv4 Public IP. 

 

5.2 Installing GSM on AWS 

After configuring the access through the console, we will analyze how to install the GSM. 

First, access the machine via SSH using the user "admin" and the default password "admin" to log in. 
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Figure 30 – SSH Login. 

 

After logging in correctly, you must run the following command: 

 

The installation will start, as shown in the image below: 

 

 

Figure 31 – Installation – Phase 1. 

 

Wait until the first stage of the installation finishes, when it is completed, the connection will be 

terminated automatically. 

 

It is highly recommended to change the default password of the console. 

For more information, check the First Access chapter (page Erro! Indicador 

não definido.). 

Enter the command "install" and press "Enter". 
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Figure 32 – Installation – End of Phase 1. 

 

Please log in again and run the install command again: 

 

The second stage of the installation will begin, as shown in the image below: 

 

Figure 33 – Installation – Stage 2. 

 

Wait for the second stage of the installation to finish, when it completes, the message "Finished 

process" will be displayed and the connection will be terminated again. 

 

Enter the command "install" and press "Enter". 
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Figure 34 – Installation – End of Stage 2. 

 

Finally, at the end of the installation, once you log in, the GSM will be available for access through the 

CLI. 

 

 

Figure 35 – Installation Complete. 
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5.3 First Access 

When you start the virtual machine for the first time, you will need to configure the IP. To do this, 

perform the following steps: 

1. Localhost login: Log in via the CLI console, using the default credentials, as follows: User 
"admin" and password "admin"; 

 

2. Change BLOCKBIT GSM IP address. 

 

 

 

Configuration details:   

 

 IP: 172.16.102.235 Mask: 255.255.254.0 

 Default route: 172.16.102.1 

 

Enter the following commands:  

 

 

 

After performing this procedure, the IP address has changed. 

The default IP address of BLOCKBIT GSM is 192.168.1.1. In this guide, we 

will use the IP address 172.16.102.235 as an example. If you want to 

change, follow the steps below: 

ifconfig 172.16.102.235/23 , e digite “Enter”. 

route add default gw 172.16.102.1 , e digite “Enter”. 
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To ensure greater security to the environment we will carry out the change of the default password 

procedure. 

 

 

 

To change the password, enter the following command: 

 

 

 

By completing this process, the password will be updated.  

 

 

 

 

 

 

For more information about licensing your product, see the BLOCKBIT GSM 

manual. 

 

It is highly recommended to change the default password of the console "admin" 

user. To change the default password, you must create a strong password. This 

password must contain at least 8 characters with letters uppercase and lowercase 

letters, numbers, and special characters. 

Type in the command passwd and press “Enter”. 

Type in the current password and press “Enter”. 

Type in the new password twice. 
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6 CONFIGURING THE EXCEPTION 

This section will guide you on how to configure the exception in web browsers: Google Chrome and 

Mozilla Firefox. 

In the first access to the BLOCKBIT GSM Web Interface, the web browsers will probably display a 

security alert reporting a certificate error. This occurs due the browser does not recognize any 

certificate authority that validates access to this page as trusted. Therefore, you must configure the 

exception in the web browser: 

1. To configure this exception, follow the steps below; 

 

2. Select the web browser of your choice and access the following IP https://192.168.1.1 In case 
you have changed the IP address, access the new IP. 

 

 

Each Browser has its procedure to add a connection to the exception list to be recognized as trusted. 

The guidelines on how to perform this procedure as follow. 

 

6.1 Google Chrome exception configuration 

To configure Google Chrome exception follow the steps below: 

1. Click on “Hide Advanced”;  

 

2. Click on “Proceed to 172.16.13.202 (unsafe)” to set this page as trusted. 

 

If the web browser issues a security alert, follow the recommendations 

below. 

https://192.168.1.1/
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Figure 36 - Chrome Exception – “Proceed to 172.16.32.212 (unsafe)”. 
 

Google Chrome exception configuration has been performed successfully. 

6.2 Mozilla Firefox exception configuration 

To configure Mozilla Firefox exception list, follow the steps below: 

1. Click on “Advanced”;  

 

2. Click on “Add Exception...”; 
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Figure 37 - Mozilla Firefox Exception – Your connection is not secure. 

 

3. Click on “Confirm Security Exception”. 
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Figure 38 - Mozilla Firefox Exception – Confirm Security Exception. 
 

Mozilla Firefox exception configuration has been performed successfully. 

6.3 Microsoft Internet Explorer exception configuration 

To configure Microsoft Internet Explorer, follow the steps below: 

1. Click on “Continue to this web site (not recommended)”. 

 

Figure 39 - Microsoft Internet Explorer Exception – There is a problem with this website’s security certificate. 
 

Microsoft Internet Explorer exception configuration has been performed successfully. 
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7 INSTALLATION WIZARD 

This section will guide you on how to configure the BLOCKBIT GSM Installation Wizard. 

To perform the installation of the Installation Wizard, four steps are required: Accept License, System 

Settings, Network Settings, and Administration. Follow the guidelines below. 

7.1 Language Selection 

You can select the language of your choice (English US or Portuguese BR). The default language is 

"English US". To change the language, follow the steps below: 

1. Click on the upper right corner "English US" and choose the desired language; 

 

Figure 40 - Installation Wizard – Language Selection. 

 

When you set the language, your interface will be updated with the chosen language. 

 

7.2 Wizard actions buton 

By the end of each configuration page, there will be tree actions buttons “Previous”, “Next” and “Save”. 

Follows the descriptions for them: 

 

Figure 41 - Installation Wizard – “Previous”, “Next” and “Save” buttons. 
 

• Previous: Returns to the previous page; 

• Next: Goes to the next step of configuration; 
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• Save: This option is enabled only after the fourth step is completed and it will save all the 

settings you have entered. 

 

7.3 Installation process 

Here's how to install the wizard step-by-step: 

1. Accept License: Displays the terms of use of BLOCKBIT GSM. Read the term and select the 
checkbox: "Accept terms of use"; 

 

Figure 42 - Installation Wizard – Accept License. 
      

Click on “Next”. 

 

2. System Settings: Fill in the fields with the following information: 

• Hostname: enter the hostname according to the FQDN - Fully Qualified Domain Name. E.g.: 
GSM; 

• Domain: Network domain. E.g.: blockbit.com;   

• Timezone: Select the timezone in which your company is located. E.g.: America/Sao_Paulo; 

• Language: Select the default language. E.g.: English; 
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Figure 43 - Installation Wizard – System Settings. 
 

• Click on “Next”. 

 

3. Network Settings: Fill in and set the following fields:    

• Interface: Select the network interface you wish to. E.g.: eth0; 

• IP Address: Set the IP address. E.g.: 172.16.102.235; 

• Netmask: Set the network mask. E.g.: 255.255.254.0; 

• Gateway: Set the gateway. E.g.: 176.16.102.1; 

• DNS Server 1: Set the primary DNS service. E.g.: 176.16.102.161; 

• DNS Server 2: Set the secondary DNS service. E.g.: DNS secundário do Google 8.8.4.4; 

• NTP Server 1: Set the primary Network Time Protocol. E.g.: a.ntp.br; 

• NTP Server 2: Set the secondary Network Time Protocol. E.g.: b.ntp.br. 

 

Figure 44 - Installation Wizard – Network Settings. 
 

 

It is imperative that BLOCKBIT GSM and BLOCKBIT UTM be synchronized by 

the same NTP server. 



© BLOCKBIT  44 

 

• Clique no botão “Next”.  

 
4. Administration: Fill in the following field information:   

• Name: enter the administrator’s name. E.g.: admin; 

• Email: enter the administrators’ email. This email will be used as login on BLOCKBIT GSM. 
E.g.: admin@blockbit.com; 

• Password: Enter a password that is at least eight characters long. The password must 
contain uppercase, lowercase letters, and special characters; 

• Confirm Password: Confirm the password provide in the previous step. 

 

Figure 45 - Installation Wizard – Administration. 

 

 

 

Click on Save[ ]. 

 

Once the steps above a finished the installation has been completed successfully. 

 

 

The administrator's email will be used as login on BLOCKBIT GSM. 



45  © BLOCKBIT 

8 NETWORK ENVIRONMENTS 

This section will display an example network environment using GSM BLOCKBIT. 

To better contextualize this Administrator's Guide, we will use a fictitious topology, but very common 

among the likely environments that must implement the BLOCKBIT GSM. 

BLOCKBIT GSM focuses on environments with many capillaries, that is, large environments remotely 

connected, but with similarities between remote points, thus reducing the Total Cost of Ownership 

(TCO) of managing the solution and maximizing ROI - Return on Investment from the company. 

The network topology below is a suggested deployment of BLOCKBIT solutions for the BLOCKBIT UTM 

and BLOCKBIT GSM products: 

 

Figure 46 - Network Topology. 
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In this example we will be using the following IP address’ table: 

 

Table 3 – IP addressing. 

Name 
External IP 

Address 

Internal/protected 

network 

BLOCKBIT 

GSM group 

Cluster 

Head 

Office 

172.16.102.220 192.168.220.0/24 Head Office 

Branch 

Office 1 
172.16.102.221 192.168.221.0/24 

Branch 

Office 

Store 1 172.16.102.222 192.168.222.0/24 Stores 

Store 2 172.16.102.223 192.168.223.0/24 Stores 

Store 3 172.16.102.224 192.168.224.0/24 Stores 

Webfilter 

1 
172.16.102.225 192.168.220.0/24 

Pool Web 

Filters 

Webfilter 

2 
172.16.102.226 192.168.220.0/24 

Pool Web 

Filters 

Webfilter 

3 
172.16.102.227 192.168.220.0/24 

Pool Web 

Filters 

 

 

In the following image, we have the management view with the focus on BLOCKBIT GSM, in which it 

communicates with all the devices, BLOCKBIT UTM, which are grouped into 4 groups: Head Office, 

Branch Office, Web Filters Pool, and Stores. 
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Figure 47 - Management Vision. 
 

With this grouping, you can apply the customized settings and policies for each of the groups according 

to your needs. 

 

 

 
 
 
 
 
 
 
 
 
 
 

For more information about the Network Environment, see the BLOCKBIT 

UTM manual. 
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10 INTERFACE WEB 

This section will demonstrate how to access the BLOCKBIT GSM Web Interface. 

The BLOCKBIT GSM has a modern interface, easy to use and responsive, that is, it is able to fit the 

screen of any device used for access (tablets, smartphones, notebook, etc.). 

This ensures agility and ease for your company and can be accessed at any time and place. 

 

To access the BLOCKBIT GSM Web Interface, follow the guidelines. 

 

10.1 Acessing the Web Interface – BLOCKBIT GSM 

Use one of the recommended browsers. 

1. Access the address: https://172.16.102.135. In case you have changed it, access the new one. 

 

2. Enter the following information: 

• User: registered email. E.g.: admin@blockbit.com; 

• Password: user’s password; 

• English: select the interface language. The available options are Portuguese and English. 
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Figure 48 - Login Screen – System Administration. 

 

• Click on “Login” to access the Web interface. 

 

3. This is the main screen of BLOCKBIT GSM, also known as “Device Manager”.   

 

Figure 49 - Device Manager. 
 

 

In this chapter, all buttons and menus will be explained. 
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