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Abstract

1. The abstract is the single paragraph that will be used to describe the program and
the Privacy Impact Assessment.?

The U.S. Department of Homeland Security, U.S. Citizenship and Immigration Services,
Verification Division administers the Systematic Alien Verification for Entitlements (SAVE)
Program. The SAVE Program is an online inter-governmental service designed to help federal,
state, territorial, tribal, local government agencies, benefit-granting agencies, other authorized
entities and licensing bureaus, as authorized by law, determine citizenship and immigration
status of individuals within their jurisdiction for the purpose of granting benefits, licenses, as
well as for other lawful purposes. U.S. Citizenship and Immigration Services is publishing an
update to this Privacy Impact Assessment to describe the collection, use, maintenance, and
disclosure of personally identifiable information, as well as the risks associated with these
updates. The purpose of this update is to discuss the changes to the tool, including: (1)
documenting use of the tool for voter registration and voter maintenance list verification, (2)
collection of Social Security numbers which may include those of U.S. born citizens for all
benefit or license related uses of the program, (3) sharing of information between U.S.
Citizenship and Immigration Services, the Social Security Administration, and the Department
of State, (4) a new bulk upload feature for the program, and (5) reducing the fee for non-Federal
government agencies.

Overview

2. The overview provides the context and background necessary to understand the
project’s purpose and mission and the justification for operating a privacy
sensitive project.

The U.S. Citizenship and Immigration Services administers the SAVE Program. The SAVE
Program is an online fee-based intergovernmental initiative designed to help federal, state, tribal,
and local government agencies and licensing bureaus confirm immigration status information.?

! Pursuant to Section 208 of the E-Government Act of 2002, agencies are required to conduct a Privacy Impact
Assessment before developing or procuring Information Technology systems or projects that collect, maintain or
disseminate information in identifiable form from or about members of the public. The Office of Management and
Budget issued Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002, which defines
“information in identifiable form™ as information in an Information Technology system or online collection: (i) that
directly identifies an individual (e.g., name, address, social security number or other identifying number or code,
telephone number, email address, etc.) or (ii) by which an agency intends to identify specific individuals in
conjunction with other data elements. Furthermore, an individual is defined as “a citizen of the United States or an
alien lawfully admitted for permanent residence.”

2 It is the intent of the current Administration to provide more of a supporting role to state, local, tribal, and territory
governments. The U.S. Department of Homeland Security has determined to better serve and support non-Federal
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The SAVE Program provides status verifications to requesting federal, state, territorial, tribal,
and local government agencies; benefit granting agencies; and other authorized entities and
licensing bureaus. The U.S. Citizenship and Immigration Services (or a contractor acting on its
behalf) will confirm immigration and/or United States citizenship status as authorized by law,
to the extent that such disclosure is necessary to enable these agencies to make decisions. These
decisions may relate to: (1) determining eligibility for a federal, state, or local public benefit;
(2) issuing a license or grant; (3) issuing a government credential; (4) conducting a background
investigation; (5) registering voters or developing/ managing voter maintenance lists; or (6) any
other lawful purpose.

A federal, state, territorial, tribal, or local government agency that provides a public benefit or
license, or that is otherwise authorized by law to engage in an activity related to the verification
of immigration status, may enroll in the SAVE Program as a registered agency. By using the
SAVE Program, federal, state, territorial, tribal, and local registered agencies can request
immigration status information to determine the applicant’s eligibility for a benefit or a license.
It is important to note that the program does not make the determinations on an applicant’s
eligibility for a specific benefit or license or eligibility to vote (at the local, state, or national
level). Instead, it provides immigration status information to agencies to allow them to make an
informed decision prior to issuing benefits or licenses or denying voting benefits. The registered
agency analyzes the SAVE Program’s response against the agency’s own eligibility criteria to
make an award determination. The SAVE Program may not always know the outcome of the
benefit adjudication.

The SAVE Program has access to multiple immigration record systems from government
agencies to confirm immigration status. All SAVE Program-registered agencies must adhere to
a Memorandum of Agreement or Computer Matching Agreement, which include binding
responsibilities regarding proper information usage and handling. The Memorandum of
Agreement also stipulates the terms for billing and payment, if applicable. As part of its billing
and registration process, the SAVE Program collects personally identifiable information, such
as the registered agency’s point of contact name and professional contact information, as well
as registered agency and demographic information. The SAVE Program staff may also collect
sensitive information such as registered agency credit card information and other data relevant
to the billing process from the federal, state, territorial, tribal, or local government agencies
using the SAVE Program. The U.S Citizenship and Immigration Service collects, maintains,
and safeguards this information in accordance with U.S. Department of Homeland Security
privacy and information technology policies.

The U.S. Citizenship and Immigration Services is currently implementing a comprehensive

government agencies, by eliminating the fees for their use of the SAVE Program.
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optimization of the SAVE Program. The U.S. Citizenship and Immigration Services has
developed a phased approach to further the U.S. Department of Homeland Security mission.
This Privacy Impact Assessment supports use of the SAVE Program for (1) voter registration
and voter maintenance list verification; (2) collection of Social Security numbers, which may
include those of U.S. born citizens for all benefit- or license-related uses of the program; (3)
sharing of information between U.S. Citizenship and Immigration Services, the Social Security
Administration, and the Department of State; (4) a new bulk upload feature for the program; and
(5) removing the fee for non-Federal government agencies.

Social Security Administration Data Sharing

On January 20, 2025, and March 25, 2025, the President issued Executive Orders 14159,
Protecting the American People Against Invasion and 14248, Preserving and Protecting the
Integrity of American Elections respectively.® Executive Order 14159 includes a requirement
for the Secretary to “...promptly issue guidance to ensure maximum compliance by [ Department
of Homeland Security] personnel with the provisions of 8 U.S.C. 1373 and 8 U.S.C. 1644 and
ensure that State and local governments are provided with the information necessary to fulfill
law enforcement, citizenship, or immigration status verification requirements authorized by
law....”* Executive Order 14248 outlines that, «...Federal laws, such as the National Voter
Registration Act (Pub. L. 103-31) and the Help America Vote Act (Pub. L. 107-252), require
States to maintain an accurate and current Statewide list of every legally registered voter in the
State. And [Department of Homeland Security] is required to share database information with
States upon request so they can fulfill this duty.”® Executive Order 14248 directs the Secretary
to ““...ensure that State and local officials have, without the requirement of the payment of a fee,
access to appropriate systems for verifying the citizenship or immigration status of individuals
registering to vote or who are already registered...” The Department of Homeland Security is
also required under Executive Order 14248, in coordination with the Department of Government
Efficiency Administrator, to “review each State’s publicly available voter registration list and
available records concerning voter list maintenance activities as required by 52 U.S.C. § 20507,
alongside Federal immigration databases and State records requested, including through
subpoena where necessary and authorized by law, for consistency with Federal requirements.”

The Commissioner of Social Security also must assist states in determining whether individuals
are eligible to register and vote by taking all appropriate action to make available the Social

3 See Protecting the American People Against Invasion (January 2025) available at
https://www.federalregister.gov/documents/2025/03/28/2025-05523/preserving-and-protecting-the-integrity-of-
american-elections; and Preserving and Protecting the Integrity of American Elections (March 2025) available at
https://www.federalregister.gov/documents/2025/01/29/2025-02006/protecting-the-american-people-against-
invasion.

48U.5.C.§ 1373; 8 U.S.C. §1644.

58 U.S.C. 1373(c).
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Security Number Verification Service, the Death Master File, and any other Federal databases
containing relevant information to all State and local election officials engaged in verifying the
eligibility of individuals registering to vote or who are already registered.®

Most registered agencies may not have access in their voter, benefits, or licenses records to a
U.S. Department of Homeland Security-issued identifier, (such as Alien Registration Number
(Alien Number or A-number), Naturalization Certificate number, or Citizenship Certificate
number) to initiate the initial SAVE Program query. To address this concern, the U.S.
Citizenship and Immigration Services is incorporating a feature to allow SAVE Program-
registered agencies to query records by Social Security numbers. Registered agencies will
provide the U.S. Citizenship and Immigration Services with the individual’s first and last
name(s), date of birth and a full 9-digit or partial Social Security number. Registered agencies
may additionally provide a U.S. Department of Homeland Security enumerator. The U.S.
Citizenship and Immigration Services will provide the Social Security Administration with this
information and in turn they will provide the U. S. Citizenship and Immigration Service with
the following responses:

e Social Security number match (True/False);
e Name match (True/False);
e Date of birth match (True/False);
e Citizenship Indicator;
o "A"-U.S. citizen;
o "B"- Legal alien, eligible to work;
o "C"- Legal alien, not eligible to work;
o "D" - Other;
o "E" - Alien student - restricted work authorized; and
o "F" - Conditionally legalized alien.
e Foreign Born indicator (Citizenship code is not present, but individual was foreign born);
e State/Country code;
e American Samoa indicator (True/False);

e Alien Registration number (where applicable);

6 Executive Order 14248 § 3(a).
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e Death indicator (Yes / No); and
e Error code descriptions (transaction and record levels).

Of note, if a registered agency provides the names, dates of birth, and Social Security numbers
of U.S. citizens by birth, the SAVE Program will maintain and process this information. For
instance, a state may provide the U.S. Citizenship and Immigration Services information for all
residents that are registered to vote within their jurisdiction. This would include U.S. citizens by
birth. The U. S. Citizenship and Immigration Services will process this information as stated
above and provide the appropriate response.

The SAVE Program now has a list processor feature to allow registered agencies to upload a list
of individuals’ case data instead of creating individual cases. A requesting agency, once signed
into the program, will have an option to “upload” a list of individuals for the U.S. Citizenship
and Immigration Services to verify citizenship and immigration status. Once uploaded, the
SAVE Program creates individual cases for everyone identified on the uploaded list. The U. S.
Citizenship and Immigration Services then sends from the list to the Social Security
Administration the name, Social Security number, and date of birth of the individuals identified
by the registered agency. The Social Security Administration then sends the status information
(citizenship indicator noted above) back to the SAVE Program. The SAVE Program, if required,
also queries other various systems (see below List of Federal Systems Used to Respond to
Registered Agency Queries), and provides a consolidated result in each case file. The registered
agency has the option of logging back into the program after twenty-four hours and searching
for each case or generating a Web Agency Audit Report within the SAVE Program that can
provide status information for multiple cases.

Additionally, program users will be able to download a list of individuals from the original list
that the registered agency submitted, that the U.S. Citizenship and Immigration Services was
not able to process. For example, a registered agency’s list may not have a unique identifier for
several individuals. To capture these incomplete cases, the program creates a spreadsheet that
includes everyone who is not processed and requests additional information such as a Social
Security number (corrected Social Security number), or Alien Registration Number. The
registered agency can then update the spreadsheet provided with the additional information and
upload it again into the program. The U.S. Citizenship and Immigration Services then provides
the registered agency’s account with the following information:

e Verification number (SAVE Program generated);

e Initial request date;

e ldentification type;
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e Identification number;

e Last name;

e Benefit code;

e Benefit description;

¢ Initial request response (Lawful status, No lawful status, Deceased);

e Additional request date;

e Additional request response (Lawful status, No lawful status, Deceased);
e Third step request date;

e Third step resolution (Lawful status, No lawful status, Deceased); and

e Closed date.
Department of State Data Sharing

Registered agencies may provide either a U.S. passport number or a photocopy of a U.S.
passport as documentation of citizenship or immigration status. If a U.S. passport number is
submitted, the SAVE Program will verify it against information from U.S. Department of State-
issued passport. Additionally, the SAVE Program will receive or access information in the U.S.
Department of State’s Consular Consolidated Database / American Citizen Record Query
system, which is a consular search engine used by the U.S. Department of State to manage and
access records related to United States citizens, particularly for consular protection and services,
including managing passport requests and applications.

State Driver’s Licensing Agencies and Other Organizations Maintaining Driver’s License
Information Data Sharing

Within the U.S., driver’s licenses are the most widely used form of identification. The SAVE
Program can use driver’s license and state identification card numbers to check and confirm
identity information by working with state driver’s licensing agencies and national agencies that
store driver’s license information for legal purposes (such as the National Law Enforcement
Telecommunications System). When the registered agency provides a driver’s license or state
identification card number as the enumerator to verify the identity of the applicant, the SAVE
Program will use state driver’s licensing agencies or another source (such as the National Law
Enforcement Telecommunications System) to validate the information and gain access to other
government enumerators. This will allow the SAVE Program to match against other sources to
verify immigration status and U.S. citizenship, which will improve accuracy and efficiency for
SAVE registered agencies.
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Auditing of Federal and State Oversight Programs Data Sharing

The SAVE Program will support organizations that have entered into required agreements with
the U.S. Citizenship and Immigration Services and have a legal oversight authority over a
program or benefit type supported by the SAVE Program through reporting capabilities for
auditing purposes. User agencies with a legal authority to monitor and audit benefits granted
may view case data such as biographic data, enumerators, case submission date/time, and the
SAVE Program response information. Reporting options exist for individual agencies and their
case data. Additionally, user agencies with legal authority may now be granted SAVE Program
access to view other user agencies’ case data through a linking mechanism based on either
benefit type granted (e.g. Medicare) or by state. This new account type will have reporting
options to view case data. Other account types enable user agencies to create cases within the
SAVE Program to verify applicant current eligibility for benefits previously granted. This will
allow federal and state oversight agencies to ensure user agencies are properly verifying
immigration status or citizenship before making an eligibility determination. Oversight agencies
can also ensure previously approved applicants remain eligible for the benefits they are
receiving.

List of Federal Systems Used to Respond to Registered Agency Queries

The following is a list of federal information systems that the SAVE Program queries for
responses to registered agencies:

United States Citizenship and Immigration Services Systems:
+ Central Index System;’
+  Electronic Immigration System;?
+  Computer Linked Application Information Management System 3;°
« Enterprise Citizenship and Immigration Services Centralized Operational Repository;°
* GLOBAL (not an acronym);

7 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CITIZENSHIP AND IMMIGRATION SERVICES, PRIVACY IMPACT
ASSESSMENT FOR THE CENTRAL INDEX SYSTEM, DHS/USCIS/PIA-009, available at Privacy Documents for USCIS |
Homeland Security.

8 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CITIZENSHIP AND IMMIGRATION SERVICES, PRIVACY IMPACT
ASSESSMENT FOR THE USCIS ELECTRONIC IMMIGRATION SYSTEM, DHS/USCIS/PIA-056, available at Privacy
Documents for USCIS | Homeland Security.

9 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CITIZENSHIP AND IMMIGRATION SERVICES, PRIVACY IMPACT
ASSESSMENT FOR THE COMPUTER LINKED APPLICATION INFORMATION MANAGEMENT SYSTEM AND ASSOCIATED
SYsSTEMS, DHS/USCIS/PIA-016, available at Privacy Documents for USCIS | Homeland Security.

10 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CITIZENSHIP AND IMMIGRATION SERVICES, PRIVACY
IMPACT ASSESSMENT FOR THE ENTERPRISE CITIZENSHIP AND IMMIGRATIONS SERVICES CENTRALIZED OPERATIONAL
REPOSITORY, DHS/USCIS/PIA-023, available at Privacy Documents for USCIS | Homeland Security.
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+ RAILS (not an acronym);*

+  Customer Profile Management System;*? and

» Salesforce Customer Relationship Management Customer Relationship Management.
Other U.S. Department of Homeland Security Systems:

» U.S. Department of Homeland Security OneNet;

U.S. Immigration and Customs Enforcement Student and Exchange Visitor Program;*3

U.S. Immigration and Customs Enforcement, Enforcement Integrated Database;**

U.S. Customs and Border Protection Arrival and Departure Information System;*® and

Transportation Security Administration Office of Intelligence and Analysis Technology
Infrastructure Modernization Program.

Other Federal Agency Systems:

« U.S. Military Entrance Processing Command Integrated Resource System;

U.S. Department of Education Federal Student Aid Central Processing System;

U.S. Department of Health and Human Services Centers for Medicare & Medicaid
Services;

U.S. Social Security Administration Numident system;

U.S. Department of Justice Executive Office for Immigration’s Immigration Review
Information Exchange System;

11 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CITIZENSHIP AND IMMIGRATION SERVICES, PRIVACY
IMPACT ASSESSMENT FOR RAILS, DHS/USCIS/PIA-075, available at Privacy Documents for USCIS | Homeland
Security.

12 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CITIZENSHIP AND IMMIGRATION SERVICES, PRIVACY
IMPACT ASSESSMENT FOR THE CUSTOMER PROFILE MANAGEMENT SERVICE, DHS/USCIS/PIA-060, available at
Privacy Documents for USCIS | Homeland Security.

13 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT, PRIVACY
IMPACT ASSESSMENT FOR THE STUDENT AND EXCHANGE VISITOR PROGRAM, DHS/ICE/PIA-001, available at
Privacy Documents for ICE | Homeland Security.

14 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT, PRIVACY
IMPACT ASSESSMENT FOR THE ENFORCEMENT INTEGRATED DATABASE, DHS/ICE/PIA-015, available at Privacy
Documents for ICE | Homeland Security.

15 See U.S. DEPARTMENT OF HOMELAND SECURITY, U.S. CUSTOMS AND BORDER PROTECTION, PRIVACY IMPACT
ASSESSMENT FOR THE ARRIVAL AND DEPARTURE INFORMATION SYSTEM, DHS/CBP/PIA-024, available at Privacy
Documents for CBP | Homeland Security.

16 See U.S. DEPARTMENT OF HOMELAND SECURITY, TRANSPORTATION SECURITY ADMINISTRATION, PRIVACY
IMPACT ASSESSMENT FOR THE TRANSPORTATION SECURITY ADMINISTRATION OFFICE OF INTELLIGENCE AND
ANALYSIS TECHNOLOGY INFRASTRUCTURE MODERNIZATION PROGRAM, DHS/TSA/PIA-042, available at Privacy
Documents for TSA | Homeland Security.
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« U.S. Department of State Consular Consolidated Database; and

« U.S. Department of State American Citizen Record Query System.

Fair Information Practice Principles

The U.S. Department of Homeland Security conducts Privacy Impact Assessments on developed
or procured information technology systems involving the collection, maintenance, or
dissemination of information in identifiable form or that make substantial changes to existing
information technology that manages information in identifiable form, as required by Public Law
107-347, Section 208, “The E-Government Act of 2002,” and any applicable and implementing
Office of Management and Budget guidance; or proposed rulemakings affecting personal
information as required by Section 222(a)(4) of the Homeland Security Act of 2002; or
technologies that sustain, and do not erode, privacy protections relating to the use, collection, and
disclosure of personal information pursuant to 6 U.S.C § 142(a)(1).

In response to these obligations, the U.S. Department of Homeland Security Privacy Office
developed a set of Fair Information Practice Principles !’ from the underlying concepts of the
Privacy Act of 19748 to encompass the full scope of the information and interactions of the U.S.
Department of Homeland Security. The Fair Information Practice Principles account for the nature
and purpose of the information being collected in relation to the U.S. Department of Homeland
Security’s mission to preserve, protect, and secure. The Fair Information Practice Principles are a
set of eight principles that are rooted in the tenets of the Privacy Act.

3. What specific legal authorities and/or agreements permit the collection of
information by the project in question?

In accordance with a 1986 Congress mandate, the U.S. Citizenship and Immigration Services,
previously the Immigraton and Naturalization Service, established the SAVE Program to verify
the citizenship and immigration status of individuals seeking government benefits for use by
benefit granting agencies when making benefit determinations. The following provides
authority for the program to collect, maintain, and share personally identifiable information:

« Immigration and Nationality Act, Public Law 82-414, 66 Statutory 163 (June 27, 1952);
* Homeland Security Act of 2002, Public Law Number 107-296, 116 Statutory 2135

17'U.S. Department of Homeland Security, Privacy Policy Guidance Memorandum 2008-01, The Fair Information
Practice Principles: Framework for Privacy Policy at the Department of Homeland Security (2008), available at
https://www.dhs.gov/privacy-policy-guidance.

18 Privacy Act of 1974, 5 U.S.C. § 552a, as amended.
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(November 25, 2002);

« Immigration Reform and Control Act of 1986, Public Law 99-603, 11 Statutory 3359
(November 6, 1986);

» Personal Responsibility and Work Opportunity Reconciliation Act of 1996 , Public Law
104-193, 110 Statutory 2105 (August 22, 1996);

« Title IV, Subtitle A, of the Illegal Immigration Reform and Immigrant Responsibility
Act of 1996, Public Law 104-208, 110 Statutoty 3009 (September 30, 1996);

» Real ID Act of 2005, Public Law 109-13, 119 Statutory 231 (May 11, 2005);

+ Patient Protection and Affordable Care Act of 2010, Pub. L. No. 111-148, 124 Statutory
119 (Mar. 23, 2010), as amended by the Health Care and Education Reconciliation Act
of 2010, Public Law 111-152, 124 Stat. 1029 (March 30, 2010);

» Federal Aviation Administration Extension, Safety and Security Act of 2016, Public Law
114-190, 130 Statutory 615 (July 15, 2016); and

« Social Security Act of 1935, Public Law 74-271, 49 Statutory 620 (Aug. 14, 1935) as
amended, 42 U.S.C. § 1306.

In addition, the Systematic Alien Verification for Entitlements Program has an obligation under
8 U.S.C. 1373(c) to “respond to an inquiry by a federal, state or local government agency,
seeking to verify or ascertain the citizenship or immigration status of any individual within the
jurisdiction of the agency for any purpose authorized by law, by providing the requested
verification or status information.”

The Social Security Administration is aiding by sending to, and receiving, U.S. Department of
Homeland Security and U.S. Citizenship and Immigration Services information regarding the
citizenship or immigration status, lawful or unlawful, of individuals within its records. The
Social Security Administration is authorized to participate in this information sharing under the
authority of the Social Security Act, 42 U.S.C. § 1306, and pursuant to 8 U.S.C. § 1373(a).

4. Will this information be maintained as part of system of records,’® as defined in
the Privacy Act, 5 U.S.C. §552a?

19 The term “system of records” means a group of any records under the control of any agency from which
information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying
particular assigned to the individual.
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Yes, information retrieved by the Social Security Administration, U.S. Department of State, and
registered agencies will be maintained in the DHS/USCIS-004 Systematic Alien Verification
for Entitlements (SAVE) Program System of Records.?

5. From which population does the project collect, maintain, use, and/or disseminate
personally identifiable information??!

a. Members of the public
O b. U.S. Department of Homeland Security employees and/or contractors

[ c. Other federal employees

6. What personally identifiable information is collected, maintained, used, or
disseminated?

The U.S. Citizenship and Immigration Services may collect the following information about
aliens; legal permanent residents; and U.S. born, naturalized, and derived citizens from
registered agencies:

e Name (last, first, middle);
e Unique identifiers;

o Alien Regstriaton Number (Alien number or A-Number)/U. S. Citizenship
and Immigration Services Number;

o 194 Arrival/Departure Record number;

o Student and Exchange Visitor Information System Identification number;
o Receipt number/card number;

o Naturalized Certificate number; and

o Citizenship Certificate number.

20 See DHS/USCIS-004 Systematic Alien Verification for Entitlements, 90 Fed. Reg. 48948 (October 31, 2025),
available at System of Records Notices | Homeland Security.

21 personally identifiable information means any information about an individual maintained by an agency,
including, but not limited to, education, financial transactions, medical history, and criminal or employment history
and information which can be used to distinguish or trace an individual's identity, such as their name, social security
number, date and place of birth, mother’s maiden name, biometric records, etc., including any other personal
information which is linked or linkable to an individual. See OMB M-06-19, Reporting Incidents Involving
Personally Identifiable Information.
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e Visa or Passport (Foreign and/or United Sates) numbers;

e Social Security number or Individual Tax Identification Number;
e Driver’s license or state identification number;

e Date of birth;

e Country of birth;

e Citizenship or nationality;

e C(lass of Admission code and Date of entry;

e File Control Office;

e Benefit sought; and

e Immigration documentation.

The United States Citizenship and Immigration Services shares the following information
to the Social Security Administration about U.S. born, naturalized, and/or derived citizens:

e Name (last, first, middle);
e Date of birth;
e Social Security number (full and partial); and

e U.S. Department of Homeland Security-issued identifier (such as Alien Registration
Number).

The U. S. Citizenship and Immigration Services maintains the following information from the
Social Security Administration:

e Social Security number match (True/False);
e Name match (True/False);
e Date of birth match (True/False);
e C(Citizenship indicator;
o "A"-U.S. citizen;
o "B" - Legal alien, eligible to work;
o "C" - Legal alien, not eligible to work;
o "D" - Other;

o "E" - Alien student - restricted work authorized; and
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The United States Citizenship and Immigration Services provides the following information
to requesting agencies:

The U.S. Citizenship and Immigration Services shares the following information to the U.S.
Department of State:

o "F" - Conditionally legalized alien.

Foreign Born indicator (Citizenship code is not present, but individual was foreign
born);

State/country code;

American Samoa indicator (True/False);

Alien Registration Number (Alien Number or A-Number) (where applicable);
Death indicator (Yes / No); and

Error code descriptions (transaction and record levels).

Verification number (system generated);

Initial request date;

Identification type;

Identification number;

Last name;

Benefit code;

Benefit description;

Initial request response (lawful status, no lawful status, deceased);
Additional request date;

Additional request response (lawful status, no lawful status, deceased);
Third step request date;

Third step resolution (lawful status, no lawful status, deceased); and
Closed date.

Full name;

Date of birth;
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e Social Security number; and/or
e U.S. passport number.

The U.S. Citizenship and Immigration Services may maintain the following information
from the U.S. Department of State:

e Full name;

e Date of birth;

e Certificate of Citizenship;

e Certificate of Naturalization;

e Alien RegistrationNumber (Alien Number or A-Number);
e U.S. passport book or passport card number;

e U.S. passport book or passport card issuance date;

e U.S. passport endorsement code(s) where applicable; and

e Images of U.S. passport book or passport card.

7. What is the intended use of personally identifiable information?

The SAVE Program uses personally identifiable information about individuals to help federal,
state, territorial, tribal, and local government benefit-granting agencies, other authorized entities
and licensing bureaus, as authorized by law, verify the citizenship and/or immigration status of
individuals within their jurisdiction as they determine eligibility for benefits, credentials, and
licenses; and verify voter registration. The U.S. Citizenship and Immigration Services also uses
the personally identifiable information for federal security background investigations and other
lawful purposes.

The U.S. Citizenship and Immigration Services uses a variety of data for cross-referencing. In
this way, the U. S. Citizenship and Immigration Services ensures that data is accurate and
current, identifies inconsistencies between or among databases, and minimizes fraud.
Additionally, the U.S. Citizenship and Immigration Services collects personally identifiable
information from individual users of the system to provide accountability of system usage in the
event of misuse and abuse of the system. Further, the U. S. Citizenship and Immigration Services
use personally identifiable information to register SAVE user agencies and other administration
functions.

The U. S. Citizenship and Immigration Services will use the Social Security number from
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requesting agencies to query the Social Security Administration Enumeration System to assist
in providing U.S. citizenship or immigration status of individuals. Federal, state, local, tribal,
and territory governments generally use the SAVE Program to assist in awards of benefits, voter
registration verification, as well as identifying fraud.

The U.S. Citizenship and Immigration Services will compare U.S. passport information against
information available in U.S. Department of State accessed systems to verify a match or no
match. Using a passport number, the SAVE Program will be able to verify acquired or derived
citizenship for individuals with a U.S. passport directly from the source records. Images of the
U.S. Passport document may also be submitted by agencies when applicable to be used by status
verifiers as part of the verification process. This ensures that personally identifiable information
contained on the document can be used to verify the document and subsequently the citizenship
status of the individual. Additionally, the U.S. Citizenship and Immigration Services will use
U.S. passport application information, specifically, the Certificate or Citizenship or Certificate
of Naturalization, to quickly verify citizenship status in certain cases and reduce its response
time to registered users.

8. How long and under which retention schedule is the information retained?

Pursuant to the National Archives and Records Administration Authority N1-566-08-07, the
U.S. Citizenship and Immigration Services maintains records within the SAVE Program for ten
years from the date of the completion of the verification, unless the records are part of an
ongoing law enforcement investigation in which case the U.S. Citizenship and Immigration
Services may retain them until completion of the investigation.

9. With whom will personally identifiable information be shared?

[ Within the Component/Office Specify:

Specity: When potential fraud or misuse is

indicated by the SAVE Program information,

this information may be shared, on a case-by-

case basis, with U.S. Department of Homeland
Other-U.S. Department of Homeland Security internal law enforcement organizations
Security Component(s)/Office(s) to include:

e U.S. Immigration and Customs
Enforcement; and

¢ U.S. Customs and Border Protection.
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Specify: A list of all requesting agencies and
their purpose for accessing the SAVE Program is
accessible at https://www.uscis.gov/save/save-

State, local, tribal, or territorial entities agency-search-tool. Additionally SAVE may
retrieve information from state driver’s license
and identification issuing agencies (such as
Department of Motor Vehicles).

(] Public Specify:
L] Private sector Specify:
[] Foreign governments Specify:
[ Foreign entities Specify:

Specify: Social Security Administration,

U.S. Department of State, and

National organizations maintaining driver’s
license and state identification information (such
as the National Law Enforcement

Other:

Telecommunications System).

10. How are individuals provided notice prior to the collection of information? If
notice is not provided, explain why not.

Each registered agency completes a Memorandum of Agreement with the U.S. Citizenship and
Immigration Services and agrees to provide notice to individuals within their jurisdiction of their
use of information and sharing with the U.S. Citizenship and Immigration Services.
Additionally, the U.S. Citizenship and Immigration Services provides notice through this
Privacy Impact Assessment as well as system of records notices mentioned in Section 4. Each
state holds the responsibility to provide notice of their use of information at the time of their
collection or additional use of the information.

11. What opportunities are available for individuals to consent to uses, decline to
provide information, or opt out?

The U.S. Citizenship and Immigration Services does not provide opportunities to individuals
within the jurisdiction of the registered agency to consent to the U.S. Citizenship and
Immigration Services use of their information. Pursuant to the above-mentioned legal authorities
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listed in Section 3, the U. S. Citizenship and Immigration Services must provide individual
information to the Social Security Administration and the U.S. Department of State to allow the
Requesting Agency to determine the immigration status of applicants and registrants of benefits,
licenses, or for voter registration verification. Each registered agency holds the responsibility to
provide opportunities for consent of their use of individuals’ information. Additionally, each
registered agency holds the responsibility to determine whether an individual has a legal right
to decline providing information to them based on applicable law.

12. What procedures are in place to allow individuals to correct inaccurate or
erroneous information?

Individuals may request access to their information maintained by the U.S. Citizenship and
Immigration Services by submitting a request at https://www.uscis.gov/records/request-records-
through-the-freedom-of-information-act-or-privacy-act.

Requesters are required to provide their Alien Registration Number and/or full name, date, and
place of birth, and return address.

Individuals should provide all written requests to contest or amend their information reviewed
by the SAVE Program, with appropriate proof of identity, class of admission, and other relevant
identifying information, as well as a statement about the incorrect. Depending on the originating
source of information, the request may be satisfied within the U.S. Citizenship and Immigration
Services, or the individual may be referred to the appropriate record holding agency. If the
source of data is from a U.S. Citizenship and Immigration Services download and the SAVE
Program confirms the data is incorrect, often by comparing the documents with the information
in the program and cross-referencing other U.S. Citizenship and Immigration Services
Verification Information System databases, the SAVE Program will contact the appropriate
system owner recommending that the data be corrected.?? Alternatively, the individual may
make an appointment by calling the U.S. Citizenship and Immigration Services Contact Center
at 800-375-5283 (TTY 800-767-1833). When appearing for the appointment, the person should
provide accompanying supporting documentation, including proof of identity, class of
admission, and other relevant identifying information. The SAVE Program customer agencies
may change their profile information directly within the U.S. Citizenship and Immigration

22 The Verification Information System is a composite information system incorporating data from various U.S.
Department of Homeland Security and Social Security Administration databases and functions as the underlying
information technology that supports the SAVE Program. The Verification Information System supports the U.S.
Citizenship and Immigration Service’s ability to verify whether a newly hired employee is authorized to work in the
United States and the citizenship or immigration status verification of individuals seeking certain government
benefits. The Verification Information System, including the services it houses, is in the Amazon Web Service cloud
environment.
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Services Verification Information System application. To correct typographic errors in your
U.S. Citizenship and Immigration Services record or document, visit egov.uscis.gov/e-request.

13. What administrative, technical, and physical controls are used to protect the
information?

The SAVE Program requires potential enrollees and customer agencies to register for
participation in the program and sign an appropriate data sharing agreement. Once the enrollees
submit the required documentation, all users must complete a web-based training course that
explains functionality and security requirements.

The Systematic Alien Verification for Entitlements Program’s internal users take the mandatory
annual U.S. Department of Homeland Security Computer Security Training and the U.S.
Citizenship and Immigration Services Privacy Awareness Training. Additionally, staff who
administer the SAVE Program are required take special, role-based training. External SAVE
Program users complete online tutorials. The tutorials also cover the procedures and policies
associated with the use of the SAVE Program and includes privacy-related topics.

The Verification Information System, as the underlying technology supporting the SAVE
Program has been Certified and Accredited and received a full authority to operate in April 2014.
The system has been approved to participate in the Ongoing Authorization process and is
continually monitored for compliance with the National Institute of Science and Technology
policies to ensure compliance with the Federal Information System Management Act. The
SAVE Program implements access controls for both internal and external customers, such as
account names and passwords to access the program. The program has an automated mechanism
to ensure that users change their passwords at specified intervals. Additionally, the program
implements the following technical controls:

« Password data is encrypted within the system;
» The system is located within a multi-layered firewall architecture;

» The system follows a robust set of security controls that meet the U.S. Department
of Homeland Security System Security Policy requirements. The certification and
accreditation process ensures that the U.S. Citizenship and Immigration Services
documents and verifies these security controls through the certification and
accreditation process;

» The system uses secure hypertext transfer protocol protected communications during
all data transmissions between the client workstation and the system;
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« Passwords are encrypted when making database connections; and

» Procedures are in place to ensure that any potential breaches of information are
reported within one hour of being found.

14. How does the Component ensure that personally identifiable information is used
appropriately?

The SAVE Program has a comprehensive audit trail tracking and maintenance function that
stores information about users who submit queries, when the query was processed, the query
response, who received the query response, and when the user received the query response. The
audit logs have restricted access based on user roles. These logs are external to system
administration access methods and protected from modification. U.S. Citizen and Immigration
Services personnel periodically review these audit logs to monitor user activity. Registered
agencies must abide by all security requirements that they agreed to when they enrolled in the
program. Attempts to evade the security controls can result in loss of access to the SAVE
Program.

Some registered agencies use a single sign-on for all their individual users. In these cases, the
SAVE Program will not collect information from individual users because individual users will
appear as one agency user. In the case of single sign-on access to users, the U.S. Citizenship and
Immigration Services requires the agency to sign an addendum to their Memorandum of
Agreement which states that every user of the system must be assigned a unique identifier. If
requested, the agency provides this information to the U.S. Citizenship and Immigration
Services to allow for a clear audit trail for all transactions.

Associated Privacy Risks and Mitigations

Privacy Risk: There is arisk that the U.S. Citizenship and Immigration Services may share
inaccurate information with registered agencies, which could in turn impact
a registered user agency’s eligibility determination for an individual.

Mitigation: The U.S. Citizenship and Immigration Services partially mitigates this risk.
Generally, the SAVE Program has a 3-step process. The first step is a
general query of the system. However, due to misspelling of names,
transposed numbers, or incomplete information, the SAVE Program may
produce inaccurate results. To mitigate this, the SAVE Program has a
manual step process where a U.S. Citizenship and Immigration Services
staff member will try to reconcile the request manually. The third step is for
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the U.S. Citizenship and Immigration Services to get additional
documentation from the registered agency. However, this only partially
mitigates the risk since the new request using Social Security numbers does
not allow for a second and third step review. The U.S. Citizenship and
Immigration Services does not have direct access to the Social Security
Administration system to support these additional steps. Additionally,
registered agencies may not go through all steps to ensure accuracy of
information.

Privacy Risk:

There is a risk that all United States citizens, including natural born U.S.
citizens, have not been provided notice that the SAVE Program collects or
maintains their information for citizenship and immigration status.

Mitigation:

The United States Citizenship and Immigration Services partially mitigates
this risk. It is the responsibility of each registered agency to provide notice
to individuals within their jurisdiction of their use of information and sharing
with the U.S. Department of Homeland Security/U.S. Citizenship and
Immigration Services. The U.S. Citizenship and Immigration Services is
publishing this privacy impact assessment and related System of Records
Notice to provide transparency regarding the new categories of information
collected and shared to assist registered agencies in verifying citizenship and
immigration status of individuals applying for a benefit or license and voter
registration verification. The SAVE Program’s “Register an Agency for
SAVE” explains how an eligible agency can create a Memorandum of
Agreement with the U.S. Citizenship and Immigration Services. These
agreements require registered user agencies to comply with the Privacy Act
of 1974, 5 U.S.C. 8 552a, as amended, and other applicable laws,
regulations, and policies. These policies include transparency and notice to
individuals regarding agencies collection and use of personally identifiable
information.

Privacy Risk:

There is a risk that the U.S. Citizenship and Immigration Services may use
the information it obtains from registered agencies, the Social Security
Administration, and the U.S. Department of State, for purposes not
authorized by statute or for which it was originally collected.

Mitigation:

The United States Citizenship and Immigration Services mitigates this risk
by only collecting information as authorized by the Immigration and
Naturalization Act and other authorities mentioned within this Privacy
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Impact Assessment. The purpose for sharing Social Security numbers with
the Social Security Administration and receiving information is to allow user
agencies to verify the citizenship or immigration status of individuals
applying for a benefit, license, or voter registration verification. The purpose
for sharing and receiving U.S. passport information with the U.S.
Department of State is to verify the citizenship or immigration status of
individuals applying for a benefit, license or for voter registration
verification. Also, each registered agency must execute a Memorandum of
Agreement or Computer Matching Agreement with the U.S. Citizenship and
Immigration Services that includes terms that the SAVE Program will be
used in accordance with the law.

Privacy Risk:

There is a risk that the new category individuals covered by this
assessment/notice, specifically, United States born citizens do not have the
opportunity to individually participate or consent in how the U.S.
Citizenship and Immigration Services uses their information.

Mitigation:

The U.S. Citizenship and Immigration Services cannot mitigate this risk.
Each user agency is responsible for complying with federal and local
authorities. The U.S. Citizenship and Immigration Services assumes that
each user agency factors in the principles of notice, individual participation,
and consent prior to providing information to the U.S. Citizenship and
Immigration Services. The U.S. Citizenship and Immigration Services only
uses the information for the authorized purpose(s) identified within this
Privacy Impact Assessment. Individuals should consult their local
government agencies to determine the appropriate opt-in or opt-out statute,
regulations and policies.

Privacy Risk:

There is a risk that individuals may access the SAVE Program that do not
have a need to know of the information.

Mitigation:

The U.S. Citizenship and Immigration Services mitigates this risk by
requiring the SAVE Program’s potential enrollees and customer agencies to
register for participation in the program and sign a Memorandum of
Agreement or Computer Matching Agreement. After all required
documentation is submitted, all users must complete a web-based training
course that explains functionality and security requirements.

The SAVE Program’s internal users complete the mandatory annual privacy
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and information technology training. External program complete take on-
line tutorials explaining the program. The tutorials also cover the procedures
and policies associated with the use of the program.

Contact Official

Brian Broderick

Division Chief (Acting)

Verification Division

U.S. Citizenship and Immigration Services

Responsible Official

Angela Y. Washington

Component Privacy Officer

Office of Privacy

U.S. Citizenship and Immigration Services
U.S. Department of Homeland Security
USCIS.PrivacyCompliance@uscis.dhs.gov

Approval Notice:

By signing below, the U.S. Department of Homeland Security Chief Privacy Officer approves
this Privacy Impact Assessment for the SAVE Program. If, however, during the operational
course of this program or U.S. Citizenship and Immigration Services’ use of this technology
changes from what has been documented or the U.S. Department of Homeland Security Privacy
Office becomes aware of evidentiary changes to the intended use of the personally identifiable
information or the scope of the personally identifiable information collected, of the program or
technology is determined to be ineffective, the Chief Privacy Officer reserves the right to revoke
approval of this Privacy Impact Assessment.

Approval Signature

Original, signed copy on file with the U.S. Department of Homeland Security Privacy Office.

Roman Jankowski

Chief Privacy Officer

U.S. Department of Homeland Security
Privacy@hg.dhs.gov
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