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Re: Legal and Cybersecurity Concerns-- BMD Use  
 
Dear Members of the North Carolina Election Board: 
 
I am a registered Mecklenburg County voter and am also the Executive Director of 
Coalition for Good Governance (“Coalition”), a non-partisan non-profit organization 
deeply involved in issues related to election security.  Coalition is the organizing plaintiff 
in the ongoing Curling v. Raffensperger federal lawsuit in the Northern District of 
Georgia being heard by the Honorable Amy Totenberg. The case challenges electronic 
voting, both in paperless DREs and electronic ballot marking devices. The election 
security issues the Board is wrestling with are ones we quite familiar to us, and with 
which we are heavily engaged.  
 
As you approach your decision on whether to permit the new form of electronic voting--
ballot marking devices as a standard voting equipment, it is essential to understand why 
the nation’s leading experts explain that the security model for BMDs is completely 
broken. BMD’s simply cannot be safely used in public elections. Additionally, such 
systems containing barcodes as votes for counting burden the right to vote and will not 
pass constitutional muster. Judge Totenberg in her August 15 opinion ruling against the 
continued use of DREs, said of electronic barcoded ballot marking devices about to be 
adopted in Georgia, “The past may here be prologue anew – it may be “like déjà vu all 
over again.” Our case is being expanded to include constitutional challenges to the 
barcode balloting system Georgia just certified. Our objections include: 
 

1. BMD elections cannot be audited for accuracy of results.  
2. Voters should not be forced to cast an official vote that they cannot read.  
3. Barcodes are exceptionally vulnerable to cyber-attacks.  
4. BMDs are less secure than DREs. 
5. Voters should not be required to test the machine accuracy (verify the ballot card) 

to cause the voting system to be an accountable system.  
6. Error-producing BMDs cannot be remedied in the polling place.  
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Coalition urges extreme care in your decision-making regarding certification of ballot 
marking devices. We urge the Board to study the most current scientific literature on 
this new technology and conduct in-depth interviews with national election auditing and 
cybersecurity experts who present irrefutable science that BMD systems are unsafe for 
public elections.  
 
North Carolina has long standing post-election audit requirements for “hand-eye” audits 
with the legislative intent of confirming the accuracy of the machine tallies back to the 
voter intent. That intent simply cannot be met with BMDs. It is imperative that 
decision-makers understand that, as the nation’s leading expert in post-election 
auditing, Professor Philip Stark, warns that audits on election results generated by 
BMDs are “meaningless.” His letter to Georgia’s SAFE Commission is attached at 
Exhibit A.  
 
Dr. Stark is joined by experts across disciplines of auditing, voting system computer 
science and cybersecurity to warn that BMDs are not appropriate for widespread use in 
public elections. (See Exhibit B letter from experts to Georgia’s SAFE Commission) 
Together with national leaders in computer science Dr. Richard DeMillo of Georgia Tech 
and Dr. Andrew Appel of Princeton, Stark relied on science and research, not vendor 
marketing claims, to publish the recent study, “Ballot Marking Devices (BMDs) Cannot 
Assure the Will of the Voters.” 1 The work and its conclusions have not been refuted by 
any scientist or even by vendor claims.  
 
Therefore, any decision by this Board to move forward to permit North Carolina 
counties to use barcoded ballot marking devices in widespread use must be with the 
knowledge that results simply cannot be audited and the electronic voting cannot assure 
the will of the voters. Coalition asks that you not permit your counties to put vendors 
over voters in their decision making. County boards are likely not familiar with the 
elevated cybersecurity and legal risks of doing so.  
 
We also urge you to engage expert independent legal counsel to review the statutory and 
constitutional restrictions on counting barcodes as official votes. For example, NC 
Election Code §163-165.1 provides-- 

 (b) Requirements of Official Ballots in Voting. - In any election conducted under this 
Article: 

(1) All voting shall be by official ballot. 
(2) Only votes cast on an official ballot shall be counted. 
 

And §163-163-165.5. Contents of official ballots provides-- 

 

1 https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3375755 
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 (b) Notwithstanding subsection (a) of this section, an official ballot created and 
printed by use of a voting system in the voting enclosure shall be counted if all of the 
following apply: 

(1) Each of the following are printed on that official ballot: 
a. The date of the election. 
b. The precinct name or a unique identification code associated with that ballot 
style. 
c. The choices made by the voter for all ballot items in which the voter cast a vote. 

(2) The electronic display of the voting system seen by the voter contains all of the 
information required by subsection (a) of this section. 
(3) The voter is capable of reviewing the printed official ballot, and voiding that 
ballot, prior to casting that voter's ballot. 
 

The statute clearly indicates that the official ballot must be the human-readable 
printout, and only votes on the “official ballot” can be counted. The BMD equipment 
under review cannot scan or count the human readable portion of the ballot, nor record 
the votes on the “official ballot.” Only the barcode can be scanned and counted. 
 
In summary, Coalition implores you to take the time necessary to have your entire board 
and the affected counties fully understand the cybersecurity and legal risks involved in 
adopting more electronic voting in North Carolina. Counties misapprehend the risk level 
likely because they have not had access to the scientific information or robust legal 
analysis. We urge you to avoid doubling down on the very electronic voting risks that the 
North Carolina General Assembly sought to halt in abandoning DRE machines, or as 
Judge Totenberg, quoting Yogi Bera warns of “deja vu all over again.”  
 
We are happy to provide more information including our upcoming pleadings in our 
Georgia case concerning the unconstitutional nature of electronic ballot marking devices 
for widespread use. 

 
Respectfully submitted, 
 
 
Marilyn Marks 
Executive Director 
Coalition for Good Governance 
Marilyn@USCGG.org 
7035 Marching Duck Dr. E504 
Charlotte, NC 28210 
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Philip B. Stark • Dept. of Statistics • University of California • Berkeley, CA 94720-3860

Rep. Alan Powell (Chair)
Rep. Barry Fleming (Vice Chair)
Rep. Rhonda Burnough
Rep. Joseph Gullett
Rep. Mary Frances Williams
Rep. Rick Williams
Rep. Bruce Williamson
Rep. Jay Powell (Ex-Officio)
Rep. Micah Gravley (Ex-Officio)
Subcommittee on Voting Technology of Government Affairs Committee
Georgia House of Representatives
Atlanta, GA

February 18, 2019

Ballot-marking devices (BMDs) are not secure election technology

Dear Chair Powell and members of the Subcommittee on Voting Technology:

I am Professor of Statistics and Associate Dean of Mathematical and Physical Sci-
ences at the University of California, Berkeley. I serve on the Board of Advisors of
the U.S. Election Assistance Commission (EAC) and on the Board of Directors of
Verified Voting Foundation. I invented “Risk-Limiting Audits,” a method for check-
ing whether reported election outcomes are correct, endorsed by the National Academy
of Sciences, Engineering and Medicine; the Presidential Commission on Election Ad-
ministration; the American Statistical Association; the League of Women Voters; Veri-
fied Voting Foundation; and other organizations concerned with election integrity. My
CV is online at https://www.stat.berkeley.edu/~stark/bio.pdf

I write as an individual, not as a representative of my employer, the US EAC, or any
other entity. The opinions expressed below are my own.

I advocate hand-marked paper ballots for voters who have the eyesight and dexter-
ity to use them, and ballot-marking devices (BMDs) for those who need assistive
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technology—but not for all voters. I attach a letter expressing that opinion to Geor-
gia’s SAFE commission, signed by 24 experts in election integrity, security, and au-
dits, including me.

There are many reasons I share this opinion, but the main issue is security: widespread
use of BMDs makes voters responsible for ensuring that BMDs function correctly.
However, BMDs do not provide voters a way to demonstrate to pollworkers or elec-
tion officials that a BMD has malfunctioned, and the available evidence suggests
that voters are not able to check BMDs effectively or reliably, as I shall explain. This
makes auditing elections that were conducted primarily using BMDs meaningless:
an audit could easily confirm an incorrect outcome, because a BMD-generated paper
trail is not a trustworthy record of voter intent.

I believe these are the main considerations in hand-marked ballots versus BMDs:

1. Mark legibility. A properly functioning BMD will generate clean, unambigu-
ous marks. However, experience with statewide recounts in Minnesota and else-
where suggest that truly ambiguous handmade marks are very rare.1 Thus mark
legibility is not a good reason to adopt BMDs for all voters.

2. Availability of accessible options. If everyone voted on an accessible device, it
would guarantee that an accessible device had been set up for voters who bene-
fit from using one. This is not a good reason to adopt BMDs for all voters.

3. Paper/storage. BMDs that print summary cards rather than full-face ballots
can save paper and storage space. That would be an advantage for BMDs, but
for the security and cost issues. However, evidence suggests that the usability
of summary cards to verify one’s selections is very problematic, especially for
long ballots with many contests. To my knowledge, there has been no testing of
summary ballots or BMD-printed ballots for usability for voter verification.

4. Cost. Using BMDs for all voters substantially increases the cost of acquiring,
configuring, and maintaining the voting system.

5. Mechanical reliability and capacity. Pens are likely to have less downtime
than BMDs. It is easy and inexpensive to get more pens and privacy booths. If
a precinct-count scanner goes down, people can still mark ballots with a pen; if
the BMD goes down, voting stops.

6. Security and responsibility. I believe that a well designed and perfectly func-
tioning BMD can help a voter avoid undervotes and other errors as long as the
device is trustworthy. The problem is that no computer can be trusted to be run-
ning the software it is supposed to be running, nor can any software be trusted
to be bug-free, especially in a high-stakes “critical infrastructure” role such as

1States do need clear and complete regulations for adjudicating voter intent from voter marks.
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recording and tabulating votes. BMDs have all the security and configuration
vulnerabilities of the direct-recording electronic (DRE) devices currently used
in Georgia. A voter might make his/her selections perfectly on the screen—and
verify those selections—but the BMD could print something else on the paper,
through error or malfeasance. Only the voter can check for that: auditors can
only see what’s on the paper. This is where security falls apart for BMDs. Uni-
versal use of BMDs makes every voter responsible for checking whether the
BMD is functioning correctly, but a BMD does not give voters the evidence
they would need to prove that a machine registered their vote incorrectly.2 This
is obviously a bad combination. According to the available evidence,

• very few voters check the BMD printout
• when they do, they generally do not notice errors
• if they notice errors, shame or inconvenience might keep them from re-
questing another ballot

• if they notice problems, there is no way for a voter to prove that the BMD
printed the wrong thing, rather than that the voter erred, so there’s no way
to catch a cheating or misconfigured BMD

• pollworkers are not trained to take a machine offline (and start a forensic
investigation) if a number of voters complain that the BMD is printing
their selections incorrectly.

Hence, the best-case scenario is that (some) voters who notice problems get to mark
a new ballot. But if a bug, misconfiguration, or malicious hack caused a machine to
swap, say, 30% of on-screen votes for Alice into printed votes for Bob, most of those
swaps would not be noticed, and those that were noticed would be unlikely to trigger
an investigation. There’s no feedback mechanism to ensure that election officials find
out that the machines are not performing as intended, to stop and repair the damage,
or to prevent future damage.

Even worse, some BMDs (for instance, the ES&S ExpressVote XL with the “autocast”
feature) can print on ballots after voters no longer have an opportunity to check what
the ballot shows, making it completely impossible to catch errors or malfeasance in
such a system.

Security design that relies on voters to check the equipment and programming is
doomed. Good security design allows voters to check things, but does not rely on
them to check that the equipment is functioning correctly. For this reason, widespread
use of BMDs undermines election integrity, and I recommend hand-marked paper

2Auditors can check whether an opscan system is functioning correctly, but not whether the BMD
printed the voter’s selections correctly.
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ballots for voters who have the dexterity and vision to use them.

Sincerely,

Philip B. Stark
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January 7, 2019 

The Honorable Robyn Crittenden 
Secretary of State Elect Brad Raffensperger 
Rep. Barry Fleming 
Members of the SAFE Commission 
214 State Capitol  
Atlanta, Georgia 30334 (via e-mail) 
 
Dear Secretary Crittenden, Secretary Elect Raffensperger, and SAFE Commission Members: 

We write to urge you to follow the advice of election security experts nationwide, 
including the National Academies of Sciences, the Verified Voting Foundation, Freedomworks, 
the National Election Defense Coalition,  cyber security expert and Commission member 
Professor Wenke Lee, and the many states that are abandoning vulnerable touchscreen 
electronic voting machines in favor of hand-marked paper ballots as the best method for 
recording votes in public elections.  

 Our strong recommendation is to reject computerized ballot marking devices (BMDs) as 
an option for Georgia’s voting system, except when needed to accommodate voters with 
disabilities that prevent them from hand-marking paper ballots.  Hand-marked paper ballots, 
scanned by modern optical scanners and used in conjunction with risk-limiting post-election 
audits of election results, should be the standard balloting method statewide.  

Although they are expensive and complex devices, computerized ballot markers 
perform a relatively simple function: recording voter intent on a paper ballot.  Since there are 
no objective, quantitative studies of their benefits, acquiring BMDs for widespread use risks 
burdening Georgia taxpayers with unnecessary costs.  Furthermore, BMDs share the pervasive 
security vulnerabilities found in all electronic voting systems, including the insecure, paperless 
DREs in current use statewide. These reasons alone should disqualify BMDs from widespread 
use in Georgia’s elections, especially since there is a better alternative.  

Hand-marked paper ballots constitute a safer and less expensive method of casting 
votes.  Hand-marked paper ballots offer better voter verification than can be achieved with a 
computerized interface.  A paper ballot that is indelibly marked by hand and physically secured 
from the moment of casting is the most reliable record of voter intent.  A hand-marked paper 
ballot is the only kind of record not vulnerable to software errors, configuration errors, or 
hacking.  

The SAFE Commission has heard testimony about voter errors in marking paper ballots 
and the susceptibility of paper ballots to tampering or theft.  No method of balloting is perfect, 
but vulnerabilities in computerized marking devices, if exploited by hackers or unchecked by 
bad system designs, raise the specter of large-scale, jurisdiction-wide failures that change 
election outcomes. For example, with hand-marked paper ballots, voters are responsible only 
for their own mistakes. On the other hand, voters who use BMDs are responsible not only for 
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Experts Letter to SAFE Commission  Page 2 of 4 

their own mistakes but also for catching and correcting errors or alterations made by a BMD 
which marks ballots for hundreds of voters.  For this reason, well-designed hand-marked paper 
ballots combined with risk-limiting post-election tabulation audits is the gold standard for 
ensuring that reported election results accurately reflect the will of the people.  

Voter verification of a BMD-market ballot is the principle means of guarding against 
software errors that alter ballot choices. Many BMDs present a ballot summary card to the 
voter for verification. The 2018 National Academies of Science, Engineering and Medicine 
Consensus Report Securing the Votes: Protecting American Democracy, which represents the 
nation’s best scientific understanding of election security and integrity, states: “Unless a voter 
takes notes while voting, BMDs that print only selections with abbreviated names/descriptions 
of the contests are virtually unusable for verifying voter intent.” Although advocates of 
touchscreen ballot marking devices claim that the human readable text ballot summary cards 
are “voter verifiable,” the contrary is true: voter verified summary cards that contain errors 
(whether induced by hacking or by design flaws) are likely to be mistakenly cast, making a valid 
audit impossible. A post-election audit requires a valid source document, either marked directly 
by the voter or voter verified. Since voter verification of printed ballot summary cards (the 
source document) is sporadic and unreliable, elections conducted with most ballot marking 
devices are unauditable.    

While you may have been told that touchscreen systems are more “modern” devices, 
many of your peers and most election security experts have found this appeal to be based on a 
mistaken view that the voting public will naively accept new technology as a “step forward.”  
We are intimately familiar with the hidden costs, risks, and complexity of these new 
technologies.  We can assure you there is objective scientific and technical evidence supporting 
the accuracy of traditional, easily implemented scanned and audited hand-marked paper ballot 
systems. We urge you to recommend such a system as the safest, most cost-effective, and 
transparent way of conducting future elections.  

If we can be of help in providing more information, we hope you will feel free to call 
upon us.  

Sincerely, 

 

Dr. Mustaque Ahamad 
Professor of Computer Science,  
Georgia Institute of Technology 

Dr. Andrew Appel 
Eugene Higgins Professor of Computer 
Science 
Princeton University 

 
Dr. David A. Bader, Professor  
Chair, School of Computational Science and 
Engineering  
College of Computing  
Georgia Institute of Technology 

 
Matthew Bernhard  
University of Michigan  
Verified Voting  
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Dr. Matt Blaze 
McDevitt Chair in Computer Science and Law 
Georgetown University 
 

Dr. Duncan Buell 
NCR Professor of Computer Science and 
Engineering 
Dept. of Computer Science and Engineering 
University of South Carolina 

 
Dr. Richard DeMillo 
Charlotte B. and Roger C.  Warren Professor 
of Computing 
Georgia Tech 

 
Dr. Larry Diamond 
Senior Fellow  
Hoover Institute and Freeman Spogli Institute 
Stanford University 

 
David L. Dill 
Donald E. Knuth Professor, Emeritus, in the 
School of Engineering and Professor of 
Computer Science, Stanford University 
Founder of VerifiedVoting.org 

 
Dr. Michael Fischer 
Professor of Computer Science 
Yale University 
 

 
Adam Ghetti 
Founder / CTO 
Ionic Security Inc. 

 
Susan Greenhalgh  
Policy Director  
National Election Defense Coalition  

 
Dr. Candice Hoke 
Founding Co-Director, Center for 
Cybersecurity & Privacy Protection 
C|M Law, Cleveland State University 

 
Harri Hursti 
Security Researcher 
Nordic Innovation Labs 

 
Dr. David Jefferson 
Lawrence Livermore National Laboratory 

 
Dr. Douglas W. Jones 
Department of Computer Science 
University of Iowa 

 
Dr. Justin Moore 
Software Engineer 
Google 

 
Dr. Peter G. Neumann 
Chief Scientist 
SRI International Computer Science Lab 
Moderator of the ACM Risks Forum 

 
Dr. Ronald L. Rivest 
Institute Professor 
MIT 

 
Dr. Aviel D. Rubin 
Professor of Computer Science 
Johns Hopkins University 
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Dr. John E. Savage 
An Wang Professor Emeritus of Computer 
Science 
Brown University 

Dr. Barbara Simons 
IBM Research (Retired) 
Former President, Association for Computing 
Machinery 

 
Dr. Eugene H. Spafford 
Professor  
Purdue university 

 
Dr. Philip Stark 
Associate Dean, Division of Mathematics and 
Physical Sciences, 
University of California, Berkeley 

 

 

Affiliations are for identification purposes only. They do not imply institutional endorsements. 
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