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1. INTRODUCTION

1.1 General

This Acceptable Means of Compliance (AM@rovidesinformation and DCA policy regarding
the acceptable method of compliance for the certification, airworthiness and operational approval
for both portable and installed Electronic Flight Bag (EFB) aircraft computing devices.

The information is primarily @signed for the initial application from an Aruban operator without
EFB experience. However, each application will be processed according to the type of EFB,
previous experience and quality of documentation.

1.2 References

This AMC is based on the fl@wing publications which have been accepted as defining

references on this subject.

JAR-OPS 1.1040(m) for Aruba for AOC holders

AUA-OPS 2, paragraph 12.7.3 for General Aviation operators

FAA AC 120-76A;

FAA AC 91-78,

JAA TGL 36

AMC 20-25;

EASA AMC 25.1581 Appendix 1 Computerised Aeroplane Flight Manpal

JAA TGL No. 26 MEL Policy

EUROCAE ED130 Guidance for the Use of Portable Electronic Devices (PEDs) on

Board Aircraft

J. EUROCAE ED12() Software Considerations in Airborne Systems awmgifnent
Certification

k. EUROCAE ED14() Environmental Conditions and Test Procedures for Airborne
Equipment

[. UL 1642 Underwriters Laboratory Inc. (UL) Standard for Safety for Lithium Batteries

TST@Toao0oTw

1.3 Background

One of the major motivators for using EFBto reduce or eliminate the need for paper and other
reference material in the cockpit. Operators have long recognized the benefits of using portable
electronic computing devices, including commercially available portable computers, to perform a
variety of functions traditionally accomplished using paper references. EFB system may be
approved for use in conjunction with or replace some of the hard copy materials that pilots
typically carry in their flight bags. EFB can electronically store and retriegerdents required

for flight operations, such as the general operations manual, minimum equipment list, operations
specification, and control documents.
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The applicant remaingsponsible for ensuring the accuracy of the information used and that it is
derived from verifiable sources. The use of EFBs is intended to cover an alternative method of
storing, retrieving and use of the manual and information required by the appbpaiétional
requirements.

The evaluation of an EFB has both an airworthiness and operational aspect and, where necessary,
to make a complete evaluation of an EFB system, there is a need for close coordination between
each process.

1.4 Definitions

Aircraft Administrative Communications (AAC)

AAC data link receive/transmit information that includes but is not limited to, the support of
applications identified in Appendices A and B of this AMC. Aeronautical Administrative
Communications (AAC) are dekd by ICAO as communications used by aeronautical operating
agencies related to the business aspects of operating their flights and transport services. The
airlines use the term Airline Operational Communication (AOC) for this type of communication

Electronic Flight Bag

An electronic display system intended primgaribr cockpit/flight deck or cabin use. EFB
devices can display a variety of aviation data or perform basic calculations (e.g. performance
data, fuel calculations and etc. as approved byDiid). In the past, some of these functions
were traditionally accomplished using paper references or were based on data provided to the
flight crew by an airline's flight dispatch function. The scope of the EFB system functionality
may also include variauother hosted databases and applications. Physical EFB displays may
use various technologies, formats, and form of communication. These devices are sometimes
referred to as auxiliary performance computers (APC) or laptop auxiliary performance
computers (APC).

The EFB may also support other functions that have no paper equivalent (e.g., a video
surveillance display).

EFB Administrator

The EFB Administrator is the person appointed by the operator, held responsible for the
administration of the EFB systewithin the company. The EFB administrator is the primary link
between the operator and the EFB system and software suppliers.

He/she will be the person in overall charge of the EFB system and will be responsible for
ensuring that any hardware confornusthe required specification and that no unauthorised
software is installed. He/she will also be responsible for ensuring that only the current version of
the application software and data packages are installed on the EFB system.

EFB System
An EFB systen includes the hardware and software needed to support an intended function.
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Data Connectivity for EFB Systems
Data connectivity for EFB system supports either- wmi bi-directional data communication
between the EFB and the aircraft systems (awjonics).

Hosted Application
Software installed on an EFB system that allows specific operational functionality.

Interactive Information

Information presented on the EFB that, via software applications, could be selected and rendered

in a number of dyamic ways. This includes variables in the information presented based on
dataoriented software algorithms, concepts ofcdeé ut t er i 4thgf, | yaon dc ofinopno s i t i
opposed to preomposed information.

Mounting Device

A mounting device builds up port@bequipmentlt may include arrmounted, kneeboard,
cradle, or dockingstations, etc. It my haveaircraft power and data connectivity. lagnrequire
quick-disconnect for egress.

Portable Electronic Device (PED)

PED are typically lightweight consumeteetronic devices, which are personally owned
(passenger or cremember) and personally operated and have functional capability for
communications, entertainment, data processing, and/or utility. There are two basic categories of
PEDsi those with and th@swithout intentional transmitting capability. (Ref.: BBO0/RTCA
DO-294())

Class 1 and 2 EFBs are considered PEDs.

Controlled Portable Electronic Device (PED)

A controlled PED is subject to administrative control by the company. This will include, inter
alia, tracking the location of the devices to specific aircraft or persons and ensuring that no
unauthorised changes are made to the hardware, software orsdatafacontrolled PED will

also be subject to procedures to ensure that it is maintained to the latest amendment state.

Pre-Composed Information

Information previously composed into a static composed stateirftenactive). The composed

displays have ausistent, defined and verifiable content, and formats that are fixed in
composition. Applications based onfmweo mposed i nf ormati on may cont
like hyperlink, bookmark.
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1.5 Approval Requirements

a. Non-TurboJet Light Aeroplanebelow 5700 kg
Non-TurboJet Light Aircraft below 5700 kg do not require DCA approval subject to
installation and airworthiness requirements.

Note: Refer to all Sections except Section 5.

b. AOC Holders and Operators of Large and Tudled Aeroplanes
An operator of an aeroplane shall not employ electronic navigation data products that
have been processed for application in the air and on the ground unless the Aruban DCA,
as the State of Registry, has apprbaewed th
process applied and the products delivered have met acceptable standards of integrity and
that the products are compatible with the intended function of the equipment that will use
them.
An operator shall implement procedures that ensure the timetbditon and insertion
of current and unaltered electronic navigation data to all aeroplanes that require it.

Note: Refer to all Sections except Section 6.

c. Fractional Ownership
DCA approval required

Note: Same requirements as Large and Turb®&ebplanes. Refer to all Sections except
Section 6.
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2. HARDWARE CLASSES OF EFB SYSTEMS

This AMC defines three hardware classes of EFB system: Class 1, 2 and 3.

2.1 Class 1 EFB

Class 1 EFB systems do not require airworthiness approval and are:
a. Are generally CommerciaDff-The-Shelf (COTS)based computer systems used for

aircraft operations (e.g. laptop, tablet PC);

Are not attached to an aircraft mounting device;

Are considered to be a controlled PED (see paradraph

May only connect to aircraft power through a certified power source (see sétibi3);

Are normally without aircraft data connectivity except under specific condition (see
paragraph 4.1.4; and

f. Are stowed during critical phases of flight.

®ooo

A Class 1EFB is not considered to be part of the certified aircraft configuration, i.e. not in the
aircraft Type design nor installed by a change to the Type design nor added by a Supplemental
Type Certificate. Therefore, Class 1 EFB systems do not require dimess approval.
Normally without aircraft data connectivity except under specific conditions (see Section
4.1.1(d)),

Note: An Apple iPad is considered as a Class 1 EFB.

2.2 Class 2 EFB

Class 2 EFB systems require airworthiness approval as desicriSedtion 5 and are:
a. Generally include COT®%ased computer systems used for aircraft operations (e.g.,
laptop, tablet PC) considered as a controlled PED;
b. Are attached to an aircraft mounting device, allowing use during all phases of flight;
c. May be connected to installed resources (e.g. a remote display unit, cursor control device,
keyboard etc.);
d. May only connect to aircraft power through a certified power source (See section
4.1.2.5);
e. May receive data from the aircraft systems (see se6tib@.6); and
Should not have the capability to send data to the aircraft systems except under specific
conditions (see sectighl.2.6).

—h

A Class 2 EFB or a part of a Class 2 EFB system, are considered portable if tools are not
required to remove an BRrom the flight deck and a flight crew member is able to perform the
task. Portable EFBs should be located on the flight deck and controlled by the flight crew during
all phase of flight. Any EFB components/hardware not accessible on the flight ddek fhgtit

crew and/or not portable should be installed and certificated equipment covered by a Type
Certificate (TC), changed TC or Supplemental (S)TC. (The one exception to being accessible on
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the flight deck is a remotely mounted antenna that providesisieception to a Class 1 or 2
EFB) A portable EFB is considered as a controlled PED (refer to section 4.3).

Note: Class 2 EFB system power, data connectivity and mounting devices require the DCA
Airworthiness approval based on the State of Design a@bro

2.3 Class 3 EFB

Class 3 EFB systems are installed equipment requiring an airworthiness approval. This approval
should cover théost platform and installed resoureesl integrityof the EFB hardware

installation (e.g. server, display, keyboard, power, switching), including hardwaoparaiing
systemsoftware qualification. Such aspects as the human machine interface should also be
addressed.
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3. SOFTWARE APPLICATION FOR EFB SYSTEMS

This AMC defines thredypes of software applications: Types B and C For applications or
functions not listed in Appendix A or Appendix B, the applicant should coordinate evaluation
and approval with the DCA.

The functionality associated with the EFB System depends upon the applications loaded on the
host. The classification of the applications into two Types (A and B) is intended to provide clear
divisions between the scope and therefore the approval prquelgsdato each one. Although
guidelines and examples are provided in &N4C to provide guidance as to the Type associated
with a particular application, there is still the potential for misclassification.

3.1 Type A Software Applications

Type A software applications include premposed, fixed presentations of data currently
presented in paper format.

Type A software applications:
a. May be hosted on any of the hardware clgsses
b. RequireOperational approval by the DCA,;
c. Do not require amirworthiness approval

Typical examples of Type A software applications may be found in Appendix A.

3.2 Type B Software Applications

Type B softvare applicationanclude interactive applications that can manipulate data and
presentation.

Type B aplications:
a. May be hosted on any of the hardware clgsses
b. Require Operational approval from the DCA
c. Do not require an airworthiness approval
Typical examples of Type B software applications may be found in Appendix B.

To be used in critical phases of flight, an EFB displaying Type B software must be secured and
viewable. A kneeboard is one way to accomplish this.

Note: Applications AAppso for the Apple i Pad
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3.3Type C Software Applications

Type C applications are dynamic EFB applications considered to be ineligible for classification
as either Type A or B.

Type C applications:
a. May only be hosted on Class 3 Hardware;

b. May be installed together with Type A and/or B applications provided the Type A and/or
Type B EFB applications do not interfere with Type C applications (e.g. a partition, a
segregation or by demonstration);

c. Require both Airworthiness and Operational appis (refer to sectiof.2.2).

Typical examples of Type C applications can be found in Appendix C.

Note: AMMD Type C application may be installed on Class 2 host platform without segregation
subject to the specific conditions and approval processesided in Appendix H of this AMC

3.4 Own-ship Position

Class 1 EFBs with Type B software must not display the aircraft's position, ds@deto as
Aownhi p pomsmovinganamon Class 1 and 2 EFB. Most applications, such as the
JeppeseMobile TC App, inhibits owrship position.

3.5 Software Control

An operator shall implement procedures that ensure the timely distribution and insertion of
current and unaltered electronic navigation data to all aeroplanes that require it. Theroperat
needs to establish specific procedures to verify that revisions to the database contained in the
EFBs are current, complete and approved. Unauthorized modification or installation of any new
database intended for operational use is not permitted utllesmew database has been
demonstrated to comply with the original approval basis.

Operators also need to establish revision control procedures so that flight crew and others can
ensure that the contents of the system are current and complete. Thesen reontrol
procedures may be similar to the revision control procedures used for paper or other storage
media. For data that is subject to a revision cycle control process, it should be readily evident to
the user which revision cycle has been incorgalat the information obtained from the system.

The operator should identify a means to demonstrate that adequate security measures are in place
to prevent malicious introduction of unauthorized modification to all the systems. EFB systems
need to be ptected from possible contamination from external viruses.
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4. HARDWARE AND SOFTWARE APPROVAL PROCESSES

4.1 EFB Hardware Approval Process (Host Platform)

4.1.1 Class 1 EFBHardware

As a PED, a Class 1 EFB device does not require an airworthiness approval. However,
paragraph<.1.1.1 through4.1.1.4 should be assessed where applicable during the operational
approval process, where an assessment should be made of the physical eskwtéon the

flight deck. Safe stowage, crashworthiness, security and use under normal environmental
conditions including turbulence should also be addressed.

4.1.1.1 Electromagnetic Interference (EMI) Demonstrations

For the purpose of EMI demonations, Class 1 EFB devices should satisfy the criteria
contained within EBL30/RTCA DQG294(). If the Class 1 EFB device is to remain powered
(including being in stantdy mode) during takeff and landing, further EMI demonstrations
(laboratory, ground oflight test) are required to provide greater assurance oimerference

and compatibility. Assessment should be made against the requirementsld{)HDO-160()
Section 21, Emission of Radio Frequency Energy and results submitted to the competent
authaity for acceptance during the EFB operational approval.

4.1.1.2 Batteries

During the procurement of Class 1 EFB devices, special consideration should be given to the
intended use and maintenance of devices incorporating lithium batteries. In pgrttbel
applicant should address the following issues:

a. Risk of leakage;

b. Safe storage of spares including the potential for short circuit;
c. Hazards due to ehoard continuous charging of the device, including battery overheat;
d. Any other hazards due battery technology

The operator is responsible for the maintenance of EFB system batteries and should ensure that
they are periodically checked and replaced when required.

When EFBs with lithium battery systems that connect to the aircraft power sigstesad the
lithium battery should comply with the following criteria:
a. Safe cell temperatures and pressures should be maintained during any foreseeable

charging or discharging condition and during any failure of the charging or battery
monitoring systemThe lithium battery installation should preclude explosionthe
event of those failures;
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b. Design of the lithium batteries should preclude the occurrence ofsusHining,
uncontrolled increses in temperature or pressure;

c. No explosive or toxic gases éted by any lithium battery in normal operation, or as the
result of any failure of the battery charging system or monitoring system, may
accumulate in hazardous quantities within the aircraft

d. No corrosive fluids or gases that may escape from anyithiattery may damage the
surrounding structure or any adjacent systems, equipmenteadriel wiring of the
aircraft;

e. Each lithium battery should have provisions to prevent any hazardous effect on structure
or essential systems caused by the maximurauamof heat the battery can generate
during a short circuit of the ety or of its individual cellsand

f. There should be a capability to control the charging rate of the battery automatically, so
as to prevent battery overheating or overcharging.

As aminimum specification, the lithium battery incorporated within the EFB device should have
been tested to Underwriters Laboratdng. (UL) Standard for Safety for Lithium Batteries
reference UL 1642.

4.1.1.3 Power Source

The EFB power source shoul@ ldesigned such that it may be deactivated at any time. Where
there is no possibility for the flight crew to quickly remove orpling the power to the EFB
system, a clearliabeledand conspicuous means (e.g. on/off switch) should be provided. Circuit
breakers are not to be used as switches; their use for this purpose is prohibited.

In order to achieve an acceptable level of safety, certain software applications, especially when
used as a source of required information, may require that the EFB system have access to an
alternate power supply.

Further considerations can be found ipp&ndix K of this AMC.

4.1.1.4 Data Connectivity

Data connectivity of the EFB to other aircraft systems is not authorised except if the EFB is
connected to:
a. A system completely isolated from the avionics/aircraft systems (e.g., EFB system

connected to a transmission medium that receives and transmits data for AAC purposes
for usage on the ground only);

b. A certified data link to receive data only from aircraftstems, where the data link,
through the certification process, has an approved security device to protect the aircraft
systems from receiving any data from the EFB system and from the installation or use of
unauthorised applications and data.
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Through tle certification process, this data link should also have been demonstrated to
protect the installed aircraft systems from adverse effects due to EFB system failures.
Subject to the above provisions, there is no further evaluation required when connecting
the EFB to the aircraft data link port.

4.1.1.5 Rapid Depressurization Testing

Environmental testing, specifically testing for rapid depressurization, may need to be performed
when the EFB host applications that are required to be used during fligiwifg a rapid
depressurisation. However, since many Class 1 EFB devices were originally COTS electronic
systems accepted for aviation use, testing done on a specific EFB model configuration may be
applied to other aircraft installations and these geramigronmental tests may not need to be
duplicated. The operator seeking approval should provide:

a. Evidences of these tests that have already been accomplished; or

b. Suitable alternate procedures to deal with the total loss of the EFB system.

Further conglerations can be found in Appendix L of this AMC.

4.1.2 Class 2 EFBHardware

Elements of a Class 2 EFB system require an airworthiness approval. The approval is limited in
scope to the aircraft mounting device, crashworthiness, data connectivity, EFB power connection
and the installed resources, if any. The C&BSed computer sysh hosting the EFB software
applications and the Operating System is considered to be a controlled PED and does not require
an airworthiness approval.

An evaluation of the EFB mounting device, flight deck location, data connectivity, EFB power
connectionand the installed resources, if any, should be conducted as described below. In order
to evaluate the EFB mounting device, crashworthiness, data connectivity, EFB power connection
and installed resources, a complete EFB system may be necessary andbshthddefore
provided

4.1.2.1 Design of the Mounting Device

The mounting device (or other securing mechanism) attaches or allows mounting of the EFB
system. The EFB system may include more than one mounting device if it consists of separate
items (eg. one docking station for the EFB host platform and one cradle for the remote display).

The mounting device should not be positioned in such a way that it obstructs visual or physical
access to aircraft controls and/or displays, flight crew ingresgres® or external vision. The
design of the mounting device should allow the user easy access to any item of the EFB system,
even if stowed, and notably to the EFB controls and a clear view of the EFB display while in use.
The following design practicefisuld be considered:
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a. The mounting device and associated mechanisms should not impede the flight crew in the
performance of any task (normal, abnormal, or emergency) associated with operating any
aircraft system.

b. The mounting device should be able to lookposition easily. Selection of positions
should be adjustable enough to accommodate a range of flight crew member preferences.
In addition, the range of available movement should accommodate the expected range of
usersodé6 physi cal onwetidslcangtrairdsy Lotking mechanisasishduld o p
be of the lowwear type that will minimize slippage after extended periods of normal use.

c. Crashworthiness considerations should be considered in the design of this device. This
includes the appropriate resint of any class device when in use.

d. A provision should be provided to secure or lock the mounting device in a position out of
the way of flight crew operations when not in use. When stowed, the device and its
securing mechanism should not intrude itite flight deck space to the extent that they
cause either visual or physical obstruction of important flight controls/displays and/or
egress routes.

e. Mechanical interference issues of the mounting device, either on the side panel (side stick
controller) @ on the control yoke in terms of full and free movement under all operating
conditions and nointerference with buckles etc. For yoke mounted devices
(Supplemental) Type Certificate holder data should be obtained to show that the mass
inertia effect on alumn force has no adverse affect on the aircraft handling qualities.

f. If the EFB requires cabling to mate with aircraft systems or other EFBs, and if the cable
is not run inside the mount, the cable should not hang loosely in a way that compromises
task rformance and safety. Flight crew should be able to easily secure the cables out of
the way during aircraft operations (e.g., cable tether straps).

g. Cables that are external to the mounting device should be of sufficient length to perform
the intended t&s. Cables too long or short could present an operational or safety hazard.

4.1.2.2 Placement of the EFB Display

The EFB display unit should be placed in such a way that it does not unduly impair the pilot's
external view during all phases of the fitg The location of the display unit should be assessed
for impact to egress requirements. Glare and reflection should not interfere with the normal
duties of the flight crew. Screen luminance should be assessed in lighting conditions varying
from direct sin light to night.

When the EFB is in use (intended to be viewed or controlled), its display should be within 90
degrees on either side of each pilotds | ine o
being directly monitored from the EFB dug flight. For example, an EFB may generate take

and landing Vspeeds, but these speeds are used to set speeds bug or are entered into the FMS,
and the airspeed indicator is the sole reference for tepedds. In this case, the EFB system

need notbd ocated in the pil ot 6degree viewing angle rhay bel d o f
unacceptable for certain EFB applications if aspects of the display quality are degraded at large
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viewing angles (e.g., the display colours wash out or the displayed colotrastors not
discernible at the installation viewing angle).

In addition, consideration should be given to the potential for confusion that could result from
presentation of relative directions (e.g., positions of other aircraft on traffic displays) when the
EFB is positioned in an orientation inconsistent with thédrmation. For example, it may be
misleading if own aircraft heading is pointed to the top of the display and the display is not
aligned with the aircraft longitudinal axis. Each EFB system should be evaluated with regard to
these requirements (See CE1821, CS 27.1321, CS 29.1321 and CS 25.1321.). If the display is

an installed resource, it should be assessed against CS 25.1302 or in accordance with the
applicable certification basis.

4.1.2.3 EMI Demonstrations

For the purpose of EMI demonstratgy Class 2 EFB devices should satisfy the criteria
contained within EBL30/RCTA DO 294(). If the EFB system is to be used during-tdkand
landing, further EMI demonstrations (laboratory, ground or flight test) are required to provide
assurance of neimterference and ensure compatibility.

The EFB system should then be assessed against the requirement&4{)/BID-160() Section

21, Emission of Radio Frequency Energy.

4.1.2.4 Batteries

See paragraphl.1.2

4.1.2.5 Power Source

See paragraphl.1.3.

4.1.2.6 EFB Data Connectivity

EFB data connectivity should be validated and verified to ensuréntenfierence and isolation
from aircraft systems during data transmission and reception.
Installed aircraft systems should net &dversely affected by EFB system failures.

The EFB system can only send data to the aircraft systems if:
a. The EFB system is connected to a certified data link (either wired or wireless) where the

data link, through the certification process, has an approved security device to protect the
aircraft systems from installation or use of unauthorised applicatiehdaa. If this data
link is approved through the certification process, then there is not further evaluation
required when connecting the EEBthe aircraft data link port;

b. A direct connection from the EFB system to an aircraft system has been agsessed
ensure that security threats from the EFB system are identified and risk mitigation
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strategies are implemented to protect the aircraft systems from adverse impacts reducing
the aircraft safety, functionality and continued airworthiness.

The EFB systenoan receive data from any aircraft systems.
It can be connected as well to a system out:
AAC/AOC communications purposes. Connectivity may be wired or wireless.

4.1.2.7 Rapid Depressurization Testing

Seeparagrapi.1.1.5.

4.1.2.8 Installed Resources

Installed resources may consist of components such as an installed remote display, a control
device (e.g. a keyboard, pointing device, switching etc.) or a docking station or the portable EFB
hardware mtform. The portable EFB hardware platform may be in use when stowed.

The installed resources can be dedicated to EFB functions only or shared between both EFB and
airworthinessapproved avionics functions except for the Primary Flight Display (PFD), (e.g.
display of EFB data on MuHrunction Displays) provided the EFB iggsegated from the
installed resource by a certified interface that prevents the EFB from adversely affecting certified
systems, resources or functionality.

When sharing an installed MFD, either in part or completely, the EFB should be demonstrated to
not obstruct or restrict the display of required aircraft parameters under both normal and
abnormal operating conditions e.g., engine parameters and fault warning system.

It is particularly important that EFB software applications displayed on an MFD comiibly
guidelines which ensure compatibility with the display and alerting philosophy, are considered
within the overall display prioritisation and do not inhibit automatic or pilot selected recall of
required aircraft functions e.g., terrain warning, TCAS.

Installed resources require an airworthiness approval.

4.1.3 Class 3 EFBHardware

A Class 3 EFB is considered as installed equipment and therefore requires an airworthiness
approval. Assessment of compliance with the airworthiness requirements would typically
concentrate on two areas:

a. The intended function and safety (e.g., securitg amegrity), applicable only to the

interfaces with the avionics data sources and not to the software applications. The failure
modes of the interface between the EFB and its avionics data sources should be assessed
under normal and faulty conditions.
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Note 1: An assessment should be carried out to ensure that security threats from a Class 3 EFB
are identified and risk mitigation strategies are implemented to protect the aircraft systems from
adverse impacts reducing the aircraft safety, functibyahndcontinued airworthiness.

Note 2: The assessment of safety and integrity of the EFB software application should be
addressed through the approval of the application itself (see Section 6.2)

b. Hardware and operating system software qualification shauttbbducted in accordance
with the agreed Design Assurance Level (DAL) for the system and its interfaces.

Note: DAL attribution at this stage (empty platform) may prohibit hosting of future software
applications due to inconsistency between the critigaf the future software application and
the platform DAL.

A Class 3 EFB may form part of a host platform (i.e. a network server) supporting other
functions such as central maintenance. Such functions are considered to be outside of the scope
of this AMC and their approval should be conducted in accordance wéthapiplicable
airworthiness provisions.

For a Class 3 EFB a human factors assessment should be conducted. At this stage the evaluation
is restricted to the EFB hardware resources comprising display, keyboard, switches,
annunciators, etc. However, in orderassess the human factors aspects of these devices, it may
be necessary to host emulation software on the platform. This may be a dedicated software
package developed purely for the purposes of conducting the assessment or be one or more of the
intendedEFB software applications. The human factors assessment should be conducted in
accordance with the criteria applied during the aircraft type design or modification exercise and
identified within the aircraft certification basis. If no prior human factegaiirements have been
applied, the applicant should follow the process described in Appendix D.

4.1.4 Certification Documentation

4.1.4.1 Aircraft Flight Manual

For Class 2 and 3 EFB, the Aircraft Flight Manual (AFM) section or an Aircraft Flight Manual
Supplement (AFMS) should contain any limitations concerning:
a. the use of the EFB host platform for Class 3 EFB system

b. the use of the installed EFB provisionsgaarces for Class 2 EFB system.

For this purpose, the AFM(S) should make reference to any guidelines (relevant to the
airworthiness approval), intended primarily for EFB software application developers or EFB
system suppliers.
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4.1.4.2 Guidelines forEFB Software Application Developers (Class 3)

A guideline document should be written and maintained to provide a set of limitations,
considerations and guidelines to design, develop and integrate software applications into the EFB
host platform. The gugline should address at least the following:

a. adescription of the architecture for the host platform;

b. information necessary in order to define a software application, including library routines
etc.;

c. the EFB Design Assurance Level (DAL) and any asswnpfi limitations or risk
mitigations means necessary to support this;

d. information necessary to ensure development of a software application consistent with
the avionics interface and the human machine interface, that is also accurate, reliable,
secure, tstable, and maintainable;

e. rules of cehabitation of any new software application with those already approved;
guidelines on how to integrate any new software application into the platform; and,

g. a quality assurance process for developing software appfisan the context of the host
platform.

The guidelines document may also be of rel e
authority, the Agency and JOEB.

4.1.4.3 Guidelines for EFB system suppliers (Class 2)

Guidelines should be written and maintained when EFB resources for a Class 2 EFB system are
installed. These installed resources are considered as provisions, which are part of the aircraft
configuration and therefore, are certificated.

The document shodilprovide a set of requirements and guidelines to integrate the Portable Class
2 EFB system in the installed provisions and to design and develop EFB software applications.

Guidelines intended primarily for use by the EFB system supplier, should adtliiesst the
following:
a. A description of the installed EFB resources and associated limitations if any. For
example:
A Intended function, limitations of use, regulatory framewetk;
A Characteristics of the mounting devices, display units, control aotinmg
devices, printeretc;
A Maximum authorized characteristics (dimensions, weigtt) of the portable
parts of the EFB system supported by the mounting devices;
A EFB provisions architecture description, including normal / abnormal / manual/
automaic reconfigurations; and
A Normal / abnormal / emergency / maintenance procedures including allowed
phases of flight.
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b. Characteristics and limitations, including safety and security considerations to protect the
aircraft systems, concerning:
a. power supply;
b. laptop battery; and
c. data connectivity (in the case of incomplete provision).

Those guidelines may also be of relevance to the opeeatdo p er at or 6s compet ent

4.2 EFB Software Approval Process

When seeking an evaluation of a software application for the purpose of an operational approval,
the applicant (e.g. an operator supported by the vendor or developer) should make a submission
to the competent authority (for further details refer to Appefdjli

4.2.1 Type A and B Software Applications

Type A and B software applications do not require airworthiness approval, but should be
approved through the operational approval process.

4.2.2 Type C Software Applications

Type C software applicains require both airworthiness and operational approvals.

4.2.3 NonrEFB Software Applications

Software applications supporting function(s) not directly related to operations conducted by crew
on the aircraft should be considered as-Bé# software applications and their use is outside of
the scope of this document. The EFB Administrator shouldirenthat norEFB software
applications do not adversely impact the operation of the EFB (rebe8)to

Note: If an EFB software application is not listed in Appendices A, B or C, and does not clearly
fall into the existing definitions of Sections 5.52.2, or 5.2.3, advice should be sought from
the responsible competent authority

4.2.4 Specific Considerations for Mass and 8ance andPerformance Applications

Performance applications are typically derived from computerised AFM information, agprov

against the applicable airworthiness regulations. Only certain modules of the performance
program, a particular program revision and a particular host are approved. With Type B
performance software applicati onres,assuramee thatper at
the resulting data, through software derivation, customisation or optimisation, provides
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performance figures that can be verified as being consistent where applicable with the
certificated data (AFM). slcdmpetehtautherityimay wasntp d o uk
seek advice from performance specialists of the Agency to assist in the validation of these types

of software application. In general, this involves checking that the EFB derived performance
calculations provides consisteresults when compared with calculations from the approved

AFM modules.
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5. OPERATIONAL APPROVAL PROCESS

5.1 Approval Process

The DCA will consider applications from operators to use an EFB system on-ayecase

basis using the process described hereafter. Operators planning to implement the use of EFB
systems will need to demonstrate to the DCA that the EFB system is radustllanot provide
inaccurate or misleading information to crews.

The operator may demonstrate the fidelity and reliability of the system in a number of ways.
Where it is the intention to start EFB operations with no paper back up a full Operatidnal Ris
Assessment and suitable means of mitigation against failure or malfunction will be required.
Alternatively, the operator may choose to keep the paper back up, as a cross check against the
EFB information and as a means of mitigation against failure uncéion.

A combination of the above methods where some risk assessment and limited paper back up is
carried may also be used at the discretion of the DCA. The final Operational Evaluation Test (see
section 5.8) will depend on the method used.

Note: Operators of small noiturbo-jet operating under AULDODPS 2 (General Aviation
Aeroplanes) do not require DCA approval subject to installation and airworthiness
requirements. Refer to Section 6.

Any modification of the previously approved process for datb@anagement or the loading of

any new, modified or additional software intended for operational use should not be permitted
unless it can be shown that the software does not contravene any applicable regulations the
conditions under which the initial ogronal approval was granted or any other applicable
regulations. Any new, modified or additional software should be acceptable to, or, where
applicable, should be apgved by the DCANn accordance with the conditions specified under

this AMC.

An operator shoud supply the DCAwith details of the intended modification of the previously
approved process for database management or the loading of any new, modified or additional
software in advance of the effective date. However, immediate modifisaiiothanges that are
required in the interest of safety may be applied and used immediately, provided that any
approval required in accordance with the conditions established in this AMC has been applied
for and the modifications and changes follow alse tevision control procedures specified in
paragraply.9l

Modifications and amendments of database and/or software may also beddyuthe DCA.
The operator should ensure that these modifications and amendments are incorporated and they
follow therevision control procedures specified in paragrayhl.
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5.2 Role of the EFB System Supplier

The EFB system supplier is the link between the application developer and the EFB
administrator. In addition to what is stated in 7.9, he/she is responsible for assuring that the EFB
software package (batch) is in conforming with this AMC at the time deis/ered to the
operator. When an EFB software package is initially delivered to an operator seeking operational
approval, the EFB system supplier may apply for a JOEB evaluation to assess conformity against
the appropriate regulations, to simplifytheer at or 6 s appr oval process

5.3 Risk Assessment for EFB Systems

Prior to the entry into operation of any EFB system, the operator will be required to demonstrate
to the competent authority that the system has been subject to a risk assessment aomtkrcted
the overall operatoro6s Management System ( MS
paperbased documentation or information, the objective of the Risk Assessment is to
demonstrate that the EFB system (hardware and software) achieves atdesanéhlevel of
accessibility, usability and reliability as the means of presentation it replaces.

Where the EFB system is intended for introduction alongside a-paped system for a trial
period, no risk assessment is required beyond that conduatied the MS. The results of the
trial should establish the configuration and use of the system.

Where an accelerated introduction with a reduced trial period or paperlesgamsgrvice of a
new EFB system is intended, a detailed Operational Riskygisawill be required.

5.3.1 MS Risk Assessment

In considering the accessibility, usability and reliability of the EFB system, the operator should
demonsrate to theDCA that the failure of the complete EFB system as well as individual
applications including corruption or loss of data and erroneously displayed information has been
considered.

Operators will need to establish a reliable alternative means of providing thenaitifon
available on the EFB system.

This may be accomplished by one or a combination of the following:
1 System design;

Alternative power sources;

Redundant EFB applicatisrhosted on different platforms;

The relevat information as paper baclp;

Procedural means.

= 4 4 2
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5.4 Operational Risk Analysis

The DCA will need to be satisfied that the operator has considered the failure of the complete
EFB system as well as individual applications including corruption or loss of data and
erroneously displaykinformation.

The objective of this process is to demonstrate that the software application achieves at least the
same | evel of integrity and availability as t|

Where a detailed Operational Risk Analysis is required, the ORA process should:
1 Identify potential losses of function or malfunction (detected erroneous output,
undetected erroneous output) and associated failure scenarios;
1 Analyse the operational repessions of these failure scenarios; and
1 Propose mitigation means e.g., software design features, availability of back up data,
operational procedures, training, administration, method to ensure appropriate accuracy
and currency of databases etc. linkethtouse of this application.

Note: Some EFB applications parameters may depend on crew entries whereas others may be
parameters defaulted from within the system and subject to an administration process (e.g. the
runway lineup allowance in an aircrafperformance application). In the first case, mitigation
means will concern mainly training and crew procedures aspects whereas in the second case,
mitigation means will more likely focus on administrator and quality policy aspects.

54.1 Scope

The ana}sis will be specific to the operator concerned but will need to address at least the
following points:
1 Minimization of undetected erroneous application oytput
1 Ease or otherwise to detect erroneous outputs from the sofipyalieation including:
- Description of corruption scenarios
- Description of mitigation means (crew monitoring)
1 Upstream development quality process
- Reliability of root data used in applications (qualified/verified input data)
- Application verification and validatiorhecks
- Non interference of application software e.g., partitioning of Type A, B from Type C or
other applications
1 Description of the mitigation means following detected loss of application, or detected
erroneous output due to internal EFB erray.,eavailability of back up data, procedures
etc. This may be in the form of an alternative EFB possibly supplied from a different
power source or some form of paper bagksystem e.g., Quick Reference Handbook

(QRH).

The operator may then propose to the DCA that the EFB system be used as an alternative system
to paper documentation. The proposal to the DCA should specify which paper need not be
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carried and/or any operational credit sought. The DCA may require adriabluring which
paper documentation is retained to confirm the robustness of the system.

EFB system design features such as those assuring data integrity and the accuracy of
performance calcul ations (e.g. a animpacaandhe ab | en
ORA. The ORA methodology should be considered by the Original Equipment Manufacturer
when developing the EFB system to allow the operational environment to be taken into account
and to support the development of the ORA by the operator.

5.5 Dispatch Considerations

The operator should carry out an assessment of the dispatch considerations with regard to the
EFB system. The operator should demonstrate how the availability of the EFB system is
confirmed by prdlight checks. Instructions to flight crew should clearsfide the actions to be
taken in the event of any EFB system deficiency.
In order to achieve an acceptable level of availability, certain software applications, especially
when used as a source of required information, may require that the EFB systamahliemate
power supply or that procedures exist to mitigate against EFB power supply failures.
Mitigation may be in the form of maintenance and/or operational procedures; examples being:

1 Scheduled maintenance task to replace batteries as required;

1 Fully charged backup battery orboard;

1 Procedures for the flight crew to check the battery charging level before departure;

1 Procedures for the flight crew to switch off the EFB in a timely manner when the aircraft
power source is lost.

5.5.1 Dispatch wih Inoperative EFB Elements

Alternative procedures used for dispatch with inoperative EFB elements, and described either in
MEL or in the Operations Manual, should ensure that an acceptable level of safety is maintained.
Particular attention should be paid to alternative procedarespplications providing calculated
operational data such as a performance application.

The same degree of data input and output integrity in the form of crosschecking and gross error
checks should be maintained by the alternative procedure as is divgiriiee fully operative
system.

Note: Further guidance and means of compliance relating to relief, which may be available
under theMEL for inoperative EFB elements, is provided in TGL No. 26.

The purpose of the guidance within TGL 26 is not to regimclusion of Class 1 and 2 EFBs in

an operatorodos MEL, but to provide one means
means, such as control procedures described w
acceptabl e by tehtauthorpyer at or 6 s compet

(@)
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5.6 Human Machine Interface Assessment for Type A and B Software Applications

The operator will need to carry out an assessment of the human machine interface and aspects

governing Cockpit Resource Management (CRM), when using the dggt@m. This should

include a review of the complete system to ineladl least the following points:
Human/machine interface

Legibility of text;

Active regions

=2 =8 -8-9_-9_-95_-9_-9_-45-°

Approach/departure and navigation chart display
Responsiveness of applicatjon
Off-screen text and caant,

Managing multiple open applications and documents
Messages and the use of cojors

System error messages

Data entry screening and error messages

Note: Further guidance and means of compliance are provided in Appendix D.

5.7 Flight Crew Operating Procedures

5.7.1 Procedures for Using EFB Systems with other Flight Deck Systems

Procedures should be designed to ensure that the flight crews know which aircraft system (e.g.,

Engine Indicating and Crew Alerting System (EICAS8)ight Management System (FMS), or

EFB system) to use for a given purpose, especially when both the aircraft and EFB systems

provide similar information.

Procedures should also be designed to define the actions to be taken when information provided

by an EFB system does not agree with that from other flight deck sources, or when one EFB
system disagrees with another.

If an EFB system generates information similar to that generated by existing cockpit automation,

procedures should clearly identify whigtiormation source will be primary, which source will
be used for back up information, and under what conditions to use theaokirce. Whenever
possible and without compromising innovation in design/use, EFB/user interfaces should be
consistent (bubot necessarily identical) with the flight deck design philosophy.

5.7.2 Flight Crew Awareness ofEFB Software/Database Revisions

The operator should have a procedure in place to allow flight crews to confirm prior to flight the

revision number and/atate of EFB application software including where applicable, database
versions. However, flight crews should not be required to confirm the revision dates for other
databases that do not adversely affect flight operations, such as maintenance loglistrofs, a

airport codes, or the Captainods
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chart database on a-B8y AIRAC revision cycle. Procedures should specify what actions to
take if the software applications or databases loadeddeoBFB system are cof-date.

5.7.3 Procedures to Mitigate and/or Control Workload

Procedures should be designed to mitigate and/or control additional workloads created by using
an EFB system. The operator should develop procedures such that diutlerfwmembers do

not become preoccupied with the EFB system at the same time. Workload should be apportioned
between flight crewmembers to ensure ease of use and continued monitoring of other flight crew
functions and aircraft equipment. These procedsinesild be strictly applied in flight and should
specify the times at which the flight crew may not use the EFB system.

5.7.4 Defining Flight Crew Responsibilities for Performance Calculations

Procedures should be developed that define any new roles that the flight crew and dispatch office
may have in creating, reviewing, and using performance calculations supported by EFB systems.

5.8 Quality Assurance

The operator shouléstablishdocumen proceduredor inclusion of the EFB system in their
assurancerogram JAR-OPS 1.035) This should detail who will be in overall charge of the
EFB system, i.e. the EFB Administrator, and who will have DCA to authorize and activate
amendments to the hardware and software.

Procedures should be established for the maintenance of the ER&msysmd how
unserviceabilities and failures will be dealt with to ensure that the integrity of the EFB system is
assured. Maintenance procedures will also need to include the handling of updated information
and how this will be accepted and then promuldjatea timely and complete format to all users

and aircraft platforms.

Should a fault or failure of the system come to light it is essential that such failures are brought
to the immediate attention of the flight crew and that the system is isolatedeaatification

action is taken.

As well as back up procedures to deal with system failures a reporting system will need to be in
place so that any action necessary, either to a particular EFB system, or to the whole system, is
taken in order to prevenié use of erroneous information by flight crews. The EFB system will
need to be secure from unauthorized intervention. This should include the use of password
protected system updates as well as physical security of the hardware. Measures should also
include the control of laptop software installations to prevent use of unauthorized data.
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5.9 EFB System Security

The EFB system (including any means used for its updating), like any other aircraft system,
should be secure from unauthorised interventag. (malicious software). The operator should
demonstrate to their competent authority that adequate security procedures are in place to protect
the system. These procedures should guarantee that prior each flight the EFB operational
software works as sp#ied and approved and that the EFB operational data is complete,
accurate. Moreover, a system should be in place to ensure that the EFB does not accept a data
load that contains corrupted content.

The procedures should be transparent, easy to understaydto follow and easy to oversee:
1 If an EFB consists a COTS component, e.g. a laptop, which can be easily removed,

manipulated or replaced by a similar component, then special consideration should be
given to the physical security of the hardware;

1 In case of a system which offers input ports, especially if widely known protocols are
using these ports and/or internet connections are offered, then special consideration
should be given to the risks associated with these ports;

1 In case a physical media used to update the EFB system, especially if widely known
types of physical media are used, then the operator should use technologies and/or
procedures to assure that unauthorized coctemtotenter the EFB system through these
media.

The requireddvel of EFB security depends on the criticality of the used functions (e.g. an EFB
which only holds a list of fuel prices may require less security than an EFB used for performance
calculations).

Beyond the level of security required to assure that # &n properly perform its intended
functions, the level of security ultimately required depends on the abilities and integration level
of the EFB. EFBs system which have the ability to send data to aircraft systems should be
required to have a higher lkelvof security than EFBs without this capability, whatever the EFB
Class and whatever the type of software hosted.

Example of typical safety technologies are:
Individual system firewalls

Clustering of systems with similar safety standards into domains

Data encryption & authenticatipn

Virus scans

Keeping the OS uo-date

Initiating air/ground connections only when required and always from the gircraft
"Whitelists" for allowed internet domains

VPNs

Granting of access rights on a neéedchave basisand

A fast response system, which can react quickly to reported threats

= =4 -4 A4 A& -8 -8 _—a _—a -2
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The EFB Administrator should not only keep the EFB system, but also his/her knowledge about
security of EFBs systems up to date.

5.10 Electronic Signatures

JARI OPS 1, ParM and other regulations may require a signature to signify either acceptance or
to confirm the authority (e.g. load sheet, technical logbook, NOTOC). In order to be accepted as
an equivalent to a handwritten signature, electronic signaisezsin EFB applications need, as

a minimum, tofulfill the same objectives and should, as a minimum, assure the same degree of
security as the handwritten or any other form of signature it intends to replace.

To ensure this, an operator should havepiace procedures for electronic signatures that
guarantee:
1 The uniqueness A signature should identify a specific individual and be difficult to

duplicate.

1 The significance An individual using an electronic signature should take deliberate and
recognizéle action to affix his or her signature.

1 The scope The scope of information being affirmed with an electronic signature should
be clear to the signatory and to subsequent readers of the record, record entry, or
document.

1 The signature security The sear i t y o f an individual 6s h
maintained by ensuring that it is difficult for another individual to duplicate or alter it.

1 The nonrepudiation: An electronic signature should prevent a signatory from denying
that he or she affixed agsiature to a specific record, record entry, or document. The
more difficult it is to duplicate a signature, the likelier the signature was created by the
signatory.

1 The traceability: An electronic signature should provide positive traceability to the
individual who signed a record, record entry, or any other document.

An electronic signature should retain those qualities of a handwritten signature that guarantee its
uniqueness. Systems using either a PIN or a password may be appropriate in providirey posit
traceability to the individual who appended it. Advanced electronic signatures, qualified
certificates and secured signatareation devices needed to create them are typically not
required for EFBs operations.

Additional guidance from EASA or thepoer at or 6s compet ent aut horit
considered.

Note: The provision of secure access to EFB functions is outside the scope of this document.
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5.11Role of the EFB Administrator

The role of the EFB Administrator is a key factor in the running of the EFB sy§&templex

EFB systems may require more than amaividual to conduct the administratiomprocess put

one person should be designated as the &fBinistration responsibler the complete system

with appropriate authority within tnhovedinper at o
EFB administration willneed to receive appropriate training in the role and should have a good
working knowledge of the proposed systermdwaare operating systenand relevant software
application The content of this training should be determined with the EFB system or
application supplier

The EFB Administrator is responsible for hardware and software configuration management and
for enguring, in particular that no unauthorised software is installed. The EFB Administrator is
also responsible for ensuring that only a valid version of the application software and current
data packages are installed on the EFB system.

The EFB system suppli should provide guidelines to clearly identify, which parts of the system
can be accessed and modified by the EFB Administrator and which parts are only accessible by
the supplier. It should also be clearly stated which changes and modifications maghbe f
delegated by the EFB Administrator to maintenance and support staff.

The EFB Administrator should establish and document procedures to ensure that these guidelines
are strictly adhered to and that no unauthorized changes take place.

The EFBAdministrator will also be responsible for conducting and#asure and for ensuring

that company procedures are complied with by all persoiite administration should be
subject to independent routine audePrograntnenduct
(see paragrapb.8).

5.12 Flight Crew Training

Flight crew will need to be given specific training in the use of the EFB system before any
approval is given. Training should include at least the following:

1 An overview of the system ard¢lcture

1 Preflight checks of the system

1 Limitations of the system

1 Specific training on the use of each application and the conditions under which the EFB
may and may not be used
Restrictions on the use of the system, including where some or &k gystem is not
available
Procedures for cross checking of data entry and computed information
Phases of flight when the EFB system may and may not be used
CRM and human factor considerations on the use of the &B
Additional training for newapplications or changes to the hardware configuration

=
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Consideration should also be given to the role that the EFB system plays in Operator Proficiency
Checks as part of Recurrent training and checking and to the suitability of training devites use
during training and checking.

Note: Further guidance and means of compliance are provided in Appendix E.

5.13 Operational Evaluation Test

5.13.1 General

The object of the Operational Evaluation Test will be to verify that the above elements éave be
satisfied before final approval of the EFB in place of paper documentation. Operators, who can
present evidence of an Operational Evaluation Test from the previous State of Registry, may be
waived this test.

5.13.2 Initial Retention of Paper Backup

Where paper is initially retained as back up, the operational evaluation test will typically be
conducted in two stages. The first stage should run in parallel with the equivalent paper format to
verify the correctness and reliability of the system. Tk normally depend on the flight
schedule of the operator be for a-swnth period but may be varied at the discretion of the
DCA. The evaluation should include audits of the procedures used as well as checks on the
accuracy of any computed dafdhe purpose of the iservice proving period is for the operator

to demonstrate to the competent authority that the EFB system provides an acceptable level of
accessibility; usability and reliability to those required by the applicable operational
requirementgsee JAROPS 1.135(b) and 1.1040(m)). In particular that:

1T The operatords flight crew are able to ope
paper;

1 The operatorés administration procedures a

1 The operator is caphb of providing timely updates to the applications on the EFB,
where a database is involved,;

1 The introduction of the EFB without paper back up does not adversely affect the
operatords operating procedures ansdemal t ern
is not available provide an acceptable equivalent; and

1 For a system including uncertified elements (hardware or software), that the system
operates correctly and reliably.

On completion of the first stage a report should be sent to the DCA whaohesllissue an
approval for the use of the system in place of the paper format. As a precaution, the paper
documentation must be retained during a second stage for use in the event of the EFB system not
being available or any fault being detected with ty&tesn. When the DCA is satisfied that the
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backup procedures are sufficiently robust, approval may be given to allow removal of the paper
documentation.

Each authorization process is considered unique, because of differences in each operator's
aircraft types, training programs, operational procedures, intended function of the EFB, etc.

5.13.3 Commencement of Operations without Paper Back Up

Where the applicant/operator seeks credit to start of operations without paper back up the
operational evaluation test will consist of the following elements:
a. A detailed review of the operational risk analysis
b. A simulator LOFT session to verify the usétbe EFB under operational conditions
including
1. normal, abnormal and emergency conditions. Iltems such as a late runway change
and diversion to an alternate should also be included. This should be conducted
before any actual line flights, as the outconsymeed a change to the flight crew
training and/or administrative procedures.
2. Observation by the DCA of the initial line flights.

The DCA must also be satisfied that operator will be able to continue to maintain the EFB to the
required standard throughe actions of the administrator and Quality Assurance Programme.

5.14 Final Operational Report (Operational Compliance Summary)

The operator should produce a final operational report, which summarizes all activities
conducted as demonstrated meansoofipliance, supporting the issue of an operational approval
of the EFB system. The report should include, but not be limited to, the following;
a. EFB platform/hardware descriptipn
b. Description of each software application to be included in the approval
c. Risk analysis summary for each application and mitigation means put in place
d. Human factor assessment for the complete EFB system, human machinearaadaa|
software applications:
1. Pilot workload in both singkpilot and multicrew flown aircraft
2. Size, resolution, and legibility of symbols and text
3. For navigation chart display: access to desired charts, access to information within
a chart, grouping of information, general layout, orientation (e.g.,-trpckorth
up), depiction of scale informato

Note: Refer to Appendix D for human machine intsrfassessment and human factors
considerations.

e. Training

EFB Administrator qualification

g. Statement that confirms that the use of the EFB does not interfere with equipment or
systems required for flight.

—h

© Aruba Department of Civil AviatiotMarch, 13
Create: 3/7/2013 1:01:00 PM Page33of 75 Update: 3/7/2013 1:18:00 PM




Electronic Flight Bag Guidelines AMC-033

An example of typical items that the operator should include in this report is provided in
Appendix J.

Once the DCA is satisfied that thé-BE may be used in place of, or as an alternative to paper
based informationnay grant an operationapproval based on the submission described above.
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6. NON AOC HOLDERS AND NON TURBO-JET SMALL AEROPLANES ONLY

6.1 General

For operations by small nenrbojet aeroplanes under AUBPS 2 (General Aviation
Aeroplanes), the use of an EFB in lieu of paper is the decision of the aircraft operator and/or the
pilot in command. An approval by the DCA is not required. TAMC howeve contains
guidance on replacing paper products, including aeronautical charts, with an EFB and operators
transitioning to a paperless cockpit should undergo aesalfiation period during which the
operator should carry paper backups of the materidi®&EFB.

During this period, the operator should validate that the EFB is as available and reliable as the
paperbased system being replaced.

6.2 Recommendations

a. The operator should carry out an assessment of the honaeimne interface and aspects
governing Crew Resource Management when using the EFB. General conmidefati
the assessment includes:

1. workload, integration of the EFB into the cockpit;

2. display and lighting issues;

3. systemshutdown and system failures;

4. Attention must be given to ¢hphysical EFB. Some items to consider are
placement issues such as stowage during takeoff or landing, and the operation of
an unsecured EFB. Use of the controls and input devices may be easy on the
ground, but demanding in flight;

5. Training should includepreflight checks of the system, the use of each
operational function on the EFB, the conditions (including phases of flight) under
which the EFB should not be used, and procedures for-chesking datantry
and computed information;

6. Operators transitiang to a paperless cockpit should undergo an evaluation period
during which the operator should carry paper backups of the material on the EFB.
The backup should be readily available to the crew. During this period the
operator should validate that the EFBas available and reliable as the grap
based system being replacadd

7. An operator should implement procedures that ensure the timely distribution and
insertion of current and unaltered electronic navigation data to all aeroplanes that
require it.
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7. SURVEILLANCE (ALL OPERATORS)

Surveillance requirements by all operators should include specific aspects on performance data
including

Validity, currency and control of data;

Amendment process

Operations Manual

SOPs;

Correct and appropriate usé data;

Compliance with apprai limitations (if applicable)and

Operator's records.

@ ooo0oTw

Note 1. AOC holders and operators of Large and Tydi@eroplanes should include the above
requirements in their SMS.

Note 2: Refer to Appendix F for safety colesations regarding EFB.

© Aruba Department of Civil AviatiotMarch, 13
Create: 3/7/2013 1:01:00 PM Page36of 75 Update: 3/7/2013 1:18:00 PM




Electronic Flight Bag Guidelines AMC-033

This Page Intentionally Left Blank

© Aruba Department of Civil AviatioiMarch, 13
Create: 3/7/2013 1:01:00 PM Page37of 75 Update: 3/7/2013 1:18:00 PM




Electronic Flight Bag Guidelines AMC-033

APPENDIX A
EXAMPLES OF WATYPE AO ELECTRONI GPPHHCATIGNST BAG
REQUIRING APPROVAL

1. Document Browser displaying namteractive documents in pgomposed format and without
contextual access or display driven by sensed aircraft parameters.

[1 Flight Operations Manuals (FOMWithout contextual access based on sensed aircraft
parameters)

[1 Company Standard Operating Procedures (SOP)

(1 Airport diversion policy guidance, including a list of Special Designated Airports and/or

approved airports with emergency medical servic8dSJEsupport facilities

Operations Specifications (Ops Specs)

Cockpit observer briefing cards

Airplane Flight Manuals (AFM) and Airplane Flight Manual Supplements (AFMS)

For smaller aircraft, Pilot Operating Handbook (POH), including POH Sedfion

supplements

Aircraft performance data (fixed, nenteractive material for planning purposes)

Airport performance restrictions manual (such as a reference for takeoff and landing

performance calculations)

[1 Other aircraft performance data, inding specialized performance data for use in

conjunction with advanced wake vortex modeling techniques, land and hold short operations

(LAHSO) predictions, etc. (fixed, neinteractive material for planning purposes)

Maintenance manuals

Aircraft mairtenance reporting manuals

Aircraft flight log and servicing records

Autopilot approach and autand records

Flight Management System / Flight Management and Guidance System problem report forms

Aircraft parts manual

Services Bulletins / puished Airworthiness Directives, etc.

Required VHF Omni directional Range (VOR) check records

Minimum equipment list (MEL (Without contextual access based on sensed aircraft

parameters)

Configuration Deviation List (CDL)

Aruban regulations angirport specific rules and regulations

1 Airport / Facility Directory (A/FD) data (e.g. fuel availability, LAHSO distances for specific
runway combinations, etc.)

[1 Noise abatement procedures for arriving and departing aircraft

Published (graphicapilot Notices to Airman (NOTAM)

International Operations Manuals, including regional supplementary information and

International Civil Organization (ICAO) differences

Aeronautical Information Publications (AIP)

Aeronautical Information Manual (AIM)

Oceanic navigation progress logs

Pilot flight and dutytime logs

Flight crew required rest logs

OoOood

O O
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Flight crew qualification logs (such as aircraft qualification, Class Il flight crew
qualifications, CategoryCAT) Il qualifications, high minimums logs, night currency logs,
pilot in command (PIC) qualifications for special areas, routes and airports and special
airports qualifications
Captainbs report (i.e., captaindés incident r
Flight crew survey forms (various)
Cabin Crew Manuals
EMS reference library (for use during medical emergencies)
Trip scheduling and bid lists
Aircraftds capta
Aircraftdéds CAT |

(1 Antiterrorism profile dad

[1 Hazardous Materials (HAZMAT) oxidizer look up tables

[1 Emergency Response Guidance for Aircraft Incidents Involving Dangerous Goods (ICAO
Doc 9481AN/928)

[1 Customs declaration and agriculture inspection / clearance form

[1 Special reporting formssuch as near midir collisions reports, Aviation Safety Reporting
System, bird wildlife encounters, etc.

[1 Incidents of interference to aircraft electronic equipment from devices carried aboard aircraft

[1 Current fuel prices at various airports

1 Realst i c training modul es, incl udi-chwt yioP Ct raai nhit

materials review, andpffel i ght f@Ami ssi ono rehearsal s

Check airman and flight instructor records

Aircraft operating and information manuals (performance infdomatveight and balance,

systems, limitations, etc.)

Flight operations manuals including emergency procedures

Airline policies and procedures manuals

Aircraft Maintenance Manuals

Look-up and completion of various reporting forms

Maintenance personnel sigrfif of discrepancy form (maintenance discrepancy logs need to

be downloaded into a permanent record at least weekly).

Flight crew qualifications recordkeeping, including aircraft qualifications, CAT II/Ill, high

minimums, lanthg currency, flight and duty time, etc.

PIC currency requirements

[1 The Cabin Attendant Manual

[1 Passenger information requestsome are directed to the gate or to the agent meeting the
flight (e.g. special meal requests, wheel chair requiremenesccompanied minors, gate
information for connecting flights, flights being held for connecting passengers, etc.)

[1 Cabin maintenance wriaps. (Maintenance discrepancy logs need to be downloaded into a
permanent record at least weekly.)

[1 Approved eletronic signature using public/private key technology (PKI)

[1 Weather information in a preomposed format

indéds | ogs
I / CAT 111 I anding records

Ooogood O

O
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