The tools they need...
The internet is changing the relationships between citizens and governments around the world –
but many political institutions are hobbled by a lack of access to empowering web technologies.

“These days, citizens are demanding to have
a say in their self-government more often
than every two or four years at election
time. They expect their local and national
governments to listen and respond to them
at the speed of the Internet.”
- Madeleine Albright

Internet access and powerful communication technologies are spreading around the world at a

extraordinary rate, transforming the way citizens live and interact with each other. Social media drives a
conversation of ideas around the world. Smartphone cameras produce on-the-scene reporting of events
and put them up for international analysis. Massive amounts of data are collected and made accessible in
compelling visualizations. With the many benefits that citizens experience from these advanced technologies, there is also the expectation that leaders in government, civil society and politics will keep up.
Unfortunately, many political institutions and citizen groups in the developing world are falling further behind, locked away from the powerful web tools that are powering data-driven political organizing,
mass communications for civic advocacy and e-government service delivery. Even when effective communication or organizing tools are available, staff in civic or governmental groups often lack the technical
expertise necessary to manage such new systems, preventing them from doing their job as effectively as
possible. Without the ability to respond in kind to technically-empowered citizens, frustrations with leaders
and disenchantment with political institutions increases.

for growth
DemTools harnesses the power of free, open-source software to provide civic organizations,
legislatures and political parties with the capabilities to effectively engage 21st century
citizens and build better democracies.
The free, open source software (FOSS) movement has created some powerful tools designed to help
nonprofits bridge the gap between citizens and their leaders. These tools, however, aren’t typically
designed with the needs of international civil society or developing world governments in mind. With
DemTools, NDI works together with successful FOSS projects and their user communities to adapt software to the needs of critical democratic institutions. Through support provided by DemTools for internationalization, translation, usability testing, security and accessibility, these open-source products become
more culturally relevant, easy to use, and accessible. Organizations can better organize and communicate,
connect citizens to political leaders, foster multimedia debates, provide compelling data visualizations and
analysis, and manage sophisticated political process monitoring.

“We shape the world we live in
every single day through the
tools that we create and we use.
We paint that picture every day
with the brush of technology.”
- Jack Dorsey,
NDI 30th Anniversary Dinner

to nurture
Great web tools aren’t enough if you don’t have a way to run them. That’s why
NDItech offers DemCloud Software-as-a-Service hosting for all DemTools.
For many of our partners, the in-house tech talent required to manage and secure sophisticated web applications simply isn’t affordable, and the activists involved in democratic organizing didn’t sign up as a
way to learn computer skills. DemCloud, NDI’s software-as-a-service (SAAS) system, eliminates this “geek
gap” by providing partners with a fully-hosted service for all DemTools, sparing groups the systems administration, setup, management or configuration of these services. In other words, DemCloud harnesses
the advantages of powerful tech tools without requiring advanced tech knowledge or experience, ensuring
that groups using DemTools are able to focus their skills, time, and resources on democracy building.

and strengthen
Inclusivity and security matter online.
NDI is in the international development business. We care deeply that DemTools are sensitive to the needs
of marginalized communities in the developing world, particularly women, minority groups and people
with disabilities. Security matters for everyone; NDI is focused on keeping DemTools safe and ensuring
that organizations’ private information remains that way. NDI works with digital security experts to assess
our DemCloud software-as-a-service platform, and shielded it behind enterprise-grade DDOS mitigation.

... to cultivate democracy.

Meet DemTools
Organizations are about relationships. CiviCRM is a powerful
contact and relationship management system that lets civic
organizations, political parties,
members of parliament or others build lists of their
supporters, track their contacts with citizens,
schedule and manage events, and reach out via
SMS or email.

Citizens know where the problems in their societies are. With
FixMyCommunity, created by
MySociety as FixMyStreet, governments can crowdsource the
identification of public service delivery issues
and let citizens see their leaders act on them.

Open data is a powerful tool for
transparency - but it needs to live
somewhere. DKAN, created by
NuCivic, is a data warehousing
platform that lets governments or
civic groups aggregate and publish open data in
standard formats. Unfortunately, most of us don’t
get much meaning from spreadsheets, so DKAN
also provides a powerful array of ways to bring
data to life through maps, graphs and sophisticated visualizations.

Political campaigns don’t always
focus on the core concerns that
really matter to citizens. With Issues, citizens can ask their political leaders the questions that are
most important to them, and have politicians reply
in short, targeted videos. This draws distinctions
between parties, informs citizens, and passes on
useful media skills to leaders.

Citizen watchdog groups play an
important role in monitoring elections to determine whether they
truly represent the will of the voters. Doing that well requires data
and lots of it. Civic groups need to collect reports
from hundreds or thousands of observers, crunch
the numbers to know what it all means, and be
prepared to make a public statement - all in about
a day. Elections provides a powerful database to
make this possible.

Based on the White House’s Office
of Science and Technology Policy
We the People platform, Petitions
gives government institutions a
ready-to-go system for citizens
to share their ideas and concerns. By giving the
people a direct link to their government, Petitions
better educates citizens about government
processes, reinforce trust in institutions, and
provide greater transparency and accountability to
citizen-led initiatives for reform.

In its inaugural year DemTools has helped dozens of organizations. That’s just the start. DemTools has
powered six election observations, four data visualization systems, three video debates systems, and twenty-one political parties or civic groups. Without the ease of implementation of DemTools and the scalability
of the DemCloud hosting system, that level of impact would have been impossible to achieve.
With DemTools 2.0, we’re excited by the new bench of powerful webapps we’re able to share with
democratic institutions around the world. With better documentation, increased usability, more powerful
administrative functionality and new translations, DemTools is ready to scale to a whole new level.
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DIGITAL INCLUSION

Powerful web-based data
management and communication tools introduce new ways for political
groups to effectively organize and advocate, but they
can also perpetuate existing
societal barriers—or create
new ones. Political engagement online is too often
controlled by the same individuals and groups who
have the best access to content offline, mirroring the
exclusions present in general society. The ability to use
and access technology is often limited within the existing social, economic, and political context, including
gender- and class-based barriers. Traditionally marginalized groups can also face additional risk from using
technology. When designing programs empowered by
DemTools, NDI strives to keep these critical challenges
in mind.
Considerations that may affect whether certain marginalized groups are able to access, use or deploy DemTools effectively can include low internet penetration in
communities far outside the major cities; lower levels of
literacy or of experience with technology; and the fact
that services may not be available in local or minority
languages. Some individuals, such as women, can face
layers of exclusion as members of multiple groups that
are pushed out from cutting-edge digital technologies.

The digital gender divide
has been well-documented; women are less likely to
own mobile phones or have
access to the internet across
nearly all regions. This gap
is further compounded
in low-income countries,
where the cost of accessing
technology is a major barrier to women’s access. In addition to material barriers,
there are social and cultural, psychological, and political
and institutional barriers that limit women’s and girls’
access to and use of technology, including restrictions
on mobility, access to education, and opportunities to
learn tech skills. Women and girls are also more likely
to doubt their ability to learn how to use technology
or feel that technologies are reserved for men or elites.
Furthermore, women can be harshly scrutinized on social media, and are vulnerable to character attacks and
trolling. Women who use online public forums can be
targeted for taking a position, challenging a norm or
policy, or merely engaging in a public forum.
People with disabilities often encounter technology
designed without considerations of accessibility. Designing for accessibility is a process which ensures that
everyone—including those with visual, auditory, physical, speech, neurological and cognitive disabilities—
can also take advantage of powerful online systems.

Depending on the nature of an individual’s disability
or disabilities, different assistive tools and approaches
may be required. While the main focus of accessibility
is aiding people with disabilities, adaptive designs also
benefit many others, including older people experiencing age-related vision or hearing loss, people who
have low literacy or who are not using their native language, and people with a temporary disability, such
as a broken arm. When technology is not designed
with these users in mind, it impedes their ability to
participate or use online organizing, communications
and analysis tools.
Certain groups may face dangerous security threats
that make using online communications platforms
like DemTools risky. For example, in societies in which
homosexuality and alternative gender identities are
heavily stigmatized, the internet has been a welcoming alternative to physical gatherings. LGBTI people
have been able to build supportive communities online, but at the same time using technology to interact
with one another creates new dangers. In the more
than 80 countries in which homosexuality is punishable by imprisonment or death, as well as others
where social stigma exposes LGBTI people to discrimination, harassment or violence, ensuring that online
communications are secure and safe from surveillance
is critical. In such threatening contexts, it is essential
to consider the full picture of risks to individuals and
consider whether safety and security concerns may
prevent marginalized groups from using DemTools
or similar technologies to organize and communicate
online.

“Accessible design is a process which ensures that
everyone—including those with visual, auditory,
physical, speech, neurological and cognitive
disabilities—can use technology.”
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DIGITAL SECURITY
Security, in all its forms, is critically important for safely using DemTools. While web based tech-nologies can be empowering for civic organizations, governments and political parties, they can also
provide new forms of risk to these groups and the citizens who have entrusted them them with their
information.
The personal information of people and internal governmental reports should remain confidential.
To be credible, election data or compilations of citizen complaints must be free of manipulations and
spam. Public platforms giving voice to those at risk of censorship must be kept accessible despite attempted censorship via hacking or denial-of-service attacks.

Security is a Team Effort

NDI has performed a holistic risk assessment to assess how best to protect the users of DemTools and
engage security professionals in the auditing and
assessment of the system. It is important to recognize that all security systems have flaws, and while
NDI exercises due diligence, there is always the risk
of a new vulnerability being exploited. As such, we
encourage everyone, particularly security experts
who want to have a positive impact on global civil
society, to support this effort and responsibly disclose their suggestions for improvements in the
DemTools programs. We are grateful for community feedback and are committed to rapidly addressing security gaps that are identified.
NDI pledges to communicate proactively with DemTools users to alert them of potential threats or
exploits, and NDI will publicly share information about security risks that have been discovered.
Furthermore, uncovered issues and vulnerabilities in the various open source projects in the
DemTools suite will be shared with core team members upstream to better protect all users of our
open-source communities.

Ultimately, security is a shared responsibility and users must feel
empowered to do their part. For this reason, NDI encourages individuals in
the DemTools community to practice good digital hygiene, such as using
strong passwords, responsibly sharing access to webapps, and performing
regular software updates on their own computers—all elements that impact the safety of everyone.

Supporting Open-Source Communities
Each open source system distributed through DemTools is a unique and
complex piece of software supported by a different community of users
and developers. For tools developed in-house, including Issues and Elections, NDI collaborated with external security experts to perform an indepth audit of the code. For non NDI-developed systems, we support the
communities behind the projects with external assessment and vulnerability testing.

DemCloud Software-as-a-Service Hosting
NDI takes the obligation to protect the data entrusted to our DemCloud hosting platform very seriously. Our DemCloud infrastructure is
hosted on Amazon Web Services, which provides a powerful set of security
and systems management tools to keep DemTools stable and secure. NDI
monitors alerts for security vulnerabilities. Critical patches are applied as
quickly as possible, with standard patches applied on a regularly scheduled
basis. DemCloud servers are subjected to a range of automated vulnerability testing on a recurring schedule. NDI also has a sophisticated log aggregation and analysis system capable of detecting potential problems quickly and alerting administrators to take action. Finally, DemCloud is shielded
by CloudFlare's state-of-the art web application firewall, which provides
protection against common types of hacking and denial-of-service attacks.
All DemCloud servers are backed up nightly with copies preserved on a
rotating basis. These backups are designed for recovery in the event of a
catastrophe; generally speaking, individual sites cannot be be recovered to
restore lost data without special arrangements.
The data in DemCloud servers belongs to the citizens and organizations
who put it there. As the system administrators, NDI has access to the data
stored on DemCloud, but it will never disclose user-contributed information to a third party unless compelled by law. NDI will gather usage metrics
and track engagement to better manage services, assess user needs, and
inform DemTools donors of the impact of their contributions. Administrative access to DemTools servers is strictly controlled and regularly audited.

Hosting DemTools on Your Own
If you choose to host a DemTools site on your own, please be aware that
hosting any web application can be difficult. Be careful to ensure that your
users are protected and that you are following best practices to secure
your servers and applications—and the people you are serving.

User Story: Issues

COLOMBIA

In Colombia, NDI’s Issues DemTool is allowing political candidates to go beyond traditional town

hall meetings and media appearances to more widely share their positions on key issues. Through
online videos, leaders reach their constituents directly on matters like quality of life, infrastructure
and development. In turn, citizens have the opportunity to ask candidates specific questions about
their political platform, such as disability rights, mining projects, legislative transparency, and public
health.
Though the Issues DemTool was originally intended for candidates, NDI recently launched the Ciudadanía y Congresistas (Citizen and Legislators) platform in Colombia, which leverages the online
video and open question format of the Issues DemTool to bridge the communication gap between
between citizens and their already elected members of Congress. By nurturing dialogue and sharing statements via social media, Ciudadanía y Congresistas opens new avenues for transparency
and accountability. NDI customized the Issues DemTool to enhance the platform’s usability. With
a newly redesigned layout and workflow of content, infographics and educational materials that
supplement video conversations between legislators and citizens, and the seamless integration of
social media platforms like YouTube, the Issues DemTool addresses the specific needs and priorities
of NDI’s program in Colombia.
Working alongside 14 national legislators from Bolívar, Chocó and Nariño, NDI staff has taught
public officials, officials’ staff, civic leaders, and university students how to film and upload video responses to the Ciudadanía y Congresistas platform. Legislators have responded by answering dozens of previously unanswered questions, from public health issues to economic development. As
NDI-Colombia Program Officer Andrés Osorio told Colombian news outlet HSB Noticias in March
of this year, the Ciudadanía y Congresistas platform is strengthening relations between members of
congress and citizens. Anyone with Internet access in Colombia is now able to find out what their
legislators are doing and make sure they hear the voices of the people who elected them.

User Story: Civi

UKRAINE
As a result of the 2013 Euromaidan Revolution, Ukrainian citizens expect greater transparency,

accountability, and engagement from their political and legislative leaders. Civi DemTool, a contact
management system from NDI, supports these reforms by empowering Ukrainian political parties,
members of parliament (MPs) and civic organizations to connect with citizens.
Despite their best intentions, many of these organizations lack the strategies they need to effectively communicate with and respond to the needs of their supporters, constituents, and voters.
Members of parliament need a tool to track requests and provide resources. Political parties waste
time and money without a targeted voter outreach strategy. In Ukraine, Civi solved these problems
and provided leaders with a central place to manage engagement, communicate with broad networks, identify key supporters, and track the history of member activities.
Civi took into account the challenges of political constraints and organizational change in Ukraine,
without compromising the technology’s power. NDI first introduced Civi during a series of government-to-citizen trainings in April 2015 as a central platform to manage successful interaction between members of parliament and their constituents. In a pilot program, early adopter MP offices
used Civi to store contacts, tag them by categories and interests, track engagements with them,
record constituent issues, and assign staff to respond. The DemTool also revolutionized MP communication, allowing them to send blast texts and mass emails to thousands of supporters with
just a few clicks. By taking advantage of NDI’s in-depth trainings and technical support, these MP
offices became more effective for their constituents. Due to enthusiasm from pilot MPs, NDI plans
to expand the Civi database to more offices in Ukraine.

NDI also works closely with political parties in Ukraine to strengthen
their voter outreach and volunteer
engagement capabilities through
Civi. One leading party is working
to integrate Civi at its headquarters
and, more importantly, across the
country through regional branches,
where Civi allows for customized
email settings and location-based
security and privacy controls. While
continuing to advise this party on
contact management and integration of other profiles obtained
during canvassing, NDI has extended its expertise to additional political party leaders and branch staffers in Kyiv. Civi promotes campaign
best practices and new tactics, such
as A/B testing of political messages and voter mobilization. Next steps for NDI in Ukraine will be to
create voter files, conduct surveys, organize e-petitions, canvass voters, and manage phone banks
through Civi.
To date, our partners in Ukraine have done the following:
•
•
•

Two Ukrainian NGOs have adopted Civi DemTools and NDI trained 4 database administrators in each NGO, one with 15 regional database coordinators.
The office of one Member of Parliament adopted Civi and NDI trained seven MP
assistants. Four additional MP offices plan to adopt Civi in 2016.
Two Political Parties have adopted the Civi DemTool and NDI trained two political
party database managers at headquarters, 22 party regional personnel. At least one
additional Ukrainian party plans to adopt Civi early next year; two party branch office
staffers received training.

NDI regularly solicits input from our Ukrainian partners in order to improve the functionality of the
Civi database. We remain committed to helping partners adopt new, innovative tools that will make
their work more effective, while strengthening Ukraine’s democratic institutions and processes.

User Story: Elections

NIGERIA
African technology

challenges are increasingly being solved
by Africans. TimbaObjects, a small and innovative technology firm
in Nigeria led by Tim Akinbo, originally developed what has become NDI’s most widely used election data management system,
the Elections DemTool, for the 2011 Nigerian polls. TimbaObjects
has continued improving and iterating the system; last year NDItech
open-sourced the Elections code and created a new DemCloud software-as-a-service platform that has been used today in over a dozen
observation programs.
This year, Nigerians again went to the polls to choose their president in a tightly contested election
between the incumbent, President Goodluck Jonathan, and retired Major General Muhammadu
Buhari. It was a tense time for Nigeria; the rise of Boko Haram, corruption scandals, and crashing oil
prices had dramatically ratcheted up the stakes and the dangers around the polls. NDI supported
the work of the Transition Monitoring Group (TMG), a Nigerian citizen election observation group
conducting a parallel vote tabulation (PVT), an election observation methodology employed by
nonpartisan citizen observers to independently verify election results and gather statistically valid
and representative nationwide data on an election process. The outcome was a largely peaceful
transition of power between the ruling and opposition parties, and technology played a key role.
On election day, TMG’s observation deployed citizen observers to a representative random sample
of 1,507 polling units at which there are 849,460 registered voters with sampled polling units in
every geopolitical zone, every state and 774 local government area of the country. Like 2011, the
independent collection of credible data on Nigeria’s 2015 electoral process leveraged the Election
DemTool. TMG observers used cell phones and standardized checklists to provide near-real time
data to the system on key aspects of the voting and counting process, including the opening and
closing times for polling stations, presence of appropriate electoral materials, deployment of new
biometric authentication technology, adherence to the electoral code, while also enabling impartial
citizen observers to independently estimate election results within a margin of error.
Unlike other observation groups in Nigeria that were receiving SMS from observers on one single
question, the Elections DemTool enabled TMG to collect data on over 80 individual question per
SMS through coded text messages. This allowed TMG to collect and analyze over 125,000 data
points on election day.
In 2011, the cost for building an election observation system in Nigeria was $70,000 and took six
months to implement. In 2015, the site was running in 15 minutes at virtually no cost. Elections

observations are resource intensive efforts, and the reduced technological costs meant that the Nigerian team was able to invest $10,000 into further improvements of the database - now accessible
to future elections - with core functionality already taken care of. More importantly, TMG could invest critical time and resources into the more difficult and important work of training observers and
organizing a national communication strategy.
TMG’s observation analysis generated by
the Elections DemTool verified Nigeria’s Independent National Electoral Commission’s
(INEC) official result: Buhari had a clear victory over incumbent Jonathan. TMG was
able to verify the official results for the
presidential election because of their independent, systematic and representative
observation. However, TMG’s Quick Count
analysis generated from the Elections DemTool strongly indicated that INEC’s reported turnout was inflated during the collation
process in four states of southern Nigeria
- and was able to call on INEC to immediately investigate the fraud and evaluate its
impact on the elections before announcing
official results.

Civi

Powerful, flexible contact management
and citizen engagement
Created by CiviCRM LLC

Civi Powers Contact Management and Communication
Civil society organizations, elected officials and political parties are most effective when they can communicate with,
understand and respond to the needs of their supporters, constituents and voters. Unfortunately, many of these
organizations lack the strategic communications and digital tools for effective outreach and mobilization.
Even when these groups do have full lists of members, or access to the voter registry, they often lack a centralized
platform for managing and tracking the history of their interactions with individuals or outside organizations. Consequently, these critical democratic institutions frequently struggle to tailor their mass communication, identify their
most important supporters, or track the history of member activities. Members of parliament and other elected officials find it difficult to manage requests from constituents and provide the resources needed for assistance. Political
parties waste time and money without a targeted voter outreach strategy. The lack of a central managed system
greatly limits the ability of actors from a wide variety of partner groups to understand the who, what, when, where,
why and how of effective strategic outreach and communication.

Why Would You Use Civi?
Every organization is more effective with a contact management database enabling them to build lists of people and
communicate effectively with them. Civi helps organizations keep track of their audiences in a centralized location,
replacing paper files, scattered spreadsheets, or numbers from the boss’ cell phone. Groups can know who their
contacts are, as well as what they do, why they are important and how to most effectively engage with them. Combined with Civi’s mass email and SMS capabilities as well as its simple yet powerful searchability, these tags, groups
and other identifying features mean that users can find and organize the right people around relevant issues.
Civi’s event and campaign hosting and management attributes, in combination with the ability to categorize and
describe contacts, mean that organizations can quickly and easily find who to invite to specific events or organize
for a given campaign. Plus, the ability to keep activity logs helps Civi users gain and keep valuable information about
their interactions and history with individual contacts.
Although all organizations can make use of some of Civi’s more central features, different groups and organization
types can use the power of Civi in very different ways. For that reason, NDItech developed three different “flavors” of
the Civi DemTool: CiviParty, CiviSociety and CiviMP. Each comes with pre-loaded groups, tags, events, reports, contact types and custom dashboards to suit the needs of these common partners. Each individual site can be further
customized to specifically fit your partner’s needs.

Political Party Membership and Campaign Management- CiviParty
Campaigns are limited by time, money, and volunteers. Targeting voters and communicating effectively with supporters help parties make the best use of these resources. Using Civi, a political party can pull up a list of all its
contacts that they consider to be likely supporters—for example, youth voters located in a provincial capital, women
over 60, or rural residents interested in education. Additionally, Civi, which collects information on gender and age,
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can be a useful tool for parties looking to broaden their base or support more women or youth candidates, as it
can collect the names of active female or youth party members. With such targeted lists, parties can better engage
citizens through phone calls, door knocking, email blasts or SMS communication.

Community Organizing Contacts and Communication - CiviSociety
A civil society organization looking to organize a rally on education, for example, can see who has been involved in
education campaigns in the past or who is likely to have school-age children. Such targeting allows the organization
to directly include these folks in future campaign efforts and keep track of what skills these contacts might have
that can help contribute to the campaign’s success. In this example, Civi can provide not only valuable metrics for
campaign logistics, but it also better informs a more effective engagement strategy.

Legislative Casework and Constituent Communications - CiviMP
Members of parliament and other elected officials can connect with citizens and manage case assignment, workflow
and follow-up, all of which can be coordinated through Civi. In addition to the case management itself and its ability
to improve governance and service delivery, helpful metrics and reports on the issue areas that attract the greatest
number of constituent complaints or requests can help an MP or party leadership focus on the most important
topics relevant to the voting public.

Past Use Cases
In the past year, more than 50 Civi sites have been created for NDI’s partner programs and used by political parties,
election monitoring groups, Members of Parliament, and other civil society organizations around the world. Civi has
been successfully deployed in Ukraine, Iraq, the Democratic Republic of
Congo, Uganda, Burma, Macedonia, and Mexico. CiviCRM is widely used
in the United States and Europe, with over 15,000 deployments.

Technical Requirements
Most organizations already have contact lists, but those lists are often
widely dispersed digitally as well as on paper. It is a significant project
to aggregate, clean, de-duplicate and upload these contacts. Expect to
spend significant time—days—in this process.
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Connecting Civi to an email provider requires configuring the default email processor, Mandrill, with information for
an institutional email account, which may require modifications to the organization’s domain name system (DNS)
records. Similarly, to setup SMS messaging, the organization will need to have an account with an SMS aggregator
like Twilio or Clickatell.
If an organization wishes to host their own version of Civi, they will need to have the capability of configuring, securing and managing a basic Linux/Apache/MySQL/PHP server running the Drupal content management system and
Civi on top. This is a fairly high technical bar; organizations wishing to host on the DemCloud software-as-a-service
platform—and be spared the additional effort—should contact the NDItech team.

User Considerations
Organizational contact management is powerful but time-consuming, and requires a commitment to new internal
processes. A potential Civi program should think about whether staff and leadership are ready to make the effort
needed to manage, maintain and organize their contacts. Data decays with time. People move, get new cell phones
and change jobs; unless you work to maintain it, your information will become less accurate making your information
less valuable. This takes discipline.
Searching for and entry of contacts is relatively easy; people with a basic proficiency with computers should be able
to learn it with a quick training. A Civi manager will need more sophisticated skills to manage uploads and downloads of contact lists, create new users, and design complex searches.
Voter targeting, constituent casework management, or more sophisticated applications of Civi are best introduced
through an in-depth training program where the political goals—e.g., voter outreach to win a campaign, or constituent service delivery as an important role for an MP—are the core content and Civi is the tool used to demonstrate
and implement the program goals.
If Civi is used for mass communication with citizens, it is important to have a holistic communications strategy,
thoughtfully developed messages and a good idea of how your audience can best be reached.

Security Considerations
The detailed personal information about contacts, supporters, donors and volunteers held in Civi can be highly
sensitive. If your adversaries are interested in this sort of information, breaking into your Civi provides it all for them
on a silver platter. If the consequences of that sort of exposure could be dire for the individuals in the system, please
contact the NDItech team for advice on additional security measures.
Civi provides the ability to limit site privileges based on user role. As such, the typical Civi site will have a general permissions structure along the lines of Site Admin (controls all aspects of the system), Content Admin (able to create,
edit and delete content as well as perform communications functions), Staff member (able to create content on the
site), and, if desired, general public (to fill out surveys, sign up for mailing lists and log personal contact information).
Civi can also be configured with a concept of regional permissions. The Provincial Coordinator, for example, can add,
delete, edit and view people from their region, but not the next one over.
In a hostile environment, the Civi server could face direct hacking attacks, DDOS attempts or blocking. If hosted on
DemClould, NDI will attempt to mitigate those threats as much as possible, but consult closely with the team if the
environment seems threatening. These considerations are only a small subset of possibilities; if your program is in a
sensitive security context, please engage in a holistic risk assessment process to determine the types of threats that
your participants may face.
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Considerations for Women & Marginalized Populations
As a web site Civi users need regular access to the internet, though intermittent or slow connectivity is fine. Importantly, the citizens targeted by the organization do not need to have internet; simply being able to track them
for contact via phone or in person is valuable. Civi’s bulk text messaging abilities provides a useful avenue to reach
communities, especially poor women, who are less likely to have internet access. As with most web applications, Civi
may be difficult to operate for persons with visual disabilities.
If the organization is tracking contact information or personal data on socially
marginalized groups such as LGBTI communities the security ramifications of
data theft become that much more significant.

Translations
The Civi DemTool is currently available in English, Ukrainian, Arabic, French,
Spanish, and Russian, with training documents and user manuals in English. The
CiviCRM community is actively engaged in translating the strings, so Civi will be
partially available in many other languages. All can be translated into additional languages as needed with modest funding support. The tool will undergo
continual maintenance and further development, and customization is available
based on new feature requests or unusual country contexts. We can also work
with you to translate the tool and manual into additional languages.

Funding Considerations
While the implementation of the Civi DemTool platform is straightforward, programs should think through the following activities and budget appropriately for the related staff time.
Initial Deployment
• Program strategy and setup times
• Collection, normalization, deduplication and
uploading of contacts
• New language translations, if necessary
• Development of any new features required
• Training on use of the system for all relevant
organizational staff

• Advanced training on managing and maintaining
the system
• Training on campaign management or consituency casework management
• Setup and configuration of SMS or email gateways
• Training on email or text message outreach and
communication strategies

Ongoing Care and Feeding
• Staff time for data management

• Costs for email or text messages

What Support Does NDItech Offer?
In addition to the technical management, security and version upgrades and hosting, NDItech has a user manual
and training (in English) to help support the implementation of the tool. NDItech can also further customize the look
and functionality of your Civi site to fit your needs.
For interested partners, NDI staff can assist in administering Civi by managing citizen submissions, content moderation, and advertising or digital outreach efforts. NDItech can provide hosting, technical support, and security for
organizations through the DemCloud software-as-a-service platform.
If desired, NDItech can assist with strategic consultation, training, graphic design, implementation assistance or ongoing contact maintenance.

DemTools are a set of open source, webbased software applications designed to
help NDI partners solve challenges facing
their community.

DemTools is funded by grants from the
National Endowment for Democracy and
by Amazon Web Services.

Civi

https://dem.tools/civi
Civi is a constituent relationship management (CRM) system that helps parties, government
organizations and civic groups manage their contacts and communicate effectively via SMS and email.
CiviCRM was created by CiviCRM LLC.

Tech Specs

Language: PHP
Database: MySQL
Web Server: Apache
Content Management
System: Drupal
License: GPL

Distribution

GitHub: https://github.com/
nditech/civi
NDI Hosted SaaS:
https://dem.tools/demcloud
Drupal Installation Profile:
https://drupal.org/demtools_civi
Amazon AMI:
http://ndite.ch/civi_ami
CiviCRM Project Home:
https://civicrm.org

DemTools Change Log
DemTools 2.0 Updates
New home page dashlets to visualize membership rates metrics
A built in reporting extension to provide programmatic level monitoring and evaluation indicators
A fully customized civil society variant of Civi with custom groups,
tags, reports, and dashlets
Right to left internationalization for Arabic
DemTools 1.0 Updates
Formalized usability testing
Creation of new dashboard widgets
Addition of graphical user interface for casework module
Past Use Cases
Civi has been used by over ten thousand organizations globally; NDI
has run three major deployments in Eastern Europe and Africa.
Languages Available
The core Civi system is currently available in a great many languages,
and has been translated by NDI into Arabic and Russian. Additional
translations could be done for approximately $5000.

FixMy
Community

Report Issues to Build a Better Community
Created by MySociety as FixMyStreet

FixMyCommunity Powers Transparency, Participation, and Accountability
Central to NDI’s mission is “making democracy deliver.” At the most fundamental, this comes down to improvements
in the lives of everyday citizens. For many, their direct experience with government is the proverbial pothole on
their street. Unfortunately, government institutions often don’t have an easy way to identify these frustrating local
problems. In many democracies, citizens are often unaware of the achievements of their government and what they
do accomplish. Prolonged perceptions of negative performance around service delivery has consistently threatened
the viability of democracy.
Effective public service delivery depends on allocating resources to the most critical needs of a community and then
deploying them as promised. For many governments, however, there is limited transparency and accountability
around service provision. Lacking information on citizen desires and service needs, administrators often have no
easy way to determine what provisions to provide or where they are needed. Without outside pressure from citizen
input, government employees in charge of service delivery lack the incentives for sorely needed reforms.
FixMyCommunity is based on mySociety’s popular crowdsourcing tool FixMyStreet, an award-winning website that
makes it easy to report local problems from a computer or smartphone. A site can be based on categorical areas,
such as community housing, crime, or trash pickup, or areas with a responsible managing body, such as a municipal
area governed by a city council or an elected official’s district. FixMyCommunity then tracks the issue’s location and
category and sends a report to the department or body responsible for fixing it. The tool doesn’t just send problem
reports—FixMyCommunity also makes the reports visible to everyone. Anyone can see past reports, leave updates,
or subscribe to alerts. Additional features on the platform foster communication with authorities who are actually
fixing the reported problems. Finally, FixMyCommunity creates an atmosphere of civic participation, where citizens
can experience a direct pathway for expressing grievances and making inquiries to the local government.

Why Should I Use FixMyCommunity?
Citizen to Government Problem Reporting
FixMyCommunity is designed for programs focused on strengthening government institutions in their delivery
of public services. In all standard use cases, the government must be a full partner, committed to collecting and acting on the concerns of their citizens. FixMyCommunity is best suited for governments - whether national, provincial
or local - where authorities have the desire and capacity to respond to citizen concerns.
Working with a government entity to improve its ability to collect citizen issues also strengthens the capacity
for democracy to deliver for voters. Increased transparency in reports submitted shows other citizens their mutual
concerns; the public display of updates creates accountability for government to respond. Aggregated reports can
provide illustrative data on the types and locations of problems that citizens are concerned about.
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Past Use Cases
FixMyCommunity’s base platform FixMyStreet has been successfully deployed nationwide in the United Kingdom,
Ireland, Sweden, Norway, Malaysia, Chile, and Australia, as well as the cities of Delhi and Zürich.

Technical Requirements

Deployment of FixMyCommunity requires someone who can manage
content on the platform and should be comfortable learning and managing an online record keeping system. The tool can integrate directly with
government databases that maintain open standards; if the government
entity has such a system it will require a some programmatic integration.
FixMyCommunity will need to be integrated with an automated email service to provide updates to the citizens who submit problems.
Self-hosting FixMyCommunities requires a solid knowledge of Perl,
PostgreSQL, and NGINX. Alternatively, you can use the DemCloud hosted
software-as-a-service version- check with NDItech for more information.
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User Considerations
A program team, partner organization, independent civil society organization, political party, or governmental entity can run FixMyCommunity. The ideal group to manage the platform is someone directly responsible for services or
who can liaise with authorities that are responsible for services. This also includes communities capable of organizing
themselves to solve the problem. The end user, in most cases, is the general public or an interest group who can use
the platform to catalogue and report issues.
The managing organization will need a community manager with the time to oversee the sight, interact with
users, police citizen submissions, and manage follow-up with the government entities able to fix them. For an active
site this could easily be a full-time job, and in all circumstances requires prompt responsiveness to the users. On the
government side an empowered individual or department needs to have the mandate to relay citizen problems to
the parts of the administration with the capability of actually making the changes happen and report the results back
to the FixMyCommunity team for updating with the platform and with the citizens.

Promotion and Content Sharing
Crowdsourcing requires a crowd. To be successful, FixMyCommunity
needs a large audience of citizens aware of the platform’s existence
and have the right incentives to actually submit cases. If the government entity is genuinely committed to the platform, they will attempt
to broadly promote it through official channels. A broad social media
advertising campaign can drive interested people directly to the FixMyCommunity platform, while traditional media outreach—particularly radio or public ads—can sensitize a larger population.
Part of the goal of FixMyCommunity is for public entities to get
credit for their responses to the needs of citizens; a publicity campaign
highlighting the successes of the platform will build faith in government and demonstrate the reasons to engage.

Security Considerations
In a typical implementation, FixMyCommunity doesn’t handle a great deal of sensitive information and most of
the data it processes is made public. However, it is important to ensure that only the administrator has controlling
privileges from the onset, and determining what information should be private is essential as well. Obviously if FixMyCommunity is being used for something more politically controversial, such as reporting bribes or government
shortcomings, the calculation is a very different one.
The FixMyCommunity server could face direct hacking attacks, DDOS attempts or blocking. If hosted on
DemClould, NDI will attempt to mitigate those threats as much as possible. Nonetheless, always consult closely with
the team if the environment seems threatening. It is theoretically possible for bogus data to be inserted into the
system, which can be mitigated by a vigilant content administrator. These considerations are only a small subset of
possibilities; if your program is in a sensitive security context, please engage in a holistic risk assessment process to
determine the types of threats that your participants may face.
As with any public information posting platform, spam or abuse are likely. The community manager must
keep a watchful eye on all submissions and have defined policies in place for response to trolls or other negative
contributions.
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Considerations for Women & Marginalized Populations
The FixMyCommunity system is not fully accessible for persons with visual impairments. Reports are commonly submitted via smartphone or computer, so populations without access to the internet may be locked out from report
submission. As use of information and communication technologies tends to mirror the exclusion present in general
society, marginalized groups including women, youth, ethnic and religious minorities, people with disabilities, LGBT
populations, low-income and rural populations may have less access to FixMyCommunity.

Translations
FixMyCommunity is available in English, French, Spanish, Arabic, Russian, and
Norwegian with training materials available in English. The source platform of
FixMyCommunity is partially available in several additional languages. All can
be translated into additional languages as needed with modest funding support. The tool will undergo continual maintenance and further development,
and customization is available based on new feature requests or unusual
country contexts. We can also work with you to translate the tool and manual
into additional languages. If you are interested in adapting FixMyCommunity
to your language, please contact the NDItech team.

Funding Considerations
With the DemTools deployment of FixMyCommunity, the technology costs required are relatively low, but
programs should think through the following activities and budget appropriately for the related staff time.
Initial Deployment
• Program strategy and setup time over several weeks or months
• Building well-defined expectations with the political partner who will be using the citizen data
contributed to FixMyCommunity, ideally via a formal MOU
• A targeted outreach strategy to inform the public of the existence of the system including to key
audiences such as journalists, good government groups, or other civic organizations
• A redesigned visual theme, if desired.
• New language translations, if necessary.
Ongoing Support
• Community management and content moderation for user submissions
• Advertising campaign management
• Social media management
• Engagement with governmental partner

What Support Does NDItech Offer?
NDI has created user manuals for FixMyCommunity to assist organizations with making use of the DemTool
(in English; other languages welcome). The NDItech team can provide strategic advice in the design and deployment
of a FixMyCommunity platform in a particular political context. The team is experienced in training on-site management, as well as best practices in social media communication and advertising strategies.
For interested partners, NDI staff can assist in administering FixMyCommunity by managing citizen submissions, content moderation, and advertising or digital outreach efforts. NDItech can provide hosting, technical
support, and security for organizations through the DemCloud software-as-a-service platform.

DemTools are a set of open source, webbased software applications designed to
help NDI partners solve challenges facing
their community.

DemTools is funded by grants from the
National Endowment for Democracy and
by Amazon Web Services.

FixMyCommunity

https://dem.tools/fmc
FixMyCommunity is a system for citizens to report problems in infrastructure or service delivery.
FixMyCommunity was originally created by MySociety as FixMyStreet.

Tech Specs

Language: Perl
Database: PostgreSQL
Web Server: NGINX
License: GPL

Distribution

NDI Hosted SaaS: https://dem.
tools/fixmycommmunity
GitHub: https://github.com/nditech/
fixmycommunity
Docker Image: https://hub.docker.
com/r/nditech/fixmycommunity
Amazon Web Services AMI: http://
ndite.ch/fixmycommunity_ami
MySociety Project Home:
http://fixmystreet.org

DemTools Change Log
DemTools 2.0 Updates
Enhanced theme and workflow for an expanded, global
use case
Integration with Mandrill email
Internationalization and user interface updates for Arabic
New Docker image and integration with CircleCI and Kubernetes for large-scale deployment
Past Use Cases
Used in England, Ireland, Malaysia, Switzerland, Norway,
and Sweden.
Languages Available
FixMyCommunity has complete or significant translations
into over twenty languages. See MySociety’s Transifex
page for details: https://www.transifex.com/mysociety/fixmystreet/

DKAN

Organize, Store, Graph, Map
and Share Your Data
Created by NuCivic

DKAN Powers Dynamic, Data-Driven Decision-Making
Governments and civic organizations are increasingly embracing the open data movement and with it the prospect
of unprecedented public transparency. However, organizations often need a sophisticated data repository to make
information accessible to citizens and civic organisations, particularly in formats that can be accessed by other computers via application programming interfaces (APIs). Raw data, even when publicly shared, is not easily understood,
and needs to be turned into data-driven stories to be useful to the public in holding institutions to account or
assisting policymakers. The DKAN DemTool, developed by NuCivic, helps tackle these problems. Government organizations, journalists, policymakers or civic groups can create searchable, indexed public repositories of information
compatible with open data standards. Data analysts and visual storytellers can then tap that information to create
charts, graphs, maps and web pages to wrap raw numbers in powerful visualizations that illuminate meaning and
have impact.

Why Would You Use DKAN?
Publicly Sharing Open Data, Maps and Visualizations
DKAN was designed for groups who want to share data with the world in open, public, machine-readable formats, or
generate maps, charts and other visualizations off of the data. This data may be their own - budgets from a ministry
or survey information from a civil society organization (CSO’s) members - or it may be other information that they’ve
aggregated from other sources, or scraped from public web sites. The end goal of such a data portal is helping to
increase understanding of complex information-centric topics which can lead to political accountability and better
policy making. Remember that audiences are rarely the general public, who have little appetite for spreadsheets or
even stacked bar charts; they are usually intermediary groups such as CSOs, journalists, or even public officials and
their staffs who affect either public opinion or government policy. Groups are better advocates for their priority
issues with information that is readily available and able to be analyzed rapidly without a high level of technical skills.
DKAN’s design allows publicly shared large open datasets with standard open-data APIs. Organizations who want
to build open data platforms that are fully compatible with the gigantic systems used by the White House or World
Bank - and the large civic software development community around them - will find DKAN useful.
Maps and graphs can often tell a story more effectively than a table of numbers; DKAN gives the ability to create
colorful, customizable visualizations that can be published directly, shared on social media or embedded in other
web sites. With digitized boundaries of countries or provinces maps can be automatically generated to look for
geographic trends, reducing the need for complicated and often costly GIS software.
DKAN allows you to create a variety of visualization types so you can select the most effective graphical depictions
to communicate your findings. Color-gradient maps can highlight highlight differences between regions, while a
range of powerful chart and graph generators can show changes over any number of variables.

DemTools

DKAN

Internal Data Archiving and Visual Analysis
Because DKAN is relatively simple to use, it can also be a powerful tool for simple internal data warehousing or
visual analysis. Once an organization knows how to manage data in DKAN, it can be a good system for archiving
old data sets for future reference, or a simple way to generate the same sorts of charts and graphs that one could
in Excel - but automatically shareable online and dynamically updated as information changes.
The DKAN DemTool is especially useful for rapidly prototyping multiple visualizations, aggregating data, and displaying changes over time or by geographic region. Visualizations can be easily regenerated with current data by
uploading an updated spreadsheet with the same formatting.
DKAN is not the right fit for all data visualization needs. While the charting and mapping functions are powerful
and make quality visuals, they are not as sophisticated as what can be generated in GIS software or using more
professional design tools.

Past Use Cases
Open data platforms such as DKAN are becoming de rigeur for any open data effort by a government entity. They
also are used by civic organizations for aggregating and sharing resources gathered from a range of source. Open
data platforms have been used in sharing data from elections, censuses, health monitoring, and economic analysis.
NDI has made use of DKAN for internal visualization and analysis of both citizen observer and international observer
election data in Nigeria and Tunisia. DKAN has been used as the official open data platform of a range of national
and city governments including Italy, Puerto Rico, Sierra Leone, Cologne, and Ukraine. DKAN is being used for data
publication by the UN, the USDA, and in a unified Ebola response.

Technical Requirements
At the most rudimentary level using DKAN requires a CSV (comma-separated value) form of a spreadsheet exported from Excel, the ability to do
basic data management, and patience to experiment with different forms
of graph generation.
To configure choropleth (color gradient) mapping requires a good deal
more sophistication, as one needs to identify the right shapefiles, convert
them to GeoJSON, upload them to DKAN, match the names to the correct
column in the data resource, and then start generating content. Making
data accessible via DKAN’s standard public APIs also requires more complicated efforts.
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Users with the skills to set up and manage their own web server can download the software from http://getdkan.org,
or for a version designed for international civic and governmental partners, from NDI’s GitHub repository.
NDI can also host a copy of DKAN on our DemCloud software-as-a-service (SaaS) platform, handling web server
setup, patching, configuration, and protection from denial-of-service or hacking attacks. Contact the NDItech team
if interested.

User Considerations
Management of an open data platform requires a decent understanding of data - why it matters, what to collect,
what to share, what format it should be in, and its political impact. The manager of the DKAN platform should also
understand the basics of a web content management system (CMS) like Drupal to upload, manage and organize
data sets and resources. The organization should be capable of analyzing data and framing their messages in a
larger story for maximum impact. The end user, in most cases, is the general public or an interest group who can use
the platform to catalogue and report issues.
Effective data visualization couples the science of analysis with the art
of communication. The selection of what to map or graph, and how
it’s categorized, can send radically different messages to your targeted
audiences. Technically building the visualizations is not particularly difficult, once the resources-shapefiles for maps and base resources - are
uploaded, but it does take training to understand the range of options.
DKAN is relatively straightforward to use - an administrator comfortable with CMSs should understand how to use the system in a day or
two. However, producing effective visualizations is an entire field of
study; and the basics are worth dedicated training for people new to
the topic.

Promotion and Content Sharing
If your core audience is the narrow world of open data experts, a targeted series of direct messages and introductory sessions might be sufficient. However, if your DKAN site has a wide target audience, it is important to make
sure the public knows about it. Many visualizations make for compelling social media posts; consider highlighting
interesting elements on a regular basis. If engaging on social media, consider a Facebook advertising campaign to
spread the word. Google search ads are also a powerful way to find people looking for information on particular
topics, including the parties, parliament, or political issues raised.
As journalists are often a key audience consider in-depth conversations and trainings on data-driven journalism to
assist them in understanding the platform and methodology, and sharing the content with the public.

Security Considerations

Your security needs are as serious as the privacy of the data in the site. The integrity of all the data is important one doesn’t want strangers surreptitiously changing some of the information - and so administrative accounts with
good passwords are a must.
If the information in the system is confidential - for internal analysis, perhaps - one must be sure to limit access to
private information to users who log in. Best practices in web server administration must be followed. These considerations are only a small subset of possibilities; if your program is in a sensitive security context, please engage in a
holistic risk assessment process to determine the types of threats that your participants may face.
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Considerations for Women & Marginalized Populations
As a web-based data visualization system, DKAN is excluding communities without internet and those with visual
disabilities. When using gradient maps it is particularly important to remember common problems with colorblindness. Graphs and charts can, however, be empowering for those with low literacy, as visual narratives can help in
understanding a sophisticated problem.
At the end of the day open data often involves information compiled from individual people. When posting information, one must be careful to make sure that personally identifiable information is not somehow discoverable in
the large data set; sophisticated analysis can often unmask individuals even after a purge of obvious personal data.
This is doubly true for marginalized populations; be very thoughtful about whether the information presented or
the visualizations shared could in some way be used to negatively impact those who already may be discriminated
against.

Translations
DKAN has previously been translated into several languages. As a Drupal distribution, much of the framework has
been translated into a wide array of languages already. Please discuss with the NDItech team to see if it is available
in your language of choice.

Funding Considerations
With the DemTools deployment of DKAN, the technology costs required are relatively low, but is straightforward,
programs should think through the following activities and budget appropriately for the related staff time.
Initial Deployment
• Program strategy and setup
• Data cleaning support
• Visualization design
• A targeted outreach strategy to inform key audiences of the system and how to take advantage of it
• A redesigned visual theme, if desired
• New language translations, if necessary
• Training on the Drupal Content Management System (CMS) which powers DKAN
Ongoing Care and Feeding
• Advertising campaign management
• Social media management
• Data management and updating
• Occasional generation of new visualizations

What Support Does NDItech Offer?
NDI has created user manuals to assist organizations with making use of the DKAN (in English; other translations
welcome.) The NDItech team can provide strategic advice in the design and deployment of DKAN platform in a particular political context. The team is experienced in training on best practices in data analysis and visualization, site
management, social media outreach, and advertising strategies. If desired, NDItech can offer a full range of support,
including troubleshooting, data input, and visualization setup. NDItech may also provide specific support for organizing data and creating more customized visualizations.
The DKAN DemTool is available via DemCloud, a software-as-a-service (SaaS) hosting system where NDI manages
server administration, patching, security and bug fixes.

DemTools are a set of open source, webbased software applications designed to
help NDI partners solve challenges facing
their community.

DemTools is funded by grants from the
National Endowment for Democracy and
by Amazon Web Services.

DKAN

https://dem.tools/dkan
DKAN is a comprehensive data management warehouse which can publish open data and create
compelling map and graph-based visualizations.
DKAN was created by NuCivic.

Tech Specs

Language: PHP
Database: MySQL
Web Server: Apache
CMS: Drupal
License: GPL

Distribution

GitHub: https://github.com/nditech/dkan
Drupal Install Profile: https://www.
drupal.org/project/demtools_dkan
NDI SaaS:
https://dem.tools/dkan
Amazon Web Services AMI: http://ndite.
ch/dkan_ami
NuCivic Project Home:
http://getdkan.com

DemTools Change Log
DemTools 2.0 Updates
Joint support with the White House on developing
choropleth mapping
Supported the development of D3 integration
User friendly, configurable graph generation
Custom theme for international election data
Past Use Cases
Italy, Puerto Rico, Sierra Leone, Cologne, Ukraine, the
UN, the USDA, and in a unified Ebola response.
Languages Available
DKAN has been translated into a wide array of languages. See https://localize.drupal.org/translate/
downloads?project=dkan_datastore for more information. Additional translations can be done for approximately $1500.

Issues

Participate, Engage, and Discuss.
Online video dialogue connecting citizens’
concerns with candidate positions.
Created by NDI

Powering Voter Engagement with Candidates on the Topics That Matter
In a democracy there is an expectation that voters choose their leaders based on who has the best solutions to the
most pressing issues faced by the community. Far too often, however, vague party platforms obscure the core policy
questions at play. Cleavages on religion or ethnicity can drive votes, leaving important policy considerations left by
the wayside. At the same time, political candidates are often unaware of the topics that matter most to citizens, and
are unable to clearly articulate clear positions on the relevant questions of the day in concise, media-friendly ways.
With the Issues DemTool, citizens have an opportunity to send their questions directly to the people who aspire to
lead them. They can also expect to receive direct answers in the form of short video responses designed to be easily
shared through the web or social media.
Traditionally, debates and town halls provide a forum for connecting political leaders to their constituents. In these
settings, politicians are able to highlight differences in political vision while citizens can directly ask questions to
candidates and elevate important concerns of the people. The Issues tool takes some of these core concepts and
translates them to an online environment. Although the Issues platform functions as a web site, the distributing
questions, response videos and subsequent dialogue traverse the digital spaces where people already interact—primarily via social media.

Why Would You Use Issues?
Issues is suitable for operation in a range of country contexts where internet penetration—at least among targeted
audiences—is fairly high. As most engagement on Issues will come through social media, it can be helpful to look
for vibrant political conversations on Facebook or YouTube.
The Issues tool provides a way to bypass existing media intermediaries, permitting citizens and leaders to experience
unfiltered engagement and dialogue. Direct interaction without filters can be particularly useful in places where
media is cost-prohibitive or controlled by an authoritarian regime that stifles opposition voices. As youth are more
likely to be online, and more comfortable with digital formats, Issues can be a good platform for them to engage
with the political process in a new way.
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Political Party Programs
Issues is most powerful in a context where citizens are uninformed about policy differences among parties or
campaign conversations are not focused on the topics voters are most concerned about. By training candidates on
media skills needed to present short, to-the-point messages aimed at target audiences, Issues can help prepare
candidates for TV appearances, interviews and in-person debates. Questions submitted by the citizenry also help
parties better understand the concerns of the voters.
With new and additional opportunities to engage with citizens, less prominent party figures—particularly youth and
women—may have a chance to elevate their profile through public communication while representing a wider array
of faces for the party. By working with candidates as they draft responses to citizen questions, a program incorporating the Issues DemTool can help parties evolve better defined platforms with more sharply drawn differences with
their rivals.

Civil Society Programs
Civic organizations attempting to increase voter information or elevate core messages to political leaders can use
Issues as a hook to raise important topics with candidates. In a different context, without the help of Issues, these
topics might otherwise be ignored.

Legislative Programs
Parliaments or legislatures can use the Issues DemTool as a system for constituents to ask questions to their MPs
while elected officials are able to engage directly with constituents to share their accomplishments. Issues provides
MPs with an opportunity to practice their on-camera skills and shape messages to better reach citizens.

Past Use Cases
The Issues DemTool was used in Colombia as Ciudadanía y Congresistas (Citizens and Legislators) to strengthen
political participation and constituent relations. In coordination with 14 national legislators from the three main
departments in Colombia, including Bolívar, Chocó and Nariño, NDI was able to work closely with public officials,
their staff, civic leaders and university students on how to film and upload videos to the Ciudadanía y Congresistas
platform. Citizens’ questions covered a wide range of topics, including how congresspeople are addressing disability
rights, mining projects, legislative transparency and public health issues.
In Bosnia, Issues was downloaded redeveloped by civic tech developers Dukokino as Imate Rijec (The Floor is Yours).
The Imate Rijec platform is designed to create an open forum for two-way, direct communications about some of
Bosnia’s most pressing social and political issues between citizens and politicians in real time.
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The Issues system became ePramova (eSpeech) in Belarus, where the European Humanities University used it to give
opposition political parties the opportunity to independently share their positions with fellow citizens, bypassing the
state-run media filter. ePramova has become an important clearinghouse for political discussion and serves many of
the roles of an independent media channel.
Other uses of video content have proven powerful. The Munathara Initiative (munathara.com) in Tunisia, which uses
such online videos very effectively, shows the use of online dialogue in topics such as economy, women’s participation in politics, art and culture, and religion. Another example of direct video engagement is the Women on the Rise
initiative in Burkina Faso, which documented on YouTube the story of 15 women in Burkina Faso as they struggled
to overcome cultural barriers when running for office during the 2012 Legislative and Municipal Elections. Women
from civil society in Haiti produced and circulated the video, “Elect Haitian Women,” ahead of the 2010 elections
to garner support for female candidates. Through compelling information delivered in an interesting, inspirational
format, the “Elect Haitian Women” video helped educate voters about the rising role of women in the country’s
political dialogue.

Technical Requirements
If an organization wishes to host their own version of Issues, they will need to
have experience in configuring, securing and managing a basic Linux/Apache/
MySQL/PHP server running the Drupal content management system. This is a
fairly high technical bar; organizations wishing to host on the DemCloud software-as-a-service platform—and be spared this effort—should contact the
NDItech team.
The Issues DemTool is available in a basic, standardized theme for any political
or civic group; if an organization requires a specific design, the theme can be
rebuilt in other styles. This would require custom Drupal theme development
by an experienced web designer. Additional features or improvements can be
developed with the support of additional funding.

Promotion and Content Sharing
An Issues-based site stocked with thoughtful citizen questions and well-produced videos is not impactful if citizens
cannot see them. Every candidate or MP participating in Issues should have the incentives to distribute their messages through their existing channels. Developing a promotional strategy can also serve as an opportunity to work
with candidates on effective techniques in online engagement.
The group managing the platform should consider an aggressive advertising campaign to get the word out about
the platform. Facebook, if popular in a country, can be a powerful mechanism for promoting questions, gathering
citizen queries, and sharing responses—particularly when backed by an advertising campaign. Google search advertisements also provide a highly effective way to find people looking for information on particular topics, including
the parties, parliament or issues raised.
Issues can be used in conjunction with traditional media outlets, serving as a resource for them to use pre-made
content for direct inclusion in their own segments.
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User Considerations
Running an Issues-based program is a big project, and a team must take charge of filming and editing the videos
and soliciting citizen questions. As past deployments have shown, content creation and community management is
a full-time job. Issues can be run out of an NGO’s office or a Parliament directly, but it could also be deployed and
managed by civic organizations or universities with an interest in fostering dialogue.
While the actual management of the web site is relatively easy, participating political leaders may confront challenges generating content which ideally are high-quality short videos filmed with professional equipment and experienced video editors. If the organization does not already have these skills, plan for a significant training program
and a period of guided practice.
As with any online content platform, there needs to be a continual supply of fresh, captivating posts on a regular
schedule. Otherwise, the Issues site could quickly slip into irrelevance. Administering parties must also maintain impartiality when managing the site, particularly if a civil society organization is coordinating among a range of political
factions. The core concept of Issues is citizen dialogue fostered through user-generated content for questions and
comments. In any sort of online community, someone from the managing organization will need to monitor the
conversations taking place to ensure they remain civil and do not devolve into personal attacks or hate speech. This
is a particular risk with politicians from marginalized communities, including women, who are regrettably subject to
heightened scrutiny and frequent attacks online.
Using Issues requires a genuine partnership between the organization managing the platform and the political
leaders who respond to the questions. Without enthusiastic participation from a significant number of officials or
candidates, the platform will not achieve its intended goals. These leaders’ institutions—parties or legislatures, for
example—should consider Issues as a valuable way for them to spread their message and increase their chances of
winning in the next election or with policy debates. If some parties are more avid participants, the Issues platform
could serve as a form of peer pressure for other organizations to appear responsive to their voters.
The political leaders being filmed may need to learn on-camera skills. This includes writing and rehearsing their pieces, as well as reshooting many times before getting the video right. Some leaders may be quite uncomfortable with
the format and unfamiliar with the idea of online engagement. Candidates from marginalized communities might
need additional capacity building on media strategy, communications skills and public speaking, and they may lack
the same access to resources to pursue training.
Expect considerable time working with candidates to make sure their videos have high production values that make
them look professional and accessible. If politicians are embarrassed by one of their own videos, they may never
participate in the program again.
Some basic website management training might be required for website administrators, and organizations might
have to prepare for additional content management training on any linked social media platforms.

Security Considerations
All common best practices for web server security should be followed, particularly login information for the administrative user. If Issues is being used in a political context where its content could be considered sensitive, the platform
may be at additional risk of hacking or denial-of-service attacks to suppress views unpopular with authorities. Based
on the video or dialogue, the Issues DemTool could also be susceptible to censorship and blocking of connections
to the site.
If contributing questions or participating in the site puts individuals at risk, be careful to not gather identifiable data
and avoid real names or emails that can be linked back to citizens. While unlikely, the computer IP addresses and
locations of citizens who access the site could be monitored. These considerations are only a subset of potential
dangers. If your program is in a sensitive security environment, it is necessary to engage in a holistic risk assessment
process to determine the types of threats that your participants may face.
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Considerations for Women & Marginalized Populations
As Issues is a web-based video or audio system, it is limited to those who have internet access and sufficient bandwidth for streaming media. In most countries, a large percentage of the population, particularly in rural or impoverished areas, will be entirely locked out of using Issues. Complimentary communication strategies, including radio,
may be considered to support the overall initiative. Women are also less likely to own mobile phones or have access
to the internet across nearly all regions. The digital divide is further compounded in low-income countries, where the
cost of accessing technology is a major barrier to women’s access. People with disabilities may also have difficulty
engaging with online content. It is important to make Issues-based sites as accessible as possible to people with
visual impairments.
Politicians sharing unpopular views, particularly women who may be targeted solely for participating in politics
alone, can find themselves the victims of harassment via commenting. Because of this possibility, user-generated
content must be monitored for abusive rhetoric and hate speech.
Youth, on the other hand, are disproportionately online, making a platform
like Issues a place where they may be more comfortable raising questions
important to their generation and engaging in a style with which they are
comfortable.

Translations
While the implementation of the Issues DemTool platform is straightforward,
programs should think through the following activities and budget appropriately for related staff time.
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Funding Considerations
While the implementation of the Issues DemTool platform is straightforward, programs should think through the
following activities and budget appropriately for related staff time.
Initial Deployment
• Program strategy and setup time over several weeks or months
• Building well-defined expectations with political partners who will provide content, ideally
through a formal MOU
• A targeted outreach strategy to deliver content to key audiences
• A redesigned visual theme, if desired
• New language translations, if necessary
• Camera equipment, if desired
• Training for leaders on message development and media relations
• Targeted training for candidates from marginalized communities
• Training on video design and production
• Training on the Drupal Content Management System (CMS) powering the Issues DemTool
• Training on social media outreach and communication strategies
Ongoing Support
• Community management and content moderation
• Advertising campaign management
• Social media management
• Filming and editing question responses

What Support Does NDItech Offer?
NDI has created user manuals to assist organizations in deploying and using the Issues DemTool. The NDItech team
can provide strategic advice in the design and deployment of an Issues platform in a particular political context. The
team is also experienced in site management training, as well as best practices in video production, social media
communication or advertising strategies.
For interested partners, NDI staff can assist in administering the Issues DemTool by managing video uploads, citizen
questions, content moderation, and advertising or digital outreach efforts. NDItech can provide hosting, technical
support and security for organizations through the DemCloud software-as-a-service platform.
The Issues DemTool is available via DemCloud, a software-as-a-service (SaaS) hosting system where NDI manages
server administration, patching, security and bug fixes.

DemTools are a set of open source, webbased software applications designed to
help NDI partners solve challenges facing
their community.

DemTools is funded by grants from the
National Endowment for Democracy and
by Amazon Web Services.

Issues

https://dem.tools/issues
Issues enables citizens to ask questions directly to their elected
officials who reply in short video or audio messages.
Issues was originally built by DrupalSquad for NDI.

Tech Specs

DemTools Change Log

Distribution

DemTools 2.0 Updates
Internationalization into four new languages and right to left interface
New theme to modernize the user experience and streamline content
Audio only option for low-bandwidth environments
Enhanced social media integration through Facebook, Twitter, and
Youtube
New workflow and better access controls for content and site admins

Language: PHP
Database: MySQL
Web Server: Apache
CMS: Drupal
License: GPL

NDI Hosted SaaS:
https://dem.tools/issues
GitHub: https://github.com/
nditech/issues
Drupal Installation Profile:
https://www.drupal.org/
project/demtools_issues
Amazon AMI:
https://ndite.ch/issues_ami

DemTools 1.0 Updates
Creation of Issues platform.
Integration of social media connectivity
Past Use Cases
Issues has been used in Colombia, Belarus and Bosnia.
Languages Available
Issues is currently available in English, Russian, and Spanish. Additional
translations are available for approximately $1,500.

Elections

Robust Data Collection and Analysis to
Document Political Processes
Developed by NDI and TimbaObjects

Elections Powers Data-Driven Citizen Monitoring
Elections are an essential component of a vibrant democracy, but to be credible they must legitimately represent the
will of the voters. Citizen observation groups or political parties can provide an important, independent validation
on the electoral process. Doing so effectively, however, requires rapidly collecting and managing large amounts of
information from hundreds or thousands of observers and being able to determine what the data means in a timely
way.
As a data management platform, the Elections DemTool aggregates, manages and analyzes structured data collected through text messaging, smartphone app or phone calls from trained observers across a country. With built-in
data analysis, election experts can quickly spot trends and flag potential problems while maintaining direct communication with their network of observers in the field.
While built for election monitoring, the same problems of structured data collection and analysis occur in many
important areas of international development.

Why Would You Use Elections?
NDI’s approach to election-related programs seeks to maximize the opportunities presented by elections to help
advance democratic progress. Such programs promote the integrity of electoral and political processes based on
international human-rights precepts and the practicalities of mobilizing citizen participation. NDI’s election-related
activities are tailored to the broader political process in each country to promote citizen action as voters, monitors
and candidates to achieve democratic governance, mitigate potentials for political violence and improve the lives of
the populace.
During elections, time is of the essence. The data from an election observation effort needs to be quickly collected,
verified, managed and analyzed so that the observer group can release their assessment in a timely manner. The
Elections DemTool greatly reduces the complexity of this process and facilitates the rapid collection and analysis of
the data. This allows observer groups to quickly provide key findings so that citizens know whether to have confidence in the process. The key findings also alert citizens if there have been serious problems.
The Elections DemTool is versatile, accepting submissions via SMS; ODK, a smartphone application; or manual entry
via web form. Through the use of multiple-choice or numeric answers, these forms are easy for observers to employ,

DemTools

Elections

and submissions are saved in a comprehensive message log. As the database collects the records, designated data
clerks can actively edit and review them. Polling stations can be verified by multiple observers reporting simultaneously, and the Elections tool keeps a log of all of their messages. As the data from observers flows in, this tool also
conducts logical checks to ensure consistency and validity using automatic, SMS-based messages sent to observers
that prompt them to correct errors.
When applied to election day observation or a long-term observation, the Elections tool should be deployed as part
of a comprehensive observation strategy that includes a data reporting and management plan as well as a strategic
communication plan. Combining the Elections tool with an observation strategy, in this context, ensures rigorous
standards for data collection and analysis. This type of programming should always include specialized consultation
from NDI experts on election observation methodology. If not used appropriately, incomplete or incorrect data and/
or flawed analysis could lead to misleading assessments of electoral processes—information that can help legitimize
fraudulent elections or undermine public confidence in credible elections.

Other Structured Data Analysis Programs
While Elections was designed for, well, elections, the same challenges of structured data collection to drive political
analysis and civic advocacy are useful in a wide variety of contexts. In Albania, NDI partners used similar methodology to collect information on government medical clinics. Checklist-based data collection can be used to document
other political processes, government service delivery, discrimination by marginalized groups, or other places where
hard facts can make a case for political change.

Past Use Cases
The Elections DemTool has been successfully deployed in many observation efforts. In 2014-15 alone, the Elections
tool was used to support the elections processes and strengthen civil society in Nigeria, Malawi, Zambia, Tunisia,
Tanzania, Uganda and Cote d’Ivoire.
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Technical Requirements
All observers must have access to a simple cell phone for calling in reports to a data center or texting them into
the Elections system directly. If using a smartphone-based app for data collection, observers must have access to
smartphones. Observers will need to be identified by a globally unique ID number.
If using text messages for observer data collection, the observers need a place to send their SMSs. Generally, that
destination would be defined by a short code (eg, 52011), but short codes can be expensive and may require setup
months in advance. The destination could instead be an international number
from a vendor like Clickatell, Nexmo or InfoBip; these work well, but they include
longer numbers that are difficult to memorize and may require more expensive
international text message costs. Telerivet, a powerful but inexpensive SMS gateway run off of Android smartphones, is another option. As SMS gateways are
different in every country, they will require some customized setup to connect to
the Elections DemTool; be sure to keep in mind that there will be some time or
expense involved in forming that critical connection.
For election day observations, which typically involve hundreds or thousands of
observers reporting in a very short window of time, a data center is needed. In
this center, data clerks will manage the flow of incoming reports, look for missing
and/or potentially incorrect information, and communicate with the observers to
collect and verify data. The number of clerks required depends on how many reports you expect and how much
technical automation is involved. For instance, if you are using text messages or smartphone forms, data clerks only
need to call people who are having problems or haven’t submitted data, rather than phoning observers for every
report. The data center should have robust and redundant connections to the internet. If the internet connection
stops, so does your observation effort.
When configuring the system, organizations will need a minimum of three sets of information, including:
1. The geopolitical hierarchy of the country at the levels to be monitored:
eg, Nation->State->County->Ward->Polling Station
2. A list of all locations, such as polling stations, where the organization may observe
3. A list of all observers and supervisors, with unique IDs and phone numbers, who will be participating
in the monitoring effort and the polling station to which they are assigned.
Accurate lists of observers and supervisors containing their locations and phone numbers are required, along with
the list of polling stations. Alterations of these lists after establishing the system should be avoided as much as possible; when changes to the structure occur significant work is required.
Partners using the DemCloud hosted version of Elections can employ NDI’s software-as-a-service platform to handle the tool’s setup and management. If an organization wishes to host the Elections DemTool themselves, they will
need systems administrators comfortable with Docker, Python and MongoDB.
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User Considerations
Elections is a data management tool designed to meet the needs of anyone looking to engage in an election-oriented, rigorous collection of data. Typically, a local civil society organization plays this role, but Election’s design and
function can also serve political parties interested in monitoring elections or other organizations concerned with
collecting and managing data to evaluate political processes.
The end users for the Elections DemTool comprise the core team typically housed in a data center; this team includes
the election observation managers, system administrators, data clerks and analysts. The role of observers deployed
in the field is to conduct an observation, fill out structured forms and then report the data to the data center. These
observers will need significant training to successfully collect and report the information powering the Elections
DemTool. Regardless of whether observers report data by phone, SMS or smartphone-based app, time for thorough
training and practice is required.
Data clerks will need to be trained on using the system as well. While relatively intuitive, it will take time for the users
to get up to speed. It is possible, however, to expedite the training by selecting data clerks who have some basic
familiarity using web applications (even as basic as Facebook).
Data clerks will need skills for basic computer operation and internet navigation, while analysts and managers will
need a deep understanding of the country’s electoral and political context. Analysts and managers should also have
experience with statistical analysis as well as advanced comfort using computers, the internet and the features of
the Elections tool.
When considering using the Elections tool, the group should be able to engage in rigorous data collection and
strive to adhere to best practices and standards of data collection to ensure the integrity of the monitoring process.
Adoptees ought to consult with experts in observation methodology and should be sure they’re operating in an
environment safe and conducive for conducting a thorough observation. In addition, the group should have an
organizational structure and network in place to effectively recruit, train and manage reliable election observers.

Security Considerations
The content of the Elections DemTool system can be highly sensitive, and to
protect this information, participating observer groups must develop a data security protocol. For example, a critical security consideration involves restricting
access to the analysis pages to only trusted, trained leaders and data experts.
In a hostile environment, the Elections server could face direct hacking attacks,
DDOS attempts or online censorship. If hosted on DemClould, NDI will mitigate
those threats as much as possible. Data collection flows can also be blocked
in several ways. For example, SMS short codes or even entire networks can be
shut down, and mobile data used by smartphones could be cut. It is theoretically possible for bogus data to be inserted into the system. In any case, the web
server must follow all standard systems administration best practices. These
considerations are only some of the possible dangers; if your program is in a
sensitive security context, please engage in a holistic risk assessment process to
determine the types of threats that your participants may face.
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Considerations for Women & Marginalized Populations
Access to the Elections tool may be difficult for persons with visual disabilities. Observers must be literate and have
access to phones. Data clerks must be literate as well, and they need to be comfortable working with computers.
Areas of the country with limited mobile data access and phone service will be more difficult to report from. In these
locations, observers may need to move to a location with better service and/or a landline at the end of the day to
submit their reports, or supervisors may collect the observer’s paper forms and report them from better-connected
locations.

Translations
Elections is currently available in Arabic, French, Russian, Azeri and Spanish;
training documents and user manuals are available in English. All components of the tool can be translated into additional languages as needed with
modest funding support. The tool will undergo continual maintenance and
further development, and customization is available based on new feature
requests or unusual country contexts.
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Funding Considerations
When using the Elections DemTool itself, you should budget staff time for the technical implementation, training and
consultation as well as the time required for election management. If you need to customize your version, translate
it, or make it available to partners beyond the length of the program, there are additional costs.
Design and Deployment
• New language translations, if necessary
• Development of any new features required
• Training on use of the system for all relevant organizational staff
• Advanced training on managing and maintaining the system
• Connection to an SMS provider
• Data collection costs including text messaging fees
• Creation and uploading of location information (geographies, polling stations, and such)
Ongoing Support
• Staff time for ongoing data management
• Creation and uploading of participant lists
• Creation and updating of checklist and incident forms

What Support Does NDItech Offer?
NDI has created user manuals to assist organizations in deploying and using the Elections DemTool. NDI’s Elections
team are the premier experts on the field of systematic political process monitoring, and should be consulted in
advance of using the system. The NDItech team can provide pragmatic advice on the data collection mechanisms,
internet connectivity, connecting to SMS, and such. NDItech can provide hosting, technical support and security for
organizations through the DemCloud software-as-a-service platform.

DemTools are a set of open source, webbased software applications designed to
help NDI partners solve challenges facing
their community.

DemTools is funded by grants from the
National Endowment for Democracy and
by Amazon Web Services.

Elections

https://dem.tools/elections
The Elections DemTool is a powerful system for compiling, managing, and
analyzing citizen reports from an election monitoring mission.
Originally developed by TimbaObjects for NDI.

Tech Specs

DemTools Change Log

Distribution

DemTools 2.0 Updates
Integration with ODK Collect for information collection via
smartphone
Inclusion of logical checks to flag and verify data submissions
Addition of dynamic charts for analyzing the frequency of observer messages
Simultaneous data reporting to different events
Built-in graphical interface for building observation forms

Language: Python
Database: MongoDB
CMS: None
Web Server: NGINX
License: GPL

GitHub: https://github.com/
nditech/elections
Docker Image: https://hub.
docker.com/r/nditech/elections
NDI Hosted SaaS: https://dem.
tools/elections
Amazon AMI: http://ndite.ch/
elections_ami

Past Use Cases
Malawi, Tunisia, Nigeria, Zambia, Azerbaijan, Zimbabwe,
Cote d’Ivoire, Uganda, Tanzania
Languages Available
Currently available in English, French, Arabic, Russian, and Azeri.
Additional language translations are available for approximately
$1,000.

Petitions

Propose, Promote and Improve: Citizens
Create and Endorse Petitions to Drive
Political Change

Power Citizen Input and Transparency in Policymaking
Propose, Promote and Improve government policies with Petitions, an online platform where citizens can easily publish their ideas for change, share them with their community, and gather signatures for the issues they care about.
Petitions also educates citizens on how government policy works and how citizens can participate. Public officials
can see open petitions and respond at any time, engaging citizens throughout the policymaking process. The first
article of the Bill of Rights in the US Constitution ends with the ability of the people “to petition the government
for a redress of grievances”; citizens petitioning their governments has been a tradition since ancient China and
Egypt. With the Petitions DemTool, any government agency can bring this building block of democracy into the
modern era.
Petitions is based on We the People, a creation of the White House Office of Science and Technology. We the People
has been used by over 19 million Americans, triggering official government responses on many serious issues and
a few fun ones.
Petitions provides an easy-to-use channel for citizen ideas and government responses. Individuals can submit their
ideas for critical issues that need to be addressed; their fellow citizens can formally sign the petition to endorse
the issues which they support. Once the number of signers crosses a predetermined threshold, the government or
managing organization is obligated to either adopt the proposal or provide a substantive response as to why not.
Not only can Petitions drive citizen engagement and provide policymakers with views into what people’s concerns
are - it gives the people a view into the governmental policymaking process. When appropriately implemented,
Petitions will provide transparency into political processes and help citizens learn about the individuals and groups
who deliberate and decide on governmental directions.

Why Would You Use Petitions?
Government Bodies
Government organizations - whether executive or legislative, at the national, provincial or local level - can benefit
from citizens organizing and advocating around priority issues. If a government organization has the desire to better learn what citizens want, the will to push popular ideas, and the power to force other parts of the bureaucracy
to implement change, Petitions can be a powerful tool to increase public trust in institutions and promote citizen
understanding of government processes. Because of these dependencies, the Petitions tool thrives under conditions
where leaders are motivated to connect with constituents. The governing body should also be capable of promoting
the tool and adjusting its use according to local needs. Using the Petitions DemTool would not be recommended in a
repressive or authoritarian environment. If the administrative powers do not act on petitions and provide thoughtful
responses, citizen disillusionment with government is likely to be made worse, not better.
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Civic Organizations
A civic group focused on putting ideas into practice in government can use Petitions as a way to collect citizen priorities and, using data on signatories, to pressure institutions to be more responsive to popular will. Change.org is
a common example in the United States; by channeling hundreds of thousands of signatures to citizen causes, they
have been able to push some important policy changes with governments, corporations, and other entities. To be
effective and prevent increasing disaffection with political leaders, in most cases it would be important that the civic
group has a strong partnership with government entities and a plausible avenue to actually make change happen.
As has been seen in the United States, users of the platform will not necessarily support petitions that are representative of the majority of citizens; petitions tend to measure depth of enthusiasm rather than breadth of support.

Past Use Cases

The White House’s We the People platform has served over 19 million Americans and led to policy changes on issues
such as the FCC voting in strong favor of net neutrality, greater emphasis on body-worn cameras for police, and
government inquiries into the banning of LGBTI conversion therapy, among others. We the People has also created
a community of concerned citizens and cultivated an unprecedented sense of openness and engagement with the
administration. Another system based on We the People has been deployed in the nation of Georgia. Change.org, a
system aimed at presenting citizen concerns to the government, has proven to be a tremendously powerful, popular
petitions platform with over 100 million global users.

Technical Requirements
There is little technical expertise required to manage the platform beyond
the basics of running content management systems; Petitions uses the
Drupal CMS. Users with the skills to set up and manage their own web
server can download the software from http://github.com/nditech/petitions. NDI can also host a copy of Petitions on our DemCloud softwareas-a-service (SaaS) platform, handling web server setup, patching, configuration, and protection from denial-of-service or hacking attacks. Contact
the NDItech team if interested.
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User Considerations
While Petitions users do not need to be technical experts, they should be comfortable with content management
systems like WordPress or Drupal. For a computer-savvy individual, training on management of Petitions shouldn’t
take more than a day. As a community platform, Petitions requires someone to devote a fair amount of time to
manage the system. In many cases, this can be a full-time job, managing users, looking for abuse or spam, and
monitoring the deadlines and flow of petitions. The community manager should ensure that responses - including
updates with “we’re looking into it” - are regularly sent to the petitioners and their supporters.
From within governments, dedicated individuals will be required to route petitions to the right decision-makers,
hassle them for responses, and record and document the processes. These people will need a basic understanding
of how to manage and update the individual petitions. More importantly, they must be committed to the success of
the whole endeavor. Without people pushing internally and externally, it is unlikely that change will happen.

Promotion and Content Sharing
People don’t use a site if they don’t know it exists. Getting the word out
about any Petitions platform is a critical activity and should be planned
and budgeted accordingly. Without heavy participation at the beginning, the system may look like a ghost town, which would further depress future engagement. Those supporting the Petitions tool should
consider an advertising campaign to foster action. While the system
may be on the web, consider advertising on radio, TV, outdoor media,
and other places that will alert a wider array of citizens and hopefully
attract a more representative set of petitioners. Google and Facebook
ads are often effective in catching people already online. Government entities have their own ways of reaching citizens; whether via
direct mail or other outreach mechanisms, government outreach plans
should emphasize a widespread, coordinated push to attract attention.
Journalists can be some of the most important consumers of information from Petitions. By watching what people submit and writing up
stories on their policy requests, media outlets will spread information
about the platform and individual petitions, fueling a virtuous circle of
participation.

Security Considerations
Petitions are, by nature, public documents with lists of endorsing citizens publicly shared. By default, Petitions
collects voluntarily provided, unverified information from each user who submits a petition. This information can
include their name and location. If considering Petitions for an environment where such citizen activism could cause
trouble for the participants, it might not be a good fit for the local context. That said, the email addresses of contributors are sensitive, and there may be outside forces who would be interested in getting detailed information on
who contributed and when. If the platform is being managed by a civic group with an adversarial relationship with
the government, the calculations are considerably more serious. In any case, individuals or groups who feel their
interests could be threatened by specific petitions may have the incentive to hack the site or simply try and knock it
down through a denial-of-service attack.
Data integrity is also quite important; it would be a severe problem if all the citizens who signed a particular petition
were simply flushed from the system or endorsements were manipulated. Administrators should be watchful of such
abuse.
The easiest and most common form of attack on the system would be attempts to steal the login of administrator
accounts. It is critical that those managing the system use secure, hard-to-guess passwords and only access the
system from computers they trust are free from malware.
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Considerations for Women & Marginalized Populations
As Petitions is online, it is limited to those who have internet access. In most countries, a large percentage of the
population, particularly in rural or impoverished areas, will be entirely left out. Complimentary communication strategies for gathering citizen petitions, including radio, tv, and in-person drives, may be considered to support the
goals of the wider initiative. Women are also less likely to have access to the internet across most regions. The digital
divide is even further compounded in low-income countries, where the cost of technology is a major barrier to access. People with disabilities may also have difficulty engaging with online content.
On the other hand, youth are disproportionately online and comfortable with web
communications, making a platform like Petitions a place where they may be interested in organizing and advocating on issues important to their generation.

Translations
Petitions supports multiple languages, and it is currently available in English, French,
Arabic, Spanish and Russian. Additional language translations can be done relatively
quickly and inexpensively. If you are interested in adapting Petitions to your language, please contact the NDItech team.

Funding Considerations
When using the Petitions DemTool, you should budget staff time for technical implementation, training and consultation, and advertising, as well as the time required for ongoing platform management. If you need to customize or
translate Petitions, there will be additional costs.
Initial Deployment
• New language translations, if necessary
• Development of any new features required
• Training on use of the system for all relevant organizational staff
• Advanced training on managing and maintaining the system
• Program strategy and setup time over several weeks or months
• Building well-defined expectations with political partners who will engage
with petitions, ideally through a formal MOU
• A targeted outreach strategy to promote Petitions to the citizenry
• A redesigned visual theme, if desired
Ongoing Care and Feeding
• Staff time for community interaction and management
• Staff time for ongoing petition management within government
• Advertising campaign management
• Social media management

What Support Does NDItech Offer?
NDI has created user manuals to assist organizations in deploying and using the Petitions DemTool. The NDItech
team can provide strategic advice in the design and deployment of the Petitions platform in a particular political
context. The team is also experienced in site management training, as well as best practices in strategic communications, social media communication or advertising strategies.
For interested partners, NDI staff can assist in administering the Petitions DemTool through content moderation as
well as advertising or digital outreach efforts. NDItech can provide hosting, technical support and security for organizations through the DemCloud software-as-a-service platform.
DemTools are a set of open source, webbased software applications designed to
help NDI partners solve challenges facing
their community.

DemTools is funded by grants from the
National Endowment for Democracy and
by Amazon Web Services.

Petitions

https://dem.tools/petitions
Petitions is a system for citizens to create and sign on to petitions to their leaders.
Petitions was originally created by the U.S. Office of Science and Technology Policy
under the name We the People.

Tech Specs

Language: PHP
Database: MySQL
Web Server: Apache
CMS: Drupal
License: GPL

Distribution

NDI Hosted SaaS:
https://dem.tools/petitions
GitHub: https://github.com/nditech/petitions
Drupal Installation Profile:
https://www.drupal.org/project/
demtools_petitions
Amazon AMI:
http://ndite.ch/petitionsi_ami
US OSTP project home: https://
github.com/WhiteHouse/petitions

DemTools Change Log
DemTools 2.0 Updates
Internationalization into four new languages and right to left
interface for Arabic
New, globally accessible theme and workflow for multinational
deployment
Mobile and tablet responsive design
Picture upload functionality added and enhanced integration
with social media
Past Use Cases
Used in the United States as We the People, the official federal
online petitions platform, and in the nation of Georgia as the
iChange platform.
Languages Available
Available in English, Arabic, Russian, French, and Spanish. Additional translations could be commissioned for approximately
$1,500.
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Otten were the inspiration behind scaling Civi to hundreds of concurrent users.
Additionally, developers Andrew Hunt from AGH Strategies, the crew at Ginkgo
Street Labs, and Mathieu Lutfy were central to NDI’s customization and internationalization of the tool. Many thanks to pilot users, Civi enthusiasts, and
thought leaders from PeaceTech Labs, Tim Receveur, Yevhen Barshchevskyi,
NDI-Ukraine, Arabic Publication Center, Nicole Rowsell, Nour El-Assaad, David
Hunter, Michael Murphy, David Kuennen, Aaron Azelton, and Nicholas Benson.
We’d like to share additional thanks to the Aegir community, particularly Joseph
Leon, Guillaume Boudrias, and the godfather of Aegir Christopher Gervais.

A special thanks to NDI staff members Irene Estefania, Maria Vallenilla, Javier Monterroso, Claire Williams, and Ragdan Orsud for their gracious help with providing translations and testing the international versions of the DemTools. Layla Moughari and Lauren Kitz provided tremendously useful feedback in
making sure that DemTools documentation was written in an inclusive way considering women, people
with disabilities, and marginalized communities. Special thanks for Rebekah Sipe who designed this
beautiful booklet and many other DemTools materials.
Finally, a huge thanks to the families and friends of the NDItech team, who have put up with a lot of
long hours and missed weekends as we have thrown ourselves, startup-style, into the launch of
DemTools 2.0.
With heartfelt gratitude,

The NDItech Team

Democratic activists and human rights organizers aren’t computer geeks.
And now they don’t have to be.
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