To: U.S. House of Representatives and U.S. Senate
Date: December 12, 2023
Dear Representatives and Senators:

The undersigned civil liberties, civil rights, government accountability, and privacy organizations
strongly oppose any efforts to reauthorize Section 702 of the Foreign Intelligence Surveillance
Act (FISA) without an overhaul of privacy protections for people in the United States. We
therefore urge opposition to the House and Senate Intelligence Committees’ FISA Reform
and Reauthorization Act (S.3351/H.R. 6611), and support for the Protect Liberty and End
Warrantless Surveillance Act (H.R.6570) and the Government Surveillance Reform Act
(S.3234). Considering the threat to Americans’ privacy posed by the FISA Reform and
Reauthorization Act, we further urge Congressional leadership to only bring legislation passed
by the House Committee on the Judiciary to the floor.

As you’re aware, Section 702 is an extremely controversial warrantless surveillance authority
that is set to expire at the end of the year, but which will continue to operate in practice into
2024 under already issued orders, as government officials have recognized for many years.’
Government agencies themselves admit that Section 702 surveillance has been abused to
unlawfully conduct backdoor searches for information about countless Americans, including?:

e Two members of Congress, a local political party, journalists, and 19,000 political donors

e Tens of thousands of protestors from both the right and left, including “civil unrest”

related to the murder of George Floyd and January 6
e Two people based on their perceived ethnic background

Other known misuses of Section 702 information further include NSA agents’ searches for the
communications of online dating prospects and an FBI agent’s deliberate mislabeling of queries
aimed at places of worship inside the United States, apparently in an effort to avoid privacy
protections and oversight.® In contrast with FBI claims that internal reforms can or have solved
these abuses, the April 2023 FISA Court opinion confirms that the abuses are continuing,
including recent searches for the communications of a U.S. Senator, a state senator, and a state
court judge who reported civil rights violations to the FBI. The government’s numbers indicate
that there will be many thousands of violations each year going forward.*

' https://www.nytimes.com/2023/11/16/us/politics/fisa-surveillance-law-expiration-congress.html,
https://www.nytimes.com/2017/12/06/us/politics/warrantless-surveillance-legislation-section-702.html

2 https://www.brennancenter.org/our-work/research-reports/fisa-section-702-civil-rights-abuses

3
https://www.intelligence.gov/assets/documents/702%20Documents/declassified/21/2021_FISC_Certificati
on_Opinion.pdfffpage=48

4

https://www.justsecurity.org/90230/the-year-of-section-702-reform-part-v-the-hpsci-majority-fisa-working-g
roup-report/



The Protect Liberty and End Warrantless Surveillance Act is a serious and significant
reform bill. It would require the government to obtain a warrant before searching Section
702-acquired data for Americans’ communications, with commonsense exceptions for
emergencies, consent, and certain queries relating to cybersecurity. It would also meaningfully
address related surveillance practices, such as agencies’ exploitation of the data broker
loophole to evade legal privacy protections by purchasing sensitive information about
Americans that would otherwise require a court order. And it would include important and badly
needed reforms to the FISA Court.

The Intelligence Committees’ legislation, however, amounts to fake reform that would in
fact serve to expand surveillance of people in the United States in several alarming ways,
including by expanding definitions of key terms in ways that permit more surveillance, allowing
completely suspicionless searches for the communications of immigrants lawfully inside the
United States, and reviving provisions of the PATRIOT Act that expired years ago.® Despite
claims to the contrary, it entirely fails to address alarming threats to civil rights: the bill’s
“evidence-of-a-crime-only” warrant requirement (i.e., a warrant requirement that does not apply
when the government seeks foreign intelligence) would apply to such a tiny fraction of backdoor
searches that it would be completely meaningless. Last year, of the more than 200,000
backdoor searches intelligence agencies performed, there were only 16 cases in which the FBI
accessed evidence using searches that did not purport to seek foreign intelligence.® The most
egregious abuses of backdoor searches have involved purported efforts to find foreign
intelligence. In short, the intelligence committee bills actually do more to expand surveillance
than to rein it in.

Section 702 must not be reauthorized without substantial reform to rein in warrantless
surveillance of Americans. We oppose the Intelligence Committees’ legislation reauthorizing
Section 702, and urge you only to advance legislation that has been marked up by the House
Committee on the Judiciary.

Sincerely,
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