June 21, 2023

Federal Trade Commission
600 Pennsylvania Avenue NW
Washington, DC 20580

Comment submitted electronically via https://www.regulations.gov

Re: Solicitation for Public Comments on the Business Practices of Cloud Computing
Providers, Document ID FTC-2023-0028-0001

Dear Commissioners:

The undersigned civil society organizations are writing in response to the Federal Trade
Commission's Solicitation for Public Comments on the Business Practices of Cloud Computing
Providers.t

We write to convey our concerns about the unchecked consolidation of power over cloud
computing infrastructure by a few corporations. In this response, we focus on the unfair business
practices used by the most dominant cloud computing vendor—Amazon's subsidiary Amazon
Web Services (AWS)—and the harmful implications for innovators, entrepreneurs, consumers,
and our public services that rely on cloud computing. We urge the FTC to use its extensive legal
authorities to rein in Amazon's abuses of power, starting with legal action against AWS and new
regulations to ensure fairness and good governance in the cloud computing industry.

Cloud computing, which refers to the on-demand provision of various information technology
(IT) services through the internet,? is central to the modern global economy and one of the most
lucrative segments in the technology sector. From e-commerce retailers and social media
platforms to streaming-on-demand-video and office software suites, digital markets increasingly
rely on third-party cloud services to store, process, analyze, and deliver vast amounts of data.’

! Federal Trade Comm'n, FTC Seeks Comment on Business Practices of Cloud Computing Providers that Could
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amazons-most-profitable-segment-is/. As another example, in one company's survey that targeted nearly 2,800
professionals in security and IT management in 17 countries, 30% of respondents stated that 41-60% of their data is
stored in the external cloud and 22% indicated more than 60% is stored there. 2022 Thales Data Threat Report (Feb.
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Public agencies are also increasingly dependent on cloud services; the largest cloud provider,
Amazon Web Services, touts that more than 7,500 government agencies use it.*

Cloud computing is also fueling breakthroughs in artificial intelligence technologies that require
enormous computational power and data storage,® such as the generative online Al bots that are
widely sparking awe and unease over their potentially transformative impacts across society.® In
other words, the cloud is playing a crucial infrastructure role in the development of Al. Thus, the
ability of corporations in the cloud market to concentrate control, deploy unfair tactics, engage in
self-preferencing and other manipulative conduct, and take other exploitative actions contrary to
the public interest has far reaching consequences for the future of technology.

A common thread among this diverse array of cloud users is that they are meeting their IT needs
through external firms possessing the massive capital required to build and maintain the physical
and virtual infrastructure for cloud services. However, these users have few choices when
selecting a provider, and as a result, little ability to negotiate terms or make choices that
prioritize clean energy, interoperability, security, or a company's human rights record, for
example. Barriers to entry into the cloud computing market are quite high”: few companies have
the resources to construct data centers and then pay their ongoing operating expenses like high
energy bills, purchase or lease the underlying land, navigate regulatory approvals and obtain
legal permits, hire and train cadres of IT professionals, and so forth. The companies that possess
the means are giant technology incumbents—which subsequently profit from early-mover
benefits and network effects as more and more users and developers use them and become
locked-into their cloud services, while prospective competitors struggle to gain traction.

Notably, the cloud market in the U.S. has consolidated to just three companies: Amazon's
subsidiary AWS, Microsoft Azure, and Google Cloud Platform.® Among them, AWS is by far
the most dominant, controlling as much as 45 percent of the market according to some
estimates®—more than those of its next two competitors, Microsoft and Google, combined. For
Amazon, cloud computing is its most lucrative arm; it is so profitable that in 2021, AWS
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accounted for 13 percent of Amazon's overall revenue but generated 74 percent of Amazon's
total operating profits, or $18.5 billion.°

It is this backdrop against which we must evaluate the anticompetitive practices that Amazon
leverages to further grow its dominance in cloud computing—as well as other areas in which
Amazon and its other subsidiaries are market participants. The business tactics that we urge the
FTC to investigate and remedy include high vendor switching costs that lead to data lock-in, self-
preferencing, and use of commercial metrics and customer meta-data to obtain uniquely valuable
insights into other market participants.

In particular, we ask the FTC to examine reported complaints about the unfair ways in which
AWS operates, including AWS's self-serving positioning of its own services in the AWS
Management Console ahead of competing third-party services,'! a lack of interoperability
standards for cloud providers, and AWS's reliance on multi-year long-term contracts and egress
fees to raise the costs and hassle of switching cloud providers.'? Examples of direct and indirect
egress costs include higher charges for AWS clients to extract their data for transfer compared to
the extreme ease and convenience of importing it into AWS's cloud. Thus the time, expense, and
technical expertise demanded by a change in cloud providers can be daunting, even for large
firms. As one technology CEO put it, "When you check in to the public cloud, it is like checking
in to Hotel California: You check in and never check out, because that cost is ginormous."?

The ways in which Amazon reportedly exploits the troves of commercial and client data
available to AWS, in order to gain unfair advantages over its own cloud customers and to squash
the competition, are ripe for FTC investigation and action as well. The AWS data at Amazon's
disposal need not be other companies' proprietary data to be valuable; the wealth of data at high
risk of abuse and exploitation includes metrics information about customers' usage of AWS,
such as changes in public demand for storage and computing services, rate of requests to specific
databases, the size of databases, and types of requests.

For instance, Netflix and Disney+ are AWS customers, as many members of the public were
reminded when large-scale AWS outages disrupted their streaming access.** Aside from the
obvious systemic risks when consolidation in cloud computing leads to single points of failure,
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https://www.visualcapitalist.com/aws-powering-the-internet-and-amazons-profits/; Justin Pope, AWS Chief Says
Amazon's Most Profitable Segment Is Just Getting Started, The Motley Fool (July 7, 2022),
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AWS's dominance means that Amazon is also amassing unparalleled levels of sensitive data and
metrics about streaming-on-demand-video competitors' performance and popularity among
users. That kind of information would be irresistible to Amazon when making decisions about
rival Amazon Prime Video offerings. Furthermore, any Amazon corporate policy supposedly
prohibiting its executives from using internal AWS data and metrics to promote Amazon's other
products and lines of business should be considered in light of press investigations®® and
associated congressional inquiries'® reporting that Amazon exploited non-public data of third-
party sellers, in violation of its formal policy, to rig its e-commerce platform in favor of
Amazon's private label.

Known examples abound of Amazon reportedly cross-leveraging its AWS segment to dominate
other spaces, from mergers and acquisitions to Amazon's private label product launches against
competing retailers. These examples include:

e AWS's recent announcement of its new Bedrock cloud marketplace that will host Al
models,!” including AWS's own Titan Al models—which raises self-preferencing
concerns as well as bundling and tying concerns;

e Inabid to build a "digital front door" to health care,’® Amazon's recent acquisition of
One Medical, which offers virtual and in-person clinical services as well as electronic
health record software used by clinicians that uses AWS infrastructure!®*—a rich source
of sensitive medical data?® that Amazon could also exploit to train its own Al models;

e Amazon's exploitation of AWS data to build its digital advertising business?!;
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Journal (Apr. 23, 2020), https://www.wsj.com/articles/amazon-scooped-up-data-from-its-own-sellers-to-launch-
competing-products-11587650015; Aditya Kalra and Steve Stecklow, Amazon copied products and rigged search
results to promote its own brands, documents show, Reuters (Oct. 13, 2021),
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e Press reports that AWS enables Amazon to make early assessments of start-up businesses
and then decide which of them to acquire or invest in based on their usage of AWS
services—information that is not available to venture capital firms and other investment
companies??;

e Amazon's $350 million acquisition of a small company developing specialized chips for
cloud computing, in 2016, ensuring that competitors would not have access to the
company's innovative chip technology?; and

e Press reports of "strip-mining" where Amazon uses clients' AWS performance to identify
which to co-opt, such as the Elasticsearch tool?* that Amazon copied as Amazon Elastic
and the MongoDB tool?® that Amazon imitated in its DocumentDB tool. As one industry
leader explained,?® AWS "hijacks open source APIs and places them on top of its own
proprietary solutions, siphoning off customers from the open source project"—which also
further ties those customers to AWS's infrastructure and discourages innovators from
contributing open source applications.?’

Far from being merely a cloud infrastructure company, AWS operates across multiple layers and
faces strong incentives to self-preference Amazon services across all of them. And Amazon is
counting on AWS's monopolistic dominance in cloud computing—and its unabashed eagerness
to cross-leverage its power in this and other markets to dominate new ones—to make these
exploitative strategies even more successful.

That dominance must not be allowed to persist and grow unchecked, especially given the stakes
for the future of cloud computing and therefore all the other industries that rely on it. We
appreciate the FTC's attention to these emerging issues and now call on the agency to take
regulatory and enforcement actions in response. In addition to investigating Amazon's abuses of
power, the FTC should champion an approach that prioritizes: deconcentrating the cloud
computing sector; addressing unfair practices that a few powerful cloud providers are employing
to the detriment of consumers, innovators, entrepreneurs, and the public; and ensuring we have
cloud computing infrastructure that facilitates innovation and serves the public interest.
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Thank you for considering our views. We look forward to offering our assistance and
collaborating with you as you further engage in this important work.

Sincerely,

Athena Coalition

American Economic Liberties Project
Center for Digital Democracy
Demand Progress Education Fund
Economic Security Project

Good Jobs First

Institute for Local Self-Reliance
Liberation in a Generation

Main Street Alliance

NextGen Competition

Open Markets Institute

Public Citizen

The Revolving Door Project



