
,
£ Zz %
uA
fom UNITED STATES CAPITOL POLICE
Sue WASHINGTON, DC 20510

INSPECTOR GENERAL March 31, 202

MEMORANDUM

TO: ‘Yogananda D. Pittman
ActingChiefof Police

FROM: Michael A.Boltorr™=%--22mm |
Inspector General

SUBJECT: Reviewofthe Events SurroundingtheJanuary 6, 2021, Takeoverofthe U.S.
Capitol Flash Report: CivilDisturbance Uni and Intelligence
(Investigative Number 2021-1-0003-B)

The subject report is attached for your review and action.

Please provide your response to the report and information on actions taken or planned
on each of the recommendations directed within 45 daysofthe dateof this memorandum.
‘Actions taken or planned are subject to OIG follow-up and reporiing in accordance with
the attached resolution procedures.

1 would like to express my appreciation for the cooperation and assistance provided by
'USCPstaffduring this effort. Ifyou have any questions, regarding this report, please:
call me at (202) 593-4800.

Attachments:

1. Report Number: 2021-1-0003-B
2. OIG Resolution Procedures

ce: Ms. Salley Wood, Acting ChiefofStaff
Assistant Chief Chad Thomas, Uniformed Operations
Acting AssistantChief Sean Gallagher, Protective and Intelligence Operations
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a UNITED STATES CAPITOL POLICE
WASHINGTON, 0G 20510

OFFICEOFINSPECTORGENERAL

AUDITRESOLUTIONPROCESSANDTERMINOLOGY

ManagementDecision occurs when:

«the office assignedactionfora recommendation informs OIG that itconeurs with
the recommendation;

© the office assigned action ora recommendation informs OIG thatitdisagrees
withtherecommendationinwholeofinpat, andOIGaccepts the supportor
basis for disagreement and informs the office that implementation in whole or in
partis not required; or

«disagreement between the designated actionoffice and OIG on compliance with
the recommendation has been resolved by the impasse official (ChiefofPoliceor
designee).

Final Action occurs asfollows:

=Thedesignaled action officehasconcurredin arecommendationandhas
presented satisfactory evidence tha it has implemented the recommendation or
has completed an altemalive measure that meets the intentofthe
recommendation.

«Thedesignated actionofficedisagreeswith therecommendationandOIG accepis:
the basi fordisagreement and informs the action office thafurther action on
the recommendation is not required (closed, acceptable noncompliance).

© The designated action office disagreeswithpartofthe recommendation, OIG
‘acceptsthebasisfordisagreement, andtheactionoffice presentssatisfaciory
evidence thatthe remainderoftherecommendationhasbeenimplemented.

*Theimpasseofficialhas instructed:theactionoffceto comply, andtheoffice
presents satisfactory evidenceofcompliance; or has informed OIG that the

Departmentdisagzeeswiththe recommendationandthatcomplianceval not
occur,

Recommendation Tracking Terminology:

Recommendations are considered unresolved, resolved, or closed. Eachofthese
categories is defined below.
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‘Unresolved - A recommendation is considered unresolved whenthedesignatedaction office has:

«not respondedtotherecommendationorfailedtoobtainclearanceofits
response by the offices identified by OIG as participants in thecompliance
process;

«failed to address the recommendation in a manner satisfactory to OIG; or
«indicated ts disagreement with the recommendation in whole orinpar, and

an impasse decision has notbeenissued.

Resolved, pendingfurtheraction - A recommendation is considered resolved when
the:

designated action office agrees with the recommendation but has notpresentedsatisfactorydocumentation tha i has implemented the
recommendationorsomeotheracceptablecourseof actionthatsatisfiesthe
intel of the recommendation;

«action officeinforms OIGthat tdisagreeswithallorpartof the
recommendation and OIGagreestoacceptpartial compliance or
noncompliance; or

«impasse processhas led10a positiveornegativefinalmanagementdecision.
Closed- A recommendationis closed whens:

* OIG acknowledges that the designated action office has provided satisfactory
evidencethattherecommendationhasbeenimplemented;

* OIGacknowledges 1theactionoffice that analtemativecourseofaction to that
proposed in the recommendation will satisfy theintentofthe recommendation,
andsatisfactoryevidenceshowingthealtemativeactionhasbeen completedis
provided to OIG;

© OIG agreesthatpartialimplementationisacceptable andhasbeencompletedor
that noncompliance is acceptable;



The IG Actdefinesthe term “questioned cost”as &cost thatis questionedby OIG
because of:

* enalleged violation ofa provisionofaw, regulation, contract, or other agreement
ordocumentgoverningtheexpenditureoffunds;

© afinding thal,atthe timeof the audi, such cost is not supported by adequate
documentation; or

* a findingthat the expenditureoffunds forthe intendedpurposeisunnecessaryor
unreasonable.

The IGActdefinesthe term “recommendation thatfdsbeput obette use” as funds
thatcouldbeusedmore efficiently ifmanagementtookactions fo implementandcomplete the recommendations, including:

«reductions in outlays;

© deobligaton of funds from programsor operations;
«withdrawal ofintrest subsidy costs on loanso loan guarantees, insurance, or

‘bonds;

«costs not incurred by implementing recommendedimprovementsrelated to
‘Deparment operations ora contractor grant;

«avoidanceof unnecessaryexpenditures noted in pre-awerd reviewsofcontracts or
agreements; or

= any other savings thatare specifically identified.
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PREFACE 
 

The Office of Inspector General (OIG) prepared this report pursuant to the Inspector 
General Act of 1978, as amended.  It is one of a series of audits, reviews, and 
investigative and special reports OIG prepares periodically as part of its oversight 
responsibility with respect to the United States Capitol Police (USCP) to identify and 
prevent fraud, waste, abuse, and mismanagement. 
 
This report is the result of an assessment of the strengths and weaknesses of the office 
or function under review.  Our work was based on interviews with employees and 
officials of relevant agencies and institutions, direct observation, and a review of 
applicable documents.  
  
We developed our recommendations based on the best knowledge available to OIG. 
Because this is a flash report, we did not discuss the draft findings with those 
responsible for implementation.  It is my hope that the recommendations will result 
in more effective, efficient, and/or economical operations. 
 
I express my appreciation to those contributing to the preparation of this report. 

 
 

 
 

Michael A. Bolton 
                                                                  Inspector General 

UNITED STATES CAPITOL POLICE 
WASHINGTON, DC 20003  
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_______________________________________________________________________ 
 

EXECUTIVE SUMMARY 
_______________________________________________________________________ 
 
On January 6, 2021, a physical breach of U.S. Capitol Building security occurred during a Joint 
Session of Congress to certify the Electoral College vote.  See Appendix A for the United States 
Capitol Police’s (USCP or Department) official timeline of events leading up to and during the 
physical security breach.  
 
In accordance with our statutory authority Public Law (P.L.) 109-55, the USCP Office of 
Inspector General (OIG) began a review of the events surrounding the takeover of the U.S. 
Capitol on January 6, 2021.  Our objectives for this review were to determine if the Department 
(1) established adequate measures for ensuring the safety and security of the Capitol Complex as 
well as Members of Congress, (2) established adequate internal controls and processes for 
ensuring compliance with Department policies, and (3) complied with applicable policies and 
procedures as well as applicable laws and regulations.  The scope included controls, processes, 
and operations surrounding the security measures prior to the planned demonstrations and 
response during the takeover of the Capitol building.  
 
We produced this flash report to communicate deficiencies with the Department’s Civil 
Disturbance Unit (CDU) and intelligence operations.  As part of our on-going work, OIG also 
conducted a follow-up analysis of the Department’s implementation of recommendations 
contained in Follow-up Analysis of the United States Capitol Police Intelligence Analysis 
Division, Investigative Number 2018-I-0008, dated March 2019, to confirm the Department took 
the corrective actions in implementing the recommendations.  
 
USCP did not have adequate policies and procedures for CDU defining its responsibilities, 
duties, composition, equipment, and training.   CDU was operating at a decreased level of 
readiness as a result of a lack of standards for equipment, deficiencies noted from the events of 
January 6, 2021, a lapse in certain certifications, an inaccurate CDU roster, staffing concerns for 
the unit, quarterly audits that were not performed, and property inventories not in compliance 
with guidance.  
 
The Department should implement detailed policies and procedures that address several aspects 
of CDU and its operations.  Implementation of the Department’s formal training guidance, 
requirements, and lesson plans is crucial to its mission.  Formalizing and implementing 
equipment standards will provide officers with proper functioning equipment.  Additionally, the 
Department should require that all types of weapon systems classified as less lethal are staged 
prior to large events as well as ensure that additional CDU Grenadiers are trained and certified.  
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Ensuring that the Department conducts periodic safety inspections would prevent expired 
munitions from being deployed and used.  Also, a formal process is needed for management 
within CDU to ensure that when munitions do expire they are exchanged appropriately with the 
Property and Asset Management Division for proper disposal in a timely manner.  Further, 
USCP should store its riot shields in the proper temperature-stable climate to prevent 
compromise of the riot shield’s life span.  
 
USCP Directive 2055.001, Specialty Pay Program, effective August 1, 2019, states that “the 
Chief of Police is authorized to establish and determine positions within the USCP as specialty 
assignments or requiring certain proficiencies eligible for additional compensation.”  Exploring 
options for incentivizing the CDU Program would go a long way toward increasing participation 
because of its hazardous nature.  As well, holding management accountable for incomplete CDU 
audits would enforce controls.   
 
Based on our follow-up analysis, a condition identified in two previous reports, the Department’s 
failure to update and document evaluations of its intelligence priorities, reemerged. We also 
identified intelligence related deficiencies with the Department’s organizational structure, 
training, professional standards, internal controls, and capability to effectively collect, process, 
and disseminate intelligence information. 
 
To increase the efficiency of its intelligence resources, the Department should consider 
reorganizing its intelligence functions into a single intelligence bureau.  A formal Intelligence 
Training Program is a must, otherwise the Department cannot ensure the proper training of its 
intelligence employees or ensure that they are up to date on policies and procedures related to 
Intelligence and Interagency Coordination Division (IICD) personnel duties.  Furthermore, 
implementing additional formal guidance that applies to USCP’s collection, processing, and 
reporting of information would improve its ability to effectively disseminate intelligence 
throughout the Department.  Lastly, the Department should address gaps in meeting the 
intelligence needs of its operational stakeholders; the lack of training, certification, or 
professional standards for its intelligence analysts; and determine the necessary staffing, security 
clearances, and technology IICD needs to accomplish its mission. See Appendix B for a 
complete list of recommendations.      
 
This is the second in a series of flash reports OIG is producing as part of its ongoing review of 
the events surrounding the takeover of the U.S. Capitol on January 6, 2021.  Therefore, we may 
still perform additional, in-depth work related to those areas during our review.  We anticipate 
that our next flash report will focus on threat assessment and counter-surveillance. 
 

BACKGROUND 
 
On January 6, 2021, a physical breach of U.S. Capitol security occurred during a Joint Session of 
Congress to certify the Electoral College vote.  See Appendix A for the United States Capitol 
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Police’s (USCP or Department) official timeline of events leading up to and during the physical 
security breach.  
 
The Department’s Protective Services Bureau (PSB) and Security Services Bureau (SSB) are two 
operational bureaus that report to the Assistant Chief of Police for Protective and Intelligence 
Operations.  According to PoliceNet,1 PSB’s mission is to “provide safety and security to the 
Capitol, Members of Congress, Officers of Congress, and their immediate family.”  PSB has a 
Dignitary Protection Division (DPD), Investigations Division (ID), and Intelligence and 
Interagency Coordination Division (IICD).  
 
The PSB Investigations Division has three sections: the Criminal Investigations Section, the 
Threat Assessment Section (TAS), and the Intelligence Operations Section (IOS).  
 
PoliceNet states that IOS: 
 

• Provides overt and covert patrol of the Congressional Community to identify and disrupt individuals 
or groups intent on engaging in illegal activity directed at the Congressional Community and its 
legislative process.  

 
• Provides an investigative response to identified or reported suspicious activity to determine any 

nexus to terrorism or other criminal activity. 
 
• Conducts protective intelligence operations to support Department operations related to Member 

Protection, Threat Assessment, and Intelligence Collection. 
 
• Coordinates law enforcement operations with local, state and federal law enforcement agencies to 

support Congressional events and/or serve as a liaison for a wide spectrum of issues that impact 
USCP interests. 

 
PoliceNet states that IICD is responsible for: 
 

• Coordinating with the intelligence and law enforcement community at the federal, state, local, and 
tribal levels to increase the collection and sharing of intelligence information. 
 

• Maximizing the collection and analysis of all source information and intelligence. 
 

• Identifying potential threats, from both domestic and foreign entities or groups, to the federal 
Legislative Branch, statutory protectees, Congressional facilities, Congressional employees, and the 
visiting public. 
 

• Briefing and advising the USCP Executive Team, Executive Management Team, Senior 
Management Team, Capitol Police Board, and other members of the Department regarding 
emerging tactics and threats posed by various terrorist groups or individuals.  
 

                                                 
1 PoliceNet is the Department’s intranet. 



 

       
 

4 
Review of the Events Surrounding the January 6, 2021, Takeover of the U.S. Capitol   2021-I-0003-B, March 2021 
 

LAW ENFORCEMENT SENSITIVE 
 

• Analyzing and disseminating products and reports on international and domestic events and 
incidents that are of interest to, or may impact, the U.S. Capitol, the Legislative process, and our 
statutory protectees. 
 

• Serving as the principal point of contact within the Intelligence Community for all domestic and 
foreign intelligence (and threat-related matters) impacting the security of the U.S. Congress. 
 

• Maintaining the USCP Intelligence Priority Framework, identifying gaps in information, and 
determining the most suitable entity or entities to collect the information. 
 

According to PoliceNet, SSB is divided into a Physical Security Division and Technical 
Countermeasures Division (TCD).  TCD provides Technical Security Countermeasures services 
for the legislative branch such as preventing technical eavesdropping and surveillance and 
providing Congress with a secure environment to discuss classified information.  
 
The Department’s Command and Coordination Bureau, Uniformed Services Bureau (USB), and 
Operational Services Bureau (OSB) are the three operational bureaus reporting to the Assistant 
Chief of Police for Uniformed Operations.   
 
According to PoliceNet, USB is divided into the Capitol Division, Senate Division, House 
Division, and Library Division.  USB’s responsibilities include providing police services and 
security for the Capitol Building and Grounds, Senate Office Buildings, House Office Buildings, 
and Library of Congress. 
 
PoliceNet states the mission of OSB is to “provide specialized and emergency response to 
support the Department’s operational needs.  This is accomplished in the form of specialized 
training, enforcement, coordination, planning, equipment, and response policy development.”  
The divisions within OSB are the Hazardous Incident Response Division and the Special 
Operations Division (SOD). 
 
SOD provides police services on the Capitol Grounds and other areas through motorized, 
bicycle, and foot patrols; canine operations; prisoner processing and transportation; drug and 
alcohol enforcement; crime scene search; and the Containment and Emergency Response Team 
(CERT).  According to USCP Directive 1057.001, Utilization of the Containment and 
Emergency Response Team (CERT), dated May 28, 2012, “the Department provides ready 
response for situations requiring special weapons and tactics by maintaining CERT.” 
 
The Department’s Civil Disturbance Unit (CDU) is an ad hoc unit within SOD.  According to 
draft USCP Training Services Bureau In-Service Training Lesson Plan, Basic Civil Disturbance 
Unit Training, dated February 2, 2021, CDU’s mission is to “ensure the legislative functions of 
Congress are not disrupted by civil unrest or protest activity, while respecting the Civil Rights of 
all citizens.”  
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In a previous report—the Evaluation of the United States Capitol Police Division of Intelligence 
and Information Analysis,2 Report Number OIG-2016-04, dated March 2016—the Office of 
Inspector General (OIG) found IICD did not establish adequate internal controls and processes 
for ensuring the integrity of its program.  We made six recommendations, which the Department 
agreed to implement.  As of May 21, 2018, OIG had closed all six of the recommendations based 
on comments and documentation the Department provided.     
 
In Follow-up Analysis of the United States Capitol Police Intelligence Analysis Division, 
Investigative Number 2018-I-0008, dated March 2019, OIG conducted a follow-up analysis of 
the Department’s implementation of recommendations contained in Report Number OIG-2016-
04.  Based on that analysis, two conditions identified in the previous report reemerged.  
Guidance related to on-call schedules was outdated and did not reflect IICD procedures.  
Additionally, the Department could not provide documentation supporting that it had a 
mechanism by which it could evaluate and modify its intelligence-related workforce activities.  
As a result, OIG issued new recommendations that the Department update its guidance for IICD 
on-call schedules and document evaluations of its intelligence priorities.   
 
During the March 2019 follow-up work, OIG cited opportunities for the Department to improve 
its collection, analysis, and communication of intelligence.  Improvements included increased 
staffing for IICD, security clearances for sworn and operational civilian employees, and USCP 
participation in a cyber-intelligence task force.  OIG, therefore, issued new recommendations 
that the Department consider implementing the improvements.   
 

OBJECTIVE, SCOPE, AND METHODOLOGY 
 
In accordance with our statutory authority Public Law (P.L.) 109-55, OIG began a review of the 
events surrounding the takeover of the U.S. Capitol on January 6, 2021.  Our objectives were to 
determine if the Department (1) established adequate measures for ensuring the safety and 
security of the U.S. Capitol Complex as well as Members of Congress, (2) established adequate 
internal controls and processes for ensuring compliance with Department policies, and 
(3) complied with applicable policies and procedures as well as applicable laws and regulations.  
The scope of this review included controls, processes, and operations surrounding the security 
measures prior to the planned demonstrations and response during the takeover of the U.S. 
Capitol.  Based on this ongoing work, we produced this flash report to communicate deficiencies 
with the Department’s operational planning and intelligence for planned demonstrations on 
January 6, 2021. 
 

                                                 
2 USCP changed the name of the Division of Intelligence and Information Analysis to the Intelligence Analysis 
Division during a Department reorganization effective on January 1, 2018.  USCP changed the name of the 
Intelligence Analysis Division to the Intelligence and Interagency Coordination Division during a Department 
reorganization effective on October 20, 2019. 
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Our work included interviews with Department officials.  We also reviewed documentation 
related to CDU and intelligence operations.  Additionally, we researched Department guidance 
related to CDU and intelligence.  To research best practices, OIG consulted with a former 
Deputy Assistant Director for Special Intelligence and Information for the U.S. Secret Service, a 
former Federal Bureau of Investigation (FBI) Unit Chief, and reviewed guidance from the 
Government Accountability Office (GAO).  Furthermore, we reviewed Report Numbers OIG-
2016-04 and 2018-I-0008 as well as correspondence between OIG and USCP related to closure 
of the recommendations contained in Report Number 2018-I-0008.    
 
This flash report is based on work OIG conducted in Washington, D.C., from January through 
March 2021.  We did not conduct an audit, the objective of which would be the expression of an 
opinion on Department programs.  Accordingly, we did not express such an opinion.  Had we 
performed additional procedures, other issues might have come to our attention that we would 
have reported.  This report is intended solely for the information and use of the Department, the 
Capitol Police Board, and the USCP Oversight Committees and should not be used by anyone 
other than the specified parties.    
 
This is the second in a series of flash reports OIG will produce as part of our ongoing review of 
the events surrounding the takeover of the U.S. Capitol on January 6, 2021.  Therefore, we may 
still perform additional, in-depth work related to those areas during our review.  We anticipate 
that our next flash report will focus on threat assessment and counter-surveillance. 
 

RESULTS 
 
We produced this flash report to communicate deficiencies with the Department’s CDU and 
intelligence operations.  USCP did not have adequate policies and procedures for CDU that 
clearly defined its responsibilities, duties, composition, equipment, and training.  CDU was 
operating at a decreased level of readiness as a result of a lack of standards for equipment, 
deficiencies noted from the events of January 6, 2021, a lapse in certain certifications, an 
inaccurate CDU roster, staffing concerns for the unit, quarterly audits that were not performed, 
and property inventories not in compliance with guidance. 
 
As part of our on-going work, OIG conducted a follow-up analysis of the Department’s 
implementation of recommendations contained in Report Number 2018-I-0008 to confirm the 
Department took the corrective actions in implementing the recommendations.  Based on our 
analysis, a condition identified in two previous reports reemerged.  We also identified 
intelligence-related deficiencies with the Department’s organizational structure, training, 
professional standards, internal controls, and capability to effectively collect, process, and 
disseminate intelligence information. 
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Civil Disturbance Unit Policies and Procedures 
 
USCP did not have adequate policies and procedures for the CDU defining its responsibilities, 
duties, composition, equipment, and training. 
 
Lack of Formal Policies and Procedures for CDU 
 
CDU did not have adequate formal policies or procedures clearly defining and communicating 
its mission, objectives, responsibilities, and roles.  GAO Standards for Internal Control in the 
Federal Government, dated September 2014, state, “Management communicates to personnel the 
policies and procedures so that personnel can implement the control activities for their assigned 
responsibilities.”  Although there are two policies related to CDU, Standard Operating Procedure 
(SOP) OS-140-01, Civil Disturbance Unit’s Quarterly Assessment of Assigned Personnel, dated 
August 25, 2009, and SOP OS-140-02, Use of the PepperBall System,3 dated October 30, 2019, 
the Department did not have established policies identifying areas such as the process for 
activating CDU, responsibilities of CDU officers, issuance of gear to CDU officers, tactics used 
when CDU is activated, and the command structure within CDU.  Furthermore, USCP had 
unofficial policies that the Department did not formally establish as written directives or SOPs.  
For example, a Department official stated that officers receive training every 3 years in order to 
be eligible to carry a PR-244 baton due to manufacturer requirements; however, USCP has not 
established a formal directive or SOP actually stating the requirement.   
 
Additionally, GAO’s Standards for Internal Control in the Federal Government also state, 
“Management periodically reviews policies, procedures, and related control activities for 
continued relevance and effectiveness in achieving the entity’s objectives or addressing related 
risks.”  However, USCP did not have up-to-date policies and procedures related to CDU.  
Specifically, the Department last updated SOP OS-140-01in August 2009.  The memorandum 
included as part of CDU’s quarterly audit dated July 2020 states that “Due to the SOP being 
outdated and many changes to the entities that are now involved with maintaining training, 
equipment, certifications, etc., this SOP will be rescinded and a new SOP will be presented for 
Bureau review 30 days from the date of this Quarterly Review.”  As of March 2021, the 
Department had not updated the SOP.  According to a CDU official, SOP OS-140-02 contains 
PepperBall training requirements that are outdated and no longer used by the Department. 
 
The Department did not have adequate, formal procedures defining CDU’s roles and 
responsibilities.  The SOPs in place were not current and CDU was following informal 
procedures.  Because CDU is an ad hoc unit within SOD without dedicated full-time staffing, 
                                                 
3 The PepperBall System is a chemical agent delivery capability comprised of a PepperBall Launcher, air tank, 
hopper, and PepperBalls that are collectively utilized to deliver oleo capsicum and a small kinetic impact to a subject 
at a distance. 
4 The PR-24 is a 24-inch long side-handle police baton with a short side handle at a right angle to the shaft, about 6 
inches from one end. 
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administration of CDU is an ancillary responsibility.  The lack of policies and procedures for 
CDU creates ambiguity and lack of accountability and coordination among the various offices 
and bureaus involved in the deployment of CDU and continuing to maintain such a structure 
could impede the effectiveness of CDU responses to future events requiring deployment.  In fact, 
its outdated policies and procedures actually increased inefficiencies in the unit, resulting in the 
ineffective operation of the CDU Program. 
 
Lack of Guidance for Civil Disturbance Unit Training  
 
The USCP’s SOP OS-140-01, Civil Disturbance Unit’s Quarterly Assessment of Assigned 
Personnel, dated August 25, 2009, states its purpose is “[t]o outline the procedures for assessing 
personnel assigned to the Civil Disturbance Unit (CDU) on a quarterly basis.” Under the 
Procedures section, the SOP provides that each Recruit Officer Class (ROC) will receive a CDU 
Basic Class of Instruction prior to graduation from the Training Academy.  Section 6e of the 
SOP requires a quarterly audit of all CDU personnel to include the “[s]tatus of each individual’s 
last date of CDU refresher training.” 

Recruit officers participate in the Uniformed Police Training Program conducted by the Federal 
Law Enforcement Training Center located in Glynco, Georgia.  While enrolled in the training 
program, recruits are introduced to CDU tactics and operations.  In addition, USCP provides 
each recruit officer with 40 hours of Civil Disturbance training during their entry-level academy 
at Cheltenham, Maryland.  A Department official stated that ROC training classes 205 through 
210 did not complete the usual required 40 hours of training during the entry-level academy 
because of concerns with COVID-19 pandemic.  CDU is rescheduling that training for those 
recruits.    

Department officials stated that Civil Disturbance officers required to use hard protective gear 
are required to complete annual refresher training that ranges from 16 to 24 hours.  The majority 
of officers, however, have not completed the training during the past few years.  The refresher 
training is only provided to CDU officers required to use hard protective gear and consists of 
tactics, formations, and other functions.  Additionally, the Department did not have formal 
training standards and lesson plans for its CDU refresher training.     

Department officials stated that no leadership development training exists for CDU officers.  
Officials stated that sergeants and lieutenants train with CDU as a whole but separate individual 
instruction is not provided for responding to fluid situations and commanding platoons.  Some 
responsibilities for CDU commanders include creating unit lines and moving unit formations 
effectively in response to a violent crowd.  Assistant Chief of Police for Uniformed Operations 
Chad Thomas stated that the Department has plans for training CDU officers with the U.S. 
Secret Service at its Beltsville, Maryland training facility.  However, as of the preparation of this 
report, CDU officials stated that had not yet occurred.  
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Conclusions 
 
USCP should have implemented detailed policies and procedures that addressed and identified 
the process for activating CDU, responsibilities of CDU officers, issuance of equipment to CDU 
officers, tactics utilized when CDU is activated, command structure within CDU, and any other 
paramount operational aspect.  The Department should implement formal training guidance, 
requirements, and lesson plans pertaining to standards officers must meet to effectively complete 
their mission.  Formalized lessons are important for ensuring that the aims and objectives of the 
course are being taught to the students.  They also ensure that the planned lesson is 
understandable and allow for assessments to ensure a student’s comprehension of the topic. 
Therefore, OIG makes the following recommendations.     
 

Recommendation 1: We recommend that the United States Capitol Police develop 
policies and procedures that identify and formalize the Civil Disturbance Unit’s 
mission, objectives, roles, and responsibilities. 
 
Recommendation 2: We recommend that the United States Capitol Police update 
Standard Operating Procedure (SOP) OS-140-01, Civil Disturbance Unit’s Quarterly 
Assessment of Assigned Personnel, dated August 25, 2009, SOP OS-140-02, Use of 
the PepperBall System, dated October 30, 2019, and SOP OS-100-71, Deployment and 
Storage of FN 303 Less Lethal Impact Launcher, dated August 14, 2013, to reflect 
current practices. 
 
Recommendation 3: We recommend that the United States Capitol Police develop 
policies and procedures that identify and formalize the Civil Disturbance Unit’s 
training standards, requirements, and responsibilities.  
 
Recommendation 4: We recommend that the United States Capitol Police develop a 
Leadership Civil Disturbance Unit training program that focuses on command 
tactics and responsibilities.  
 

Civil Disturbance Unit Operational Readiness and Preparedness   

GAO Standards for Internal Control in the Federal Government; Documentation of 
Responsibilities through Policies, GAO-14-704G, dated September 2014, state:  

Effective management of an entity’s workforce, its human capital, is essential to achieving results and 
an important part of internal control.  Only when the right personnel for the job are on board and are 
provided the right training, tools, structure, incentives, and responsibilities is operational success 
possible. 
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CDU operated at a decreased level of readiness and preparedness because it failed to develop 
standards for CDU equipment.  In addition, deficiencies OIG noted in the unit from the events of 
January 6, 2021, included incomplete certifications for less lethal weapon systems, an inaccurate 
roster, staffing concerns, quarterly audits not performed, and property inventories not in 
compliance with guidance.  
 
Lack of Standards for Civil Disturbance Unit Equipment  
 
The Department lacked adequate guidance for determining standards and life cycles for 
equipment.  During interviews with several Department officials, concerns were voiced 
pertaining to the life-cycle expectancy of CDU hard protective gear, riot shields, Nomex fire 
resistant suits, weapons classified as less lethal, and other CDU-related equipment.  Department 
officials stated they followed British Standard 7971, Protective Clothing and Equipment for Use 
in Violent Situations and Training, dated 2001, but no Department policies or procedures were in 
place referencing that British standard for CDU equipment.  

Interviews with the Property and Asset Management Division (PAMD) revealed the age of hard 
protective gear and Nomex fire resistant suits was at least 20 years or older. In addition, 
Department officials stated the hard protective gear is cumbersome, which decreases an officer’s 
ability to maneuver and the Department should consider other options for replacing the current 
gear.  The life cycle of Nomex fire resistant suits is based on the number of washes the clothing 
is subjected to, and the Department did not have any information pertaining to the deterioration 
of the material over time.  Recently, the Department began procuring new helmets, but standards 
were not available pertaining to the life cycle or deterioration of helmets used prior to the 
planned procurement.  PAMD had been procuring new riot shields in small quantities since 2018 
and to its knowledge the outdated shields were destroyed.  PAMD did not have records of the 
quantity of riot shields prior to 2018 because the shields were under CDU’s purview and PAMD 
was not responsible for the tracking of riot shields prior to 2018.  Department officials stated 
during the events of January 6, 2021, they witnessed riot shields shattering upon impact.  
Officials interviewed attributed the shattering to either improper storage or the age of the shield. 

Riot shields are made of polycarbonate plastic, which is exceptionally strong and resistant to 
impact as long as proper handling and storage instructions are followed.  Interviews with CDU 
officers informed us that USCP stores the riot shields in the CDU trailer as well as at various 
locations around the Capitol Complex.  The CDU trailer is not a climate-controlled trailer.  The 
manufacturer’s leaflet pertaining to storage and operational use of the polycarbonate riot shields 
state that the shields should avoid exposure to petrol, diesel, solvents, chemicals, exhaust fumes, 
and direct sunlight and suggest storing the shields in temperature-stable conditions.  A lifespan 
of around 2 to 3 years should be expected from normal operational use when stored in the 
suggested conditions.  As previously cited, officers witnessed riot shields shattering upon impact.  
Without the proper storage of the shields in temperature-stable conditions, the polycarbonate is at 
risk for damage and failure when subjected to blows, impact, and penetration.  
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OIG inquired about the use of the 37mm single launcher less-lethal weapon during the January 6, 
2021, takeover of the Capitol.  A CDU official stated that the 37mm weapon was not used 
because of its age.  The official stated that the weapon was obsolete and he was not comfortable 
using the weapon or asking any member within CDU to handle the weapon.  The official also 
stated that he believed that using the weapon was a risk because of its age and questioned proper 
functionality.  The official stated that he did not know the last time the 37mm single launcher 
less-lethal weapon had a safety inspection and preferred that the Department acquire a newer 
37mm weapon for the unit.  

Lack of Internal Controls for Civil Disturbance Unit Equipment  
 
The Department did not have adequate inventory standards and controls for the CDU armory. 
CDU maintains in its armory an inventory of less-lethal weapons and munitions that are 
deployed during crowd control events.  CDU officials stated that the Department did not have 
controls in place for signing out munitions and weapons from the armory, for disposing of 
expired munitions, and for tracking of used munitions.  

Interviews with officers in CDU revealed some munitions stocked in the armory were beyond 
their expiration date.  Without proper internal controls, CDU was holding munitions that were 
beyond their expiration date until a management CDU official approved returning the expired 
munitions to PAMD for proper disposal.  Because there was no formal process for periodic 
review, it could take months to process the expired munitions.   

CDU officers stated that during its initial deployment of officers during the January 6, 2021, 
event, grenadier teams did not deploy with 40 mm weapons and munitions.  After the crowd 
dispersed, however, and officers were preparing for a second wave of violence, the 40 mm 
weapons and munitions were deployed, but not used.   

The expired munitions OIG reviewed included:  

• 4230 – 40MM CS Smoke Projectile – an aluminum single projectile round emitting 
smoke and irritant agents via rapid burning.  Located on the munition is a statement 
“shelf life 5 years after date of manufacture” and a sticker on the munition listed the 
manufacture date as “MFG 2014.” 4558 – 40MM Sting-Ball Smokeless .60CAL Rubber 
Pellet.  Located on the munition is a statement “shelf life 5 years after date of 
manufacture” and a sticker on the munition listed the manufacture date as “MFG 2014.” 

• 4640 – 40MM Riot OC Powder Muzzle Blast – an aluminum single projectile round. 
Located on the munition is a statement “shelf life 5 years after date of manufacture” and a 
sticker on the munition listed the manufacture date as “MFG 2014.” 

• 6230 – Riot CS Smoke Grenade – emits smoke through multiple emission ports.  Located 
on the munition is a statement “shelf life 5 years after date of manufacture” and a sticker 
on the munition listed the manufacture date as “MFG 2014.” 
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• 6230R – Riot CS Red Smoke Grenade – emits smoke through multiple emission ports. 
Located on the munition is a statement “shelf life 5 years after date of manufacture” and a 
sticker on the munition listed the manufacture date as “MFG 2014.” 

• 6231 – Riot CS Smoke grenade Triple Phaser 

Expired munitions listed on the CDU inventory sheet included: 

• 4210 – 40MM Outdoor White Smoke Long Range Projectile that is an aluminum single 
projectile round emitting smoke and irritant agents via rapid burning.  Located on the 
munition is a statement “shelf life 5 years after date of manufacture” and noted on the 
inventory list is the manufacture date of “MFG 2014.” 

• 4553 – 40MM Sting-Ball Smokeless .31CAL Rubber Pellets.  Located on the munition is 
a statement “shelf life 5 years of manufacture” and noted in the inventory list is a 
manufacture date of “MFG 2014.” 

• 5230B – CS Baffled Riot CS Smoke Grenade designed for indoor use emitting irritant 
smoke through multiple rooms with a minimal risk of fire.  Located on the munition is a 
statement “shelf life 5 years after date of manufacture” and noted on the inventory list is 
the manufacture date of “MFG 2014.” 

• 6210 – White Smoke Canister Grenade used for obscuring tactical movement. Located on 
the munition is a statement “shelf life 5 years after date of manufacture” and noted on the 
inventory list is the manufacture date of “MFG 2012” and “MFG 2014.” 

• 6340 – OC Vapor Grenade that delivers an invisible Oleoresin Capsicum (OC) vapor and 
renders an intense respiratory effect. Located on the munition is a statement “shelf life 5 
years after date of manufacture” and noted on the inventory list is the manufacture date of 
“MFG 2012.” 

• 9230 – CS Jet-Lite Rubber Ball Grenade that discharges a high volume of chemical 
agents through emission ports. Located on the munition is a statement “shelf life 5 years 
after date of manufacture” and noted on the inventory list is the manufacture date of 
“MFG 2014” and “MFG 2012.” 
 

Deficiencies during the Events of January 6, 2021 

CDU did not utilize all available less-lethal weapon systems and did not stage less-lethal 
weapons with munitions prior to or during the day of January 6, 2021.  Concerns were raised 
about CDU’s limited use of less-lethal weapon systems due to the events of January 6, 2021. 
Department officials stated heavier less-lethal weapons and corresponding munitions that 
included the 40mm grenade launcher, 37mm grenade launcher, and Sting Ball grenades were not 
used that day because of orders from leadership.  The less-lethal weapons systems cited have the 
capability to disperse large crowds due to the use of a variety of munitions., Department officials 
on duty on January 6, 2021, stated the heavier less-lethal weapon systems may have enhanced 
CDU’s ability to push back the rioters due to its capabilities. 
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According to the CDU Operational Plan for January 6, 2021 (CDU Plan), dated January 5, 2021 
(Appendix C), CDU deployed eight less-lethal grenadiers.  A Department official stated there are 
currently approximately 10 grenadiers within the CDU and the unit’s less-lethal ability is 
hampered by its limited number of trained and certified grenadiers.  CDU grenadiers are not 
attached to individual platoons and are individually assigned as their own group.  A Department 
official stated that on January 6, 2021, while commanding a CDU platoon of hard protective gear 
officers, he was unable to summon grenadiers for support while fighting off the crowd.  The 
official stated the use of weapons that fired Sting Ball pellets by the Metropolitan Police 
Department of the District of Columbia’s (MPD) CDU were particularly effective in neutralizing 
and removing combative individuals.   

Although the Department had a limited variety of Sting Ball munitions, it did not use them on 
January 6, 2021.  The official interviewed stated the use of flashbangs by the Virginia State 
Police were effective in dispersing a violent crowd, but USCP does not utilize those types of 
munitions for crowd control. 

The official stated the use of flashbangs by the Virginia State Police and weapons that fired Sting 
Ball pellets by the MPD CDU were particularly effective in neutralizing and removing 
combative individuals.  

Department officials stated officers experienced supply constraints during the events of 
January 6, 2021.  Many officers expelled their less-lethal OC—commonly referred to as pepper 
spray—and required replenishment.  Civilian employees from PAMD were deployed to deliver 
OC spray to officers but were hindered by the aggressive crowd.  Fearing for their safety, the 
civilian employees departed their vehicle, secured the vehicle south of the Capitol building, and 
retreated to the nearest group of MPD and USCP officers.  Those civilians were not escorted by 
armed officers.  Afterward, USCP Dispatch requested a supply of bottled water to decontaminate 
officers from chemical irritants delivered by the same civilian employees.  No pre-staged 
decontamination sites were available for officers to retreat and decontaminate themselves.  

On January 6th, 2021, Department riot shields were stationed on a deployment bus away from 
one of the CDU platoons.  When the crowd became unruly, that CDU platoon attempted to 
access the bus to distribute the shields but were unable because the door was locked.  This 
particular CDU platoon was consequently required to respond to the crowd without the 
protection of their riot shields.   

PepperBall Operator Certification Not Performed on a Semi-Annual Basis 

PepperBall grenadiers did not complete semi-annual training and qualification on the PepperBall 
system throughout 2018 and 2020, as SOP OS-140-02, Use of PepperBall System, dated October 
30, 2019, requires.  SOP No. OS-140-02 states:  

Training: 1. All sworn employees who successfully complete PepperBall training to include a 
written test and a qualification course may handle, carry, and deploy the system.  Trained sworn 
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employees will be referred to as grenadiers. 2. Grenadiers must complete a semi-annual training 
and qualification in order to maintain certification on the PepperBall System.   

The Department had 10 PepperBall grenadiers as of January 6, 2021.  Of those 10 grenadiers, 
zero received the required semiannual training.  The Department did provide evidence that each 
grenadier received PepperBall training once during the 3-year period OIG tested.  A Department 
official stated that the SOP was out of date and the semi-annual certification was no longer 
performed because SOP OS-140-02 is under revision to reflect manufacture recommendations of 
certification every 2 years.  Prior to the training Department grenadiers received in 2020, it had 
been more than 2 years since any of the grenadiers received training. 

The Department did not monitor training to ensure that grenadiers received training in 
compliance with SOP OS-140-02 or within the frequency the manufacturers recommended. 
Because it did not provide the training required for personnel, the Department could not ensure 
that its grenadiers were properly trained and up to date on the most current equipment and 
procedures related to the duties of a PepperBall grenadier. 

Inaccurate CDU Roster 

Interviews with USCP officials revealed that the USCP consists of approximately 1,900 sworn 
officers.  Roughly 1,200 of those officers are members of USB.  The Department initially only 
had a “soft” CDU—in place since 1996 or earlier.  The soft CDU provided directions and 
monitored peaceful crowds while the “hard” CDU was designed to control violent crowds.  In 
about 2015, USCP added a hard CDU force consisting of officers equipped with a gas mask, 
helmet, shield, PR-24 baton, and hard armor to protect the chest, legs, and arms.  Under that 
concept, the soft CDU officers were only equipped with their official soft uniforms to include 
regular duty batons.  Every officer in the Uniformed Services Division is a part of the CDU, 
either the soft or hard component.  USCP reported that as of January 6, 2021, it had 187 officers 
in its hard CDU. 

The Department did not have an accurate listing of which employees were in CDU.  GAO 
Standards for Internal Control in the Federal Government state, “Management should use 
quality information to achieve the entity’s objectives.”  The Department provided a listing of the 
187 CDU employees as of January 6, 2021, however, two of the employees on the list separated 
from the Department prior to January 6, 2021.  One of the employees separated on October 24, 
2020, and the other employee on December 27, 2020.  Additionally, one of the sergeants on 
CDU’s listing sent an email on December 11, 2020, in which he copied the Assistant 
Commander of CDU stating he turned in his CDU equipment and was no longer in CDU.  While 
the list of CDU employees provided by the Department contained 187 employees, Acting Chief 
of Police Yogananda D. Pittman testified before the House Appropriation Committee that 276 
CDU officers were active on January 6, 2021. 

Additionally, CDU’s listing of PepperBall grenadiers was also not accurate.  The Department 
provided a listing of PepperBall grenadiers that included 12 individuals.  As part of the 
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Department’s response to OIG follow-up inquires, the Department later responded that two of 
the individuals identified as PepperBall grenadiers were not currently grenadiers. 

CDU Staffing Concerns 

Department officials stated that many officers view the CDU as an unwanted responsibility and 
would proceed to obtain shaving waivers or answer incorrectly on the online respirator survey to 
deter being assigned to a hard-geared CDU detail.  All hard-geared CDU members are required 
the ability to utilize a respirator.  In order for an effective and adequate seal with a respirator, an 
individual must be free of facial hair between the skin and sealing surface. In addition, the hard-
geared CDU has a reputation as an undesired assignment.  Such a reputation of that type of 
culture within the Department certainly decreases CDU’s operational readiness.  As previously 
stated, the unit operates without dedicated full-time staffing.  The composition of CDU mainly 
comprises members assigned to USB.  CDU members from USB are alleviated from their 
assignments to serve in the CDU.  

CDU Quarterly Audits not Appropriately Performed 

The Department did not consistently perform complete quarterly audits of CDU personnel as 
SOP OS-140-01, Civil Disturbance Unit’s Quarterly Assessment of Assigned Personnel, dated 
August 25, 2009, requires.  SOP OS-140-01 states,  

“Ensure a quarterly audit is conducted of all CDU personnel assigned to the Division. CDU Audits 
are to commence each year on October 1st, January 1st, April 1st, and July 1st. Audits are to be 
completed by the last day of each of these months and forwarded to the CDU Commander for 
quarterly review and assessment. Audits are to include the following:  a. CDU assigned manpower 
identified via platoon rosters. See attachment B. b. Status of each individual’s medical 
evaluation/examination. c. Status of each individual’s Respirator FIT test. d. Status of each 
individual’s Respirator use training. e. Status of each individual’s last date of CDU refresher 
training. f. Status of each individual’s PR-24 certification. g. Status of each individual’s oleoresin 
capsicum pepper spray. h. Status of any outstanding personnel/equipment issues.”  

The Department could not provide any of the six quarterly audit reports that OIG requested; 
however, they did provide one audit report for a quarter that was not requested.  That audit report 
was for the period ending July 2020 and missing numerous required elements.  For example, the 
report did not include the status of the individual’s respirator use training, the last date of CDU 
refresher training, the status of each individual’s PR-24 certification, the status of each 
individual’s pepper spray, or CDU assigned manpower identified by platoon rosters. 

CDU liaisons did not ensure quarterly audits were performed as SOP OS-140-01 requires. 
Without CDU properly completing quarterly audits, the Department could not ensure that CDU 
officers were properly prepared for events that require a response from the CDU.   
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CDU Property Inventories Not in Compliance with Directive 

The Department did not have an effective process in place for ensuring that CDU complied with 
property inventory and reconciliation procedures outlined in USCP Directive 2093.001, Property 
and Asset Management dated October 2, 2017.  USCP Directive 2093.001 requires completion of 
a physical inventory annually and further requires reconciliation of any discrepancies noted on 
the physical inventory.  Although the policy specifies an annual inventory requirement, a 
Department official stated that starting in FY 2018, PAMD conducted semi-annual inventories of 
the CDU munitions.  During OIG testing of CDU inventory and reconciliations performed during 
2018 through 2020, we noted that three of the semi-annual inventories had unresolved 
discrepancies.  We also noted that one inventory was signed; however, there was no indication 
that the inventory or reconciliation procedures were performed and the Department could not 
confirm. 

The Department did not have an effective process in place for complying with Directive 
2093.001 regarding CDU physical inventories and reconciliations.  Department officials stated 
that PAMD assumed control of the CDU bunker and munitions in 2016 and 2017.  A CDU 
sergeant informed PAMD that discrepancies in counts during that time period were the result of 
items CDU provided to CERT.  CDU and CERT did not maintain appropriate records, and 
PAMD could not verify the transfers.  In Fiscal Year (FY) 2019, PAMD began completing Form 
CP-564s, Missing/Damaged/Condemned/Clothing and Equipment, for missing items; however, 
final updated inventory listings were not sent to the CDU Commander.  Additionally, an 
FY 2018 inventory was signed by CDU officials without an indication the inventory or 
reconciliation procedures were performed.  PAMD could not locate the working papers for this 
inventory, and the Range Inventory Management Specialist conducting the inventory had since 
left the Department and could not be reached.  Without a process for ensuring that CDU 
inventory and reconciliation procedures were followed, the Department risked non-compliance 
with Directive 2053.003, which could have not only resulted in assets not being accounted for 
and available when and where they were needed but also misappropriation of assets, including 
munitions. 

Conclusions 

USCP should formalize and implement standards for CDU equipment that would provide 
officers with equipment that functioned properly.  Additionally, the Department should require 
that all types of less-lethal weapon systems are staged prior to large crowd events as well as train 
and certify additional CDU grenadiers.  

The Department should update procedures relating to the use of the PepperBall system and create 
procedures for implementing inventory controls within the armory, including a Check In/Out 
Log Book for weapons and munitions approved by a supervisor.  In addition, safety inspections 
for preventing deployment and utilization of expired munitions should be conducted regularly.  
A formal process is also needed for management within CDU to approve the exchange of 
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expired munitions to PAMD for proper disposal in a timely manner. To prevent compromise of 
the riot shield’s life span, riot shields should be stored based on the recommendations of the 
manufacturer. 

The Department should either retire the 37mm less-lethal weapon system or update the system to 
meet current standards.  As of March 2021, the 37mm less-lethal weapon system was included in 
the certification program for weapon systems designated as heavy less-lethal systems.   

The Department should update procedures for ensuring an accurate CDU list of employees. 
USCP Directive 2055.001, Specialty Pay Program, effective August 1, 2019, states “the Chief of 
Police is authorized to establish and determine positions within the USCP as specialty 
assignments or requiring certain proficiencies eligible for additional compensation.”  USCP 
should explore options for incentivizing the CDU Program to increase participation due to its 
hazardous nature.  The Department should hold parties accountable for incomplete CDU audits.  
Additionally, USCP must ensure that Directive 2053.003 is followed.  Therefore, OIG makes the 
following recommendations: 
 

Recommendation 5: We recommend that the United States Capitol Police develop 
policies and procedures for Civil Disturbance Unit equipment standards and life-
cycle management.  
 
Recommendation 6: We recommend that the United States Capitol Police store riot 
shields in a temperature-stable area with conditions designed to maximize the life of 
the shield, and the Civil Disturbance Unit should create a process for reporting 
when the shields are not stored within the guidelines of the manufacturer such as 
but not limited to direct sunlight, temperature-stable environment and when they 
have been exposed to petrol, diesel, solvents, and exhaust fumes. 
 
Recommendation 7: We recommend that the United States Capitol Police develop 
policies and procedures for outlining the deploying and/or staging all available types 
of less-lethal weapon systems during Civil Disturbance Unit operations.  
 
Recommendation 8: We recommend that the United States Capitol Police increase 
its number of less-lethal weapon systems and explore additional less lethal options.  
 
Recommendation 9: We recommend that the United States Capitol Police train and 
certify additional Civil Disturbance Unit grenadiers.  
 
Recommendation 10: We recommend that the United States Capitol Police prepare 
and stage necessary operational equipment for events.  

 
Recommendation 11: We recommend that the United States Capitol Police 
immediately update SOP No. OS-140-02, Use of PepperBall System, dated 
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October 30, 2019, to reflect current manufacturer recommendations and 
requirements and ensure that grenadiers received the training within the frequency 
specified in the updated policy. 
 
Recommendation 12: We recommend that the United States Capitol Police develop 
a Standard Operating Procedure that identifies and formalizes the roles, 
responsibilities, and reporting requirements for employee listings for the Civil 
Disturbance Unit. 
 
Recommendation 13: We recommend that the United States Capitol Police explore 
incentivizing the Civil Disturbance Unit program.  
 
Recommendation 14: We recommend that the United States Capitol Police ensure 
that Civil Disturbance Unit liaisons are accountable for properly completing the 
Civil Disturbance Unit audit each quarter and providing it to the Commander of the 
Civil Disturbance Unit. 
 
Recommendation 15: We recommend the United States Capitol Police implement a 
process that will ensure that procedures for Civil Disturbance Unit inventory and 
reconciliation, required by Directive 2053.003, Property and Asset Management, 
dated October 2, 2017, are fully functioning and operating as required.  Specifically, 
the Civil Disturbance Unit must conduct physical inventories annually, perform 
reconciliations, resolve discrepancies, and provide an updated listing to the property 
custodian.   
 
Recommendation 16: We recommend the United States Capitol Police implement an 
inventory control for the armory and also recommend a Check-In/Out Log Book 
that requires approval by a supervisor for munitions and weapons. A safety 
inspection check performed during a check-out would prevent the Civil Disturbance 
Unit from deploying expired munitions. 
 
Recommendation 17: We recommend the United States Capitol Police either 
acquire an updated version of the 37mm less-lethal weapon or retire the weapon 
entirely because the current training for the 37mm weapon system is included in the 
certification process grenade launcher type weapon systems.  

 
Intelligence 
 
As part of our on-going work, OIG conducted a follow-up analysis of the Department’s 
implementation of recommendations contained in Report Number 2018-I-0008 to confirm the 
Department took the corrective actions in implementing the recommendations.  Based on our 
follow-up, the same condition was identified as in two previous reports.  We also identified 



 

       
 

19 
Review of the Events Surrounding the January 6, 2021, Takeover of the U.S. Capitol   2021-I-0003-B, March 2021 
 

LAW ENFORCEMENT SENSITIVE 
 

intelligence-related deficiencies with the Department’s organizational structure, training, 
professional standards, internal controls, and capability to effectively collect, process, and 
disseminate intelligence information 

Status of Previous Recommendations 

In a previous report, Report Number OIG-2016-04, IICD did not establish adequate internal 
controls and processes for ensuring the integrity of its program.  OIG made six 
recommendations, which the Department agreed to implement.  As of May 21, 2018, OIG had 
closed all six of the recommendations based on comments and documentation the Department 
provided.  In Report Number 2018-I-0008, dated March 2019, OIG conducted a follow-up 
analysis of the Department’s implementation of recommendations contained in Report Number 
OIG-2016-04.  Based on that follow-up work, two conditions identified in the previous report 
reemerged.  Guidance related to on-call schedules was outdated and did not reflect IICD 
procedures.  Additionally, the Department could not provide documentation supporting that it 
had a mechanism by which it could evaluate and modify its intelligence-related workforce 
activities.  As a result, OIG issued new recommendations that the Department update its 
guidance for IICD on-call schedules and document evaluations of its intelligence priorities.    

During that follow-up work, opportunities for the Department to improve its collection, analysis, 
and communication of intelligence came to our attention.  Improvements included increased 
staffing for IICD, security clearances for sworn and operational civilian employees, and USCP 
participation in a cyber-intelligence task force.  OIG, therefore, issued new recommendations 
that the Department consider implementing the improvements.  In Report Number 2018-I-0008, 
OIG made five recommendations.  As of May 3, 2019, OIG had closed all five of the 
recommendations based on comments and documentation the Department provided. 

As part of our on-going work, OIG conducted a follow-up analysis of the Department’s 
implementation of recommendations contained in Report Number 2018-I-0008 to confirm the 
Department took the corrective actions in implementing the recommendations.  Based on our 
follow-up, a condition identified in the previous two reports reemerged.  See the prior 
recommendations along with their status below: 

Previous Recommendation 1: We recommend that the United States Capitol Police 
revise Standard Operating Procedure PS-602-02 to reflect any changes in processes 
for the Intelligence Analysis Division. 

According to Department responses to recommendations in Report Number 2018-I-0008, the 
Department published and implemented revised SOP PS-602-02, On-Call Intelligence Research 
Specialist Responsibilities and Duties, on April 11, 2019, to reflect the current on-call procedures 
within IICD.    
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We obtained and reviewed SOP PS-602-02.  We requested documentation to support that IICD 
distributed the monthly on-call schedule for January 2021 to the PSB Commander, the Command 
and Coordination Bureau Commander, the DPD Commander, and the ID Commander, as SOP 
PS-602-02 requires. A Department official responded that because IICD was operating on an 
enhanced 24/7 posture, there was no overnight gap in coverage necessitating an on-call analyst. 
Therefore, an on-call schedule was not distributed.  The IICD Assistant Director stated that IICD 
had been operating in a 24/7 posture since November 2020 and had not yet determined whether it 
was a permanent change. 

Previous Recommendation 2: We recommend that the Intelligence Analysis Division 
document its periodic evaluations of the United States Capitol Police Intelligence 
Priorities Framework. 

According to Department responses to recommendations in Report Number 2018-I-0008, as of 
May 1, 2019, it had updated its Intelligence Priorities Framework (IPF) for fiscal year 2019 and 
documentation of the most recent IPF quarterly review dated March 20, 2019, had been updated 
as well.    

The Department did not update the IPF on an annual basis or review and evaluate the IPF on a 
quarterly basis as SOP No. PS-602-11 Intelligence Priorities Framework dated February 11, 
2018, requires.  The SOP states that the Director must “[r]enew the IPF on an annual basis, and 
submit the updated version for approval from the Chief of Police.” The Department stated that 
the final approved IPF for fiscal year 2020 did not exist. 

The SOP additionally states that the Director must “[r]eview and evaluate the IPF on a quarterly 
basis and provide a report of the evaluation to the PSB Commander.”  The Department stated 
that none of the quarterly evaluations of the IPF existed for 2018 through 2020. 

IICD did not renew the IPF annually or review it quarterly as the SOP requires. Without an IPF 
that is approved by the Chief of Police on an annual basis and reviewed quarterly, IICDs 
intelligence priorities may be outdated or not match the priorities of the Department’s leadership. 
See new recommendation. 

Previous Recommendation 3: We recommend that the United States Capitol Police 
consider increasing Intelligence Analysis Division staffing to a level that would allow 
it to achieve operations for 24 hours a day and 7 days a week. 

According to Department responses to recommendations in Report Number 2018-I-0008, as of 
May 1, 2019, the Department had considered increasing its staffing level within IICD to allow 
for a 24/7 operation and submitted a gap analysis during the Fiscal Year 2021 Force 
Development Process for consideration.  The responses stated that at that time, IICD would 
continue to operate as is with available personnel on-call during the weekend.     
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As previously noted, the IICD Assistant Director stated that IICD had been operating in a 24/7 
posture since November 2020 and IICD had not yet determined whether it was a permanent 
change or not. 

Previous Recommendation 4: We recommend that the United States Capitol Police 
consider requiring that new sworn recruits and operational civilian employees 
obtain a security clearance and provide current employees the opportunity to obtain 
a security clearance. 

According to Department responses to recommendations in Report Number 2018-I-0008, as of 
May 1, 2019, the Department agreed with the recommendation but at that time would not be 
pursuing security clearances for all employees.  The responses stated that the Department would 
engage counsel and PSB in the future to develop protocols in establishing a Secret-level 
clearance program. 

In our previous report, Review of the Events Surrounding the January 6, 2021, Takeover of the 
U.S. Capitol, Flash Report: Operational Planning and Intelligence, Investigative Number:  
2021-I-0003-A, dated February 2021, OIG recommended that in order to disseminate the 
maximum amount of real-time, up-to-date intelligence to its personnel, the Department should 
require that its sworn and operational civilian employees obtain a Top Secret clearance and 
require that administrative civilian employees obtain a minimum of a Secret clearance.  

Previous Recommendation 5:  We recommend that the United States Capitol Police 
consider participating in a cyber-intelligence task force. 

According to Department responses to recommendations in Report Number 2018-I-0008, as of 
May 1, 2019, the Department had considered this recommendation and although IICD did not 
maintain any Task Force Officers (TFOs) on a specialized cyber-intelligence task force, ID 
maintained two full-time sworn TFOs on task forces that specialize in cyber-centric 
investigations and intelligence.  The responses stated one TFO from TAS was embedded with 
the U.S. Secret Service Electronic Crimes Task Force and another TFO from the ID Criminal 
Investigations Section was embedded with the FBI Cyber-Crimes Task Force.    

OIG inquired with the IICD Assistant Director whether IICD receives benefit from the U.S. 
Secret Service Electronic Crimes Task Force and FBI Cyber-Crimes Task Force TFOs.  The 
Assistant Director stated that IICD does benefit from those taskforces and receives useful 
information from those partners daily and as needed.   

Organizational Structure 

In Report Number OIG-2016-04, OIG found USCP’s intelligence framework and component 
analysis planning process did not function as intended.  Specifically, the Department had 
decentralized intelligence resources throughout several USCP Bureaus and Divisions.  While the 
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responsibilities of IICD are primarily intelligence related, other divisions within the Department 
regularly interacted with or could have benefited from increased interaction with IICD on 
intelligence-related matters. To increase the efficiency of its intelligence resources, we stated the 
Department should consider reorganizing those redundant functions into a single intelligence 
bureau.  

TAS and IOS5 regularly interact with IICD on intelligence-related matters.  TAS investigates 
threats to Congress and Directions of Interest.  IICD refers threats and Directions of Interest to 
TAS and supports TAS with social media research.  IOS conducts both surveillance detection 
and counter-surveillance activities as well as investigates suspicious activity for any nexus to 
terrorism.  IOS is the “boots on the ground” during demonstrations.  During demonstrations, IOS 
agents report to IICD what they are seeing in the field, and IICD pushes their reports along with 
what is being generated on social media out to Department commanders.  Additionally, IICD, 
TAS, and IOS all have personnel assigned to task forces with intelligence-related 
responsibilities.  Furthermore, TAS and IOS provide the personnel for the protective intelligence 
teams supporting leadership details and large congressional delegations.  

In Report Number OIG-2016-04, OIG also found TCD within SSB could have benefited from 
increased interaction with IICD on intelligence-related matters.  TCD provides technical 
countermeasures for the Capitol Complex and the legislative branch, including congressional 
offices, congressional leadership, sensitive committees, and any Sensitive Compartmented 
Information Facilities on the Complex.  TCD searches for listening devices, devices planted in 
computers or telephones, and devices planted in phone lines as well as cameras.  TCD also 
performs vehicle searches for the congressional leadership.  An SSB official stated it would be 
helpful if TCD could receive technical countermeasures intelligence information directly from 
the intelligence community.  Reorganization and consolidation of these intelligence elements 
would increase the efficiency of its intelligence resources. 

In a July 10, 2015, memorandum approved by the Capitol Police Board, the Department 
proposed separating IICD from PSB and creating a new Bureau/Office-level element entitled the 
Office of Intelligence Analysis.  The memorandum stated that the reorganization would allow for 
more robust intelligence collection and analysis, enhance interconnectivity with the Intelligence 
Community, and develop more synergy throughout the Department.  The Department did not, 
however, include all intelligence-related elements within the proposed USCP reorganization or 
implement the change as part of reorganizations effective January 1, 2018, or October 20, 2019.  
In its reorganization effective January 1, 2018, USCP changed the name of the Division of 
Intelligence and Information Analysis to the Intelligence Analysis Division.  In its reorganization 
effective October 20, 2019, USCP realigned the PSB and SSB to the Office of the Assistant 
Chief of Police for Protective and Intelligence Operations and changed the name of the 
Intelligence Analysis Division to the Intelligence and Interagency Coordination Division. 

                                                 
5 Intelligence Section - Investigations was a past name for the Intelligence Operations Section. 
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Integrating all of its intelligence-related elements such as the TAS, IOS, as well as TCD, into a 
single bureau would achieve greater collaboration and utilization of its intelligence resources. 

Intelligence Training Program Not Established 

The IICD Commander did not maintain an intelligence training program for all IICD employees, 
as SOP PS-602-03, Intelligence Analysis Division Commander Responsibilities, dated August 
11, 2019, requires.  SOP PS-602-03 states: “The Commander will be responsible for all activities 
of the IAD, to include the following:  Review and maintain the Intelligence Training Program for 
all IAD employees.” During our testing, we requested support demonstrating that the IICD 
Commander reviewed and maintained the Intelligence Training Program for 2018 – 2020 as SOP 
PS-602-03 requires.  The Department responded stating that prior to the Assistant Director and 
Director of IICD coming onboard in late October and early November 2020, respectively, IICD 
did not have a codified, formal intelligence training program. 

Without a formally established Intelligence Training Program, the Department cannot ensure the 
proper training of all intelligence employees and ensure that they are up to date on the most 
recent policies and procedures related to IICD personnel duties.   

Lack of Guidance for Intelligence Dissemination 

USCP did not clearly document channels for the distribution of intelligence up to the Chief of 
Police, down to the line officers, and across departmental entities.  We reviewed Department 
guidance related to intelligence for information related to intelligence sharing.  Although, some 
policies include vague language regarding the communication of information throughout the 
Department, there is no clear channel for the distribution of intelligence information up to the 
Chief and down to the line officers and across departmental entities.  The IICD Director 
described guidance related to IICD information sharing as “very ambiguous.”  For example, SOP 
PS-602-03 states that the IICD Commander is responsible for “[e]nsuring all intelligence 
information is collected, processed, and disseminated in the most efficient manner possible.”  
Clearly documented channels for sharing intelligence within USCP would enhance the 
Department’s ability to disseminate information efficiently and effectively.  

Lack of Comprehensive Open Source Policies and Procedures 

IICD lacks comprehensive policies and procedures related to their open source intelligence 
gathering efforts.  GAO’s Standards for Internal Control in the Federal Government state, 
“Management documents in policies for each unit its responsibility for an operational process’s 
objectives and related risks, and control activity design, implementation, and operating 
effectiveness.”  IICD prepared a draft SOP titled Open Source Guidance for Protest Tracking 
and Communication.  The purpose of the draft SOP was to create procedures for the tracking and 
reporting of protests/demonstrations impacting or having the potential to impact interests on 
Capitol Hill. 
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The Department has not reviewed and updated IICD’s policies to ensure they incorporate 
prevailing IICD practices.  Without official policies and procedures related to open source 
intelligence, IICD analysts may not be aware of the proper methods of conducting open source 
intelligence work.  Additionally, the Department risks failing to identify and appropriately 
communicate critical open source intelligence. 

Lack of Comprehensive Reporting 

IICD did not always include past reporting into later assessments. IICD Special Event 
Assessment 21-A-0468 v.3, Joint Session of Congress – Electoral College Vote Certification, 
dated January 3, 2021 (Appendix D), was IICD’s final special event assessment for planned 
events on January 6, 2021.  However, IICD did not directly incorporate or reference past IICD 
reporting.  Through interviews with Department officials, another IICD report related to 
January 6, 2021, came to our attention.  The report, Investigative Research and Analysis Report, 
IICD Case #: 21-TD-159, dated December 21, 2020, states that on December 21, 2020, the 
Department of Homeland Security notified the Department of a blog referencing tunnels on U.S. 
Capitol grounds used by Members of Congress and research of the website identified four 
“threads/blog topics containing comments of concern.”  The report identifies the website as 
https://thedonald.win and includes several pages of comments posted to the website.  OIG 
attached the report in its entirety in Appendix E. 

In our previous report, Investigative Number 2021-I-0003-A, we reported that on January 5, 
2021, at approximately 7 p.m. to 8 p.m., a USCP task force agent embedded with the FBI 
emailed IOS a memorandum from the FBI Norfolk Division providing additional details 
regarding the January 6, 2021, event.  OIG attached the memorandum in its entirety in Appendix 
F.  An ID official stated that the FBI Norfolk memorandum contained similar information to 
what the Department had already been hearing and cited Investigative Research and Analysis 
Report, IICD Case #: 21-TD-159, as evidence. 

The IICD Assistant Director stated they didn’t know if IICD included specifics of IICD Case #: 
21-TD-159 in future reporting.  The IICD Assistant Director recalled discussions with PSB 
officials about the tunnels and the context of the report and stated that IICD mentioned 
“donald.win” in its special event assessment but didn’t mention tunnels.  The IICD Assistant 
Director thought that may be because they were not contemplating anyone breaking into the 
tunnels.  The IICD Assistant Director stated that the special event assessment did mention 
Congress was going to be targeted and it would be dangerous for law enforcement.  Our review 
of Special Event Assessment 21-A-0468 v.3, January 3, 2020, revealed no references to 
https://thedonald.win or IICD Case #: 21-TD-159 and neither of them are listed as a source. 
Because the Department plans event security and relies on IICD documents for event 
intelligence, IICD analytical statements or reporting should be carried uniformly from one IICD 
document to another.   
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Limited Consideration of Operational Impact 

In our previous report, Investigative Number 2021-I-0003-A, we note media reports revealed that 
some USCP officers believed the Department failed to provide them with adequate intelligence 
leading up to the events that occurred on January 6, 2021.  Our review of IICD reports revealed 
that they include information on Capitol Hill events to include permits, possible attendee 
numbers, member activities, street closures, event history or purpose and may include an analyst 
assessment of those events based on IICD sourcing.  While the information is beneficial to the 
reader, the reports contain pages of non-analytical reporting about events without operational 
impact and analytical assessment.  For example, IICD Special Event Assessment 21-A-0468 v.3 
devotes all or parts of three pages to listing traffic cuts and street closures.  Less emphasis on 
IICD reporting of what events will occur on Capitol Hill to include corresponding street closures, 
and increased emphasis on threat analysis, assessments of trends, threat aggregation and 
investigation; all through the lens of operational outcomes and member security, would enhance 
the quality of the information that USCP provides to its officers.   

Inconsistent Reporting 

IICD analyst assessments and document summaries did not always match.  In IICD Special 
Event Assessment 21-A-0468 v.3, the analyst assessments and IICD Overall Analysis are not 
carried forward into the document summary located on the first page of the assessment titled 
“Bottom Line Up Front” (BLUF).  IICD Special Event Assessment 21-A-0468 v.3 contains a 
BLUF that states:   

The Intelligence and Interagency Coordination Division is currently tracking several protests slated 
to take place on Capitol grounds and elsewhere in Washington, DC, on Janurary [sic] 5, 2021, and 
January 6, 2021, and some protesters have indicated they plan to be armed.  There is also indication 
that white supremacist groups may be attending the protests. 

However, the “IICD Overall Analysis” section located on the thirteenth page of the assessment 
contains more alarming language and states:  

Due to the tense political environment following the 2020 election, the threat of disruptive actions 
or violence cannot be ruled out. Supporters of the current president see January 6, 2021, as the 
last opportunity to overturn the results of the presidential election.  This sense of desperation 
and disappointment may lead to more of an incentive to become violent. [Emphasis Added] 
Unlike previous post-election protests, the targets of the pro-Trump supporters are not necessarily 
the counter-protesters as they were previously, but rather Congress itself is the target on the 6th. 
[Emphasis Added]  As outlined above, there has been a worrisome call for protesters to come to 
these events armed and there is the possibility that protesters may be inclined to become 
violent. [Emphasis Added] Further, unlike the events on November 14, 2020, and December 12, 
2020, there are several more protests scheduled on January 6, 2021, and the majority of them will 
be on Capitol grounds.  The two protests expected to be the largest of the day—the Women for 
America First protest at the Ellipse and the Stop the Steal protest in Areas 8 and 9—may draw 
thousands of participants and both have been promoted by President Trump himself.  The Stop the 
Steal protest in particular does not have a permit, but several high profile speakers, including 
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Members of Congress are expected to speak at the event. This combined with Stop the Steal’s 
propensity to attract white supremacists, militia members, and others who actively promote 
violence, may lead to a significantly dangerous situation for law enforcement and the general 
public alike. [Emphasis Added] 

In IICD Special Event Assessment 21-A-0468 v.3, the BLUF does not adequately summarize the 
analyst’s findings.  The BLUF should align with IICD analyst comments.  If a reader’s belief is 
that the BLUF summarizes the document and does not read the document in its entirety, they 
could draw an inaccurate conclusion since the BLUF is not consistent with the rest of the 
document.  

Intelligence Capabilities Need Improvement 

Our ongoing work revealed several areas USCP should address to improve the Department’s 
capability to effectively collect, process, and disseminate intelligence information.  The areas 
included gaps in meeting the intelligence needs of its operational stakeholders, lack of training, 
certification, or professional standards for intelligence analysts, staffing, security clearances, and 
technology.  IICD intelligence products may not always meet the needs of its operational 
stakeholders. For example, a DPD official stated that the Department’s intelligence gathering and 
dissemination process needed to work better for DPD.  The official stated the process needed to 
be more streamlined and that IICD could better support DPD’s mission with dedicated analysts, 
briefings, and daily products.  A gap analysis would allow IICD to identify the needs of its 
operational stakeholders.    

The Department did not establish training, certification, or professional standards for its 
intelligence analysts.  Acting Assistant Chief of Police for Protective and Intelligence Operations 
Sean Gallagher stated IICD training was an ongoing issue and he and Acting Chief Pittman 
identified opportunities for improvement in 2019.  Acting Assistant Chief Gallagher stated there 
were numerous discussions with the previous and current IICD Directors about training for IICD.  
Acting Assistant Chief Gallagher stated IICD and PSB in general, did not receive funding for 
analyst training, and as a result he and Acting Chief Pittman solicited other agencies to include 
the Department of Homeland Security and the Office of the Director of National Intelligence 
(ODNI), for gratis training.  In addition, Acting Assistant Chief Gallagher stated he directed the 
previous and current IICD Directors to create on-boarding training for new analysts.  Acting 
Assistant Chief Gallagher stated in early 2020, IICD identified additional training at other 
agencies including ODNI basic analyst trainings but, due to COVID-19 that training was 
canceled.  Acting Assistant Chief Gallagher stated in addition to training, IICD analyst position 
descriptions were under review by the current Director and Assistant Director to align them with 
leadership expectations.  

The IICD Director stated professional development for IICD staff was virtually nonexistent 
when they joined USCP.  The IICD Director stated there appeared to be limited investment in 
human capital, with IICD personnel trying to find training opportunities on their own and 
training lacking a routine basis.  The IICD Director stated it was a huge gap, and they have been 
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pushing people to attend training.  The IICD Director stated IICD has asked for a training budget 
and will look at a training plan but in order to develop training standards they need to understand 
the baseline of IICD staff and what their expectations should be.  The IICD Director stated they 
had recently provided performance reviews to IICD personnel with the goal of establishing 
expectations for each IICD member.  Established training, certification, and professional 
standards for its intelligence analysts would help the Department to ensure that it staffs IICD 
with capable and qualified personnel.  

Both the IICD Director and Assistant Director indicated they identified personnel and structural 
challenges upon joining IICD in the fall of 2020.  The IICD Assistant Director stated that IICD 
analysts were not meeting the demands of the Department and made changes to the IICD 
organizational structure to better meet the needs of the Department.  Additionally, IICD 
leadership consists of the Director and Assistant Director responsible for the final approval of 
IICD products. However, IICD personnel have disseminated inaccurate products in the past 
without supervisory approval. The IICD Director stated it was very complicated deciding if you 
can you trust analysts with sharing intelligence and how to do it without a single point of failure. 
The Department should determine the adequate staffing level and organizational structure for 
IICD to effectively collect, process, and disseminate intelligence information, to include 
establishing group leader or middle management positions that would expand supervisory 
coverage within IICD.  

The Department did not establish minimum security clearance standards for its intelligence 
analysts.  Not all personnel assigned to IICD had a Top Secret and Sensitive Compartmented 
Information clearance.  Failure to establish minimum security clearance standards for its 
intelligence analysts could have resulted in the Department mishandling classified information. 
The IICD Assistant Director stated that IICD is in the process of obtaining courier cards for 
transporting classified information, previously IICD used a “letter.”  The IICD Assistant Director 
stated they had been working with the IICD Director to develop guidance addressing the 
transport of classified information, the Department should ensure it finalizes that guidance. The 
Department should also require its intelligence personnel to maintain a Top Secret and Sensitive 
Compartmented Information clearance. Our research into best practices revealed that the U.S. 
Secret Service and FBI require intelligence personnel to have both a Top Secret and Sensitive 
Compartmented Information clearance.   
 
The IICD Director stated IICD faced technological challenges—mainly technology related to the 
open source environment.  The IICD Director stated that going forward, because the USCP 
mission is unique, IICD made a budget request to obtain private industry collection technology 
because that technology can better focus on dark web information and Capitol Hill-related 
products.  The IICD Director should identify any technology and/or tools that would enhance the 
Department’s capability to effectively collect, process, and disseminate intelligence information. 
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Conclusions 
 
During the review, a condition identified in two previous reports, the Department’s failure to 
update and document evaluations of its intelligence priorities, reemerged.  To increase the 
efficiency of its intelligence resources, the Department should consider reorganizing its 
intelligence functions into a single intelligence bureau.  Additionally, without a formally 
established Intelligence Training Program, the Department cannot ensure the proper training of 
all intelligence employees and ensure that they are up to date on the most current policies and 
procedures related to IICD personnel duties.  Furthermore, implementing additional formal 
guidance that applies to USCP’s collection, processing, and reporting of information would 
improve its ability to effectively disseminate intelligence throughout the Department.  Lastly, 
USCP should address gaps in meeting the intelligence needs of its operational stakeholders, a 
lack of training, certification, or professional standards for its intelligence analysts, and 
determine the necessary staffing, security clearances, and technology IICD needs to accomplish 
its mission.  Therefore, OIG makes the following recommendations.     
 

Recommendation 18: We recommend that the United States Capitol Police 
immediately enforce USCP SOP PS-602-11, Intelligence Priorities Framework, dated 
February 11, 2018, requiring that its Intelligence and Interagency Coordination 
Division prepare an Intelligence Priorities Framework annually and subsequently 
review the Intelligence Priorities Framework quarterly. 
 
Recommendation 19: We recommend that the United States Capitol Police seek 
approval from the Capitol Police Board and its Congressional Oversight 
Committees to elevate and reorganize its intelligence resources into a Bureau level 
entity. 

 
Recommendation 20: We recommend that the United States Capitol Police 
immediately codify a formal intelligence training program and enforce Standard 
Operating Procedure PS-602-03, Intelligence Analysis Division Commander 
Responsibilities, dated August 11, 2019, requiring that the Intelligence and 
Interagency Coordination Division (IICD) Commander review and maintain the 
Intelligence Training Program for all IICD employees. 
 
Recommendation 21: We recommend that the United States Capitol Police develop 
guidance that clearly documents channels for efficiently and effectively 
disseminating intelligence information to all of its personnel.   
 
Recommendation 22: We recommend that the United States Capitol Police 
review the draft Standard Operating Procedure titled, Open Source Guidance 
for Protest Tracking and Communication, determine if the draft Standard 
Operating Procedure includes all required elements related to the 
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Intelligence and Interagency Coordination Division’s open source 
intelligence work, and implement a comprehensive policy that covers open 
source intelligence efforts. 
 
Recommendation 23:  We recommend the United States Capitol Police implement 
formal guidance that will ensure consistent and unified operational reporting across 
all intelligence and event planning documents. 
 
Recommendation 24:  We recommend the United States Capitol Police refine 
document reporting that better captures operational impact to include improbable 
outcomes based on intelligence, trend data, threats to members, and information 
analysis.  
 
Recommendation 25:  We recommend the United States Capitol Police implement 
guidance that will ensure consistency between analyst assessments and document 
summaries within its intelligence products.  
 
Recommendation 26: We recommend that the United States Capitol Police 
require the Director of the Intelligence and Interagency Coordination 
Division develop an action plan within 45 calendar days to improve the 
Department’s capability to effectively collect, process, and disseminate 
intelligence information.  The action plan should include at a minimum: 
 

a. A gap analysis to identify the intelligence needs of the Intelligence and 
Interagency Coordination Division’s operational stakeholders. 

b. Certification and professional standards for intelligence analysts. 
c. Training standards for intelligence analysts. 
d. Adequate staffing level and organizational structure for the Intelligence and 

Interagency Coordination Division, to include establishing group leader or 
middle management positions that would expand supervisory coverage. 

e. Requirements for intelligence personnel to maintain a Top Secret and 
Sensitive Compartmented Information clearance. 

f. Identification of any technology or tools that could enhance 
Intelligence and Interagency Coordination Division capabilities. 
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Source: USCP Office of General Counsel. 
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Recommendation 1: We recommend that the United States Capitol Police develop 
policies and procedures that identify and formalize the Civil Disturbance Unit’s 
mission, objectives, roles, and responsibilities. 
 
Recommendation 2: We recommend that the United States Capitol Police update 
Standard Operating Procedure (SOP) OS-140-01, Civil Disturbance Unit’s Quarterly 
Assessment of Assigned Personnel, dated August 25, 2009, SOP OS-140-02, Use of 
the PepperBall System, dated October 30, 2019, and SOP OS-100-71, Deployment and 
Storage of FN 303 Less Lethal Impact Launcher, dated August 14, 2013, to reflect 
current practices. 
 
Recommendation 3: We recommend that the United States Capitol Police develop 
policies and procedures that identify and formalize the Civil Disturbance Unit’s 
training standards, requirements, and responsibilities.  
 
Recommendation 4: We recommend that the United States Capitol Police develop a 
Leadership Civil Disturbance Unit training program that focuses on command 
tactics and responsibilities.  
 
Recommendation 5: We recommend that the United States Capitol Police develop 
policies and procedures for Civil Disturbance Unit equipment standards and life-
cycle management.  
 
Recommendation 6: We recommend that the United States Capitol Police store riot 
shields in a temperature-stable area with conditions designed to maximize the life of 
the shield, and the Civil Disturbance Unit should create a process for reporting 
when the shields are not stored within the guidelines of the manufacturer such as 
but not limited to direct sunlight, temperature-stable environment and when they 
have been exposed to petrol, diesel, solvents, and exhaust fumes. 
 
Recommendation 7: We recommend that the United States Capitol Police develop 
policies and procedures for outlining the deploying and/or staging all available types 
of less-lethal weapon systems during Civil Disturbance Unit operations.  
 
Recommendation 8: We recommend that the United States Capitol Police increase 
its number of less-lethal weapon systems and explore additional less lethal options.  
 
Recommendation 9: We recommend that the United States Capitol Police train and 
certify additional Civil Disturbance Unit grenadiers. 
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Recommendation 10: We recommend that the United States Capitol Police prepare 
and stage necessary operational equipment for events.  
 
Recommendation 11: We recommend that the United States Capitol Police 
immediately update SOP No. OS-140-02, Use of PepperBall System, dated 
October 30, 2019, to reflect current manufacturer recommendations and 
requirements and ensure that grenadiers received the training within the frequency 
specified in the updated policy. 
 
Recommendation 12: We recommend that the United States Capitol Police develop 
a Standard Operating Procedure that identifies and formalizes the roles, 
responsibilities, and reporting requirements for employee listings for the Civil 
Disturbance Unit. 
 
Recommendation 13: We recommend that the United States Capitol Police explore 
incentivizing the Civil Disturbance Unit program.  
 
Recommendation 14: We recommend that the United States Capitol Police ensure 
that Civil Disturbance Unit liaisons are accountable for properly completing the 
Civil Disturbance Unit audit each quarter and providing it to the Commander of the 
Civil Disturbance Unit. 
 
Recommendation 15: We recommend the United States Capitol Police implement a 
process that will ensure that procedures for Civil Disturbance Unit inventory and 
reconciliation, required by Directive 2053.003, Property and Asset Management, 
dated October 2, 2017, are fully functioning and operating as required.  Specifically, 
the Civil Disturbance Unit must conduct physical inventories annually, perform 
reconciliations, resolve discrepancies, and provide an updated listing to the property 
custodian.   
 
Recommendation 16: We recommend the United States Capitol Police implement an 
inventory control for the armory and also recommend a Check-In/Out Log Book 
that requires approval by a supervisor for munitions and weapons. A safety 
inspection check performed during a check-out would prevent the Civil Disturbance 
Unit from deploying expired munitions. 
 
Recommendation 17: We recommend the United States Capitol Police either 
acquire an updated version of the 37mm less-lethal weapon or retire the weapon 
entirely because the current training for the 37mm weapon system is included in the 
certification process grenade launcher type weapon systems.  
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Recommendation 18: We recommend that the United States Capitol Police 
immediately enforce USCP SOP PS-602-11, Intelligence Priorities Framework, dated 
February 11, 2018, requiring that its Intelligence and Interagency Coordination 
Division prepare an Intelligence Priorities Framework annually and subsequently 
review the Intelligence Priorities Framework quarterly. 
 
Recommendation 19: We recommend that the United States Capitol Police seek 
approval from the Capitol Police Board and its Congressional Oversight 
Committees to elevate and reorganize its intelligence resources into a Bureau level 
entity. 

 
Recommendation 20: We recommend that the United States Capitol Police 
immediately codify a formal intelligence training program and enforce Standard 
Operating Procedure PS-602-03, Intelligence Analysis Division Commander 
Responsibilities, dated August 11, 2019, requiring that the Intelligence and 
Interagency Coordination Division (IICD) Commander review and maintain the 
Intelligence Training Program for all IICD employees. 
 
Recommendation 21: We recommend that the United States Capitol Police develop 
guidance that clearly documents channels for efficiently and effectively 
disseminating intelligence information to all of its personnel.   
 
Recommendation 22: We recommend that the United States Capitol Police 
review the draft Standard Operating Procedure titled, Open Source Guidance 
for Protest Tracking and Communication, determine if the draft Standard 
Operating Procedure includes all required elements related to the 
Intelligence and Interagency Coordination Division’s open source 
intelligence work, and implement a comprehensive policy that covers open 
source intelligence efforts. 
 
Recommendation 23:  We recommend the United States Capitol Police implement 
formal guidance that will ensure consistent and unified operational reporting across 
all intelligence and event planning documents. 
 
Recommendation 24:  We recommend the United States Capitol Police refine 
document reporting that better captures operational impact to include improbable 
outcomes based on intelligence, trend data, threats to members, and information 
analysis.  



Appendix B 

Page 4 of 4 
Listing of Recommendations 

58 
Review of the Events Surrounding the January 6, 2021, Takeover of the U.S. Capitol   2021-I-0003-B, March 2021 
 

LAW ENFORCEMENT SENSITIVE 
 

 
Recommendation 25:  We recommend the United States Capitol Police implement 
guidance that will ensure consistency between analyst assessments and document 
summaries within its intelligence products.  
 
Recommendation 26: We recommend that the United States Capitol Police 
require the Director of the Intelligence and Interagency Coordination 
Division develop an action plan within 45 calendar days to improve the 
Department’s capability to effectively collect, process, and disseminate 
intelligence information.  The action plan should include at a minimum: 
 

a. A gap analysis to identify the intelligence needs of the Intelligence and 
Interagency Coordination Division’s operational stakeholders. 

b. Certification and professional standards for intelligence analysts. 
c. Training standards for intelligence analysts. 
d. Adequate staffing level and organizational structure for the Intelligence and 

Interagency Coordination Division, to include establishing group leader or 
middle management positions that would expand supervisory coverage. 

e. Requirements for intelligence personnel to maintain a Top Secret and 
Sensitive Compartmented Information clearance. 

f. Identification of any technology or tools that could enhance 
Intelligence and Interagency Coordination Division capabilities. 
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Source: Document provided by a USCP official.
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CONTACTING THE OFFICE OF INSPECTOR GENERAL 
 
Success of the OIG mission to prevent fraud, waste, abuse, or mismanagement depends on 
the cooperation of employees and the public.  There are several ways to report questionable 
activity.

 
Call us at 202-593-3868 or toll-free at 866-906-2446.  A confidential or anonymous message 
can be left 24 hours a day/7 days a week. 
 
                  
              Toll-Free                                  
                               1-866-906-2446 
 
  

 
Write us – we are located at:  
United States Capitol Police 
Attn:  Office of Inspector General, Investigations  
119 D Street, NE 
Washington, DC 20510          
                   

  
 
Or visit us – we are located at: 
499 South Capitol Street, SW, Suite 345                                       
Washington, DC  20003 
 

 
 
 
         You can also contact us by email at: OIG@USCP.GOV  
         

 
 
When making a report, convey as much information as possible such as:   
Who? What?  Where? When?  Why?  Complaints may be made anonymously or you may 
request confidentiality. 

 
Additional Information and Copies: 
 
To obtain additional copies of this report, call OIG at 202-593-4201.  
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