ooce DEMAND PROGRESS
Selected Section 702 Violations on the Record

Since the passage of FISA Sec. 702 in 2008, the government's Sec. 702 programs have reported 2018 (2019 )
serious violations of the statute, the orders from the FISC, the FISC-approved targeting, minimization, FBI analysts run unlawful queries on their own FBI unlawfully queries Americans on the basis of

a q s q names, potential sources, and a family member \ holding certain public offices or giving campaign
and querying procedures required by the statute, and the government's internal compliance SUasta iR AT, g

guidelines. This is a non-comprehensive timeline of major violations from 2008-2021.

fJuIy—Aug. 2018 D) (2019 )

An FBI analyst runs over 100,000 unlawful queries. FBI commits "widespread violations" of querying 3 aM
rules, including queries on crime victims, potential

sources, job candidates, current or prospective 2021
2012 - 2016 state or local employees, people visiting FBI FBI runs as many as 3.4
"The [FISC] is troubled that the government's ™ facilities for repairs, college students participating million queries on Americans.

NEY c.orpn'.lits ‘.‘widespr.ead," systen:nic violations of oct. 2018 in the FBI's Collegiate Academy, and civilians
the minimization rules it agreed to in 2011. FISC seeking to participate in the FBI's Citizens Academy
describes this as "significant noncompliance" and a FISC rules that the FBI's querying practices don't

program for community leaders.
"very serious Fourth Amendment issue," and accuses comply with the Fourth Amendment because of the
the government of an “institutional ‘lack of candor’” extent of the FBI's querying violations. —

revelations regarding NSA's acquisition of Internet
transactions mark the third instance in less than
three years in which the government has disclosed
a substantial misrepresentation regarding the
scope of a major collection program."

2008 -2011

NSA knowingly collects "a very large number" of
wholly domestic communications with no direct
connection to a Sec. 702 target, and misrepresents
that fact to the FISC.

for delaying full disclosure of the violations.

—FISC Judge John D. Bates, Oct. 2011

2020

2018 — at least 2021

2016 and 2017

FBI unlawfully queries the name of a U.S.
congressman and a local political party.

FBI comprehensively violates a new, extremely
narrow requirement to obtain a court order for —
certain queries on Americans in criminal
investigations.

Nov. 2011 U . N
,,,,,,,,,, FBIl analyst queries Sec. 702 data in a baseless

investigation of two men appearing to be "of Middle
Eastern descent.”

,,,,,,,,,,,,,,,,, NSA agrees to new minimization rules to address
the problem and protect Americans' privacy.

2014

2008 -2013;2019-"? 2011-2015 March 2017 Oct. 2018 — at least Nov. 2020

DoJ refuses to give statutorily required notice to For at least 4 years, NSA intentionally retains and FBI runs an unlawful query of 70,000 identifiers, FBI "unjustifiably disregard[s]"” an order from the

Before Feb. 2019

criminal defendants prosecuted with data gathered uses Sec. 702 data it was required to purge. FISC including many Americans. FISC to report and justify each time the FBI decided ) ) .
under 702. implies the government lacked candor in failing to to indefinitely keep certain Sec. 702 data. NSA "unilaterally decide[s]" to violate a rule for
disclose the retention for so long. conducting upstream collection. 1.3M
2020

FBI runs as many as 1.3 million

( \ queries on Americans.
Aug. 2019

FBI runs a batch query on 16,000 people, including
Americans. Only 7 of the people actually meet the
legal querying standard.

Dec. 2017

Coos —at least 2020 "It should be unnecessary to state that
government officials are not free to decide for
themselves whether or to what extent they should

comply with Court orders."

FBI runs unlawful queries of 6,800 social security

"Perhaps more disturbing and disappointing 3
numbpers.

(el ey, D EIRUETmmET: (PNt i e i &m than the NSA's failure to purge this information

unspecified number of Americans and people in the / for more than four years, was the government's
U.S., notwithstanding Sec. 702's requirement that failure to convey to the Court explicitly during that

el EEES (0 UL (HESes (Eeiet] el time that the NSA was continuing to retain this
The causes vary, including insufficient due information... Candor is fundamental to this Court's
diligence, incorrect analysis, misunderstandings of effective operation[.]"

targeting rules, and typos. —FISC Judge Thomas F. Hogan, Nov. 2015

—FISC Judge James E. Boasberg, Dec. 2019

2020

2019 FBl again commits numerous violations of querying
rules, including running queries on current and
potential sources, former job applicants, prospective

FBl employees, and people offering tips.

FBI unlawfully queries "multiple current and former
U.S. Government officials, journalists, and political
commentators."

Some dates are approximate.
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