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I. General Statements

Unmanaged devices shall not connect to the State of Missouri’s internal network due to the
risk of impacting the confidentiality, integrity, and availability of the network and citizen’s
data. The Information Technology Services Division (ITSD) shall develop procedures and
other processes that enforce this policy. Exceptions may be permitted to this policy through a
review process. ITSD reserves the right to revoke any permitted exceptions at any time.

II. Definitions

Unmanaged device: any device (laptop, workstation, mobile device, IP camera, alarm
system, etc) that ITSD does not control.

State of Missouri’s internal network: any device that receives an internal, routable IP
address from a wired, wireless, or VPN connection is considered to be on the State of
Missouri’s internal network.




