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INTRODUCTION 

The topic of cyber security covers many actions that, together, help to deter hackers 

and protect against viruses and other potential risks to individuals and organizations 

who are unaware of these threats. This checklist is designed to provide security tips to 

raise your awareness of, and assist you in assessing and improving your cyber security 

plans and procedures. 

 

 



 
 

The internet is a wonderful place; many of us use it on a regular basis for a multitude of 

functions. Email helps us to keep in touch with family, and friends all over the world and 

most people have at least one email account. The growing use of devices such as 

cameras, camera phones, tablets and other digital devices means that we can send 

pictures at the click of a mouse.  

MP3 players have become increasingly popular, and we can download songs to play on 

them with extreme ease. All of this is great, and the internet is becoming a big part of 

our everyday lives. 

Unfortunately, there is a downside to all of this increased use of the internet. That is the 

growth of the spread of viruses and other socalled malware. Originally, internet hackers 

were satisfied keeping their attention focussed on government and business websites, 

and their viruses were intended to attack corporations. Most hackers saw this as a 

challenge. However, there is now an increasing trend towards home computer users 

being targeted by these attacks. The amount of damage that can be caused by a virus 

varies, but there are a number of easy steps that a person can take to help increase 

their internet security. 

IDENTITY THEFT  
You've probably heard about identity theft on television or read about it in the 

newspaper, and you may already be aware of the damage these crimes can cause 

victims and their families. What you may not know is how to protect yourself from 

these attacks. Below you'll find ten steps that can help you minimize your chances 

of becoming another identity theft statistic. 

1. Invest in a shredder.  Never throw anything away without shredding it first. 

Identity thieves will dig through dumpsters and trash bags looking for credit card 

receipts, voided checks, paid bills, credit card offers, and other items which provide 

them with your personal information. 
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2. Mail everything from the post office. Leaving your outgoing mail in or on your 

mailbox is an invitation to have it stolen by an identity thief. Not only can they get 

all of your personal information from the check, but they can even alter the check 

and cash it themselves. Instead, drop it by the post office or another mailbox. 

3. Use a post office box.  Incoming mail is also a target for identity thieves. Your 

bills, checks, even junk mail can be used by these thieves to steal your personal 

information. If you have a post office box, then your mail will be delivered safely to 

that box. 

4. Have an unpublished phone number.  Some identity thieves will also use the 

telephone in an attempt to get your personal information. For example, one scam 

involved a caller telling a person he or she had won a government grant that was 

going to be directly deposited into their checking account. Of course, the caller 

needed the person's checking account number to deposit the money. If your phone 

number isn't available, then you won't be harassed by these calls. 

5. Check your accounts weekly. If you don't already, you need to get in the habit 

of checking the balances of all your financial accounts on a weekly basis. Waiting for 

monthly statements isn't good enough because by then your account could have 

been completely drained. 

6. Check your credit report yearly. Every year, you should request free copies of 

your credit report and check them for any errors, such as credit cards or loans you 

never took out. If you find out now that someone is using your identity, you can 

start correcting the problem before you need to use your own credit. 
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7. Memorize PIN numbers and passwords. Never write down your PIN numbers 

or passwords. No place is a safe place to keep these important pieces of 

information. Keep them in your memory so no one can steal them. Also, make them 

more complicated than an ordinary word or your birthday. It shouldn't be easy for 

anyone to guess. 

8. Keep only basic information on checks. Your checks should only include basic 

information about you, such as your name and address. Your social security 

number or driver’s license number should never be printed on your checks. If it is, 

then you're basically handing over the keys to your identity to any thief who comes 

in contact with your check. 

9. Eliminate unwanted credit card offers. Those credit card offers you throw 

away can be used by identity thieves. They simply have to complete the application 

and change the address to have a card sent to them in your name. You should 

shred them, but you can also call 1-888-567-8688 or visit 

http://www.optoutprescreen.com to opt-out of the credit card offer mailing list so 

you'll stop receiving them. 

10. Carry only necessities. Never carry anything in your purse or wallet that isn't 

necessary, such as extra deposit slips, social security cards, birth certificates, etc. 

The more personal information your purse or wallet contains the more valuable it 

will be to an identity thief if it is lost or stolen. 

Although we only promised ten steps, we're throwing in an extra one to help you 

protect yourself even further. 
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11. Go electronic. Bank statements, most bills, and many other documents can all 

be viewed electronically so you never have to worry about them being stolen out of 

your mailbox or your trash. Contact your financial institution, credit card 

companies, and utility providers about the availability of this option. As an extra 

bonus, many of these businesses offer incentives to individuals who sign up for 

these electronic programs. 

Identity theft is becoming a bigger problem as more 

and more people are making the internet a bigger 

part of their lives.  

People who are new to the online medium often fall prey to ‘phishing’ or other 

internet identity theft schemes. In many cases the ‘phishing party’ uses your credit 

card to order goods for themselves, in other cases they will apply for credit cards, 

set up bank accounts, and take advantage of your good credit rating. Correcting 

these issues involves a lot of time energy and stress, so here are ten tips to help 

you from becoming a victim of identity theft. 

Use a disposable email account. Keep your business or personal email account 

just for business or personal communication. If you are going to be making 

purchases online, joining newsgroups, or subscribing to mailing lists and ezines use 

a disposable email account. There are many online free accounts such as yahoo, 

hotmail or grail, and most of them can interface with popular email clients like 

outlook or outlook express. Use one of them for all of your shopping transactions. 

Disguise your online identity. If your real name in Mary Smith try to avoid using 

email accounts with name like msmith@example.com when dealing with people 

you don’t know and trust. If you were born in 1972 don’t chose 

msmith1972@example.com as your email account. 

 
5 



 
 

Use different level passwords. Use one password for your personal information, 

use another for your business accounts and a third for your disposable email 

accounts or mailing lists you sign up for. Don’t use sequential passwords like 

password1 for personal use password2 for business, and password 3 for 

disposable accounts. 

Use strong passwords. Don’t use your birthdates, year you were married, or your 

children’s birthdates. Avoid choosing passwords that consist entirely of letters or 

numbers. Also try to avoid using passwords that are actual words. The best 

passwords are mnemonic phrases like “my father ate three apples for breakfast”. 

Take the first letter of each word and convert the number into numbers and you 

end up with “mfa3a4b”. 

Rotate your passwords. You should change your passwords every 6 to 12 months. 

If you suspect your passwords have been compromised change them as a safety 

precaution. 

Use only one credit card for all of your online purchases. If any of your other 

credit cards have online transactions you know they are fraudulent. If you see 

offline purchases for your online credit card you also know they are fraudulent. 

Use credit cards instead of debit cards. While many debit cards now offer online 

purchase protection it’s easier to dispute fraudulent charges than to recover debit 

card funds that have already been spent. 

When you make purchases online make sure your transactions are secure. In 

the address bar you should see “https” and not “http”. There should also be small 

lock icon in your browser. If this is your first purchase from the company make sure 

the issuing company is someone you have heard of like Verisign, or Thawte. 
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Check a company’s privacy policy. When you make your first transaction make 

sure your check the privacy policy, look for logos from consumer groups like Trust-E 

and the better business bureau. Click the logos to make sure they are authentic. 

Never open or fill out email requests for you to update you account or credit 

card settings via email. These are ‘phishing’ scams people use to try and secure 

your personal information. Many of them are growing increasingly sophisticated 

and go to great lengths to look exactly like the company’s website using their exact 

logo. 

Top Ten Online Shopping Security Tips - STAY SAFE 

WHEN SHOPPING ONLINE 

Do you feel safe when shopping online?  

The answer to this is yes, when shoppers follow simple guidelines. If you are new to 

the Internet or a regular shopper online, the following guidelines should apply. 

Every year billions of dollars are spent by consumers online; and as the trend is 

growing rapidly, shopping security is still the number one factor in which a person 

may choose not to buy from a website. 

This is particularly true if you are new to the internet or starting to buy on-line for 

the first time. 

Shopping security has always been a touchy subject and is so important that most 

reliable companies go to a great deal of trouble to protect their customers rights, 

privacy and security.  

1. Make sure you know the exchange rate; if you are not sure of the current 

rates, find out before you buy an item.  
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2. Find out the cost of delivery before placing your order and how long the 

delivery will take. Most shopping sites use couriers to deliver the goods and when 

delivering overseas can become quite expensive.  

3. If you are bidding on E-bay check out the buyers and sellers feedback. This 

should become standard before you ever place a bid. 

4. Always read the FAQ section if you are new to the site.  

5. If someone demands cash for a payment, say “no.” Use your credit card to 

make your payment; this will protect you against fraud. Credit card companies 

refund accounts where fraudulent activity transpires. 

6. Check the buyers contact page. Make sure their postal address is posted on it. 

If not, donít deal with them.  

7. Don’t be afraid to ask the seller lots of questions, genuine sellers should be 

very helpful, some online shopping sites have forms where you can see customer 

feedback. 

8. Check, and read in full the terms and conditions, and the privacy policy of the 

site. 

9. If you are unsure about a site, try doing a search with Google or any of the 

other search engines.  You may find comments posted about the shopping site 

from other customers.  

10.  If you are still not sure after reading the above it may be time to go 

shopping elsewhere.  
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These simple guidelines should also apply when bidding online. 

If you do make the occasional bid in one of the many online auction sites, the same 

safety guidelines should become standard. Part of the appeal of buying or bidding 

online is that you tap into the global markets at a click of your finger. Buying 

through auction sites on the web can be very exciting and for most people 

enjoyable, but remember they can also be very addictive. 

Most of the well-known auction sites are based in the United States; so overseas 

bidders should follow proper, but simple guidelines when placing their bids.  

We should not shy away from the worthwhile experience of online shopping. 

Shopping online can bring you great savings, and will also take away the burden of 

going shopping. 

Paypal Fraud, Paypal Email Scams and Avoiding 

Paypal Phishing 

To access a Paypal account you need to have the username and password of the 

account. The username of a Paypal account is the main email address (primary 

email address) used to register the account. The owner of the account would also 

set up a password to be used along with the username to access the account. The 

security system is quite secure as long as the username and password of the Paypal 

account are known only to the actual owner of the account. If these details are 

available to anyone else it would mean that the security of that Paypal account has 

been compromised. Anyone acquiring the username and password of any Paypal 

account can access and perform all functions that the actual owner of the account 

could do. 
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In this section,  we will try to explain in simple terms how confidential login 

information of an actual Paypal account owner can be robbed and misused. We will 

then provide important and simple suggestions that would reduce the chances of 

such a fraud being committed on your Paypal account. 

(a) Being careless with your information: This type of Paypal fraud can be 

committed very easily and does not require too much effort on the part of the 

fraudster. Users very often write down their login details for various websites with 

the fear of forgetting them. Anyone having access to these written details can login 

to the Paypal account and treat the account as if it was his own. Another possibility 

that could easily open a Paypal account to fraud is when the user selects a very 

simple or easy password that can be easily guessed. People with bad intentions 

need to make a few guesses before they arrive at the correct password to enter the 

Paypal account. These are the simplest ways in which a Paypal fraud can be 

committed and they do not require any email scam to be done. 

(b) Identity theft through a Paypal email scam: Paypal phishing or identity theft 

as it is commonly known, involves an attempt by a fraudster to extract the login 

details of a Paypal account from the actual owner of the account. Armed with these 

details, the fraudster can be very dangerous as full control of the Paypal account 

can be exercised. In this case, emails will be randomly sent to many email 

addresses informing the receiver of a certain activity in their Paypal account. For 

these Paypal email scams to work, the receiver of the email will need to login to his 

Paypal account by clicking a link on the email. The exact contents of each Paypal 

email scam might differ but the objective remains the same. Once the user clicks 

the link in the email, he is taken to a web page that closely resembles a regular 

Paypal login page. This page is in fact a fake and is hosted by the fraudster (not 

Paypal) with the sole purpose of collecting confidential login details from the actual 

owner of the Paypal account.  
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If the owner of the Paypal account falls for this trick, his account will soon be 

operated by the fraudster and this could lead to heavy losses. Attempts to phish 

Paypal accounts have become quite common and each time a fraudster unleashes 

his cruel trick a number of innocent Paypal accounts become victims. 

The above two methods account for a major share of Paypal frauds and Paypal 

email scams being committed in recent times. It is not very difficult to stay clear 

from these frauds and we provide some useful suggestions to help you. You really 

do not have to give up using your Paypal account with the fear of it being misused 

or phished by someone else. The internet provides numerous advantages when it 

comes to selling and buying online and to surrender these benefits to a pack of 

fraudsters would be sad.  

Avoiding Paypal fraud and Paypal email scams. 

(1) About your Paypal password: Choose a password that is not very easy to 

guess. Using your first or last name for your Paypal password is not a very good 

idea. Paypal frauds can be committed easily if you note your password in places 

that are accessible to others. Change your password periodically and whenever you 

suspect that you have become a victim of a Paypal email scam or other type of 

Paypal fraud. 

(2) Clicking links to login: Never click links on emails to access your Paypal 

account. Always use your web browser and type in the complete name of the 

Paypal website to login. Paypal email scams urge you to click a link on the email and 

access your website. The login information is then saved to a website that is not a 

Paypal website. This allows fraudsters to login to your Paypal account and make 

transactions on your account. 
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(3) Periodic account check: Login to your account periodically and look for any 

strange or unexpected transactions. The transactions could relate to a receipt or 

payment of money. If you notice any abnormal movement in your Paypal account, 

consider it to be a Paypal fraud and inform Paypal immediately. Also change the 

password immediately to reduce the chances of further damage. 

(4) Logging out of your account: If you are in the habit of logging into your Paypal 

account and then leaving the active account minimized on your browser, you could 

be helping someone commit frauds on your Paypal account very easily. Such 

security lapses do not require email scams or other methods. Always logout of your 

Paypal account once you have finished working on it or when you will not be using 

it for a couple of minutes. 

Follow the above suggestions and you will be pleased with the results. Your Paypal 

account will be a lot safer and you will at the same time, reap the benefits of 

transacting online. The contents of this article have been compiled by the network 

team at Kaisilver. We request you to forward this link to all your friends and 

acquaintances, they will be grateful that you let them know about a safe way to 

work with their Paypal account. 

5 Mistakes You Might Be Making When Choosing A 

Password 

Are you making yourself a target for fraud? More and more often I am hearing 

stories of people who have had their accounts hacked. They have had money 

stolen, lost sleep, spent hours setting up new accounts, or had their credit ruined. 

Don't let this happen to you. 
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Are you making these dangerous mistakes? 

Mistake #1: Using the same password for all your accounts. 

Please don't do this. Use different passwords for every email account, and definitely 

use unique passwords for shopping websites where you'd enter your credit card. 

Mistake #2: Short passwords 

The risk of someone guessing your password is increasingly difficult the more 

characters are in it. So, go for the gusto and make your passwords long. 

Mistake #3: BradPitt, Charlie, Sarah, Princess, Barbie, Gandolf -- Did I guess it 

yet? 

Do not use kids' names, pet's name, nicknames, names from characters in books or 

movies or celebrity names. Even if I didn't guess it in my list, someone who knows 

you could. 

Mistake #4: Easy to remember English words 

Easy to remember is also easy to guess. Passwords should not contain English 

words found in a dictionary. Non-English words or any words in any dictionary are a 

high risk as well. And, for goodness sakes, if your password is "password" or "test" 

then it's a wonder you haven't been hacked yet! 

Mistake #5: Numbers are no-no's. 

Seriously, stay away from birthdays, anniversaries, addresses, social security 

numbers or telephone numbers. They are all too easy to guess. 

Choose random passwords for banking sites like PayPal. Combine letters (both 

uppercase and lowercase) and numbers. 
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If all of this sounds too hard to remember, then consider using a Password 

program. Most of the good password programs will not only store your passwords 

on your computer, but they'll generate completely random passwords when you 

need one. Lastpass is one such program. 

Here are a few to try. 

http://www.fgroupsoft.com/Traysafe/ 

http://passwordsafe.sourceforge.net/ 

http://www.treepad.com/treepadsafe/ 

It's never a good time to find out that someone has stolen money from you -- or 

locked you out of your own email account. It's a waste of your time and money. 

Please protect yourself. 

Protect Your Privacy by Erasing Tracks Left on Your 

Computer 

When you browse the web information is continuously collected by the websites 

you visit and by your own computer. For example, websites at a minimum collect 

information about the web browser you use the operating system of your computer 

and the geography you reside from. However, what surprises most users is the 

amount of information that is collected on your computer from your surfing habits 

and daily use. 

Your web browser stores a lot of different types of information which is designed to 

improve your internet surfing experience but nevertheless poses a privacy risk. The 

sites or URLs which you visit are stored in the browser’s “history.” Search results are 

saved when you enter a search term into a search engine like Google.  
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Web content and images are stored in the “temp” folder. Files that you download 

are stored in the download manager. 

Websites also place “Cookies” onto your hard drive. A cookie is a small text file and 

is used by websites to offer advanced features.  

Some of the information that cookies store include shopping basket items or log-in 

information for a membership site. Cookies can also store information about when 

you visited the site including date and time. 

Given all this information being collected above you can easily see why this could 

become a privacy risk. It would not take someone who knew what they were doing 

too long to figure out what websites you visit, what you have bought online and 

what search terms you are looking for. This is unfortunately not the end of it. 

If you are a user of instant messenger or chat programs like AIM, MSN Instant 

Messenger or even Skype then it is important to be aware that the programs saves 

your chat history. Most programs allow you turn this feature off. 

There are number of other places besides your web browser where information is 

stored on your computer. This data can allow people to figure out what you have 

been doing on your computer. Media players like RealPlayer and Microsoft Media 

Play store audio and video playing history. Microsoft Office like Excel and 

PowerPoint applications store information about the most recently accessed files. 

Another important thing to remember is that when you delete a file it is not 

necessarily permanently erased and can be recovered with the right software. 

When you first hit delete the file is moved to the Recycle Bin. Even when you empty 

the Recycle Bin the file still exists on your hard drive until Windows overwrites it. 
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Here are two things you can do to help reduce the 

privacy risks from your computer. 

- Use a free software tool called “CCleaner” (http://www.ccleaner.com) to clear 

information collected by your web browser and Windows Temp Folder. This 

software automates the manual process of using your browser options menu to 

clean out cookies, URL history etc.  

Try to run this tool once a week or more frequently if you are a heavy internet user. 

- If you work with sensitive data files on your computer then you may want to 

consider investing in secure file “shredder” software. This type of software actually 

overwrites or “bleaches” the file you want to delete which means that it cannot be 

restored. 

FREEBIE TRICKS 

Viruses 

Free software infected with viruses and trojans. You will need a good antivirus and 

make sure you have always the latest updates. Only download files from respected 

sources and you should be just fine. You can get some free stuff on our website. We 

try to test all freebies first. 

Server security holes 

If you run a website, be aware of any holes that may expose you to hacking. A 

security hole can make someone else take control of your website and use it for 

illegal purposes and guess what... you will face the consequences. Avoid as much as 

possible open source software, specially if it's not updated for a long time. 
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Trial subscriptions 

Those are freebies that aren't really freebies. They usually ask for your financial 

informations in order to get access to that particular freebie. Open your eyes wide 

when you enter such informations... every respectable website should have a 

security certificate on that page. Check it and see if the certificate is genuine.  

Do not enter paypal details on pages outside www.paypal.com, do not enter 

moneybookers details on pages outside www.moneybookers.com. Check the 

domain and if you spot something wrong get out of there and report them. 

Shipping and handling 

A freebie that require you to pay for shipping and handling isn't really free 

anymore, is it? That doesn’t mean it’s not worth it... I would pay shipping and 

handling for a free plasma TV. But this can also be a trick... watch the domains that 

ask for credit card details the same way as for trial subscriptions. If anything looks 

suspicious, do not enter any financial details. 

Email 

When you try to access freebie directories, you still have to register and provide 

them with your email address. Look for privacy policy... some websites will sign you 

up for tons of spam newsletter and some will even sell your email address. An 

active email address is worth from 0.05$ up to 5$ on the black market.  

You know what i mean... pharma stores that spawn everywhere, dating websites 

that send you 5-6 emails a day and so on. 

The bottom line is that you are your best antivirus. Just keep your eyes open and 

don't click any link that pops in front of your eyes. Read, think and analyze 

everything. 
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DOWNLOADING SPYWARE 

Bundled with free software like screensavers or P2P file sharing programs which 

you download. For example Kazaa, a P2P file-sharing application, installs adware 

onto a userís computer even though it claims to contain ìno spyware.  Waterfalls 3 

from Screensaver.com installs spyware and Trojan horses. Examples are courtesy 

of a report from StopBadware.org’s website. 

Opening Spam email attachments. 

Being enticed into clicking on links in pop up adverts which then downloads 

spyware. These pop ups usually display messages to do with winning money or 

entering a special prize drawer. 

Drive-by downloading - this is when spyware is automatically downloaded onto 

your computer from the website you are surfing. 

Earlier this year a report published by the University of Washington revealed 

categories of websites which are mostly like to host spyware or infect users through 

ìdrive-by downloads. Their research revealed the following categories: 

Gaming sites 

Music download sites (I interpret this to mean ìillegal music sharing sites like 

dailymp3.com or where you can find P2P applications) 

Adult sites 

Celebrity sites 

Wallpaper / screensaver sites 
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Here are some tips and strategies to reduce the 

chance of spyware infection: 

 Switch on your browser’s popup blocker. 

Install an anti-spyware tool with active protection which helps prevent infection in 

the first place. 

Keep Windows and other Microsoft applications like office up to date with the latest 

patches. 

Use SiteAdvisor (http://www.siteadvisor.com). This is a free plug-in for your browser 

which tells you whether a site is safe or not based on their testing. This is new 

software which is highly recommended. 

If you are a frequent visitor of the high risk categories please consider changing 

your surfing habits or at least making sure your system is fully protected. 

Spoofing, Phishing and Link Altering  Expensive 

Financial Traps 

"Spoofing" or "phishing" frauds attempt to make internet users believe that they 

are receiving e-mail from a specific, trusted source, or that they are securely 

connected to a trusted web site, when that’s not the case at all, far from it.  

Spoofing is generally used as a means to convince individuals to divulge personal or 

financial information which enables the perpetrators to commit credit card/bank 

fraud or other forms of identity theft. 
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In "email spoofing" the header of an e-mail appears to originate from someone or 

somewhere other than the actual source. Spam distributors often use email 

spoofing in an attempt to get their recipients to open the message and possibly 

even respond to their solicitations. 

"IP spoofing" is a technique used to gain unauthorized access to computers.  In this 

instance the unscrupulous intruder sends a message to a computer with an IP 

address indicating that the message is coming from a trusted source. 

"Link alteration" involves the altering of a return internet address of a web page 

that’s emailed to a consumer in order to redirect the recipient to a hacker's site 

rather than the legitimate site. This is accomplished by adding the hacker's ip 

address before the actual address in an e-mail which has a request going back to 

the original site. 

 If an individual unsuspectingly receives a spoofed e-mail and proceeds to "click here 

to update" account information, for example, and is redirected to a site that looks 

exactly like a commercial site such as EBay or PayPal, there is a good chance that 

the individual will follow through in submitting personal and/or credit information. 

And that’s exactly what the hacker is counting on. 

How to Protect Yourself 

•  If you need to update your information online, use the same procedure you've 

used before, or open a new browser window and type in the website address of the 

legitimate company's page. 

•  If a website’s address is unfamiliar, it's probably not authentic. Only use the 

address that you’ve used before, or better yet, start at the normal homepage. 

•  Most companies require you to log in to a secure site. Look for the lock at the 

bottom of your browser and "https" in front of the website address. 
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•  If you encounter an unsolicited e-mail that requests, either directly or through a 

web site, for personal financial or identity information, such as Social Security 

number, passwords, or other identifiers, exercise extreme caution. 

•  Take note of the header address on the web site. Most legitimate sites will have a 

relatively short internet address that usually depicts the business name followed by 

".com," or possibly ".org." Spoof sites are more likely to have an excessively long, 

string of characters in the header, with the legitimate business name somewhere in 

the string, or possibly not at all. 

•  If you have any doubts about an e-mail or website, contact the legitimate 

company directly. Make a copy of the questionable web site's URL address, send it 

to the legitimate business and ask if the request is authentic. 

•  Always report fraudulent or suspicious e-mail to your ISP. 

•  Lastly, if you've been victimized, you should file a complaint with the FBI's Internet 

Crime Complaint Center at http://www.ic3.gov. 

Vigilance and Security 

http://www.vigilanceandsecurity.com 

BONUS - The Ten Most Common Spyware Threats 

You've heard the phrase "know thy enemy."  Well, here are your most common 

spyware enemies (source:FaceTime Security Labs).  Don't be fooled - spyware is not 

a game.  It costs individuals and corporations millions of dollars each year.  Spyware 

can be used to watch your surfing habits, steal credit card information, or just be a 

nuisance.  In any case, it's a royal pain.  Know thy enemy. 
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1. Gator - Gator is installed by users as a password vault.  That means that 

passwords can be recalled for you automatically when visiting sites.  The trade-off 

for this service is that you have to endure pop-ups when visiting certain sites. 

Claria, the maker of Gator,has cleaned up its act a little by labeling the pop-up ads, 

but they're still annoying. 

2. CoolWebSearch - This has got to be one of the most notorious browser hijackers 

out there.  This is the name given to a program with many different variants that 

redirect users to coolwebsearch.com or datanotary.com.  Uninstallation can be 

extremely complex.  Users shouldn't try to manually remove this software. 

3. 180SearchAssistant - This software either serves ads in pop-ups or pops up 

website windows based on your keyword searches.  This software usually comes 

bundled with other "freebie" type software installs like emoticons or wallpaper. 

Newer versions of the software have an add/remove program uninstall item. 

4. Huntbar - Now here's an annoying piece of software.  Huntbar installs a toolbar 

onto internet explorer and windows explorer windows.  It changes your home page 

and search page settings to point to their servers.  If you use another search 

engine, Huntbar will redirect you to theirs.  Great stuff.  Oh, and it puts a 15% drain 

on memory resources. 

5. Cydoor - This software usually comes with P2P software, ie. peer to peer.  Again, 

it barrages you with a series of pop up advertisements.  It also tracks usage 

information. 

6. ISTbar - Yet another nice, unwanted piece of software.  ISTbar does "drive-by" 

install via ActiveX and javascript.  Basically, that means that you visit a site and it 

tries to install itself to your computer.  Nice, huh.  The Activex control installs a 

toolbar that pushes information to my-internet.info and blazefind.com. 
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7. WhenU-DesktopBar - Displays advertising content. Monitors internet traffic, 

collects search profiles, and can execute code from a remote server using its 

update feature only. Relevant searches may cause it to display a special offer, 

coupon, or other advertising content. The adware may also display advertisements. 

8. New.Net - New.Net is a company that sells domain names for "nonstandard" 

top-level domains.  It should be removed pronto. 

9. IEPlugin - As the name implies, it installs a toolbar in Internet Explorer.  It tracks 

web site usage, form items (like names, addresses, etc. - ie. yikes!), and local 

filenames that are browsed.  It's invasive - remove it. 

Take full advantage of the trainings by downloading The Cyber 

Security Toolbox! 

 

Includes 20 part video training - you will learn about the top ten types of 

scams and how to protect yourself from them, surfing safety, password 

encryption and more.  
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30 point checklist for staying safe on the web 

_______ Keep Your Operating Systems updated 

_______ Install anti-virus software (not the free versions) 

_______ Keep antivirus software updated 

_______ Have a strong password policy - do not use the same password for all 

your online activity 

_______ Change passwords frequently 

_______ Use automatic screen locks on your devices 

_______ Secure your devices with passwords 

_______ Have an equipment tracking system 

_______ Encrypt sensitive data 

_______ Dispose of data and equipment properly 

_______ Use secure sending and receiving of important files 

_______ Screen potential employees/sub contractors 

_______ Practice safe email sending and receiving 

_______ Do not send passwords and credit cards via email 

_______ Use a cloud password storage system 

_______ Have cyber security insurance 

_______ Update IT policies 

_______ Stay on top of the latest scams, viruses, malware, etc. 
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_______ Have procedures in place to prevent computers from being left in a 

logged-on state 

_______ Address vulnerability results in order of high risk to low risk  

_______ Have policies and standards covering electronic authentication, 

authorization, and access control of personnel and resources to your 

information systems, applications and data 

_______ Install encryption on mobile computers to protect the confidentiality 

and integrity of data.  

_______ Employ vulnerability scanning as a regular scheduled maintenance task  

_______ In the event of any breaches, have a list of security experts to assist in 

getting business back up and running. 

_______ review and revise your security documents, such as: policies, 

standards, procedures, and guidelines, on a regular basis? 

_______ Limit access to sensitive data 

_______ Train staff on your cyber security policies and procedures 

_______ Never click on links from unfamiliar emails - copy and paste the url if 

you must visit 

_______ Unless you know to whom you are speaking, never give sensitive 

information over the phone. That includes credit card information, social 

security numbers, password and pin numbers. 

 _______ Audit your processes and procedures for compliance with established 

policies and standards 

_______ Report any abuses or scams to the proper authorities 
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