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FIRST AID 
FOR GADGETS 

Protect your electronic devices  
from water, untimely battery death  

and nefarious hackers
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Don't Let Those Batteries Die! 
You love your tablet because you watch movies and play songs from any room in 
the house. You rely on your smartphone to search the Web and send e-mail 
messages while you're running from one meeting to the next. And you're 
constantly toting your laptop computer to the library, bookstore or coffee shop to 
do your work on the go. 
  
But you're running into a problem: Your device's batteries are fading quicker than 
ever. 
  
Fortunately, there are several steps you can take to extend the battery life of your 
smartphone, tablet and laptop. Take them, and you won't have to worry about 
your laptop shutting down as you're putting the finishing touches on that report. 

Your laptop 
Slate.com recently ran an interesting feature on ways to boost the battery life of 
your laptop. The best advice? You can keep your laptop battery running at top 
power by not punishing it too much. 
  
This means that you should …  
 

• Never undercharge or overcharge your battery 
• Keep it charged from 20 percent to 80 percent at all times 
• Unplug your computer before the battery charges to 100 percent capacity 
• Never let your battery's charge run all the way to zero 

  
Moreover, here's a battery-drainer that few of us think about: heat. Laptops can 
run hot, and that can be devastating to a battery. Slate recommends that when 
your laptop is turned on and plugged in that you take out the battery. The 
magazine also advises users to charge their batteries only when their laptops are 
turned off. 
  
Yes, that seems inconvenient. Nevertheless, these actions can dramatically 
boost the lifespan of your computer's battery. 
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Your smartphone, tablet and other devices 
The advice is similar for boosting the battery life of your other devices, such as 
your smartphone and tablet. Again, keep the batteries in these devices charged 
in the range of 20 percent to 80 percent. And do what you can to keep ‘em cool. 
  
If you make the mistake of leaving your iPad or Nook on your patio table during a 
sunny, 90-degree summer day, you're just asking for a drained battery. 
  
It’s important, too, to remember that digital cameras are notorious for running out 
of battery life. Make sure, then, to store your digital camera in a cool place when 
you’re not using it. You would hate for its battery to go kaput during your 
daughter’s first birthday party. 

The app solution 
The New York Times recently ran a blog post on several apps that can help 
boost the life of your smartphone, tablet and laptop batteries. 
  
One of the best? The Times recommends Battery Doctor Pro, which costs $1 on 
iTunes. This app not only tells you how much time you have left on your battery, 
it also gives you advice on how to boost that time. For instance, it might tell you 
to disable Wi-Fi to extend your iPad's battery life. 
  
The app also comes with a “Maintain” submenu that will lead you through a 
process to boost the performance of your lithium batteries. Basically, this means 
letting your device's battery run down to less than 20 percent power and then re-
charging it to 100 percent. 
  
Battery Boost Magic, free on iTunes, is another app recommended by the Times. 
The app works in much the same way as Battery Doctor Pro, though it is 
designed more for less experienced device and smartphone users. 
  
The Times also gives a positive review to the Easy Battery Saver app, also free 
on iTunes. This app allows users with just one tap to turn off such battery-
draining features as Wi-Fi, GPS and Bluetooth. Users can also lower their 
screen’s brightness level with just one tap with this app. 
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Soaked Gadgets?  
You Can Save Them! 

Have you ever dropped your cell phone in the toilet? How about letting that tablet 
slip into the swimming pool?  
 
Do you know what steps to take to rescue your electronic gadgets from these 
watery graves? If not, you might be setting yourself up for heartbreak you don't 
need. It's true—you can often save gadgets that you've soaked. 

Saving drowned technology 
The tech website Gizmodo recently provided a good tutorial of what consumers 
can do to save the gadgets that they have accidentally dropped into bodies of 
water. First, and most important, you need to immediately shut off the device's 
power.  
 
As Gizmodo explains, it's not the water that destroys your electronic toys—it's the 
electrical shocks that the water causes. So if your device has a battery, quickly 
remove it. If it doesn't, make sure to turn the power off and keep it off. Don't be 
tempted to check to see if your device still works. 

Other steps 
Once the power is off, remove everything else that you can from your device. 
This means taking off back covers, removing SIM cards and taking off ear port 
coverings. As Gizmodo explains, there's a good reason for this: You want to 
open up as many holes as possible in your device. This will allow water to dry up 
more quickly. It will also let more air into your device.  
 
Next, vacuum as much moisture out of your device as possible. A vacuum with a 
small nozzle is ideal for this. Finally, it's time to dry your device. Gizmodo has a 
surprising recommendation for this: Rice Krispies. Yes, dropping your iPad or 
smartphone into a bowl of dry Rice Krispies will suck water right out of them. 
After 48 hours, give your device a try. If you're lucky, it might work. 
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Keeping it dry 
Of course, better than rescuing an electronic gadget from water is keeping it dry 
in the first place. There are several options for this. The New York Times recently 
ran a nice feature ranking the various waterproof cases on the market. Such 
options as the LifeProof, Joy Factory Rain Ballet and Liquipel cases can come in 
handy if you're hanging by the pool with your favorite e-reader.  
 
Our advice, though, is simpler: Keep your electronics away from the water. It 
might be tempting to bring your iPhone to the edge of the swimming pool. But 
such a move might prove awfully expensive. 
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Don't Know What Toll Fraud Is?  
It Could Be Costing You Money 

Cyber criminals are sneaky bunch. Don't believe us? Just look at the rise in toll 
fraud, a scary new form of mobile malware that could be siphoning money from 
your wallet without you even realizing it. 
  
The New York Times' Brian Chen recently wrote an interesting, and frightening, 
story about this type of mobile malware. The story provides yet more evidence 
that though most cyber criminals are still focusing on PCs, a growing, and clever, 
group of them are turning their evil attentions to the growing smartphone and 
mobile device markets. 

Toll fraud 
Toll fraud is, as Chen writes, the most common form of malware targeted at 
Android devices. In toll fraud, cyber criminals snatch small amounts of money 
from smartphone owners by making secret charges to their phone bills. 
  
Chen quotes a report published by mobile security company Lookout showing 
that toll fraud has the potential to trick a large number of smartphone owners. 
That's because so many owners don't carefully study their phone bills each 
month. Because of this, they’re likely to miss the small charges that toll-fraud 
attacks levy. 

A complex process 
According to Chen's story, toll fraud happens when smartphone users first 
download a malicious app that invisibly sends a text message to a service that 
uses a middleman service that has an existing relationship to the author of the 
malware. 
  
A confirmation message is sent to the malware, which blocks it from the view of 
the smartphone owner. This message, of course, confirms the small charge to 
the user's phone bill. 
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Once this undetected charge goes to the smartphone owner's bill, the carrier 
takes its portion of the charge and gives the rest of the money to the service and 
the middleman. This means that the malware author eventually receives a piece 
of the charge. 

A growing problem 
Chen's story quotes Lookout estimates that from the beginning of 2012 to the end 
of 2013, a total of 18 million users of Android devices might encounter malware. 
Lookout also reported that about 72 percent of the malware that found this year 
was of the toll-fraud variety. 
  
What do these numbers mean? Only that smartphone users must be more 
cautious than ever. Cyber criminals haven't yet descended on smart phones and 
mobile devices. But that day may soon arrive.  


