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About this Guide 
This guide contains procedural instructions for using the CloudSuite Self-Service Portal features.  

Intended audience 
This guide is intended for users of the CloudSuite Self-Service Portal to provide a workflow-
based approach to managing their products. 
 

Contacting Infor 
If you encounter any issues or have general questions about Infor’s CloudSuite Self-Service 
Portal, please create an incident using Infor Concierge. 
 
*IMPORTANT NOTE* - If you have no active multi-tenant environments or single-tenant 
deployments with Infor, then you will not be able to log in to the CloudSuite Self-Service Portal.  
Furthermore, if you have only one of the two mentioned, you will only be able to see the 
corresponding items when logged in (if you only have multi-tenant environments, you will only 
be able to see multi-tenant information). 

Supported Browsers for CloudSuite Self-Service Portal 
Infor’s CloudSuite Self-Service Portal is supported in the following browsers: Google Chrome, 
New Microsoft Edge.   

My Account 
The My Account screen will allow the user to view and edit their personal information.  Only the 
fields shown in white are editable.  The fields which are gray can be changed by going to the 
Infor Support Portal and changing them there.  Those changes will propagate to the Self-Service 
Portal within an hour of changing them in the Support Portal. Note that you can control receiving 
SMS (text message) alerts by changing the settings of Subscribe to SMS Alerts and select the 
Subscribe to Maintenance Complete SMS Alerts checkbox to get notified on scheduled 
maintenance complete events. To receive email notifications, set the Subscribe to Email 
Notifications option to Yes. 
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Single-Tenant 

Deployments 
The Deployment screen shows a list of all environments.  This screen is viewable by both Admin 
and Basic Users. A user will be able to select the deployment individually to view more detailed 
information about the selected deployment along with Service Request, Product Details, 
Documents and Printers. 
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Viewing Service Requests  
The Service Requests tab shows a list of all requests that have been submitted for the selected 
deployment. 

1. Select Deployments within the navigation menu on the left side of the screen 
2. Select the desired deployment from displayed list   
3. Select the Service Requests tab 

Viewing Product Details  
The Product Details tab displays a list of all products used in the selected deployment. 

1. Select Deployments within the navigation menu on the left side of the screen 
2. Select the desired deployment from displayed list   
3. Select the Product Details tab 

Viewing Documents  
The Documents tab displays documents that have been uploaded for the selected deployment. To 
view a document, click the Download link next to the document name. 

1. Select Deployments within the navigation menu on the left side of the screen.  
2. Select the desired deployment from displayed list   
3. Select the Documents tab 

Viewing Printers  
The Printers tab displays a list of all printers associated with the selected deployment. 

1. Select Deployments within the navigation menu on the left side of the screen 
2. Select the desired deployment from displayed list   

3. Select the Printers tab. 
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VPN Endpoints 

It is important that you have reviewed the CloudSuite Technical Requirements document 
regarding Cisco, Juniper, Sonicwall, and FortiOS devices connecting to the Infor environment. 
The VPN tab under Deployments shows a list of the VPN Endpoints that are set up for the 
deployment. The VPN Tunnel records are synced through the Admin portal to keep the VPN 
Endpoint and VPN Tunnel information up to date. 
 

 
 
  

NOTE: It is required that the customer has the VPN 
Network document readily available with customer 
specific values defined to set up the Tunnel and 
endpoints via self service 
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Create Endpoint 
 
 

 
 

1.) Click “CREATE ENDPOINT” button above the endpoints list to display the Create Endpoint 
section. 
 

2.) Verify that all information is correct and click “Save” button to submit the Create Endpoint action 
 

3.) The VPN Endpoint record will not show until the response is received from the agent saying that 
the action has been completed. 

  

 
Endpoint name can be a location name (No Spaces) 
NOTE: customers are allowed up to 4 peers – 2 peers for each Environment 
1 tunnel for each environment that the customer is contracted for. 
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Modify Endpoint 
 

 
 
 

 
 

1.) Select the desired endpoint from the endpoints list to expand and show the details of the 
selected endpoint 

2.) Click “MODIFY” button within the list panel to display the Modify Endpoint section 
3.) Verify that all information is correct and click “Save” button to submit the Modify 

Endpoint action 
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4.) The VPN Endpoint record status will be changed to show “In Progress” once the action is 
submitted and all other actions on the endpoint will be disabled while the action is being 
performed, but will be updated when the action completes. 

 

Delete Endpoint 
 

 
 

1.) Select the desired endpoint from the endpoints list to expand and show the details of the 
selected endpoint 

2.) Click “DELETE” button within the list to display the Delete Confirmation prompt  
3.) Click “Yes” button to submit the Delete Endpoint action. The VPN Endpoint record 

status will be changed to show “In Progress” once the action is submitted and all other 
actions on the endpoint will be disabled while the action is being performed, but will be 
updated when the action completes. 
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Endpoint Action Request History 
 

 
 
 
 

 
 

1.) Select the desired endpoint from the endpoints list to expand and show the details of the 
selected endpoint 

2.) Click “REQUEST HISTORY” button to display the Request History and see the status of 
each of the requests that have been submitted for the given endpoint. 
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VPN Tunnels 
 
The VPN Tunnels are displayed in a grid underneath the associated VPN Endpoint list panel. 
Expand the desired endpoint panel and select a given VPN Tunnel to display the VPN Tunnel 
Details. 
 

 
 

Create Tunnel 
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1.) Select the desired endpoint from the endpoints list to expand and show the details of the 

selected endpoint. 
2.) Click “CREATE TUNNEL” button to display the Create VPN Tunnel section 
3.) Verify that all information is correct and click “Save” to submit the Create Tunnel Action 
4.) The VPN Tunnel record will not show until the response is received from the agent 

saying that the action has been completed 

  

Customer Subnet – this is the subnet CIDR Range of 
the customer’s VPN. Please consolidate subnets 
where available (10.0.0.0/24 and 10.1.0.0/24 become 
10.1.0.0/23, etc). 
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Modify Tunnel 
 

 
 

1.) Select the desired endpoint from the endpoints list to expand and show the details of the 
selected endpoint 

2.) Select the desired tunnel from the VPN Tunnels grid in the expanded endpoint list panel 
to display the VPN Tunnel Details  

3.) In this section, click the “MODIFY” button to show the editable fields for the VPN 
Tunnel 

4.) Verify that all information is correct and click “Save” to submit the Modify Tunnel 
Action 
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Delete Tunnel 
 

 
 
 

1.) Select the desired endpoint from the endpoints list to expand and show the details of the 
selected endpoint 

2.) Select the desired tunnel from the VPN Tunnels grid in the expanded endpoint list panel 
to display the VPN Tunnel Details  

3.) In this section, click the “DELETE” button to show the Delete VPN Tunnel confirmation 
prompt 

4.) Click “Yes” button to submit the Delete Tunnel action. The VPN Tunnel record status 
will be changed to show “In Progress” once the action is submitted and all other actions 
on the tunnel will be disabled while the action is being performed.  It will be updated 
when the action completes. 
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Reset Tunnel 
 

 
 

1.) Select the desired endpoint from the endpoints list to expand and show the details of the 
selected endpoint 

2.) Select the desired tunnel from the VPN Tunnels grid in the expanded endpoint list panel 
to display the VPN Tunnel Details  

3.) In this section, click the “RESET” button to show the Reset VPN Tunnel confirmation 
prompt  

4.) Click “Yes” button to submit the Reset Tunnel action. The VPN Tunnel record status will 
be changed to show “In Progress” once the action is submitted and all other actions on 
the tunnel will be disabled while the action is being performed.  It will be updated when 
the action completes. 
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Tunnel Action Request History 
 

 
 

1.) Select the desired endpoint from the endpoints list to expand and show the details of the 
selected endpoint 

2.) Select the desired tunnel from the expanded endpoint list panel to show the details of the 
selected tunnel 

3.) Refer to the Request History grid at the bottom of the section to see the tunnel actions 
that have been submitted for the selected tunnel and their statuses 
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Access Control 
 
The Access Control screen displays deployments in an expandable view. Users can view more 
options such as deployment access enablement and available service request types enablement.  
This feature is only available for an Admin user.  Basic users will not be able to view the Access 
Control screen. 
 

 
 
Grant Deployment Access   
Note: This will only grant access to the selected user for the selected deployment. 
 

1. Select Access Control within the navigation menu on the left side of the screen.  
2. Select basic contact from drop-down list. 
3. Select the desired deployment.   
4. Enable Deployment Access by checking the “Deployment Access” box. 
5. Select Save to commit changes. 

 
Grant Access to Service Request 

1. Select Access Control within the navigation menu on the left side of the screen.  
2. Select Basic Contact from drop-down list. 
3. Select the desired deployment. 
4. If not already, enable Deployment Access by checking the “Deployment Access” box. 
5. Enable desired Service Request Type(s). 
6. Select Save to commit changes. 
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Copy Permissions across Deployment 
Many customers have permissions that are identical across deployments. This feature allows a 
CSP Admin to quickly copy all of a user’s permissions from one deployment to another. This 
eliminates the need to update each user independently. 

Deployment permissions by user information is displayed on Deployment Permissions Tab.  

1. Login to the Infor CloudSuite Self-Service Portal.  

2. In the left pane, select Access Control. The Access Control menu appears. 

3. From here, select a Deployment Permissions tab.  

4. Use the Selector to Select the Source (From) Deployment: 

 

5. Select the Copy Permissions.   

6. The Copy Screen appears 

7. Validate the Source and Target Deployments.  If Target is not correct, use the dropdown 

menu under “Target Deployment” to select the correct Target Deployment.  Click on Copy. 

 

 

8. Confirmation of the submission is seen in the upper right hand corner of the screen. 
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Contact Management 
The Contact Management screen displays a list of all users. An Admin user will have the ability 
to edit users’ access privileges and personal information. Basic users will not be able to view the 
Contact Management screen. 
Note: Users are synchronized from the Infor Support Portal every hour. 
 
 

 
 
 
Access Control Fields 
The following fields are used to for granting or revoking a user’s access privileges.   

 Portal Access: This field controls the user’s ability to log into the Self-Service Portal.   
 User Role: This field controls the role of the user.   

There are four user roles available and a contact can be assigned to only one role. 
1. Admin – This is an administrator role and will grant the user access to all features. 
2. VPN Admin – This role will grant the user to only VPN feature i.e. a user with this role can view 

deployments, manage VPN endpoints and tunnels. 
3. SFTP Admin – This role will grant the user to only SFTP features – manage SFTP users, folders, 

and File Uploads. 
4. Basic – This role will grant the user access to only those features that are granted by the 

administrator under Access Control. 
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Edit Existing Contact 

1. Select Contact Management from the navigation menu on the left side of the screen. 
2. Select on an existing contact in the contact list, Edit Contact Information screen displayed 
3. Make necessary changes to contact information. 
4. Select Save to commit changes. 

Partner Contact Management 
The Partner Contact Management feature enables an admin contact to grant or revoke access to 
their partner contacts. This feature will allow partner contacts to access the Self-Service Portal 
and manage Service Requests for your environments. 
 
Note: All partners and their contacts are synchronized from the Infor Support Portal every hour 
basis.  If no contacts appear, contact Infor support for assistance. 
 
Grant Access to a Partner Contact 
To grant access to a partner contact, follow the below steps: 

1. Navigate to “Contact Management” tab. 
2. Click on “All Partner Contacts” 
3. Click on the desired partner contact from the grid. 
4. On clicking a desired partner contact, it opens a new pop up window “Authorize Partner Contact” 
5. Select the desired User Role for the part contact and click on “Grant” 

Revoke the Access of a Partner Contact 
To revoke access to a partner contact, follow the below steps: 

1. Navigate to “Contact Management” tab. 
2. Click on the “Authorized Partner Contacts” tab. 
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3. Click on the partner contact that you wish to revoke the access to. It opens a pop up window “Edit 
Partner Contact”. 

4. Click on “Revoke” to revoke the access of the partner contact. 
 

Product Entitlement 
The Product Entitlement screen displays a list of all product subscriptions and their license 
details. All information found within this screen is read only. This screen is viewable by both 
Admin and Basic users. 
 

 
 

Client Product Downloads 
The Client Product Downloads screen displays a list of all client tools that pertain to the entitled 
products.  Both Admin and Basic users will have the ability to view and download all available 
client tools.   
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Service Requests 
The Service Requests screen shows a list of all requests that have been submitted for all 
deployments.   
 

 
 

Create Service Requests  
Click Service Requests within the navigation menu on the left side of the screen.  

1. Select “Create A Service Request” on the top right of the screen. 
2. Select desired deployment from drop-down list. 
3. Select Request Type from drop-down list. The list of available request types is restricted to those 

allowed by the permissions associated with the current user. 
 

 
 

4. Select Next 
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5. Complete required fields marked with red asterisk (*) 
 

 
6. Select Submit to enter the service request. 

 
 
 

 

SFTP Service 
The SFTP Service for single tenant deployments allows you to upload files to deployment servers for app 

processing.  

Viewing SFTP site and user information 
SFTP site information for a specific deployment is displayed on the SFTP Service tab. This information 

includes URL, port, and username.  

1. Login to the Infor CloudSuite Self-Service Portal.   

2. In the left pane, select Deployments. The Deployments menu appears.   

3. From the Deployments menu, select a deployment. Information about that deployment appears in the    

right pane.  

  
4. In the right pane, select the SFTP Service tab. The SFTP site details and SFTP user information appear. 
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SFTP username and password requirements 
There are two types of SFTP users:  

Customer Contact Assigned SFTP user: an SFTP user account assigned to a customer contact. 

Note that a customer contact can have only one SFTP user account assigned to them.   

System SFTP user: an SFTP account not linked to a customer contact  

Username requirements: 

The usernames for all SFTP users must satisfy these requirements:   

 The username must contain fifty characters or less.   

 The username can include both letters and numbers.   

 The only special characters allowed are _ (underscore) and - (hyphen).   

Password requirements: 

The passwords for all SFTP users must satisfy these requirements:   

 The password must be at least 8 characters in length.   

 The password must contain characters from three of the following four 

categories:   

o English uppercase characters (A through Z) 

o English lowercase characters (a through z) 

o Numbers (0 through 9) 

o Non-alphanumeric characters such as !, $, #, and %  

Adding a user for SFTP 
Note: For customer contact assigned SFTP users, an email notification is sent informing the user that an 

SFTP user account has been created for them. The email contains a link to the Infor CloudSuite Self-

Service Portal, where they can update their password. Refer to the topic on SFTP username and 

password requirements for more information.  
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1. Login to the Infor CloudSuite Self-Service Portal.   

2. In the left pane, select Deployments. The Deployments menu appears.  

3. From the Deployments menu, select a deployment. Information about that deployment appears 

 in the right pane.   

4. In the right pane, select the SFTP Service tab. The SFTP site details and SFTP user information 

appear.  

  
5. Click CREATE USER. The Create SFTP User dialog box appears.   

 
6. Enter the user information:  

 For a Customer Contact assigned SFTP user, enter a username and select an 

assigned user  from the drop-down menu.   

 For a System SFTP user, enter a username and password.   

7. Click CREATE USER.   

Updating a customer contact assigned SFTP user password 
Note: To update a password, the user must be logged in to Infor CloudSuite Self-Service Portal, and that 

user must have an SFTP user account linked to their user account.  

Note: Infor CloudSuite Self-Service Portal administrators cannot update passwords for customer contact 
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assigned user accounts.  

Login to the Infor CloudSuite Self-Service Portal.   

In the left pane, select Deployments. The Deployments menu appears.   

From the Deployments menu, select a deployment. Information about that deployment appears  in the 

right pane.   

In the right pane, select the SFTP Service tab. The SFTP site details and SFTP user information   

Click UPDATE YOUR PASSWORD.   

  
 

Enter the new password. Refer to the topic on SFTP username and password requirements for valid 

password policies.   

Click UPDATE PASSWORD. 
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Selecting Directories for a SFTP User 
Click on CREATED USER  
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Click on DESIRED DIRECTORIES.   

 
If all Directories are needed, then simply click on the HEADER SELECTION   

 
 

 

Deleting an SFTP user 
Note: Only Infor CloudSuite Self-Service Portal administrators with access to a deployment containing an 

SFTP site can delete SFTP user accounts in that deployment. This includes accounts linked to an Infor 

CloudSuite Self-Service Portal administrator, customer contact assigned users, and system SFTP users.  
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1. Login to the Infor CloudSuite Self-Service Portal.   

2. In the left pane, select Deployments. The Deployments menu appears.  

3. From the Deployments menu, select a deployment. Information about that deployment appears 

 in the right pane.   

4. In the right pane, select the SFTP Service tab. The SFTP site details and SFTP user information 

appear.  

5. Under SFTP Users, locate the user to be deleted. In that row, click the Delete User icon.  

 

 
 
 

Upload files to the SFTP site using an SFTP client 

Upload procedure: 

Users can upload files using any SFTP client.  

Once a file has been uploaded to the SFTP server, an SFTP upload request is sent to Infor CloudSuite 

Self-Service Portal for processing. Once the file is successfully uploaded to the target deployment server, 

the file is removed from the SFTP server and the upload request is marked as a success.  

Valid requests: 

A valid upload request must follow this scenario:  

 The file is uploaded to one of the default directory paths.   

 The file is uploaded to a subdirectory of a default directory, and the Allow Subdirectories 

flag is set.   

Notifications: 
Notifications of invalid requests and upload failures are sent to:  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 The customer contact user, if the SFTP username is assigned to them.   

 The customer administrator, if the account is a system SFTP user. No notifications are 

sent for successful requests.   
 

Uploading files to the SFTP site using an SFTP client 
 

Note: This example uses FileZilla to demonstrate this task, but you can use any SFTP client. Note that 

due to a framework limitation, all ‘+’ characters are replaced by a space.  

Make note of your SFTP site details and user credentials. To find this information, see the topic View 

SFTP site and user information.   

Open your SFTP client.   

Enter the SFTP URL, username, password, and port. The default port for SFTP is 22.   

Click Connect.   

Upload a file to the destination directory.   

  
 

Note: If the destination directory is invalid or your SFTP user does not have the permissions necessary to 

upload to that directory, the SFTP upload request will fail.  

 
Viewing upload requests 
Click on FILE UPLOADS  
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All Upload requests are shown  

 
 

Automate Add Users Service Request using SFTP 
SFTP feature can also be used to automate the Add Users service request; as part of manual Add 
Users service request process, you are required to upload a CSV file from the Self-Service portal. 
Using SFTP feature, you can drop a file to a specific SFTP folder to be automatically processed 
as a service request by the Self-Service portal. Below is a description of the steps to automate the 
Add Users service request: 
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1. Create an SFTP User and assign it to a contact (see Adding a user for SFTP section). You 
MUST associate the SFTP user to a contact otherwise the file upload request will be invalidated 
by the Self-Service portal. 

2. Connect to the SFTP site using the user created in step #1 
3. You should see an “AddUsers” directory under /defaults/service-requests directory; if you 

don’t then create one. 
4. The Self-Service portal processes Add Users CSV files after they are dropped to the “AddUsers” 

directory created in step #3. You can now build automation to drop the Add Users CSV instead of 
manually launching it. 

5. The contact associated with the SFTP user gets notified on the service request status; you can also 
monitor the status from the Service Request screen.  

SFTP Add Users Notifications 
 An email notification is sent for both success/failure scenarios, below is a description of the 

possible cases and which users are notified: 
 Case 1: If CSP launches service request successfully, the contact associated with the FTP user 

would receive notification 
 Case 2: If CSP fails to launch the service request due to validation or any internal errors, the 

contact associated with the FTP user would receive a notification 
o If no contact is associated with the FTP user, customer admins with notify-enabled would 

receive the email 
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Multi-Tenant 
 

Environments 
The Environments screen will allow a user to view the details of their environments such as 
Product, Tenant, URL, Version and Type.  An environment can be launched by clicking on the 
URL link.    
 

 
 
 

 
Changing an admin password 

*Note: only users with admin privileges can change an admin password. 
For environments which are not integrated with Ming.le for sign-in, the Self-Service Portal 
offers the ability to reset administrator passwords.  To do that, click on the environment where 
you want to change the password on the left side of the screen, then click on Admin Password 
Reset Requests, then click Create New Request. 
 

 
 
 
This brings up the Password Reset dialog box.  In that box you can enter the email address for 
the user whose password you are resetting, along with the new password.  If you want the 
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password to be automatically generated, then click on Generate Random Password.  If you do 
use the Generate Random Password functionality, the password won’t be displayed on your 
screen, but the password will be copied to the clipboard of the computer that you are using, and 
you can paste it from there into any application that you would like.  Be sure to get the password 
because this will be the only opportunity to retrieve it.  After the password is generated, or typed 
in, click the Submit button to submit the password change. 
 
 

 
 
The status of the request will be displayed on the screen. 
 

 
 
The request will take a few minutes to complete.  To see the final status, click to the overview 
screen, then back to the Admin Password Reset Requests.  If the request shows a Failed status, 
try the request again, and it fails a second time, please contact the Infor Support Portal.  
 
Refreshing an Environment 
An environment refresh involves two environments.  A source environment is the environment 
from where the data will be copied.  A target environment is the environment to which the data 
will be copied.  Note that the Refresh functionality is still in the testing phase.  It is not available 
for most customers and products yet.  You will receive a notification when the feature has been 
made available for usage by users in your company. 
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Scheduling an Environment Refresh 

*Note: only users with admin privileges can refresh an environment. 
1. Sign in to the CloudSuite Self-Service Portal. 
2. Select the Environments tab.  
3. Select the environment that will be the target for the refresh. If the environment can be 

refreshed, the Refresh Environment button will be available.  If the environment cannot be 
refreshed, no button will be shown. 
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4. Click the Refresh Environment button to open the Refresh Environment screen. 
 

 
5. Specify this information: 

a. Source Environment: Select the desired target environment to be used as a source 
for the refresh operation from the drop-down menu. 

b. Run Date: Select the date on which the refresh should run. 
c. Run Window: Select a pre-defined run window from the drop-down menu. A run 

window indicates a period of time during which the refresh can run. The refresh is 
started sometime during the run window and continues running until it is finished. To 
prevent server overload, there is a limit on the number of refreshes allowed in a time 
window. If the limit is reached, that time window will not be available for scheduling 
on that date. See the Window Details section on the screen for the specific times 
associated with the run window you chose. 

d. Full Refresh: Currently, only full refresh is supported. Leave this check box selected. 
e. Parameters: Some environments display parameters. Do not change any of these 

values unless directed to do so by your application’s user guide. Fields marked with 
an asterisk (*) are required and must be entered before you submit the data refresh 
request. 
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6. Click Submit to submit the refresh request.   
If any required fields are left empty, an error message will be displayed.  Fill in the missing 
information and click Submit again. 

For more information on configuring a data refresh, contact Infor customer support. 
 
Also on the Environments screen is a Refresh Requests tab.  Clicking on Refresh Requests 
displays refresh request and their status.   
 
Clicking on the ID number to the left of a refresh request will show more details about the 
request.  Clicking on Cancel will cancel a scheduled refresh request.  Clicking on Details next to 
a cancelled refresh request will show more information about the cancellation of the refresh. 
 
 

 
 

CloudSuites 
The CloudSuites screen will allow a user to view the details of their CloudSuites such as 
CloudSuite Type, Tenant, URL and Type.  Clicking on the link will take you to the primary 
environment for that CloudSuite.  The CloudSuite view is available when enabled for your 
company. For additional details, contact Infor Support.  
 

 
 
 

 
Refreshing a CloudSuite 
A CloudSuite refresh involves two CloudSuites.  A source CloudSuite is the CloudSuite from 
where the data will be copied.  A target CloudSuite is the CloudSuite to which the data will be 
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copied.  Note that the Refresh functionality is still in the testing phase.  It is not available for 
most customers and CloudSuites yet.  You will receive a notification when the feature has been 
made available for usage by users in your company. 
 
 
 
Scheduling a CloudSuite Refresh 

*Note: only users with admin privileges can refresh a CloudSuite. 
7. Sign in to the CloudSuite Self-Service Portal. 
8. Select the CloudSuites tab.  
9. Select the CloudSuite that will be the target for the refresh. If the CloudSuite can be refreshed, 

the Refresh CloudSuite button will be available.  If the CloudSuite cannot be refreshed, no 
button will be shown. 
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10. Click the Refresh CloudSuite button to open the Refresh CloudSuite screen. 
 

 
11. Specify this information: 

a. Source CloudSuite: Select the desired target CloudSuite to be used as a source for 
the refresh operation from the drop-down menu. 

b. Run Date: Select the date on which the refresh should run. 
c. Run Window: Select a pre-defined run window from the drop-down menu. A run 

window indicates a period of time during which the refresh can run. The refresh is 
started sometime during the run window and continues running until it is finished. To 
prevent server overload, there is a limit on the number of refreshes allowed in a time 
window. If the limit is reached, that time window will not be available for scheduling 
on that date. See the Window Details section of the screen for the specific times 
associated with the run window you chose. 

d. Full Refresh: Currently, only full refresh is supported. Leave this check box selected. 
e. Parameters: Some CloudSuites display parameters. Do not change any of these 

values unless directed to do so by your application’s user guide. Fields marked with 
an asterisk (*) are required and must be entered before you submit the data refresh 
request. 

12. Click on Next to go to the next screen.  On that screen you can check the checkboxes next to 
the named environments to select which environments will be refreshed.  Some environments 
will have optional parameters.  Click the “+” icon next to each environment see the details 
for those parameters.  The documentation for your application, or Infor Support can provide 
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more information about what values, if any, need to be provided. Clicking the “-” icon will 
hide the details for that environment. 
 

 
13. Click Submit to submit the refresh request.   

If any required fields are left empty, an error message will be displayed.  Fill in the missing 
information and click Submit again. 

For more information on configuring a CloudSuite refresh, contact Infor customer support. 
 
On the CloudSuites screen is an Environments tab.  Clicking on Environments displays a list of 
the environments in the CloudSuite.  If you click the downward arrow next to an environment, 
more details are shown about the environment.  Click the upward arrow to close the details 
section. 
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Also, on the CloudSuites screen is a Refresh Requests tab.  Clicking on Refresh Requests 
displays refresh requests and their status.   
 

 
 
Clicking on the ID number to the left of a refresh request will show more details about the 
request.  Clicking on Cancel will cancel a scheduled refresh request.  Clicking on Details next to 
a cancelled refresh request will show more information about the cancellation of the refresh. 
 

Blackout Dates and Lead Time for Suite and Environment Refresh 
 
Refreshes must be scheduled a certain number of days in advance.  In addition, there are days 
where refreshes cannot be scheduled, such as days where maintenance is taking place.  In 
addition, there is a limit of the number of refreshes that can be scheduled during a certain 
window during a certain day.  In the diagram below, the dates outlined in Red are not available.  
If you need a refresh done during the unavailable dates, please contact Infor Support. 
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Contact Management 
The Contact Management screen displays a list of all users. An Admin user will have the ability 
to edit users’ access privileges and personal information. Basic users will not be able to view the 
Contact Management screen. 
Note: Users are synchronized from the Infor Support Portal every hour. 
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Access Control Fields 
The following fields are used to for granting or revoking a user’s access privileges.   

 Portal Access: This field controls the user’s ability to log into the Self-Service Portal.   
 User Role: This field controls the role of the user. 
 Enable SMS:  This field determines if the users will receive certain notifications via SMS / Text 

messages.  Note that to be enabled, the country must be set for a user, and the user must have a 
mobile number shown on the contacts screen. 

 Primary Contact:  If you want to designate someone as a primary contact you may do so with 
this field.  Note that this is primarily for your company’s own use and this field is not referred to 
by Infor. 

 
There are four user roles available and a contact can be assigned to only one role. 

1. Admin – This is an administrator role and will grant the user access to all features. 
2. VPN Admin – This role will grant the user to only VPN feature i.e. a user with this role can view 

deployments, manage VPN endpoints and tunnels. 
3. SFTP Admin – This role will grant the user to only SFTP features – manage SFTP users, folders, 

and File Uploads. 
4. Basic – This role will grant the user access to only those features that are granted by the 

administrator under Access Control. 

 
 
Edit Existing Contact 

1. Select Contact Management from the navigation menu on the left side of the screen. 
2. Select on an existing contact in the contact list, Edit Contact Information screen displayed 
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3. Make necessary changes to contact information. You can change the User Role, the user’s 
Subscription to Maintenance Emails, the user’s Subscription to SMS Alerts, and the checkbox 
to Subscribe to Maintenance Complete SMS alerts the user prefers. All other details on the 
contacts screen are managed by the user changing their contact information at the Infor Support 
Portal, then those changes will be propagated to the Self-Service Portal. 

4. Select Save to commit changes. 
 
 

Partner Contact Management 
The Partner Contact Management feature enables an admin contact to grant or revoke access to 
their partner contacts. This feature will allow partner contacts to access the Self-Service Portal 
and manage Service Requests for your environments. 
 
Note: All partners and their contacts are synchronized from the Infor Support Portal every hour. 

 
 
Grant Access to a Partner Contact 
To grant access to a partner contact, follow the below steps: 

6. Navigate to “Contact Management” tab. 
7. Click on “All Partner Contacts” 
8. Click on the desired partner contact from the grid. 
9. On clicking a desired partner contact, it opens a new pop up window “Authorize Partner Contact” 
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10. Select the desired User Role for the part contact and click on “Grant” 

 

Revoke the Access of a Partner Contact 
To revoke access to a partner contact, follow the below steps: 

5. Navigate to “Contact Management” tab. 
6. Click on the “Authorized Partner Contacts” tab. 
7. Click on the partner contact that you wish to revoke the access to. It opens a pop up window “Edit 

Partner Contact”. 
8. Click on “Revoke” to revoke the access of the partner contact. 

 

Image Manager 
Customer Contact Admin users can upload supported image files (png/jpeg/gif) to the S3 bucket 
of the Business cloud AWS account. Selecting the document name will download the image. 
Uploading: 
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1. Select “Upload an Image” button in top right corner of screen 
2. Select “Click here to select a file” 
3. Select desired image 
4. Select “Upload” button to upload image 

Copy Link: 
1. Select “Copy Link” button to the right of the image 
2. The image URL has been copied to your clipboard 

 
Delete: 

1. Select “Delete” button to the far right of the image 
2. Delete Image window appears, select “Delete” button on Delete Image window to verify deletion 

 

 
 
 

Service Requests 
The Service Requests screen shows a list of all service requests that have been submitted for all 
environments.  This screen is viewable only for Admins. The status column shows the current 
status of the service request.  The jobs that are in the scheduled status has a cancel link that can 
be selected to cancel the service request. Service request can be filtered by status to view only 
the selected status.  Any column can be sorted by double clicking on the column header.  A 
specific environment can be selected at the top left of the service request window to only show 
service requests that relate to a particular environment.  The number of records per page can also 
be selected. 
 



51 
 

 
 
Creating Service Requests 

1. Select Service Requests within the navigation menu on the left side of the screen.  
2. Select “Create A Service Request” on the top right of the screen. Create A Service Request 

window displayed. 

 
 

3. Select desired Environment from environment drop-down list. 
4. Select Service from Service drop-down list.  
5. Select Next. Select A Window displayed 
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6. Enter Date in date field 
7. Select desired Window from Window drop-down list. (Window Details are view-only) 
8. Some service requests will have parameters that can be filled in.  If this service request has 

parameters, fill in the appropriate values as directed by the product documentation.  Values with 
an asterisk (*) are required and must be filled in before the service request can be submitted. 

9. Select Submit to submit service request. 

 

 
Service Status 
The Service Status screen gives operational information about any production environments that 
are relevant to the user.  If an environment is experiencing scheduled maintenance or any other 
kind of service degradation, this screen is where its status can be found. 
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To see more information about a product or suite, click on the status (for example, in the 
screenshot, the user would click on “Degradation”).  This will open a new screen that will have 
more detailed updates and general information about the incident. 
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URL Alias 
 
The Infor CloudSuite Self-Service Portal (CSSP) allows customers to personalize the URLs they 
use to access their Infor products. This functionality is called the URL alias. Customers can use 
the URL alias functionality to customize the URLs and make them shorter and easier to read 
than the default URLs.  

URL aliases can be created and assigned to any of the products a user has access to through 
CSSP. Once a URL alias is created, the user can change or delete the URL alias at their 
convenience.  

To create a URL alias in CSSP, a user must first create a URL prefix, and then apply the URL 
prefix to any environments they wish to utilize the prefix. The combination of the URL prefix, 
environment type, and Infor product short code become the URL alias.   

Follow the steps below to create a URL prefix.  

Create a URL Prefix 
 

1. Within CSSP, navigate to “URL Prefix” under the “Multi-Tenant” tab  

  
  

2. Near the top right corner of the screen, click “Create URL Prefix”  
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3. Enter the desired URL into the box labeled “New URL Prefix”  

NOTE: URL Prefix is unique for each customer. You are allowed to use only an available 
URL Prefix. The application returns an error if an unavailable URL prefix is used. 

  

  
  
  

4. To immediately assign the new URL prefix to an environment, check the boxes below that 
correspond to the environment(s) that should be assigned this URL prefix. 
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5. Once all desired environments are selected, click “Submit” in the upper right-hand corner of the 
box.  

  

  
  

6. A new box will appear and will display a list of environments that were assigned the new URL 
prefix and now have a URL Alias defined.  
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Assign a URL prefix to an Environment  
 
If in the future, there are additional subscription environments the user desires to assign the URL 
prefix to in order to create a URL alias for the new environment, please follow the instructions 
below.  
 

1. Within CSSP, navigate to “environments” under the “Multi-Tenant” tab  

  

  
  

2. Find the environment that will be assigned the new URL, and click “Apply URL Prefix”  
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3. Review the information for accuracy, and click “Submit”  

  
 

4. The selected environment(s) will now have the URL prefix applied and the URL alias created.  
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Change an existing URL prefix   
 
URL prefix offers the flexibility to change on demand should the desire arise to alter the existing 
URL alias.  Follow the steps below to change an existing URL prefix for an environment.  
 
NOTE: Communication to internal end-users will need to be completed to ensure existing 
bookmarks get updated, else access errors may occur.  
 
  

1. Within CSSP, navigate to “URL Prefix” under the “Multi-Tenant” tab  

  

  
  
  

2. Click “Update URL Prefix”  
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3. Enter the new URL prefix, into the box labeled “New URL Prefix”  

  

  
  

4. Click “Submit”  
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5. A new box will appear and will display a list of environments that were assigned the new URL 
prefix and will display the new URL alias for each environment.  
 

  
  

NOTE: In request history section, a URL update will show both a Delete action on the old 
URL, and a Create action for the new URL.  

 

Delete a URL prefix 
 
In the event a user desires to delete a URL prefix, and remove the URL alias for the 
environments, the following steps can be followed.   
 
NOTE: Communication to internal end-users will need to be completed to ensure existing 
bookmarks get updated, else access errors may occur.  
  
 

1. Within CSSP, navigate to “URL Prefix” under the “Multi-Tenant” tab  
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2. Click “Delete URL Prefix”  
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3. Review the environments that will be losing their URL aliases, and click “Submit”  

  
  

4. The URL prefix will now be deleted, and the environments will no longer have a URL alias.  
The default URL will now apply to those environments. 

SMTP 
 
Currently, Infor applications in the cloud use Infor’s email service to send notifications. SMTP 
feature allows you to configure Infor applications to use your own SMTP server instead of 
Infor’s default email service. 
 
It is important to note that the Self-Service Portal does not validate the SMTP parameters 
entered.  That means that if incorrect information is entered, the application which is configured 
for the SMTP settings will not be able to send emails.  It is important that you work with the IT 
department of your company to make sure that the SMTP server information that is entered is 
correct, and that the email server will be configured to accept emails from that Infor application. 
 
Creating SMTP Host Details 
 

1. Navigate to the Multi-Tenant Environments tab on the left of the screen. 
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2. Select the correct environment, and navigate to the SMTP Management tab. 
 

 
 

3. Click Add SMTP Host Details. 
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4. Fill in the fields and click Submit.  Note that the host and port specified must be open to allow 
traffic from Infor. 
 

 
 

5. Click Update Environment to relay the new SMTP information. 
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6. The update request will appear in the queue.  Click Refresh to update the status, and the request 
will show SUCCESS when it has finished successfully.  You may need to click the Refresh 
button a few times until you see the SUCCESS status. 
 

 

Updating SMTP Host Details 
 

1. Navigate to the Multi-Tenant Environments tab on the left of the screen. 
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2. Select the correct environment, and navigate to the SMTP Management tab. 
 

 
 

3. Click on the SMTP Host Details that you wish to edit. 
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4. Update any fields and when finished, click Save.  Note that the port number specified must be 
open for traffic. 
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5. Click Update Environment to send the new SMTP information to the environment. 
 

 
 

6. The update request will appear in the queue.  Click Refresh to update the table, and the request 
will show SUCCESS when it has finished successfully. 
 

 

Deleting SMTP Host Details 
 

1. Navigate to the Multi-Tenant Environments tab on the left of the screen. 
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2. Select the correct environment, and navigate to the SMTP Management tab. 
 

 
 

3. Click on the SMTP Host Details that you wish to delete. 
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4. Click Delete. 
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5. Click Update Environment to send the new SMTP information to the environment. 
 

 
 

6. The update request will appear in the queue.  Click Refresh to update the table, and the request 
will show SUCCESS when it has finished successfully. 

 
Domains 
 
The Domains functionality allows a customer to have any Infor generated notifications appear to 
come from their own domain.  Generally, this function would be used to make notifications 
appear as if they have come directly from your company. A domain is registered in the Self-
Service Portal, but your IT department will have to do part of the setup.  The verification token is 
provided by the Self-Service Portal after registering your domain name.  Once your IT 
department has the token in place, the domain can be manually verified in the Self-Service Portal 
and will be implemented immediately after verification. 
 
Once a domain has been verified, the Self-Service portal will automatically re-check the 
verification once per week.  If the automatic verification fails: 

 A notification will be sent regarding the failed verification 
 The automatic verification will run again every day for the next three days, and a 

reminder will be sent every day 
 If after three days the verification fails again, the domain status will remain as “Failed” 

and a final notification will be sent regarding the failed verification 
 If during the three days the verification succeeds, a notification will be sent informing 

that the verification was successful 
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Registering a Domain 
 
To create a custom domain entry, log into the Self-Service Portal and navigate to the Domains 
tab under Multi-Tenant 
  

 
 
Click “Add Domain” 
 

 
 
Enter your company domain and click “Save”.  Note: it is only necessary to include the main 
domain (ie – for Infor, only enter infor.com).  Subdomains are not supported (such as 
mail.Infor.com) 
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The domain will be placed in a PENDING status.  The verification token should be provided to 
your IT department so they can add it to the domain records.  Instructions for how they should do 
this are provided at the end of this section. 

 
 
After your IT department confirms that they have added the verification token, click “Verify” to 
complete the verification process. 
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The verification process does a DNS lookup of your domain to check if the expected TXT record 
is present or not. If it is present, then the Self-Service Portal will show your domain status as 
SUCCESS, and the domain will go into use immediately. Else, the status will be changed to 
FAILED.  
 

 
 
Note: In case of a verification failure, check if the required TXT record is present or not by doing 
a DNS lookup of your domain. You can use any DNS lookup tool to list the TXT records, and 
there should be one entry with the value infor-cloudsuite-domain-verification= Please work with 
your IT department to take corrective action if it is not present. 

 
Deleting Domain Registration 
A domain can be de-registered for use by using the Self-Service Portal.  To delete a domain, log 
into the Self-Service Portal and navigate to the Domains tab under Multi-Tenant 
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Click on the domain that will be removed 

 
 
Click “Delete” 
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Your domain will no longer be used and will be removed from the domain list in the Self-Service 
Portal. 
 
Note: On deleting all configured domains, Infor applications will fall back to the default domain, 
i.e., infor.com or inforcloudsuite.com. 
 
Re-verification after Failure 
If a previously verified domain fails during the weekly auto-verification process, the domain can 
be manually re-verified once the domain record has been fixed (the domain record must be fixed 
by your IT department). 
 
To manually re-verify your domain, log into the Self-Service Portal and navigate to the Domains 
tab under Multi-Tenant 

 
 
Click on the domain that will be re-verified 

 
 
Click “Verify” to complete the re-verification process 
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If the credentials have been fixed correctly in your domain records, then the Self-Service Portal 
will show your domain status as SUCCESS, and the domain will go back into use immediately. 
 
Note: If the domain re-verification process is not completed within the given time frame, Infor 
applications will fall back to the default domain, i.e., infor.com or inforcloudsuite.com. 
 
Adding the Verification Token to DNS Settings (for IT personnel) 
 
After the domain has been submitted in the Self-Service Portal, a verification token is provided 

 
 
The final step of registering the domain with Infor’s systems is to verify ownership of the 
domain (as seen in the screenshot above).  These steps are: 

1. Log in to your domain host account, where you manage your domains. 
2. Go to the page where you update the domain’s DNS settings. 
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3. Locate the domain entry and add a TXT record with the value infor-cloudsuite-domain-
verification=<the verification token given by the user making the request> 

In the example above, the TXT record would have a value of: 
infor-cloudsuite-domain-verification=KEBAF9*******************************NZVKB3 
Check your domain provider documentation to find exact steps of how to add a TXT record in 
your domain’s DNS settings.  Once the DNS changes take full effect globally, you can contact 
the user to tell them they can continue the verification process. 
 

Tasks  
 
Sometimes, certain tasks must be handled by the user that involves their single tenant 
deployment(s) or their multi tenant environment(s).  The tasks tab is a convenient place where 
any of these tasks are stored for the user to see and act upon. 
 
*You can also see a list of tasks in an OPEN state by clicking on the View Tasks icon at the top 
right of the screen. 
 
When you see a task, click on it to get more details about what is being requested. 
 

Documents 
 
The Documentation screen will have all documentation pertaining to the entitled products.  Both 
Admin and Basic users will have access to view and download all Audit Reports, DR Reports, 
and Product Guides and other documents.  Click “Download” to download and open any of the 
files on your local machine. 
 

 


