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ILANTUS XPRESS SIGN ON

One User | One Password | One Logon
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A smarter way to work where productivity meets convenience

Document Objective

This document highlights the solutions and business benefits of ILANTUS Xpress Sign-on
catering to the needs of the banking sector.

ILANTUS Xpress Sign-On

ILANTUS Xpress Sign-On is a next generation SSO solution that provides users with seamless
and secured access to any thick client and web based on-premise or cloud application from
any device, anytime and anywhere.

Built on industry leading and proprietary technologies, it offers a comprehensive suite of
features that enable organisations to take control over its IAM challenges cost-effectively,
quickly, and with ease.
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Exclusive Features of ILANTUS Xpress Sign-on for Banking

Banks have very exclusive business issues hat require unique solutions. The large number of
applications that a user deals with, usage of keyboards rather than mouse that many are more
comfortable with, very large applications names,extremely high performance requirements and
a host of many other needs drive the requirements for SSO in the banking sector.

ILANTUS Xpress Sign-on is the only solution in the world that caters to the exclusive
requirements of banking users. Some of these features are listed below.

End User Convenience

1. Reach the application icon as you type application name.

Solution
User starts typing application name and application name that has matching characters
comes up at left corner.

Business Benefits for a banker.
a. Ease of search and usage.
b. No Scroll of multiple applications.

2. Frequently used applications (Favourites)

Solution
XSO0 learns user’s application usage pattern and brings most frequently used applications on
top.

Business Benefits for a banker.

a. Ease of access.

b. Saves time for accessing and increased productivity and convenience. No Scroll of multiple
applications.
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End User Convenience

3. Navigate and Control SSO Launchpad using Keyboard Short-cut keys

Solution
The end users can navigate through SSO Launchpad using keyboard shortcuts. XSO also
allows its users to perform following activities through Keyboard short-cuts:

» Access SSO applications
» Add/Delete applications to Launchpad

Business Benefits for a banker:
» Ease of access.
» Saves time for accessing and increased productivity and convenience

4. Application names to accommodate 44 characters

Solution
Administrator can name applications upto 44 characters.

Business Benefits for a banker.
User gets complete application name displayed and easy to identify application.

5. 3500 concurrent users’ login

Solution
Spreading load between multiple servers, sites using MySQL replication and Load Balancer
helps concurrency to reach even 3500 users for login to Xpress Sign On, if needed.

Business Benefits for a banker.
During peak hours, users will be seamlessly able to login to Xpress Sign On and do SSO to
applications ensuring high-availability to bankers.
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Security & Compliance

6. Email OTP

Solution
While accessing critical application, OTP will be sent to user’s email address.

Business Benefits for a banker.
Cost effective compared to SMS OTP. It will work for users who do not have smartphone for
using Soft Token.

IT Team can leverage on existing email infrastructure.

7. Challenge Response as 2 Factor Authentication (2FA)

Solution
For accessing critical applications, user needs to answer answers(s) to Challenge Response
(CR) question(s).

Business Benefits for a banker:

» Cost effective compared to SMS OTP.

» Usability for employees without Smartphone.

* Generic email address users i.e. users without individual email addresses, can also make
use of CR.

8. Soft Lock to be initiated by user by pressing specific key/button on Launchpad

Solution
User can lock Launchpad by clicking on icon on Launchpad.

Business Benefits for a banker.
Security point of view, access to Launchpad is restricted only to legitimate user.
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About ILANTUS

ILANTUS Technologies specialises in the Identity, Governance and Access domain with a unique focus
in implementation and Managed Services. Our One-Stop Shop approach helps organisations like yours,
reduce operational costs and direct the focus to the business at hand. Gartner’s calls us a "Next
Generation System Integrator” for Identity Management, ILANTUS is now been positioned for 2
consecutive years (2015, 2016) in the niche vendor segment of Gartner's Identity and Access

Management as a Service (IDaaS) Magic Quadrant.

Gorm  Goom  Gom

Xpress Password is the
next generation
password management
and password
synchronisation tool
that provides users
reduced sign on
experience along with
advanced password
self-service capabilities
from

any device, anytime and
anywhere.

DISCLAIMER

Xpress Sign-Onis a
next generation Single
Sign-On solution that
provides users with
seamless and secured
access to any thick and
web based on-premise
or cloud application
from any device,
anytime

and anywhere.

Xpress Access is User
Administration and
Provisioning tool that
helps enterprises
automate user identity
lifecycle management
processes such as
provisioning, access
management, password
management,
de-provisioning across
heterogeneous
applications.

Xpress Governance is
an access governance
tool that helps
enterprises to address
business challenges,
such as continuous
compliance, user
access certification and
consistent access
monitoring across
heterogeneous
applications.

This document is the exclusive property of ILANTUS Technologies Pvt. Itd. All Rights reserved.
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