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The single biggest existential threat

that's out there, | think, is cyber.”

- Michael Mullen / . ‘
Admiral, US Navy (Retd.), il sy
Ex-Chairman of the Joint Chiefs of Staff
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ABOUT US

e Synclature is a business consulting firm that provides strategic
consulting, information assurance, technology and cyber risk services to
private, public and government clients across India, Ireland, New Zealand,
Singapore, Malaysia, Saudi Arabia, UAE, UK, and the US.

e Formally established in 2013, Synclature has been rendering services to
industry sectors such as banking, insurance, education, hospitality,
healthcare, research, manufacturing, petrochemicals, pharma, telecom,
FMCG, e-commerce and IT.

e With a team of experienced domain experts and certified professionals,
our risk mitigation advisories enable major corporate clients and startups
to secure their information assets.
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SERVICE OFFERINGS

® Security Posture Assessment (SPA)
e Governance Risk and Compliance (GRC)
e Legal and Regulatory Compliance (LRC)

e Incident Response (IR)
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e Trainings and Awareness [INFORITY]

e Operational Technology Security Assessment |
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SECURITY POSTURE ASSESSMENT i : :
® Vulnerability Assessment 5
e Penetration Testing i\

e Web Security Assessment |_Y

e AppSec and Code Review
e Mobile App Security Testing

e Network Risk Assessment

e Espial Security

e Cyber Defense Solutions

SYNCLATURE "



GOVERNANCE,
RISK &
COMPLIANCE

SYNCLATURE



GOVERNANCE, RISK & COMPLIANCE

Information Security Assessments
HR Risk Management

IT Governance: Readiness, Implementation and Certification

N

Disaster Recovery Management [
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Enterprise Risk Management (ERM)
Business Continuity Planning (BCP)

Crisis Management and Emergency Response

Virtual VISO (VISO)
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LEGAL, REGULATORY COMPLIANCE

e Corporate Investigations

e Computer Crime

e Assetand Licence Management

e Due diligence activities

e AML and Whistleblower frameworks

e Cyber Attack deterrence frameworks
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INCIDENT RESPONSE |

We help companies manage risk, investigate alleged misconduct and measure the
financial implications of disputes.

e End-to-end IR lifecycle management
e CyberIntelligence and Threat Management
e Search and Seizure of Electronic Evidence

e Forensic Technology Services

o Computer, mobile and network forensic services

o Setting up of Cyber Crime Labs and Trainings

e Handwriting Analysis
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TRAININGS AND AWARENESS

Trainings and awareness for:

Board Members
Senior Management
IT Teams

Employees

Content to simplify the concepts
of information security:
e Infographics

® Posters
e Flyers

e
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Videos

Calendars

Screensavers

Multiple Choice Questions (MCQs)
Bookmarks

Lk



OPERATIONAL
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OPERATIONAL TECHNOLOGY (OT) SECURITY
ASSESSMENTS

Operational technology (OT) / Industrial Control Systems (ICS)
assessment based on the following frameworks:

NIST 800-82
ISO 27001
NIST CSF
|EC 62443
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OUR EXPERTISE

Experience across various regulatory frameworks and GRC

functions - auditing and implementation

° PCI DSS
° GDPR

° RBI PASA
° SOX

° ISMS: ISO 27001, HIPAA, COBIT, SSAE16, NESA
° NIST 800-82, CSF, 800-53

° COSO

° Basel Accord Compliance

e  Aadhaar Sub-user Agent (SUA) framework

° BCMS IS0 22301

° OT (ICS and SCADA) Technical Assessment
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Our team possesses one or more of the following certifications:

CISSP - (ISC)? Certified Information Systems Security Professional

CFE - Certified Fraud Examiner

CISA - ISACA Certified Information Security Auditor
CDPSE - ISACA Certified Data Privacy Solution Engineer
ITIL

ISO 27001:2013 Lead Auditor

ISO 27001:2013 Lead Implementer

PCI DSS Certified ex-QSA (Qualified Security Assessor)
OSCP - Offensive Security Certified Professional

OSCE - Offensive Security Certified Expert

CAST-613

ECSA - EC-Council Certified Security Analyst

CEH - EC-Council Certified Ethical Hacker

CCNA-S - Cisco Certified Network Associate Security
CCNP - Cisco Certified Network Professional

CCSA - Checkpoint Certified Security Administrator



EXPERIENCE HIGHLIGHTS

e Conducted appsec for global entities to safeguard their critical information assets.

® Consulted on GDPR readiness for maritime services providers.

e Executed a project in Saudi Arabia for the OT technical assessment, encompassing ICS, SCADA, IT and
network assets, for the third largest petrochemical company in the world.

e Performed data center audit and IT risk assessment for a government entity in Abu Dhabi.

e Reviewed and audited moderate risk applications like debit card management and reconciliation
systems for security and process flaws.

e Deployed and managed endpoint security technologies for large financial institutions and telecom
provider

e Successfully investigated and recovered illegitimately transferred funds in cross-border cyber frauds.

e Asa partofourincident response, we provide forensic technology services for servers, desktops, mobile
devices etc. depending on the requirement and target systems. We have successfully delivered projects

for a US-based healthcare research entity, investigating internal data theft and exfiltration.
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LEARNING REIMAGINED = Yomw drive us

Engage. Learn. Inspire
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http://www.eliindia.com/
https://www.gnhindia.com/
https://www.dcbbank.com/
http://safegold.in/
http://zicom.com/
http://www.dhfl.com/
https://www.hdfcergo.com/
http://www.agamalaw.com/
http://www.hflgoa.com/
https://pingal.tech/
http://www.benow.in/
https://www.mmsind-mipi.com/
http://www.chandon.co.in/
https://www.gopaysense.com/
https://eyecareleaders.com/

THANK YOU
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Synclature Consultancy Pvt. Ltd.
(CIN: U74999MH2016PTC282067)

Rise, 1902B, Peninsula Business Park,
G. K. Marg, Lower Parel,

Mumbai, MH 400 013.
inquiry@synclature.com

SYNCLATURE "



