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Assess yourself
phish yourself

train yourself
alarm yourself

Put your security to the
test with simulated
realistic cyber-attacks.
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LUCY, the cyber awareness product,

EMPLOYEE TESTING makes simulated Internet attacks
il Attack Simulations available and affordable for all!
—/ (e.g., phishing)

What is LUCY?

= INFRASTRUCTURE TEST The LUCY Phishing Awareness Training Server is designed to
ﬁﬁﬁn Malware Simulation simulate social engineering attacks. It is universally applicable—
== & Scanner from SMEs right up to very large corporations. Available on-
premise or as a cloud solution, LUCY is easy to learn and

intuitive to navigate. This Swiss solution provides dozens of

pre-configured, easily customizable phishing templates and

o training modules, which can be independently set up by the
(O) EMPLOYEE TRAINING end user. With LUCY's mail plugin, users rapidly send and

3-8 Integrated LMS receive security alerts whenever a phishing attack is detected.
This feature speeds up security team responses whilst
reducing workload and costs. The LUCY solution is already
utilized in more than 10,000 licenses in over 60 countries.

MEASURE RESULTS LUCY has an international channel of certified "Eco System
' Risk and Learning Partners" in 14 countries, which complements the LUCY
R\ Progress offering with a bundle of value-added services.

A 0 Reporting system most reliable, and the most
a0l efficient product in the market!
Lucas Lomax

(e.g., Mail Phish Button)
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Easytoimplement, very extensive
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toolkit. Self-explanatory GUI,

very reasonable pricing! i S

ATTACK FEATURES

Phishing simulations

800+ Attack templates
Ransomware simulations
Portable media attacks (USB,
CD, etc.)

Smishing simulations

Malware simulations (Office
macros, Java, etc.)

Filebased attacks (PDF, Audio,
etc.)
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TRAINING FEATURES

300+ WBT training modules
Role- and reputation-based
training

End user training portal access
E-Learning education diploma
Measure training success
E-Learning content authoring
toolkit

Static training library

Off-site support

Video customization options

LUCY keeps YOUR staff vigilant against cyber threats

MAIL PLUGIN FEATURES

Report emails with a single click
Deep inspection request
Automatic incident analysis
Incident auto feedback

Threat mitigation

Custom rule-based analysis
Plugin customization options
Third party integration

Identify attacks with common
patterns

Incident user reputation profiles

Spoofing attacks (Website

Cloner, SMS- & Mail-spoofing) Training content SCORM

14,000

Downloads

76,000+

Campaigns executed
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To successfully defend against a cyber-attack, a company needs to simultaneously secure both people and systems and to
allow them to evolve together as a single unit. Making sure that employees are working effectively with the security system, and
that they remain vigilant against cyber-threats, requires continual education and testing. Lucy is very affordable and requires
minimal training, setup, and effort. LUCY's fixed-price model delivers a tremendous ROI to all clients!

10,000 20+ 800+

Installations worldwide Awards received Best practice attack templates

20,000,000+ 300+ 30+

Recipients in a single Customizable training Available languages
campaign modules

Palo Stacho, Co-Founder

Hacking for Dummies for Best “Anti Phishing”

> CYBER
AWAR ) [EENY “Preferred Phishing Simulation” in % Cyber Security Excellence Award

Received multiple IT World START
Awards from Network e
8 Products Guide el

“Most Promising Enterprise

CYBER  Cyber Security Excellence CYBER Cyber Security Excellence
Award for Best “Security Award for Best “Security Security Startups” of the year

Education Platform” Education”

? « » Received multiple IT World N :
Startup of the year” in the O Most Innovative Security
=&k Info Security Product Guide Com érEﬁ%?“E Aw_ards from Network Products Awareness Training Platform,
P panies Guide 2019

LUCY Security AG, Chamerstrasse 44, www.lucysecurity.com
CH-6300 Zug, twitter.com/lucysecurity
Switzerland, +41 44 5571937 facebook.com/phishingserver

Research Blvd, Suite 125,
12-696-1522


http://www.lucysecurity.com/

