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LUCY WHITEPAPER

WHAT IS LUCY?

—
Test, train and engage
your employees ﬁ_l]ﬁlj

LUCY enables organizations to take on
the role of an attacker and uncover
existing weaknesses in both technical
infrastructure and staff knowledge and
eliminate them through a
comprehensive e-learning program.
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EMPLOYEE TESTING
Attack Simulations (e.g., phishing)

INFRASTRUCTURE TEST
Malware Simulation & Scanner

EMPLOYEE TRAINING
Integrated LMS

PROGRESS MEASUREMENT
Risk and Learning Analysis

EMPLOYEE INTEGRATION
Reporting System (e.g., Mail Phish
Button)




GENERAL FEATURES

REMINDERS: Reminder templates can be used to automatically resend messages to users who have not
clicked on an attack link or a training course after a custom period of time.
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REMINDER SETTINGS
[ Remind users who did not click a scenario link 3 | days after message is sent Save
Usar Sellings =
Custom Fialds ) Remind users who did not start a training 3 | days after message is sent
. ) Remind users who did not finish a training 3 | days after training is started
i F
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| = | =l ) be | = =
REMINDER ATTACK Bsuce | @ D R @B BEGE .~ QNIE|w
TEMPLATE (SCENARIO 2) BP0 = oI
B I US X x| Lz =]k %) W=z 2=
= WM OM=0 0QE®
Slyles = | Mo - | aria - | size - A- B 3L
Insertvar - | Upload File or Image |
Dear %name%%,
You have received an gncyl| which is accessible via the secure corporate cloud
repository a while ago { %time("Y/m/d H:i:s", "-86000")%. We noticed you did not open it yet.
body p span F |
@ Preview
M

RESPONSE DEDECTION: The automatic response detection makes it possible to define and analyse
automatic e-mail responses (e.g., out of office) as well as mail delivery errors (e.g., user unknown) within the

campaign.

/" General response statistics

0.00 % of 'out of offce’ responses

Highcharts.cem Highcharts.cam

33.33% of the messages wers bounced

tighcharts. com

11.11% of reciplents responded

User specific response statistics
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User History

Lure Sent
Message Sent
Training Sent
Reported

Success Rate
Click Ratz
Clicks
Successful Attack
Tralned
Cut Of Office
Bounced

" Responded

Configuration

Home / Automated Response Deteclion

B o Automated Response Detection
Timeout 60 o
- Out Of Office Delay 1 ]

0.00% Bounced Fattern User unknown, NoSuchUser, Host or domain name 9

0.00% not found, does not exist
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e FULL MAIL COMMUNICATION CLIENT: A built-in messaging platform allows the LUCY admin to
communicate interactively with the recipients inside or outside the LUCY campaigns. All e-mails are archived
and can be evaluated.
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Subject | Fie: AW: Comparaie securlly programme - Your help is noeded
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Mail Spoofing Tast
Rackups

Migrafion Tool E
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Grert job in spoffing the affeck )

Decernbar 30, 2018 406 PM, "Diiver” colivsr@ucysacurity com wrots

This cant be rezllll!

Ven: test <test@coussendcesisi.coms

Gesended: Sonniag, 30. Devember 2018 18:05

An: Ol <gliver@lucysacurity.com>

Betreff: Corporate securizy programme - Your help Is needed

| Inoices
Lpdata
! Rebool iprecautions is enabling cur
Ir employees can maonitor part of
and report 2ny unusual
&t a high level.

| S5H Passwosd

| Enshble S8H Arress
send Logs

oo 1005
Mail Manager

:\Windows credentials to access

e Scheduler Randomization: Raising employee awareness at random is the key factor for effective and
sustainable awareness within the organization. Randomly sending many concurrent campaigns is one of the

best means of training employees.

Campaign Status:

18.12.2018 ...

Results Rule Type
Summary Emalls Type
Statistics Time Zone
Repaorts

Start Date
Exports
Stop Date

Configuration
Base Settings Sort Type
Awareness Setlings

Scenarios
Schedule
Schedule Plan
Reclplents
Advanced Settings
Recipient
User Settings Groups

Custom Fields

Running

Orne-shot v
All v
Zurich - UTC+01:00 v
18.12.2018 12:36 =1

21.12.2018 08:32 =] Calculator

[ Don't send emalls during weekends

Full Random v

L Select All

¥ Google Leaks (Web Based)

¥ DropBox {Web Based)

¥ Linkedin (Hyperlink)

¥ gFax (Web Based)

¥ Private Message (Web Based)

v LUCY Test



Performance tools: LUCY smart routines adapt the server installation to the given resources. Applications
Server, DBMS Sizing, Memory and CPU usages are calculated during installation or during operations. You
can scale a single, cloud-based LUCY installation for 400,000+ users.
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Multilingual admin interface: The LUCY admin interface is available in different languages and can be
translated into other languages on request.

1 ogin

[your logo here]

Language

o

English v
Deutsch
Espaiiol
Frangais
Italiano
Nederlands
Portugués

Turkce

(c} 2018 Your Company Name

Password

Login

E-mail

Forgot?

gieegi

Security Code




Certificate (SSL): Allows the automatic creation of official and trusted certificates for the admin, backend as
well as for the campaigns. LUCY will automatically use the domain configured in the system to generate the
certificate. If you decide to use SSL for the campaign, you can generate a custom certificate or a CSR
(Certificate Signing Request). You can also import official trusted certificates.

test Scenario Slatus. Mol Slarled ’_ i ate it b=t fully created. ..
“ Use Custom SSL Certificate @
Summary i = ) ) )
If this is not checked, visiting the scenario landing page will clear the authentication cookie and *
: ; out
Scenario Settings
Mail Settings SSL Provider Let's Encrypt - @
« Enable Domain Checking
ing Page | 2 :
Landing Ragestemplat: Domain office cloudspace3@h solutions v
Message Template Let's Encrypt needs a publicly available domain name to generate
a certificate. Please make sure your domain is accessible and
rGu!'malu C8R or Cerlilicale 3 points to Lucy
2
Donain Eall 35L Provider Ganerata Or Upload y 9
ofiice.coudspacadE5.solubons E-mail
55L Certificate [ Choose File No filz chosen
Country State city =
Fioane gact 5L Key | Choosa File Mo fila chesen
Organizatise Mams Organization Uait
85L Key ]
Password
SSLChain | Choose File Mo flo chosen o
. ) . == )

Role-based access controls: LUCY offers a role-based access control (RBAC) that restricts system access
to authorized users only. The permissions to perform certain operations are assigned to specific roles within
the user settings. Members or staff (or other system users) are assigned particular roles through which to
acquire the necessary computer permissions to perform particular LUCY functions.

Home | Campaigns | TEST ! User Setiings
;. Ty
TE ST + Add User
Advanced Settings Name Role All Campalgns Access
Limited User v
View m - x
Custom Felds
Supervisor [ suerviso | v
Reminders
Fxports . n L 00 v
18 )
' it
User  \View
Permissions | Select All # Creata/View Reports
1 Start/Stop Campaign # Export o File
1 Configurs Campaign Setfing o) Export to Group
© Delete Campaign o) Campaign Full Statistics
) Cdit Recipients # Campaign Basic Slatislics
o) Edit Awareness Website 7] Resol Stats
O Edit Schedule ) Access Message Log
7 2dit Base Scenario Settings ) Supervision Log
0 Edil Scenano Settings | Reminders
) Edit Scenario Landing
ks 1 Cdit Scenario Message B =




e Multi-layered user groups: Quickly upload users in bulk via a CSV, LDAP, or text file. Create different
groups, organized by department, division, title, etc. Update users in a running campaign. Build dynamic user

groups based on the phishing campaign results.

Home | Users | New User

/N ew User 4 NewUser | | & import Users From LDAP | % Detete o g Permissions [} Aucess All Campeigns o I&euls’s.r LJun:aams )
() Create/Delete Campaigns [ Dynamic DNS
" () Save Campaign As Template - Advanced Sellings
E-mail | Iimitediuser con| e i i TR
Country Code | Please selecl e 0 Campaign Templates ) Tost Email
[ Awaraness Tamplatas O Spam Test
Phone | 0 Fils Templates [ System Monitoring
' [ Not Found Template [ System Status Pags
Iwo-F sclor Aulhenticalion & Conligure 21 A | [ Repuil lemplales O Incient Managermienl
) Down'cad Templates L1 Plugin conhgurelion
Name 1 Clienis 1 Incident Management Configurstion
| [} Recipients ) Manual
= e ’ O Tnd Users 0 Exports
7 Lsar Managemant O Invaices
Client Please select... w 7 Repulation Levels 1 Send Logs
[} S5H Access [ Servics Logs
Password [ 25H Pessword [0 Chengelog
. ) Benchmark Scctors =
Password (repeat) Bl
Current Certificate  NAZ # Enahle incident roparts notifier O Update
@ Reboot
[ Cartificata Requirad Change Password 7 Domains
o T /

e  Multi-client compatible: "Clients" can refer to different companies, departments, or groups that have an
associated campaign in LUCY. These clients can be used, for example, to allow campaign-specific access or
to create customer-specific analysis.

( DETAILS "LUCY TEST" L )
- CLIENTS OVERVIEW
£l Client
ol o Test Client A ®
Reperts Tanani4 x
D  Client Inc USA o
Mare Lucy Test
anantd x
Country
Lucy Test ]
State
City . - : M0 v
" b
Atdress
Postal Code
¥ (REPORTS "LUCY TEST" h
Website 24 Nama Type Suabe
Contact Name ) Campaign Repor 11 102078 14 3020 FOF L4
Campaigns
Campazn Repor 1610 701312 0458 nocx v
-
Cempaign Reper 16,10 2013 12 07 45 Docy v
Phane Campaicn Report 20.10.2013 1153:52 FOF v
Fax Mail ind We Report 17,11 2078 001520 POF v
Mail And Wea Sepor 1712 218 103523 FF o
Logo  Nologo
Upload
s » 1]
. = L | .




Campaign templates: In case you want to reuse similar campaigns, you can save a complete campaign with
attack templates and eLearning content as a campaign template. This feature allows you to evade having to

repeat similar configurations over and over again.

Home CHMpHIONS Max1

M ax1 Jampan Statis_ Bt Seerted T Roset Stats | | B Roport | | M Save as Tomplate ||| & Export - | [ SSETE
Results Campaign Running Time Created By
Max1 4 days, £ houn MNiA
Attack Overvisw Awareness
Statistics
Reports
P T, g, g g
5 ™
Exporls
MNew Campagn )
Canlfiguralid -/
Name Standard Tast & Train Campaign Tamplate
e et el
Client Lucy Tast f ==;le.|[ i
Awarenesy
Setup Mode @ Start with Dafault Campaign Templats @
Schedule
00 00%
Racipients Template Max1 v i
. S
§ LIRS o _ Tralrl g '3 ) j
Advanced Setlings Succassful Attacks Tof3 -
Training Score (%
Vulnerable Victims 0of3 0 E0tp 26)

User Settings

Setup wizard with risk-based guidance: LUCY offers several Setup Tools. Create a complete campaign in
less than 3 minutes using the predefined campaign templates or let the Setup Wizard guide you through the
configuration. Optionally, a risk-based setup mode is available, which makes specific suggestions for the
selection of attack and awareness templates based on the company’s size and industry.

Campaign Wizard Type

Type Plaase chooss g camoein vos vou would like lo use

. Campaign
Attack Template

Deata Entry Attack
User clicks on a link, that leads to 2
landing page with the logln farmm.

Hyperlink Attack

Usar clicks on a link and gets radirectad
1o an extarnal URL spachiad In sstiings.

Attack Settings

. Training Settings

A
z
3
4
5. Training Templals
(31
i
2
a

Recipients . r
’ File Attack -] Portable Madia Attack
Review (‘“‘ User iz asked Lo execdle a file rom a use E Iest users by distibuting USE sticks or
. Finish ﬂ il message o @ dusnloaded o g wrry ol porlable redia Bl conlain a
& woh page. makvare simulation. |f the user
vacutas tha malware simiation, that

will ba retectad In Lucy campalgn

Technical Malware Teat

I*erform security checkes without
invalving employees oulside your IT
department Dietermine your maleane
ralatad vilnarabllitias an tha natwork,
system and application levals.

Training
Iraining only campaign. without the
wllack parl

Mail & Web Filter Teat
Zes what type of filez can be acceszed

withsin Uiee comzany network theough
mil or web

o Close




Campaign checks: Preliminary checks before starting a LUCY campaign: E-Mail Delivery Check, MX Record
Check, Schedule Check, Spam Check, and others.

Home Campaigns Login & Malware Simulation Checks

Campaign Status: Not Started b

P Skip Checks

Flease wait, the system is checking your campaign settings.

Check
E-mail Delivery Check
IP Check
Accessibility Check
Sender E-mail Check
-
Spam Check Spam Check
Language Check
This check analyses email and lure templates using spam filters and checks if remote mail
Setlings Check servers may treat messages from Lucy as spam.
Schedule Check « Scenario test: there is no DKIM signature in email message. Please note, that it's
just a notification. More than likely, your emails won't be blocked and you don't have
Mail Server Check to change anything.
MX Record Check
Track Responses Check
Help Close
S Y
Approval workflows: A given campaign can be submitted to a supervisor in LUCY for approval.
Results Completed = Campaign Stalus: wailing ’
I Submission Date 1812 2018190228
SUiTHmgry
Statistics Explration Date 23122018 19.02.28
Reports Supervision Date NIA
i Supervisor
Exports Supervisor Name P
Submitter Name limited Usar
Configuration -
Follow-Up End 27122018 18:05 =5
Date
Base Sellings
Beverity @ Mincr Recommendations

Awareness Settings
Schedule

Recipenls

Advanced Settings

User Sethings
Custom Ficlds

Reminders

Logs

«» Serious Recommendations

» Heawy Recommeandations

Comments 1) Please use a hyperhnk scenano inslead ol a logn
2} Tha scenario "SAP Login™ make sure it does not save passwords
3] Add a subdomain o lhe awarensss page called Je-learning”

MName Role All Campaigns Access
Lirmiled User User L
Wicw [ view | -
Supervisor Supervisor '

D4 4 48 8 8 x &8 8 8




DNS API: The DNS API allows the administrator to create any domain on LUCY within seconds. Since
attackers very often use similar spellings of a customer's domain (called Typosquatting), this risk can also be
represented in LUCY. If the customer's original domain is, for example, "onlinebanking.com", the DNS wizard
could be used to reserve domains such as "Onlinebanking.com”, "onllnebanking.com" or
"onlinebanking.services" and assign it to a campaign later. LUCY then automatically creates the
corresponding DNS entries (MX, SPF, Whois Protection etc) for the IP where LUCY is installed. Of course, the
admin can also use his provider's own domains in LUCY.
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Portable media attacks: Hackers can use portable media drives to gain access to sensitive information
stored on a computer or network. LUCY offers the option to perform portable media attacks where a file
template (e.g., executable, archive, office document with macros, etc.) can be stored on a portable media
device such as USB, SD card, or CD. The activation (execution) of these individual files can be tracked in

LUCY.
5
- N | Number of items ————
New Group Name LISA Sticks (USE sticks, [ 11 | @ Download Files
i CDs|
\_ # Portable Media Attack @ . I
'd g ‘L
T [] & Portable Media Attack - Scenario - 247 zip
[ File 1.2xe
& File 2.0xe
¥ ! 4 [ File 3.2
[ File 4.2xe
=t ' ERIET orereem—— & File 500
Scenario $tats il [ Filz G.2xe
[®] File 7.2xe
& File 8.oxe
] £ mall 1 Type 4t Data
File 3 Fie Uiplaart camurand_lne_nitpt o x
.o : n = 00
3 2
(I_, i - - fs N o]
[ = Windows 10 - TEx
Mame File 3
Succeasful Attack L
os Windows 10
B5.0.176.52
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SMiShing: Smishing is, in a sense, "SMS phishing." When cybercriminals "phish," they send fraudulent e-
mails that seek to trick the recipient into opening a malware-laden attachment or clicking on a malicious link.
Smishing simply uses text messages instead of e-mail.

Message Type | Sms L
Surmimnary

Scenario Scttings Current workslation balance is 17.920 USD.
Make sure you have enough lunds o send all lexl messages belore starting the campagn.

Landing Page Template

Language ' English L
Message Template
Bender Name | DD4550566166
Crrors =
Text Check out this link here: %link%
Qluick Tips |
SGM140

© 5MS Message Vanables
Template Mccess 1o online surveillance portal [ @3 English
& ChangeiSelect Template

Name | EMS

Landing Domain cloudspacedds solubons v @

Check out this
link he e . [ |
goo_gl/KuraFG > : = 9
Languages == Fnglish
+ Add v
(Url Shortanar | qoo.ql - | j
Login Regexp W | @ | Inseri~
Password [=] Insert- |
Regexp

Data entry attacks: Data entry attacks can include one or more web pages that intercept the input of
sensitive information. The available web pages can be easily customized with a LUCY web editor. Additional
editing tools allow you to quickly set up functions such as log-in forms, download areas, etc. without HTML
knowledge.
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Hyperlink attacks: A hyperlink-based campaign will send users an e-mail that contains a randomized tracking
URL.
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. | Embedded Y1 5AR0120 154545a R ERAGF10S7 [og »
Lizararh Sairgs Vanguage | Englih ¥ e
Sencder Warme | s Amchments Ko stacianl e
Eners i
Sandar Fmall | neas@ck.dspeceizs.com -] Sl Attucunent Chouse Fike | Ne il chazer
Cuick Tips Reeciient Heedi a - A General Mail Scttings
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Powerful URL redirection toolkit: LUCY's flexible redirection functions allow the user to be guided, at the
right moment, to the desired areas of attack simulation or training. For example, after entering the first 3
characters of a password in a phishing simulation, the user can be redirected to a special training page about

password protection.

Language Engliah
Summary guag 9
Seanariv Sellings File index_himl
Landing Page Template
Content
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Errors
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e Mixed attacks: Mixed attacks allow a combination of multiple scenario types (file-based, data entry, etc.) in
the same campaign.

) Office 365

Hrllo Jchn Dee! Welcoms to our Office 356 Arglsation Page.
Pleace use your Windows credentials 1o regisier for the online
access.

Can't access your atcount?

2018 Microsah

B® Microsoft

Teims of use  Privady & Coukies

- x
1] Installaticn Error - something went wrong
Wiz couldn't start your program.
e indly ask you d &nd aystem & o2l belew te prapare pour scoess,
(3) DOWNLOAD
1 Cloze |
Malware Simulation
Template Consale Post .

Description Get cutpud from ong or mullip's console programs. Daplay GLUI option may have a value ol 01o 4. 0-na G, 1 -
Prograss Bar 2 - Decrypios Windew, 3 or 4 - Smor Message Window

Display GUI {D-4) 1

Toxt Message: Instalaton Error - plaase iry agan laler




File-based attacks: File-based attacks allow the LUCY administrator to integrate different file types (office
documents with macros, PDFs, executables, MP3s, etc.) into mail attachments or websites generated on
LUCY and to measure their download or execution rate.
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Select Design = -
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O Macms (POST-anly)
Macios Word Baoking (POST-0ny) Description Get output from one or multiple console programs.
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l Ransomware (Screen Locker)

Recent Documenis

Screen Recoroar

Word hacro POST ONLY "Receipt”

Display Error ]|

Emor Message VPN Client Error X1201

Save
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e Double barrel attacks: This feature makes it possible to send multiple phishing e-mails in each campaign,
with the first benign e-mail (the bait) containing nothing malicious and not demanding a reply from the

recipient.
s (" MessageType | Cmail = -~
Summary
Scanario Selfings Language English v
Landing Page Template Sender Name Securlty

Messags Templats Sender C mail Securily (oex

m _1 Random E-mail
Errors
Subject Lo aecurity will ba |, hed soonl

Quick Tips Aol Bsawce [ @ DR @ B |20 @@ @« Q vyl |-
M| e ® s s

O F il Message Variabies S R Sl e m e o
= N OoMFE= & Qa8
Styles - | romat - | Fom .| Sze < | A- E-| 32 E0| uskadrie o(rmal;ei

Dear colleaguas,

Faor an effective security programme, our |T team has taken some precautions. One of these
precautions is enabling our employees to access our online surveillance system. We created an
anline portal in which our employees can monilor part of our webcams in our corporation. The
portal will go Iive next week. We keep you updaled!

Thank you,

IT-Department

Suceess Action Data Submit | ©
Collect Data Partial | @

= Doubles BDarrel Attack @

Lure Delay | 3500 -

| bitly = |

Url Shortener
Login Regexp | e | @  Insart= |
Password -] Insart=

Regexp

9 (== b

e Java-based attacks: Java-based attacks allow the LUCY administrator to integrate a trusted applet within the
file-based or mixed attack templates provided in LUCY and to measure their execution by the user.

1ile lype l Jdava Applat v | ( Walwaie Sinulation S
Use o signed apglel to oxecule a sol of commands. Tamplate Seresn Revunds v
@ System Delsils Descriplion  Caphure sewaarshats or vidan from the desktap and shaat shatas ar v dacs using a wabcam Display 6L aptian

@ Loggad Usars may havz avaluc of @ to 40 no GUI, 1 Progress Bar, 2 Decryptor Window, Sor 4 Emor Message Window:

@ Scresn Capture Variables Diazktop Vidao
@ Nabwork Detals
@ Syster Hosts 7 Capure Webcan
e App Lit {."’
(" ;
File Typr Tl Execuleile v |
| )
Usze & signed apalel to dovmlosd an run an executable me'ware Diptay GUI (D 4) 1
imulatlon BETATA
i Taxt Massaga WFH Cllent Emor X1201
Download Path STEMPS - @ \
L \
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e PDF-based attacks: PDF-based phishing attacks can be simulated with this module. LUCY allows "hiding"
executable files as PDF attachments and measuring their execution. Furthermore, dynamic phishing links can
be also generated within PDFs.

Fila Typs FOF docensn v
Inscrt rackanis POF '3 Uplasd POF File Choose Fllz | re-12124.pdt
PDF Custom Irvolce | -pdf
Hample FOF Mame =

Please selzc...

Cancel 4
Aamgia FNF

Unbizaatd g em BUF

B Con203wltwig pdf - Adabe Acrobst Reader DC

Start Werkzeuge Q293w lg.pdt =

B@EEQ@@;IM R MO ® am -
E; Anlagen x

@.@-@&B..@&

| ‘Name
| [ file.exs

T

Name | Conzole Post

Descrigtion ‘et oulput F7OrT onE o Murlple consciE prog;
i ol &1 4. G- no DU, T - Pegroes,
Bmasane Windoe

(Add Attachment Choose Mle | Nos chnse

Attachmants Meexe

E. Dispiay 3UI opticn may have a
T 2 - Decreplor Winkow, 3 o 4 - ETor

i H

e Ransomware simulation attacks: LUCY has two different ransomware simulations, one of which tests the
staff, and the other, the infrastructure.

@ Preview

I} Installation Error - something went wrong & source Code

We couldn't start your program.

wWe kindly ask you to download and execute our system configuration toal below to prepare your access.

Malware Slmulatlon\

Cloze

Template Ransomware {Screen Locker) v
Description Ransomware tool - locks the screen and asks for password.

Variables Password 123

Text Message Please enter a password to unlock your computer.

Save




e Data entry validation toolkit: In phishing simulations, false positives must be prevented for log-in fields (e.g.,
logging with invalid syntax). The company guidelines may also forbid the transmission of sensitive data such
as passwords. For this purpose, LUCY provides a flexible input filtering engine that offers a suitable solution
for every requirement.

Hello 2tnamel Welcome Lo our Registration Page. Please
use your Windows credentials to register tor the online
ACCess.
|Username |
|Pa5:word |
) keep me =igned in
>
body div dr div div form div >
@ Preview : & Source Code
Login Regexp R Insensal
Fassword Insert -
Regexp
— at least G letiers
— at least 6 chars. min 1 digit
& chars, min 1 digit, min 1 symbaol
— B-25 chars, min 1 digit, starts with a letter
— starts with "password", ends with 3 digits
e Multilingual Attack Template Library: LUCY comes with hundreds of predefined attack templates in more

than 30 languages in the categories of data entry (templates with a website), file-based (e-mails or websites
with a file download), hyperlink (e-mails with a link), mixed (combination of data entry and download), and
portable media.

Scenario Templates aelknesl WD
Sewich... =% | i st view BB S view Mame = || ¥ | Clea Flilers
@ [T Eank (Fle-Baseq) B EE = rEn G P 0N R EN oww P AW BN X RSk e
Elank file baned template.
Categery -
p
Help

27.08 2018 18:11° 34

Edit Freview Message = Praview Lure =

Attention: those are the base templates,

four Srore  reade..
A s

- (R <3
| A ntoreht
"’w;m%

27082018 18208

27.08 2018 1812:58

S

(fa=|

27.00.2018 16:12:80

Dropabox (Downl

Confirmation Social Media Profile
v2.2)

A social media provider nforma the recpient thal a prefile under his/her names has been ersated. The user
can devriead @ Wi e hal SEPRATE 13 56 4 LV Tha Ve S0 el Eontaing & mace (hioagh sich you
G track IF I 8 W bamn oo

B o= SO MMIlEEIT = k3

i Preyview Landing = Freview Message = Preview Lure =

v Only) = EE Il iR = »
A shared documant on "DreceSos” & ready for dovnload. You will be abis o track he dovnioads on Be
LUGCY dashboars

Edit Praview Landing - Preview Message = Preview Lure = |

EeFax Corporate v 2.1 (Downkoad Werd

Macroy

This femplate notifics the user abaut an incorming fex (kaceable Word File with & Macro) el can be
dovenlaaded using a lick on the landing page. |

B oim S s LN M OpE BN IT x

Preview Landing - Freview Message - Preview Lure - |

27.08 2018 18:12:50

Encrypted Mail (Daownioad Only) BT Sl I = k3
Encryplet e-mail 2ocess. Aaks the user 1o download an encrypted e-mall messags in an Ofice dogument. |

Edait | Preview Landing = Preview Message = |

Preview Lure « |

whieh can be edited 1or all campaigns.

If you wish to edit a template for a specific
CAampagn cnly, you nesd to edil the landing
page and e-mail within the campalgn hase
sCtings

Languages

English
o add -

B Afrikaans
. ABanian
= Arabic
= A=ngall
s Sulganan
m Chinese
== Croatian
b CZECH
2= Danish
Dutch
=stonian
4= Einnish

£ French
= German
15 Greek
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e Sector and division specific templates: Attack templates are available for specific industries or divisions.

Haorna Scenano Termplatas
Scenario Templates Actons - | | petete -
| q | MLzt viow BB Grid View | Mamo- | ¥ Cloar F o
Chroms River: Missing exponss repor - X Type = Audiance =

Tha usr b vioemnd shean & g g o He g
Calagory -

Alert

EL TR TG S e I (ee———— U e, oy R G S — —

| Edit || Provicw Landing - ‘rovaw Mossnon = Provisw Lura = |
End e

- PP e ey AP, =rromre S e et e s A e ! = e e
=] Chrome River Missing sxprnse tport (hyperink) Fromations
5 Tha uzar b idormnd skout o inzing rapart on Hin mpenans Reporl Ellulnfmn sperific
f C‘\\ Sevica 0 sl T landing
- Soclal Media 4 campagn base
Survey

e it Eruv s Mussagu = Pravies Lura = |

Employes Survay HR Poral e X
Tha empayen b askan 10 150 an 5 50 HR pomal 0 i pan n an keenal suray.

AT.0RILIR Ja k] | Edit Proviaw Landing = Sravow Wossage = Proview Lura = |

o Happy Chnstmas Grasting Card = . e o
Happy Chrisimae Gresting Card
+
Pad

LT A2 VGRS

=dit Sreyee Message + | Previews Lo+ |
(=] = HR Parformance Report 1.1 W= I e @™ X
s VR perfaimerce repo Sheows enmpliees D perlammance e ster thes log in
—> “clavan
[t termie
Zz 3 &= | Ean | | Preview Lanaing - Srevew Vessane - Preview Lura - |
[N Mozsago frorm HR - »
Thika Gewnaiio b based 57 @ 5787 P SE oM 2017 which was eegeliag companisd vt the sbjad “You
- Pt sy fies -
AR AR IVINER | Edit Preview Landing + Frevew Messnne - Preview Lure - |
[=] Musmage fiom HR (hypesdoi) = ox
Thia scenarta s baved 314 5787116 acar fam 2017 which wan sergeling comaaniss with the sbact “Vou
[t ——
=

et

ARAS IR IR =dit Erav s Massaga = Praviaw Lurs = |

- | 100 ¥

e Simultaneous attack template usage: LUCY gives you the option to use multiple simulated attack templates
in a single campaign. Mix the different types (hyperlink, file-based, etc.) with different attack themes to achieve
the largest possible risk coverage and a better understanding of employee vulnerabilities. In combination with
our scheduling randomizer, complex attack patterns can be executed over a longer period of time.

| PR e— Pooien |

Campaipn Staius SN T B Export eSO
[E === s i | =
» Delete
Results
Search... (=4
Sutnry
Etatiatics Scenarie Tamplate Type Active
Goog) : ot
Reparts L::'i" & Edit Sconarlo Scttings Google Leaks ¢ Comman :: 2 £ 4
Exports : _ Wit
1 DropBox & Edit Sconario Settings Dropobox 1.2 / mm German Ba L ks
Configuration =] Linkadin & Edit Scanarlo Settings Linkadin - Pollcy Wialation § ms English Hyparlinke  # 3
Base Settings =
= eFax & Edit Scanario Settings ] »
g S Enclish Based
Awarenese Sattings
Private - Frivate Message - enter code to apen it/ @ Wl
] & Edit Scanario Settings = »
Schadula Measaga g English Hased

Recipients

« - v 0 .

Advanced Settings




Attack URL variations: Take control of the generated URLSs to identify the recipients. Use automated short (<
5 characters) or long URL strings or set individual URLs for each user. The manual URL creation allows you to
form links that a user can easily remember. In environments where link clicks are disabled in e-mails, this is a

must.

Homa ¢ Recplents | LINKTEST | olwergdlucysecunty.com

LINK TEST
=
Ldit Group Name Phone
fmpad Language
Scan s
Gender
Staff Type
Location
Civision
Link
Comment
OLI Special

testiTexample.cam

NA

Tesl User

Flease salect

IT Cansulting

Usa

Maskuling

marneting-uss-1

URL shortening: URL shorteners are a relatively new Internet service. As many online social services impose
character limitations (e.g., Twitter), these URLSs are very practical. URL shorteners, however, can be used by
cyber criminals to hide the real target of a link, such as phishing or infected websites. For this reason, LUCY

o

¢ & © © ©

So. 30.12.2018 11:20
Test User <test@example.com>
Affordable car leasing for our employees

Dear employess
ogethw with CorporateCar-Leasing386 we ollar all employess (excepl parl-hme
employees) a discounted leasing offer. Our company receives a 73% discount on the entire

fleet of CorporateCar-Leasing265 vehicles. A monthly leasing fee of e g. USD 600 is thus
reduced o USD 162

Any interrested staff member can access ! http://www.example.com/marketing-
place via the Windows Logins): | usa-1/

httos:/fwwer. Cor Carleasingd55.com

Best regards

offers the possibility to integrate different shortener services within a phishing or smishing campaign.

Landing Domain cloudspace3s5 solutions
Subdomain SIMS
Url Shortener TN

Check out this
link here:

goo.gl/KuraFG

Sender Name | ooassorreis0
Text Check out this here %Iink%
26140
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e Pentest kit: The pentest kit is a submodule of the malware simulation toolkit and goes by the name
"Interactive Sessions." It allows you to communicate interactively with a client pc that sits behind firewalls by

using reverse http/s connections.

Campaigns

-
NOTIFICATION: NEW INTERACTIVE SESSION ESTABLISHED!
Lt

IP

188.62.62.221

INTERACTIVE WEBTERMINAL: 188.62.42.221

E-mail

peter@example.com

All Sessions

> whoami
[whoami]
hp_ni\swiss_fondue

» ipeconfig
[ipconfig]

lindows IP Configuration

ST TINDE. PR T TR SUVIE

> ipconfig

Session Information

Created: 21.08 11:03
Online: 21.08 11:04
E-mail:
peter@example.com
Name: Peter

IP: 188.62.62 241

e Website cloner: Quickly create highly professional landing pages for your campaigns. Clone existing
websites and add additional layers with data entry fields, files for download, and more.

_ e

O Scamans TEMENAES  NEA SORY  LAmiing Fape Tenpas o Cosy wanpige

Copy Webpage %

@ Uigiond Wiobpage | 0 Gopy Webpaon

I'1a BYSIAIT 18 SOPYINnG NG WEDRAKE. | N May [KE U b0 BEVaral Minumes

Eai

< Back

Measage Templats

Lurm Template

Cuick Tipa

© Faim Leain Barameters
B Landing Page Yarisbies

uRL hitps thiwaw lane. orpédomainaineseved .
H‘x\
Englizn -
e -
[ enain P Landing Bemain Custorn Domaln
| = nim LR - Custom Domain W mydomain. com
Fawes (|l D B MR | % o moE R a by W e

L S

B T U S % » |+ K|i= 15| |72 i K & & W |7 T BE-|

- o @mSs® e
Guies v | Tormal e rem £ | i - A- @ 3£ |
wnsen Logm Form | wsen rackame FUF | nsar semnert | Upees e ormege | ace Layer | msanvar = |

Clons Herdier | isert Passacrd Redisct  Trolan Dawnlones

Intarnas Assianad Humbers Autharly

IAMNA-managed Reserved Domains

LRFTAIN JErMAING ST AT 3888, 20H REMIAGIY FAOISERan T TTAMAT, Tor SpeETIE 3alley ar TaEnnica)
Ferpasen

Example domains

W P G sourse coas




e Level-based attacks: Level-based phishing training for employees serves to make the risk of social hacking
measurable. Scientific analysis should also identify the most important risk factors so that individual training
content can be offered automatically.

Home | Campages Mo Campamn

Campalgn Srahis Mot Satad

New Campa...

m Marne Plagse szlect a cempaign name ... Motes

Cliant Sleass senr] P -
Industry Mia + @ £
Setup Mode - Exgert Setup (Manuzl Sonfigurston; @ Infrastructure testing ~ ©  Startamail-and webflier shecs campaign. @
O Presselecen 5 mandtes senp a o Start s oczlwindows checs campaign =]
& Launch z szved campaign template @
= | eval based nampaign Q
E-Leaming Settings Proes L]
Hleeze cooass 8 ks st 7 Aow AwzrEnzss Rescneculing o
G up ohe lovd supcess o
7 A i b 17 Ignare rapoatsd answors I AWEreness @
Bhav allack siecss
Atayinlevel Mo altack sucoess v Tracking ) Treck Responses =)
& i a
Godewm one lovel | Alleck was sueeessho L3 . =mail Irackmng o
Autometed Reporting
Planse choose star: & end kevel - il =
Mini~um Start Level | Plcasessiocl.. v Template s seeil. v|  Format | Pleasesziect. v
Magimur Frd Level  Flessesolc, . v Font Size | 4, FantFamily | viaivetica v
Antivirus/Firewatl Proteetion Interval | ot v 9 View Options  ( Finnest @

e Spear phishing simulation: The Spear Phish Tailoring works with dynamic variables (gender, time, name, e-
mail, links, messages, division, country, etc.) which you can use in landing and message templates.

Landing Domain cloudservices27.com - o =Fostatio¥e
=Falink%
‘anm?‘;{,
" i mmalli
Subdomain W L] Rmessagets
— <5l Bware Pea st
“Sudivisionds
45 loontionts

Mesnage Type Emall i “Sestaff-typeth
% Comment
| Fonendar
Languags English | *Ztima (FORMAT, OFFSET, ZONE)%
Sender Nama News
Sondar E-mail nevwsi@cloudspace32t com
Heoolplant Hoadar Te -|
Fake CC =

subject Documents far %emall% - Intemal Use @ Preview
content Bewes B O B @ B 4 i e I = | L=

= oE ® D D e e 6
B I U & % x|& I

S |y Mk & & =Y T BEE-

= ™~ o MmE& 0.=©
Shvles - | romat - Tont - | Size < | A B | B
Insar Var | Upleaa e or Image | j

Dear %gender{"MALE ADDRESSING", "FEMALE ADDRESSING™)% foname,

[ "Veu have received a‘l‘{gnarrmu documentiior taemalls which s accessible via the secure corporate cloud
reposiory until Setime("Y/mid HIs". "6000". The document 1s anly avallatle for 3Ldivisionte Selocationte
Tastaff-typete.|

Thiz message may contain information 1hat is prvileged and canfidential. It you received this transmission in
error, please notify tho sendar by roply email and delote the message and any attachments.




e DKIM/S/MIME Support for Phishing e-Mails: Digital signatures for e-mails
simulation mails (s/mime). Use DKIM to get a better sender score.

: Send signed phishing

Home | Gampmigns | BOUNGCE TEST | Base Setings ' test | E-mail Tempintn
test g Il | @uecedvietpegs  C Restors Detauts | | Co % Dgiate A8 Atachments
Iassage Type Email v Embeadding Type Embedied Images. .
Surmmary
-
Stenariu Setlngs L f— = T
Lanang Page lampiats Al T tmst A Ganaral Mall Settings
SMTP Fields | Name e
Sender E-mall  oiheries@rloudspaceds solifons ]
o High Impartance
Reciplent Header To - Recrive Confirmaban
@ -Mailes Haader
Quick Tips FakeCC L

Custom X-Madler
Subject Affordable o beasing for our eimployses

@ E mai Massage \ariablas

Lucy 4.4 8

L Massage-ID Hoado:

Contnt Bsosx BDE ® B X BEE -~ QL% K| % A Advanced Mall Settings

T E®DOD= =P
BT U&x x| L= #®|(7 2 x s A m|w v R
- mMOoO@mEeOQES

Syles - Foma Fort - omm «| A B |58 OB
Upload File o mage | ioser Ve -
DHIM Subdomain
Deat erplapses
Forward E-nail
Tegetrer AasingdBs. wo offer 8l arpiyess [excepl b offer. Our
oy BV 0 TT% s oo e i T 07 COx e L6 wehiches. A 10y e fess of g IS0
O 8 s recuted 13 LD 16
Ay inesrestod slalf memier can access the offer under Ihis ink (the au dnce via the "
Irtips: decvee CorporieCars FAsngoAs com
Sest egars
= 851 Certificate
@ Preview
S5L Key
BEL Key
Password
SSL Chain

# Receva Sandsr E-Mail Repliss
) Send Plan-Text Emol

) Random E-mail @

= DKM Suppo @

mal

Use Intermal M Scrvar (rocd te 507 us MX rocords for th
L System Sefings 2

# Liae SMIME Certificate

Z Generale Cerlificate

| Chocrse File | Mo fie chosen

L]
| Choose Fie | No fie chosen

| Choose Fie | No fie chosen

e  Mail scanner: Curious which e-mail addresses in your organization can be found on the Internet? Use
LUCY’s mail scanner and find out what a hacker already knows about your company.

e

Scan started.

Mail Scan

Tho systom is scarching recipients, This may lake up 1o Sovaral minutos

Reciplens

If Luey can detact any mail recipients, they will be added automatically in the recipient list of this group

Edit Group Name

Import ECErEE P :
(=] e Domain phishing-sorvar com

E.
= Crawler

# Follow external links

100 Maximum number of LIRL s to crawl
120 Maximum crawling time in minutes
= Yahoo

= Lixam

1 VYOTDoX

= Yandox

= Bing

=¥ Public Key Sarvers

= Additional Sources

= Paid Sources




Custom homepage creation: Recipients with a better technical understanding could use their browser to call
the domain or IP address associated with the randomly generated phishing link. To prevent error messages
from appearing or the end user from even coming to the login area of the admin console, you can create
generic "homepages" within LUCY for the domains used in the phishing simulation.

Iome Cromains countrydomain co uk

countrydomain.co.uk

Cdit (Dumain

counlyomain o uk

Custom hormespage O Dayrsarmaec

K # Use custom homepage)

el

Yused In an

This is the webpage a recipient will see if he is accessing the
default directory (http:/fwww. example.com ) without the random
string (http:/f/www.example.com
allack simulation.

TEST INFRASTRUCTURE

Malware Testing Toolkit: The Malware Simulation Toolkit is an advanced malware simulation suite capable
of emulating various threats. It allows an auditor to access an advanced set of features equivalent to many of
the tools employed by cyber criminals. The tool, therefore, allows the LUCY administrator to perform security

checks without involving employees outside the IT department.

LUCY MALWARE TEST RESULTS
TACPOM CACOI 2007207 161403
ManEretoo! Ve 1.0
vegena rigr Fusk Bl waeanm rusk 1 wow Fusk 0 o paee 1
wr | veer infa Ameuis sanus Rus | sanuen
1| Commandl | viewDel | Comcated command whoasmt prrmm— “iem Detal
e aciess ie | i [XTERrE =
aE
= | icoarecom | wew ber E Examp Beeccm e el
document | rEa g B
et
3 | Actemiom | vem oo | Smen: Soctom e e
= Cuook e | ais Gy It M and 152 5 VMGG O SUDJEC] 3Ne REDKIVDS for Br [
mal nacy reasens
T R el e — — e am D
" = X =
& | webcamar Soccen iew Dol
i lual B
6 |sccemiom | viewDe | Recenss pace wi nmaurmwmasegie.com e Vi Deial
amzmera | 2 31 GUTREY =
T | Acteaio | Miew De | Enoe cotmied inveld UM The hostnems coud not bs par | Fal [= i ETT]
weemeta | i sd. B
il cutpey
L Tt it Dot
et vi o 2
a '
[
3 | Aveaum Far um Dol
kit St




e Mail and Web Filter Test: This functionality provides the answer to one of the most important questions in
securing Internet and mail traffic: Which file types can be downloaded from the Web, and which e-mail

attachments are filtered out or not?

Horra: Sranario Templates Mall & Weh Test Flie F1s1

MWEFT (1)

m Mal:& et Fes Cvesies:

Dase Sellifgs
O )

G ign Stasus Kot Starsd
ampaion St a 2 Risel Slals

OO

Rupors

Advanced Setlings

Lizer Sattings
Hicherarticom tgbcharts zem Highetartu com Hashetcn
Logs % of Mes downloaded S6% of fil2s submittad A% 012':3:;::’,‘:““ A% of files submitied sucressully
Superisen Log
Message Log Dangerous File Types in archives
£ Name Downloadad Mailed Dewnlead Result Mail Result
Ciarchiv-1 22 L « " b4
C-archiv-1 1ar x L x x
Cllarchiv-1 zip x o x 4
R TR Wy x 4 x k4
Fi!e LiSt Enime Iypcs- -+ Nt'w.—llr" +Ncwclass.
| searcn Q
it L =
Dangarous Filz Types in archivas Ex
Mafanity Zx
Harmlass Lovel 3 Files Gx
Fraryplad Class 1 Files Ex
PDF & Office Exploits Ex
Hunnlass Mass X
Use Obfuscation techrigue fo hide malware Ex
Dangarous iis lypes Ex

Edit File

Namz exE-arch-1 tar
Ecnt
Flle Li=1 Mime Tyze application/x-tar
Clags Dangerous Fle Typss in ancnives v
File Joiad | Downiluis
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e Active and Passive Client Vulnerability Detection: This feature allows local testing of the client browser
and detection of possible vulnerabilities based on custom JavaScript libraries and the browser’s user agent
data. The discovered plugins can be automatically compared with the vulnerability databases (CVE) to identify
vulnerable devices.

Eoanedo Stabus: Iunning
Template  AMOrAzbIe Car I2ASIng Tor BMpioy=es | e Engisn
ST, ARIERIC cATIeRAING Tor

| & ChangerSciect empiate |

EET ... - imomaton °

# Mroweser Details ¥ Popup Blocksr B Socil Netwark
% # Fiebug Infanmalan o Gen Locstlon W Frasty
B = “":J"“M Chrome 71 o - - SEx
Name o Advancad Infarmation Gatharing
E-mall olven@lucysecurity com ik bl et
fhone - Browser Verslon 5.0 (Windows NT 10 0; Winé4: x64)  Browser Language en s
e Hixeey AppISVWebKIVI3T. 35 (KHTML, ke Browser Platform Win32
Gecko) Chrome) 71.0.35/8 98 Window Size 1936 % B2

Lure Sent - Satan/537 36 Coakles Enablad i
Message Sent 20122018 12:41 54 MoEIIC - Silvertight =
Training Sent v VBSeript - Google Gears -
Reported 2 Quicktimne - WP -

RealPlayer - SVG Viewer -

ActiveX - Flash =
Success Rate 17 50% Java - Websacket s
Click Rate 17.50% Proxy - Firebug -
Clicks. 1 Popup Blocker - Geolocation =
Successful Attack  « Social Hetworks anagls
Trained -
Out Of Office - e e e I Coniwot 512 408 154 T
Bounced -
Responded -

Cperating Systems Browsens

Vulnerable Applications (0) &

Jova BE: Bu20 CVE link #—u_
Wnkows 10 [e— Chaimin 713578 Fastus 1624
Plugins

ActveTouch General Plugin Conlaimer 106
Wozilla Defult Plug-n 1.0.0.15
GCoegle Update 1.3.33.22 |
Zoom launcher - 3.0.1
Lifasize WebRTC plugin 1.0.22.0 Lt i1
Shype for Businass \Web App Flug-in 15 8 ' Top Flugns
Shype Mestings App 162 0242 4
Jeva Deployment Toalkt 8 0 181013
| Java SE: 6u201 _ —

S Vandous & B o 10 B pueio 1634 B Clucme 71,9578

Extended Anslysis |




e Spoofing Test: Test your own infrastructure for mail spoofing vulnerabilities.

Home Itail Spoaling

Mail spoofing test

Domain phishing-senver.com ;

Recipient Email spoofing test@phishing server com

Console Window

270 mad0 udag de FSKMTP ready
EHLD phishing-sciver.com
250400, LdAg.de

250-51ZE 51200000

2H-ETHN
250-FNHANCEDSTATUSCONDES
250-83ITMIME

250 STARTTLS

MAIL FROM:

200 2.000K

RCPT TO:

250215 0k

DATA

354 Enc cata with .

This 15 & test. please do not respond

250 2 0.0 Ok queusd as 2F0B5257D0D

Alertt Izl Spocting seems possible

TECHNICAL TESTING

e Reputation-Based e-Learning: Train your employees according to their required skills. Measure employee
abilities and enable friendly competition between colleagues (gamification).
Based on the reputation profiles of each end user, the system can automatically provide them with multiple
training sessions. The reputation profiles are based, among other factors, on the user's behaviour in phishing
simulations. This ensures that users who are repeated offenders receive different training content from those
who click on an attack simulation for the first time.

( - Template Afordable car leasing for employess /=2 English N
SUMIED, | G5 CnangesSekent Templats |
Name est
Mail Sedfings
# sond LInK 1o Awarcness Website Automatically aQ
581 Sattings
Send Awareness 0 %=
Learcdirng Peege Templala By Click Rate
Message lemplate Send Awareness 20 %
By Success Rate
Enwis
Awaraneas Dalay a (7]
. A
i ™y
2 Fxport + New Awarsness
Canfiguration
Risk
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e End user Training Portal: Learning Management System (LMS) functionality: Gives each employee
permanent access to a personalized training homepage that features your own courses specifically tailored for
them. On this homepage they can view their performance statistics, resume or repeat training, create course
certificates, and compare their results with other departments or groups.
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e Awareness Education Diploma: Certificates of e-Learning can be created and printed out by the recipient

either directly within a training or inside the LMS portal.

Awareness Training Diploma Template
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e e-Learning Authoring Toolkit: The e-Learning Authoring Toolkit (Adapt) allows the creation of individualized
learning content. Drag and drop videos or any other rich media format, insert exams from pre-defined menus,
create interactive e-learning content from scratch in a short time.

Adapt Authoring Toolkit
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Rich Media Awareness Training: Integrate rich media (video, audio, or other elements that encourage
viewers to interact and engage with the content) in your awareness trainings. Use the existing educational
videos, adapt them, or add your own rich media.
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e Training Library: Your employees can access your organization's training content from an overview page
called "training library." It contains a large selection of LUCY's regular e-learning templates, which serve as
input. The overview page can be sorted by certain topics (video, quiz, test, etc.).
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e  Static Training Support: Training content can also be published on static pages within LUCY or the intranet,
giving the user permanent access to training content, independent of possible attack simulations.
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Offline Training Support: LUCY is supplied with a series of editable templates (Adobe Photoshop or
lllustrator files) for awareness training, such as posters, screensavers, fliers, etc.
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Microlearning Modules: We have designed microlearning training modules (e.g., 1-minute videos or
awareness 1-pagers) that can be tailored to the branding and policy needs of your organization.

Micro Module: Phishing === 01 0l el == k3

IN INIS Course the Student will be guidad througn diferent ISSSONS. | Nese INclude IPsS. Video, qUIZZEs and a 1est. tach
learning content is in a separale chapter. Only afier completion of a chapter, a new one can be started. At the end of

the training the paricipant can create a certificate with the exam resulis. Details on the configuration can be found in

readme.himl. Duration: 15-25 Minutes | Skill Level: Medium | Audience: All | Inleraclive: Yes

18122018 130547 | Edit | | Preview Website - | | Preview E-mail -~ |

(] Micro Module: Spoofing & CEO Fraud E 52 = = 01 OE e == »x

In this course the student will be guided through various lessons. Topics coveraed include "Phishing”, "Spoofing” &
"CEO Fraud". These topics are covered in lips, static learning conlent, a quiz and a mulliple-choice test. Only after
completion of a chapter, a new one can be starfed. Al the end of the training the participant can create a certificate
with the exam resulls. Details on the configuration can be found in readme.himl. Duration: 20-30 Minutes | Skill Level:
Medium | Audisnce: All | Interactive: Yes

18122018 130543 | Edit | | Preview Website - | | Preview E-mail -~ |

=] Micro Module: Password security = R A in = == x
In this course the paricipant l=arns how 1o navigate the Inlemst safaly.

26.12.2018 150818

| Edit | | Previewwebsite ~ | | Preview Ecmail ~ |

] Micro Module: Secure Storage === 0l Ol e
Security topics related to mobile data storage devices and cloud-basad storage services are presentsd in this course.
Al the end of the course a lest will be carried cul. If the participani passes the test, he or she can create a diploma and
print it out.

21122078 144358 | Edit | | Preview Website - | | Preview E-mail -~ |

O Micro Module: Workplace Security = := = 5 01 0l o E
A In this course the employes learns how fo behave in the workplace. Topics include the disposal of data, cleaning up
the werkplace, locking the screen, prinling dala, etc. Al the end of lhe course a lesi will be carried ocul. If the participant
passes the test. he or she can create a diploma and print it out.

...and many more!




e Video Customization: Send us your company logo and we will include it in the training videos. You want
another language? No problem. We will set the video to play in the language you prefer. You want a different
scene? Simply download the video scripts and mark the desired changes.

Security Awareness Video: 7 Security Tips 1.3 = 2 01 = %

In this short 3-minute securily awareness video we have put together 7 security fips, which invelve best
practices and policies that promote security. The content {animation, language, script) is customizable. More
infe about customization can be found here: hitps:/igoo.gl/HXMI5G. Duration: 3 minutes | Skill Level: Low |
Audience: All | Interactive: Mo
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O 2018.06.11_Lucy Data Privacy. mp4 44094 42 KB 27.08.2018 16:16:28

[ 2018.06.11_Lucy Data Privacy webm 345993 KB 27.08.201816:16:29

General Security Awareness Video

= Example: 4 hitps:/fyoutu be/iDiLy&racHI

= Current Language(s): English, German, Spanisch, Dutch, French, ltalian

= Possible Translation in other Languages: All* (*If you want to have the video in a different language
you have the option to order this for USD 350)

= Cost of scene changes. Sea movie script* (*If you want to have the content changed (e.q. logo or
different scenes altered) please download the movie script and send us back the desired changes within
that document)

= Movie Script @i sample_lucy_movie_storyboard_general_awareness docx

= Topics: Social Engineering, Physical Security, Phishing, Clean Desk Policy etc.




Mobile-Responsive Format: Many of LUCY’s built-in modules are available in a mobile-responsive format
that gives your users the flexibility to take the training on any type of connected device.
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THIS WAS A PHISHING SIMULATION

The email you just cicked was 2 simutaled phishing erail. Do no! be alarmed, this simutation was perfomed with ore
goal in mind: To premote awareress abaut the dangers of phishing ailacks and o provide training on this topic. In this
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WHAT IS PHISHING AND WHAT TO LOOK FOR?

their PC or company network. Nowadays, it i far easier far crminals o manipulate you 1o do something than itis to
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and caan be fepaated over and over 1o large BSts of recipients. Please see 1e 1ips below:
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Video Import/Export: You can export LUCY videos to your own system as well as import your own videos
into LUCY.
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Dynamic Training Hints: The implemented dynamic hints allow your administrator to set markers within the

attack templates that could indicate to your employees, inside the e-learning material, where the phishing
attack may have been detected.
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Report E-mails with a single click: End users can report suspicious e-mails with a single click to one or
multiple e-mail accounts and have them forwarded to your LUCY incident analysis console. Your employees,
inside the e-learning material, where the phishing attack may have been detected.
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Positive Behavior Reinforcement: Our plugin automatically provides positive behaviour reinforcement by
showing gratitude to end users via a custom message defined by your organization.
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Deep inspection request: Sometimes users want to know if the received e-mail can be opened safely. The
user can optionally use the “deep inspection request” within the local plugin to tell the security team that he
wants feedback on the reported e-mail.
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e Automatic Incident Analysis: Manage and respond to reported suspicious e-mails using a centralized
management console: LUCY analyzer allows an automated inspection of reported messages (header & body).
The analyzer includes an individual risk score, providing a real-time ranking of reported e-mails. The Threat
Analyzer brings a noticeable relief for the safety team’s work load.
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e Incident Auto Feedback: The Incident Autoresponder allows sending an automated notification to the end
user providing the results of the e-mail threat analysis. The message text is freely configurable, and the LUCY
E-mail Risk Score can also be included, if required.
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e Threat Mitigation: The behavioural threat mitigator is a revolutionary approach to eliminating e-mail risks. It
will support the security admin in shutting down the attack (e.g., sending an automated report to specified
abuse team of providers involved in the attack).
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Custom rule-based analysis: Define your own rules for e-mail analysis and risk calculations.
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Plugin customization options: LUCY allows an easy customization and a complete white labelling of various
plugin functions (displayed icon, feedback messages, ribbon label, transmission protocol, sent header, etc.).
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Third party integration: Using LUCY’s incident REST API automation, we can process reported e-mails and
help your security team stop active phishing attacks while in progress.

A\ P I Wh Ite] iSt =+ New * Delste & API Documentation
IP
o 192 168.10.231
o 192.168.12.114
4 * Resources * Endpoint List * Endpoint List N
= Language * /api/auth * /apifattachment-templates
* Client * /apiflanguages = Jjapifattachment-templates/:id
* Scenario Template * /fapi/clients = /api/campaigns
* Attachment Template * fapifclients/:id * /api/campaigns/:id
* Awareness Template * /apilrecipient-groups * (apilcampaigns/:idirecipient-groups
* Campaign * fapifrecipient-groups/:id * /api/fcampaigns/id/status
* Scenario * /apifrecipient-groups/:id/recipients * (apilfcampaigns/:idicopy
* Recipient Group * /apifrecipients/:id * japifcampaigns/:id/victims
* Recipient * /api/scenario-templates * japifcampaigns/:id/scenarios
* Victim * [api/scenario-templates/:id * fapi/scenarios/:id
* Incident * [apifawareness-templates * Japi/scenarios/id/recipient-groups
* fapi/fawareness-templates/:id * /api/scenarios/:id/victims
* Jjapifincidents/:id * /apifincidents
N * Jfapilincidents/:id J
\
fapifincidents. tapliincidentsi:id fapifincidentsi:id
[ ce |
= Gem a I of phishing incident repors e et inid R
PR P—— : in ;m * Delele ncident
* Inckcant * Response: N&
Er—
o vy




Identify attacks with common patterns: Apply LUCY’s dashboard filters to detect common attack vectors
across your organization. Search within all reported e-mails for similar indicators of compromise.
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Incident user reputation profiles: Classify users with an incident reputation score.
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Integration with attack simulations: Seamless report and dashboard integration with phishing simulations:
identify the users who have behaved exemplarily in a phishing simulation.
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Easy Installation: Install the Phishing Incident Plugin for Outlook, Gmail, Office365.
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