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Code, a person commits fraud when he/she handles information 
through deceit, takes advantage of errors or misleads a person 
with the intent of obtaining a financial gain.  In such case, the 
responsible party shall be subject to imprisonment of three days 
to 12 years, as well as a fine.  

Infection of IT systems with malware (including ransom-
ware, spyware, worms, trojans and viruses)
The Federal Criminal Code does not provide any definition for 
this criminal offence; however, this type of behaviour may fall 
under the scope of hacking.  The aforementioned penalties are 
applicable in this case.  If the criminal offence is committed 
against the state, the relevant authority shall be subject to impris-
onment of one year to four years, as well as a fine.  

Distribution, sale or offering for sale of hardware, software 
or other tools used to commit cybercrime 
The Federal Criminal Code contains a specific criminal offence 
in this regard, providing that those who manufacture, import, 
distribute, rent or in any way market devices, products or 
components intended to circumvent an effective technological 
measure, would be subject to imprisonment from six months to 
six years and a fine.  

Possession or use of hardware, software or other tools used 
to commit cybercrime
The Federal Criminal Code provides that those who, knowingly, 
without authorisation and for profit, suppress or alter, by them-
selves or through another, any information on rights manage-
ment, will be imposed with six months’ to six years imprison-
ment and a fine.  The same penalty will be imposed on any person 
who, for profit: distributes, or imports for distribution, informa-
tion on rights management, knowing that it has been suppressed 
or altered without authorisation; or distributes, imports for 
distribution, transmits, communicates or makes available to the 
public, copies of works, performances, performances or phono-
grams, knowing that the information on rights management has 
been suppressed or altered without authorisation.  

Identity theft or identity fraud (e.g. in connection with 
access devices)
The Credit Institutions Law provides that a person who 
produces, manufactures, reproduces, copies, prints, sells, trades 
or alters any credit card, debit card or, in general, any other 
payment instrument, including electronic devices, issued by 
credit institutions, without authorisation of the holder, shall be 
given a prison sentence of three to nine years, by the relevant 
authority, as well as a fine.  

1 Cybercrime

1.1 Would any of the following activities constitute a 
criminal or administrative offence in your jurisdiction? If 
so, please provide details of the offence, the maximum 
penalties available, and any examples of prosecutions in 
your jurisdiction:

Hacking (i.e. unauthorised access)
The Federal Criminal Code provides for two different crim-
inal types when it comes to unauthorised access: simple; and 
aggravated.  The aggravation criteria depend on the purported 
intention to cause damages by obtaining a specific result with 
the unauthorised access, especially when it entails the viola-
tion of intellectual property rights.  Unauthorised access is 
then a federal crime under articles 211 bis 1 to 211 bis 7 of the 
Federal Criminal Code, but also article 426, which is contained 
in a chapter devoted exclusively to copyrights and provides that 
performing any act with the purpose of breaking an encrypted 
satellite signal or carrying programs without the proper authori-
sation, would be penalised with imprisonment from six months 
to four years, as well as a fine.  Development and distribution of 
equipment intended to receive an encrypted signal and services 
intended to receive or assisting others in receiving an encrypted 
signal, will be also penalised as described in this paragraph.  

Also, the Federal Criminal Code provides that a person who, 
with or without authorisation, modifies, destroys or causes 
loss of information contained in credit institutions’ systems or 
computer equipment protected by a security mechanism shall be 
penalised with imprisonment of up to six months to four years, 
as well as a fine.  Moreover, an unauthorised person who knows 
or copies information from credit institutions’ computer systems 
or equipment protected by a security mechanism shall be subject 
to imprisonment of three months to two years, as well as a fine.  

Denial-of-service attacks
The Federal Criminal Code does not provide any definition, or 
similar definition, for this criminal offence.  However, article 
427 quater, it includes penalties of imprisonment from six 
months to six years and a fine to those who provide services to 
the public aimed primarily at circumventing an effective techno-
logical protection measure of any work of authorship (including, 
of course, software).  

Phishing
The Federal Criminal Code does not provide any definition 
for phishing; however, such criminal offence could be consid-
ered fraud.  According to article 386 of the Federal Criminal 
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private communications for national security purposes and 
accordingly, the Federal Telecommunications and Broadcasting 
Law in its articles 189 and 190 allows competent authorities to 
control and tap private communications and provide support to 
those official requests.  

2 Cybersecurity Laws

2.1 Applicable Law: Please cite any Applicable Laws in 
your jurisdiction applicable to cybersecurity, including 
laws applicable to the monitoring, detection, prevention, 
mitigation and management of Incidents. This may 
include, for example, data protection and e-privacy 
laws, intellectual property laws, confidentiality laws, 
information security laws, and import/export controls, 
among others. 

Please see the following Applicable Laws:
■	 the	Mexican	Constitution;
■	 the	 Federal	 Telecommunications	 and	 Broadcasting	 Law	

(FTBL);
■	 the	Federal	Law	on	the	Protection	of	Personal	Data	held	

by Private Parties (the Data Protection Law), its regula-
tions, recommendations, guidelines and similar regula-
tions on data protection;

■	 the	 Federal	 Law	 on	 Transparency	 and	 Access	 to	 Public	
Information;

■	 the	General	 Law	on	Transparency	 and	Access	 to	Public	
Information;

■	 General	Standards	as	specified	under	the	Mexican	Official	
Standard regarding the requirements that shall be observed 
when keeping data messages;

■	 the	Law	on	Negotiable	Instruments	and	Credit	Operations;
■	 the	Mexican	Federal	Tax	Code;
■	 the	Credit	Institutions	Law;
■	 the	Sole	Circular	for	Banks;
■	 the	Industrial	Property	Law;
■	 the	Mexican	Copyright	Law;
■	 the	Federal	Labour	Law;
■	 the	Federal	Criminal	Code;
■	 the	Law	of	the	National	Security	Guard;
■	 the	National	Strategy	of	Cybersecurity	2017;	and
■	 the	 White	 Paper	 on	 National	 Defense	 of	 the	 Mexican	

State.  

2.2 Critical or essential infrastructure and services: Are 
there any cybersecurity requirements under Applicable 
Laws applicable to critical infrastructure, operators of 
essential services, or similar, in your jurisdiction?  

There is an industry-specific risk in certain sectors: financial; 
telecommunications; and health, not only in the private sector, 
but also at the governmental level.  The National Security 
Guard Act, in November 8, 2019, which allows Mexican author-
ities to rule judicial decisions to intervene private communica-
tions for National Security purposes, anticipated the replace-
ment of the Center of Investigation and National Security by the 
newly created National Intelligence Center, a Mexican intelli-
gence agency controlled by the Ministry of Security and Civilian 
Protection, the main purpose of which is to preserve the State’s 
integrity, stability and endurance.  This was a radical struc-
tural change in the Mexican government as the former intel-
ligence agency used to be under the control of the Ministry of 
Interior, the purpose being the reinvention of the image of the 
agency as an authority focused on security instead of conducting 

Electronic theft (e.g. breach of confidence by a current or 
former employee, or criminal copyright infringement)
As mentioned, identity theft of identity fraud are penalised under 
the Credit Institutions Law, if such activities are committed by 
any counsellor, official, employee or service provider of any 
credit institution there would be grounds for alleging breach of 
confidence and the penalties would increase.  

In addition, under the Mexican Industrial Property Law, the 
theft of trade secrets – by electronic means or not – by current 
or former employees constitutes a crime and triggers imprison-
ment and fines to the responsible parties.  

Unsolicited penetration testing (i.e. the exploitation of an 
IT system without the permission of its owner to determine 
its vulnerabilities and weak points)
The Federal Criminal Code does not provide any definition for 
this criminal offence; however, this type of behaviour may fall 
under the scope of hacking.  The aforementioned penalties are 
applicable in this case.  If the criminal offence is committed 
against the state, the relevant authority shall impose a prison 
sentence of one year to four years, as well as a fine.  

Any other activity that adversely affects or threatens the 
security, confidentiality, integrity or availability of any IT 
system, infrastructure, communications network, device 
or data
In addition, activities such as espionage, conspiracy, crimes 
against means of communication, tapping of communications, 
acts of corruption, extortion and money laundering could be 
considered threats to the security, confidentiality, integrity or 
availability of any IT system, infrastructure, communications 
network, device or data.  

The Federal Criminal Code includes a complete chapter 
devoted to crimes in connection with copyrights, where the 
unauthorised production, reproduction, introduction in the 
country, storage, transportation, distribution, commercialisa-
tion or other uses for commercial speculation purposes will be 
sanctioned with imprisonment and fines.  

1.2 Do any of the above-mentioned offences have 
extraterritorial application?

In principle, all of the above-mentioned offences are applicable 
only within Mexican territory; however, there might be cases of 
serious criminal offences in which the Mexican authorities may 
collaborate with other authorities in other jurisdictions.  

1.3 Are there any factors that might mitigate any 
penalty or otherwise constitute an exception to any of 
the above-mentioned offences (e.g. where the offence 
involves “ethical hacking”, with no intent to cause 
damage or make a financial gain)? 

The Federal Criminal Code does not provide for any exception 
such as “ethical hacking”; however, it should be noted that most 
of the crimes referred therein will be considered as such if the 
activity has been carried out for profit or with the aim to cause 
damage.  

The Federal Law against Organized Crime provides that in 
the investigation of a crime which is assumed on good grounds 
that a member of organised crime is involved, it is possible to 
tap private communications by means of electronic systems and 
subject to a judicial order.  The same occurs with the General 
Law to Prevent and Sanction Kidnapping Crimes, and when the 
Mexican government must request a judicial warrant to intercept 
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must be reported immediately by the data controller to the data 
owner, so that the latter can take appropriate action to defend its 
rights.  There is no official format to notify breaches; however, 
the Mexican Privacy Law and its regulations provide that the 
notification must include, at least, the nature of the breach, 
the personal data compromised, corrective actions imple-
mented immediately by the data controller, recommendations 
concerning measures for the data owner to protect its interests 
after the breach and the means available for the data owner to 
obtain more information on the breach.  

On the other hand and pursuant to article 106 of the 
Securities Market Law and its general provisions, listed entities 
are compelled to report to the National Banking and Securities 
Commission (“CNBV”) all relevant events that may affect 
the value of its assets, including those involving incidents that 
impact a large amount of personal information, regardless of 
the cause of such events and including, of course, breaches of 
contracts, negligence or violation of other statutes such as the 
Mexican Privacy Law.  

2.5 Reporting to affected individuals or third parties: 
Are organisations required under Applicable Laws, or 
otherwise expected by a regulatory or other authority, 
to report information related to Incidents or potential 
Incidents to any affected individuals? If so, please 
provide details of: (a) the circumstance in which this 
reporting obligation is triggered; and (b) the nature and 
scope of information that is required to be reported.

Rules for reporting threats of breaches that may involve the unau-
thorised use of personal data are contained in the Mexican Data 
Privacy Law and Regulations.  These Regulations provide that the 
data controller must inform only the data subject, not the federal 
regulator or other authority.  As per the timeline, the regulations 
only provide that this notification should be conducted immedi-
ately, and after assessing whether the breach significantly affects 
the property or non-pecuniary rights of the data subjects upon 
having conducted an exhaustive review of the magnitude of the 
breach, so that the prejudiced data subjects may act appropriately.  

There is no official format to notify breaches related to data 
privacy matters; however, the Mexican Privacy Law and its regu-
lations provide that the notification must include, at least, the 
nature of the breach, the personal data compromised, corrective 
actions implemented immediately by the data controller, recom-
mendations concerning measures for the data owner to protect 
its interests after the breach and the means available for the data 
owner to obtain more information on the breach.  Failure to 
comply with reporting obligations constitutes an administrative 
infringement to the Mexican Data Privacy Law and may trigger 
fines that increase in cases of repeated infringements.  

2.6 Responsible authority(ies): Please provide details 
of the regulator(s) or authority(ies) responsible for the 
above-mentioned requirements.

The Applicable Laws empower the following authorities to 
investigate an Incident: (i) the General Attorney Office; (ii) 
Public Prosecutors; (iii) the National Banking and Securities 
Commission (“CNBV”); (iv) the INAI; and (v) the Federal 
Telecommunications Institute (“IFT”).  Public Prosecutors in 
Mexico are in charge of investigating cyber activities and to 
resolve them, a cyber police has been created to follow up on 
crimes or unlawful activities committed through the internet.  
Complaints directed to the cyber police can be submitted via 
its website, by phone or through a Twitter or email account; in 

“authorised” espionage.  During 2019, the National Intelligence 
Center hosted an official meeting where representatives of 
the National Bureau of Investigation and the Department of 
Justice agreed with the Mexican Government on a programme 
to coordinate efforts to reinforce the exchange of information 
concerning cybersecurity, including best practices to cope with 
activities that pose a risk for Mexico and the USA (i.e. financial, 
telecommunications and health, not only in the private sector, 
but also at the governmental level).  

2.3 Security measures: Are organisations required 
under Applicable Laws to take measures to monitor, 
detect, prevent or mitigate Incidents? If so, please 
describe what measures are required to be taken.

According to Mexican law (specifically, the Mexican Privacy 
Law), organisations are compelled to implement corrective, 
preventive and improvement measures to make security meas-
ures adequate to avoid a breach.  Organisations should be able 
to differentiate between material and non-material harm under 
Mexican laws by conducting a risk analysis.  Material harm 
should be prioritised over non-material harm and will always 
depend on the business, scope, context and processing of the 
data compromised in the incident.  Industry-specific risk iden-
tification of material and non-material harm is thus crucial for 
all companies facing a cybersecurity incident.  Certain sectors, 
such as healthcare and banking, should provide companies 
with the required latitude to adapt their own internal policies.  
Compromising the security of databases, sites, programs or 
equipment (and this may include failure to implement required 
security measures) constitutes an administrative infringement of 
the Mexican Privacy Law, which could be sanctioned with fines 
of up to Mex$25.6 million, a fine that may be doubled if sensi-
tive data is compromised.  

2.4 Reporting to authorities: Are organisations 
required under Applicable Laws, or otherwise 
expected by a regulatory or other authority, to report 
information related to Incidents or potential Incidents 
(including cyber threat information, such as malware 
signatures, network vulnerabilities and other technical 
characteristics identifying a cyber-attack or attack 
methodology) to a regulatory or other authority in 
your jurisdiction? If so, please provide details of: (a) 
the circumstance in which this reporting obligation is 
triggered; (b) the regulatory or other authority to which 
the information is required to be reported; (c) the nature 
and scope of information that is required to be reported; 
and (d) whether any defences or exemptions exist by 
which the organisation might prevent publication of that 
information.

From those incidents involving personal data, the Mexican Data 
Privacy Law does not contain any obligation to the National 
Institute of  Transparency, Access to Information and Protection 
of Personal Data (“INAI”) about potential or actual incidents, 
including cyber threat or cyber-attacks.  If the incident compro-
mised personal data of identifiable individuals, then the busi-
ness (understood as a data controller) must evaluate the breach 
through a risk assessment, implement the corrective, preven-
tive and improvement actions to reinforce security measures, 
and determine if the event may result in prejudice to the prop-
erty or non-pecuniary rights of the data subjects; if so, it should 
notify the affected parties.  Under the Mexican Privacy Law 
(Federal Law on the Personal Data held by Private Parties), secu-
rity breaches occurring at any stage of processing personal data 
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Sinkholes (i.e. measures to re-direct malicious traffic 
away from an organisation’s own IP addresses and servers, 
commonly used to prevent DDoS attacks)
Generally, yes. 

3.2 Are organisations permitted to monitor or intercept 
electronic communications on their networks (e.g. email 
and internet usage of employees) in order to prevent or 
mitigate the impact of cyber-attacks?

Generally, yes, if organisations inform in advance that they 
will take these measures and obtain the proper consent from 
employees.  

3.3 Does your jurisdiction restrict the import or 
export of technology (e.g. encryption software and 
hardware) designed to prevent or mitigate the impact of 
cyber-attacks?

Generally, no, other than the restrictions already provided in the 
Industrial Property Law and the Copyright Law.  

4 Specific Sectors

4.1 Does market practice with respect to information 
security vary across different business sectors in your 
jurisdiction? Please include details of any common 
deviations from the strict legal requirements under 
Applicable Laws.

Yes, according to the Mexican Data Privacy Law, data control-
lers have to implement technical, physical and administrative 
measures in order to protect personal data from damage, loss, 
alteration, destruction, unauthorised use, access or processing.  

The Federal Criminal Code and the Law on Negotiable 
Instruments and Credit Operations also include penalties to 
prevent criminal offences or violation of cybersecurity measures.  

4.2 Are there any specific legal requirements in relation 
to cybersecurity applicable to organisations in specific 
sectors (e.g. financial services or telecommunications)?

Yes.  Such requirements are found under the Law on Negotiable 
Instruments and Credit Operations, the Credit Institutions 
Law, the Securities Market Act and the Federal Criminal Code, 
among other official regulations and guidelines.  

5  Corporate Governance 

5.1 In what circumstances, if any, might a failure by a 
company (whether listed or private) to prevent, mitigate, 
manage or respond to an Incident amount to a breach of 
directors’ or officers’ duties in your jurisdiction?

There is not a single framework, nor penalties for non-com-
pliance with: prevention; mitigation; response to incidents 
amounting to a breach of directors; or officers’ duties in Mexico.  
This will depend heavily on the relevant law.  

addition, the Federal Police has created a scientific division called 
the National Centre For Cyber-Incidents Response, specialising 
in providing assistance to the victims or claimants of cyber threats 
and cyber-attacks.  In the case of data protection, the INAI 
may conduct investigations to follow up personal data matters.  
Regarding telecommunications, the IFT is in charge of this sector.  

2.7 Penalties: What are the penalties for not complying 
with the above-mentioned requirements?

There is no single framework for non-compliance with notice 
requirements and penalties in Mexico; they will depend heavily 
on the relevant law and regulator, for example:
■	 Failure	to	comply	with	reporting	obligations	constitutes	an	

administrative infringement of the Mexican Data Privacy 
Law and may trigger fines that increase in case of repeated 
infringements.  

■	 Failure	 to	 comply	 with	 reporting	 obligations	 of	 rele-
vant events under the Securities Market Law may trigger 
the imposition of injunctive measures or the temporary 
suspension of the registry of securities’ issuer.  

2.8 Enforcement: Please cite any specific examples of 
enforcement action taken in cases of non-compliance 
with the above-mentioned requirements.

As of April 2020, the INAI has sanctioned many companies 
in cases involving violation of Data Privacy Law, most of them 
involving cybersecurity issues, to the extent that such authority 
has imposed fines for up to US$21 million in the last nine 
years.  Entities devoted to financial services have been fined 
with almost US$12 million, followed by entities related to the 
communication industry, which fines amount US$2.5 million.  

According to INAI and figures obtained from the official 
source of the National Commission for the Protection and 
Defence of Users of Financial Services, Mexico takes the eight 
place in identity theft worldwide; 67% of those reported cases 
are due to the loss of documents, 63% for robbery, and 53% for 
information taken directly from credit accounts.  During the 
third quarter of 2017, cyber fraud grew by 102% compared with 
the same period in 2016, representing a proportion from 13% 
to 51% per year.  In 2018, 49,843 claims were filed upon iden-
tity theft and only 54% were decided in favour of the claimant.  
In addition, Mexico take the second place in Latin America with 
the greatest number of cyber-attacks to mobile devices.  

3 Preventing Attacks

3.1 Are organisations permitted to use any of the 
following measures to protect their IT systems in your 
jurisdiction?

Beacons (i.e. imperceptible, remotely hosted graphics 
inserted into content to trigger a contact with a remote 
server that will reveal the IP address of a computer that is 
viewing such content)
Generally, yes.

Honeypots (i.e. digital traps designed to trick cyber threat 
actors into taking action against a synthetic network, 
thereby allowing an organisation to detect and counteract 
attempts to attack its network without causing any damage 
to the organisation’s real network or data)
Generally, yes. 
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6.3 Is there any potential liability in tort (or equivalent 
legal theory) in relation to failure to prevent an Incident 
(e.g. negligence)?

This is not applicable.  

7 Insurance 

7.1 Are organisations permitted to take out insurance 
against Incidents in your jurisdiction?

Generally, yes.  

7.2 Are there any regulatory limitations to insurance 
coverage against specific types of loss, such as 
business interruption, system failures, cyber extortion or 
digital asset restoration? If so, are there any legal limits 
placed on what the insurance policy can cover?

Generally, no.  

8 Investigatory and Police Powers 

8.1 Please provide details of any investigatory powers 
of law enforcement or other authorities under Applicable 
Laws in your jurisdiction (e.g. antiterrorism laws) that 
may be relied upon to investigate an Incident.

The Applicable Laws empower the following authorities to 
investigate an Incident: (i) the General Attorney Office; (ii) 
public Prosecutors; (iii) the INAI; and (iv) the IFT.  

Public Prosecutors in Mexico are in charge of investigating 
and resolving cyber activities; a cyber police service has been 
created to follow up on crimes or unlawful activities committed 
through the Internet.  Complaints directed to the cyber police 
can be submitted via its website, by phone, or through a Twitter 
or email account; in addition, the Federal Police have created 
a scientific division called the National Centre For Cyber-
Incidents Response, specialised in providing assistance to the 
victims or claimants of cyber threats and cyber-attacks.  

In the case of data protection, the INAI may conduct investi-
gations to follow up personal data matters.  The IFT is in charge 
of the telecommunications sector.  

8.2 Are there any requirements under Applicable Laws 
for organisations to implement backdoors in their IT 
systems for law enforcement authorities or to provide 
law enforcement authorities with encryption keys?

This is not applicable in Mexican law.

5.2 Are companies (whether listed or private) 
required under Applicable Laws to: (a) designate a 
CISO (or equivalent); (b) establish a written Incident 
response plan or policy; (c) conduct periodic cyber risk 
assessments, including for third party vendors; and (d) 
perform penetration tests or vulnerability assessments?

There is no single framework providing for requirements to 
designate a CISO or equivalent; establishing incident response 
plans, conducting risk assessments and performing vulnerability 
tests will depend heavily on the Applicable Law and industry.  
When personal data is involved, the appointment of a data 
privacy officer would then be required, as well as the implemen-
tation of other measures to avoid risks (including cyber risks).  

5.3 Are companies (whether listed or private) subject to 
any specific disclosure requirements (other than those 
mentioned in section 2) in relation to cybersecurity risks 
or Incidents (e.g. to listing authorities, the market or 
otherwise in their annual reports)?

Requirements will depend heavily on the relevant law and espe-
cially whether the risk constitutes a relevant incident.  Please 
refer to questions 2.4 and 2.6 above.  

6 Litigation

6.1 Please provide details of any civil or other private 
actions that may be brought in relation to any Incident 
and the elements of that action that would need to be 
met.

According to Article 32 of the Federal Criminal Code, organisa-
tions and companies are civilly liable for the damages caused to 
third parties by crimes committed by their partners, managers 
and directors.  The state is similarly liable for the crimes 
committed by its public officials.  

The Federal Civil Code provides a standard of civil liability 
established in Article 1910, which provides that a party that ille-
gally causes harm to another person shall be obliged to repair 
the damage, unless he/she proves that the damage was produced 
as a consequence of the victim’s guilt or negligence.  

6.2 Please cite any specific examples of published civil 
or other private actions that have been brought in your 
jurisdiction in relation to Incidents.

This is not applicable.  
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IP rights in Mexico, also assisting with the transfer of IP portfolios within the context of complex corporate transactions involving all sorts of 
IP rights (such as trademarks, copyrights and appellations of origin).  Ms. Cancino also provides assistance with her legal advice on regulatory 
and advertising, assessing our clients to comply with all applicable provisions with COFEPRIS and PROFECO.  She has represented clients 
in all sort of administrative litigation proceedings, in general, concerning advertising, health, environmental and, of course, IP matters, before 
administrative authorities and federal judicial courts.  Pursuant to the data privacy aspects of her practice, Ms. Cancino has counselled clients 
from multiple industries in the drafting and implementation of internal policies, privacy notices and specific legal concerns, not only regarding 
client daily operations, but also within the context of cross-border transactions and internal investigations for compliance.

Creel, García-Cuéllar, Aiza y Enríquez
Torre Virreyes Pedregal no. 24, piso 24 col. 
Molino del Rey, Ciudad de México 11040
Mexico

Tel: +52 55 4748 0600
Email: begona.cancino@creel.mx
URL: www.creel.mx
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advice designed to anticipate and avoid problems, rather than respond to 
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