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Weak Security Impacts Everyone
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Xilinx Security Solution Milestones

Measured Boot @ XSWGSecure Boot @ XSWG

2013 Future201720152011

Zynq-7000 Introduced

Secure Boot App Note

XAPP1175

Zynq US+ MPSoC Introduced

Measured Boot App Note

XAPP1309

IEC 62443-

compliant

Solution
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Tamper Resistant Designs

XAPP1323



Existing Standards:

FIPS 140

IEC 62443

IIC IISF

NIST SP 800-155

Security Standardization

Value Added Resellers

OEMs
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Cybersecurity Concept Design (CCD)

Solution Intent
Å IIoT Security is complex but essential

Å Reduce risk, cost, and time of customers, 

large and small, through pre-integrated 

solution

Å Industrial-grade IEC62443 compliance 

requires HW+SW solution

Builds on Prior Work
Å Picks up where XAPP1309 left off 

Å Extends Edge-Cloud

Å All the Essentials

OptigaTPM2.0 ςHW Root of Trust 
for Reporting and Storage

ZynqUltraScale+ MPSoC
HW Root of Trust for Secure Boot

Distribution Partner and 
System on Module
(SOM) Supplier

Embedded SW Stack for 
Endpoint Security

Cloud for Secure Enrollment 
and Endpoint Management
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TPM 2.0 Pmod

AES-PMOD-TPM20-SLB9670-G

Å Available from Avnet ï29.94USD

Features

Å Infineon OPTIGAÊ TPM SLB9670 2.0

Å Enhanced SPI interface

Å Small 1" x 0.6" plug-in Pmod (2x6 format)

For more information, visit our Ultra96 community website

http://avnet.me/tpm2.0
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Security Mezzanine ïSecure96
Presented by Joakim Bech during 

SFO17-111 Secure96 session

Features
Å Infineon SLB9670

Å Atmel ATSHA204A

Å Atmel ATECC508A

For more information, visit 96Boards:

96boards.org/product/secure96/
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youtu.be/nuoKQES0txU



Security Mezzanine ïTRESOR

Available from Arrow ï81.56USD

Features
Å SLB9670x TPM 2.0

Å SLB9645x TPM 1.2

Å SLS32AIA020A TRUST-E Authentication

For more information, visit 96Boards:

96boards.org/product/tresor/
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