BKK19-315 Securing your next 96Boards
design using Xilinx Zyng MPSoC

03.Apr.2019 Kevin Keryk I\V N E T®
Avnet Public .

Reach Further™

INNNET




Weak Security Impacts Everyone
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“All four vendors have the same exact problem where they
have this critical speed variable that can be read and written
to, so the drive can be changed to turn at critical speed,” he
says. Ironically, Vacon, a Finnish company, is the same one

The Stuxnet virus that ravaged

Iran's Natanz nuclear facility "was
far more dangerous than the By Eduard Kovacs on December 18, 2014

cyberweapon that is now lodged in m G+ 7 WE

the public’s imagination," eyber

An attack launched by an advanced persistent
steel plant in Germany resulted in significant ¢

that manufactured frequency converters used at a uranium
enrichment plant in Iran that Stuxnet targeted. Those
particular devices, however, operate at a much higher

security expert Ralph Langer
writes in Foreign Policy.

Cyberattacks on critical infrastructure are a real
IT security report for 2014 published by German'
(BSI) on Wednesday describes a notevrorthy incic
facility. Ukraine's energy grid has beon attacked

Stuxnet, a joint U.S.-Israel frequency than the ones Wightman examined; they also have

project, is known for reportedly export controls on them because they can be used in nuclear
destroying roughly a fifth of Iran’s facilities.
nuclear centrifuges by causing
them to spin out of control. According to the agency, sophisticated attackers

to gain access to the office network of a steel pl A power cut that hit part of the Ukrainian capital, Kiev, i
But the exploit had a previous into the organization's production netvork. Judged a cyber-attack by researchers investigating the |

element that was much more
complicated and "changed global Control components and entire production mach The blackout lasted just over an hour and started just before midnight on 17

military strategy in the 21st actions. The outages prevented the plant from appsmn
century,” according to Langer leaving it in an undetermined state. This resulted in significant damage to the plant, BSI
2 noted in its report.
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Xilinx Security Solution Milestones

Secure Boot App Note
XAPP1175

Measured Boot App Note
XAPP1309

Secure Boot @ XSWG Measured Boot @ XSWG

Tamper Resistant Designs
XAPP1323

Zyng-7000 Introduced

Zynq US+ MPSoC Introduced

2017 Future

IEC 62443-

compliant
Solution
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Security Standardization

Existing Standards:

FIPS 140

IIC IISF
NIST SP 800-155

Value Added Resellers

ISA-62443-1-1

Terminology,
concepts and models

ISA-62443-2-1

Requirements for an
IACS security
management system

ISA-TR62443-1-2

Master glossary of
terms and abbreviations

ISA-TR62443-2-2

Implementation guidance
for an IACS security
management system

ISA-TR62443-3-1

Security technologies
for IACS

ISA-62443-3-2

Security levels for
zones and conduits

ISA-62443-1-3

System security
compliance metrics

ISA-TR62443-2-3

Patch management in
the IACS environment

ISA-TR62443-1-4

IACS security
lifecycle and use-case

ISA-62443-2-4

Installation and
maintenance
requirements for IACS
suppliers

ISA-62443-4-1

Product development
requirements

ISA-62443-4-2

Technical security
requirements for IACS
components

ISA-62443-3-3

System security
requirements and
security levels




Cybersecurity Concept Design (CCD)

Solution Intent

A 10T Security is complex but essential /s Azu re Cloud for Secure Enrollmen

A Reduce risk, cost, and time of customers, and Endpoint Management
large and small, through pre-integrated

solution

A Industrial-grade IEC62443 compliance : .
) . I\/I A Embedded SW Stack for
requires HW+SW solution O C N * Endpoint Security

Builds on Prior Work o o
A Picks up where XAPP1309 left off I\V N E T Distribution Partner and

A Extends Edge-Cloud Reach Further” System on Module
A All the Essentials (SOM) Supplier

Cifineon & XILINX

OptigaTPM2.0¢ HW Root of Trust ZyngUltraScale MPSoC
for Reporting and Storage HWRoot of Trust forSecureBoot
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R2 > AES-PMOD-TPM20-SLB9670-G
CoE i o3 A Available from Avnet i 29.94USD
BN R Features N
4 A InfneonOPTI GAE TPM SLB®670
A Enhanced SPI interface

iA Small 1" x 0.6" plug-in Pmod (2x6 format)

For more information, visit our Ultra96 community website

i - | http://avnet.me/tpm2.0
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Securlty I\/Iezzanlne | Secure9o
' Presented by Joakim Bech during

e SFO17-111 Secure96 session
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R 9
Boards

a = n=n VAL  Features

formation Technology Rev A

MA= i1 * A Infineon SLB9670
A Atmel ATSHA204A
A Atmel ATECC508A

For more information, visit 96Boards:

96boards.org/product/secure96/
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Security Mezzanine T TRESOR

Available from Arrow i 81.56USD

Features

A SLB9670x TPM 2.0

A SLB9645x TPM 1.2

A SLS32AIA020A TRUST-E Authentication

For more information, visit 96Boards:
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