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Abstract—We study the problem of detecting changes in the
environment based on observations taken by multiple sensors
under the setting in which the change affects an unknown subset
of the sensors. We explore different approaches to this problem
and relate different stopping rules for change detection with
multiple sensors in a single framework. We introduce four new
different stopping rules: Thsap, Tsorr—map » Tvr and Torger.
While the first three rules rely on the information contained in the
posterior probability of the sensor being affected by the change
and on the Maximum Likelihood (ML) estimator of the sensor
being affected, respectively, the last one is based on the order
statistic of the local likelihood ratios at the sensors. We show that:
i) T'rr 1, which is based on the “scan statistic”, is equivalent to the
Bayesian stopping rule 75(po = 1) that was recently introduced
by Xie and Siegmund; ii) 7o, 4e, is the counterpart of 7,7, when
the cardinality of the affected sensors is known. Surprisingly, the
additional information about the cardinality does not always lead
to better detection performance. A derivation of an upper bound
for the false alarm rate for 7o, 4., is given and a comparative
numerical analysis of the different stopping rules is provided in
order to relate their performances.

Index Terms—Change Detection, Multiple Sensors, Scan Statis-
tic, Sparse Estimation.

I. INTRODUCTION

Change detection dates back over eighty years with the
work of Shewart [1] in the context of quality control and
significant independent contributions were subsequently made
by Page and Shirayev [2, 3] and by Lorden and Pollak [4, 5] in
the intervening years. Nowadays there is a huge demand for
change detection in a wide range of important applications
[6,7] such as quality control engineering, diagnostic and
prognostic, condition-based maintenance, industrial internet
[8], tracking, intrusion detection, surveillance and monitoring.
The problem of change detection for multi-sensor situation
was first introduced by Tartakovsky and Veeravalli in [9]
and further explored in [10,11]. The change-points can be
simultaneous in time across all sensors as in [12] or they
can occur at different times as in [11]. Mei [11] introduced
a procedure that is based on the sum of the local CUSUM
statistics from local sensors, while Tartakovsky et al in [12]
proposed the CUSUM of the sum of the likelihood ratios at
the local sensors. Both procedures have optimal asymptotic
properties; however, when the change is not observed by all
sensors the performance of both procedures degrades. In fact,
when only a subset of sensors senses the change, the “noise”
produced by the unaffected sensors can cause longer detection
delays.

In this paper, we study multi-sensor change detection prob-
lems where an unknown subset of sensors are affected by
a change, but where the change is assumed to occur at the
same time among those affected. As previously mentioned,
multi-sensor (also known as multi-channel) change detection
has been extensively investigated in the case where all sensors
see the change [11, 12]. Less explored in the literature is the
situation where only a subset of sensors observes the change.

A. Related Work

The problem of estimating the correct portion of the sensors
experiencing the change, adds a new challenge to the problem
of change detection with multiple sensors. This estimation
problem falls under the broader problem of estimating the
support set of a vector which is currently a very active area
research for those working in hypothesis testing (see [13]
and references therein) and sparse estimation [14-17]. In
the context of multi-sensor change detection many different
aspects have been investigated. Mei [18] introduced a detection
scheme based on the sum of the top-r local CUSUM statistics
with r being the number of affected sensors. This procedure is
effective when the sensors change their state at different times,
and in fact, has been shown to be asymptotically optimal.
However, as reported in [19], the assumption of concurrence
of the change points across the sensors, has a negative impact
on the efficiency of this procedure. Xie and Siegmund [19]
recently introduced a Bayesian mixture test statistic which
incorporates prior knowledge on the fraction p, of the affected
sensors. In their paper it is shown that the procedure is
robust to the choice of pg. In [20] the authors compared the
performance of an Adaptive CUSUM [21] with a Parallel
CUSUM [22]. Currently, Banerjee and Veeravalli [23] are
studying a data-efficient solution for this problem.

B. Summary of results and contributions

In our framework, we introduce an auxiliary boolean vari-
able that indicates whether a sensor is affected by the change.
For the Bayesian approach, this variable is considered to be a
hidden (or unobserved) random quantity that has an associated
prior distribution. For maximum likelihood approach, this
variable is considered to be a hidden nonrandom quantity.
Depending on which viewpoint is adopted, different stop-
ping rules can be derived. We introduce four new stopping
rules: Thrap, Tsorr—viap, Thr, and Torger. While the
first two rules rely on a Bayesian model for the affected
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sensors, the last two assume that the affected sensors are
members of a nonrandom, but unknown, subset. Interestingly,
this framework reveals several connections among seemingly
unrelated stopping rules. Ty, is equivalent to the Bayesian
stopping rule T3(pp = 1), recently introduced by Xie and
Siegmung in [19]. We also demonstrate that Tz, and To,ger
are based on the scan statistic [13,24] for unknown and known
cardinality of the affected sensors, respectively. One would
expect that the additional information represented by knowing
the cardinality! of the affected sensors, would improve the
change detection performance of any detector. However, after a
careful numerical analysis, we report a counter-intuitive result.
In the case of change in mean with Gaussian observations, the
prior knowledge on the sparsity, does not necessarily imply
higher change detection performance. Surprisingly, To,der
does not uniformly outperform 7hsr: In case of moderate
sparsity, the T, is better. Finally, we illustrate the analysis
developed in this paper using several numerical examples.

II. PROBLEM FORMULATION

We consider a scenario with N sensors where each sensor
n € {1,..., N} makes measurements y;", i € {1,2,...}. We
assume that an unknown subset of sensors S experience a
change in their measurements at some common but unknown
time k and that the measurements are mutually independent
within and across the sensors. We are interested in a multi-
sensor change detection test that detects a change-point, if
one occurs, as quickly as possible while maintaining a low
false alarm rate. Formally, we are interested in finding effective
stopping rules for the test,

Hoo yl ~ fo,ie{1,2...},vne{l,...,N}
and Hy :y' ~ fo,i € {1,....,k—1},n eS¢
yt ~ fr,ie{k,...},nes.

The observations y;* under both hypotheses are initially inde-
pendent and identically distributed (i.i.d.). Under Hy, however,
the distribution of the observations within S switches from the
probability density function f; to f; at some unknown time
k. We use the notation py(+) to denote the likelihood function
under Hj, and Fj[-] to denote the expectation operator when
the change happens at time k. Likewise, poo(+) and Fool']
denote the likelihood function and the expectation operator
under H,,. We denote the log-likelihood ratio between H,
and H., by LLj. We also refer to the cardinality of S as |S],
or equivalently, use a sparsity index v = (1 — |S|/N). When
~ is close to one, few sensors experience a change; when a v
close to zero, most of them experience a change.

To compare the performance of the different stopping rules,
we use two classical figures of merit: the worst-case detection
delay (WDD) and the false alarm rate (FAR) defined as [4]

(M

WDD(T) = supesssup Fy, |(T —k+1)" |]:k~71} @
k>1

1
Ey [T]

FAR(T) = 3)

'Henceforth, we will associate the concept of cardinality of the subset of
sensors with the notion of sparsity; the smaller the cardinality, the sparser the
problem is.

where =1 denotes the positive part of z, that is max(0,z)
and Fj denotes the sigma algebra [25] generated by
(Y, 9%, ..,y}). Our goal is to design stopping rules [26]
for detecting the change-point &k as quickly as possible while
maintaining the low false alarm rates.

III. REVIEW OF EXISTING STOPPING RULES

This section briefly reviews several relevant stopping rules.
We believe it is important to analyze their underlying model
assumptions that were used to obtain them. In fact, a closer
look at these assumptions might provide useful insights that
help to derive new stopping rules and relate them to the
existing ones. In [19], Xie introduced the mixture stopping
rule T defined as

N
T, = inf {t : I?Si‘z_:llog (1= po +poexp(Lt(t,k)) > b}v
4)

where the log-likelihood ratio ,,(t,k) of the observations
accumulated by time ¢ > k at the sensor n is given by

S AR
Lt k) = log Zo2iz, )
! ; fo(y?)
Here py is the fraction of affected sensors, that is % Based

on the observation that log(1 —pg + pg exp(x)) is large only if
x is large and that it is approximately equal to [x+log(po)]|™,
Xie also proposed the stopping rule,

N
T3 = inf {t:max

k<t

(L (t, k) + log(po)] " > b}. (6)

n=1

As noted in [19], the stopping rule T5(py) with p = 1
is similar to the procedure proposed by Tartakovsky and
Veeravalli in [12],

k<t - (7)

N
Tsum = inf {t smax » n(t, k) > b} ,

but with a very important difference represented by the positive
part ;¥ (¢, k), which has the intrinsic feature of filtering out the
“noise” from the unaffected sensors. Another stopping rule
which is effective when only one or a very small number of
sensors is affected by the change point is [9]:

N
=1 : \ > .
TMax mf{t ri}gfrggcln(th 1) _b} (3)

We conclude this section with a rule introduced by [11],

N
Trrei = inf {t : Zrilai( ln(t,k) > b} .
<
n=1

However, as discussed in [19], this last procedure is not very
effective in our current setting where the affected sensors
change state simultaneously. For this reason, we will not
further consider the T)/¢; rule in our comparative analysis.

€
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IV. NEW TESTING PROCEDURES
To mathematically express which sensors are affected by the

change we introduce the hidden variables z,,n =1,..., N,
1 if sensor # is affected by the change,
Zn = . (10)
0 otherwise.

These variables are not directly observed, but information
about their values can be estimated from the sensors’ post-
change observations. In what follows, we examine novel
Bayesian and maximum likelihood formulations, and in ad-
dition, propose a stopping rule that uses partial knowledge of
S. Specifically, it leverages knowledge of the cardinality of S,
i.e., the number of affected sensors.

A. Bayesian approach: z, modeled as a random variable

For the Bayesian formulation, we assign prior probability
distributions to z = [z1, ..., zy] under each hypothesis:

N
z) = H e (1 —po)t—=n (11)
n=1
1 forz=0
Poo(2) = (12)
0 else.

This model is equivalent to the one used by Xie [19] where
each sensor n is affected by the change with probability po
(independently from one sensor to the next).

Lety = [y1,-...,yn] denote the augmented vector of the
observations where y, = [y}, ..., y}]. The joint likelihood of
(¥,z) under Hy, is

pi(y, 2) = p(2)pk(y|2)
N

= [T vi 0 =po)—
n= 1

anfo TG0 + (== TR . 3
7 1=k =1

and under HOo is

=Poo (¥)Poo (2)

=T II/w".

n=1i=1
The log-likelihood ratio is then

(Y, z)

LLi(y,z) =log =220

Ky, 2) =log (¥, 2)
N

- Z Zn 1Og(p()) +

f1(y?)
+log | z L —2n)
n H f yz n
Since z is not directly observed we can replace it by its max-
imum a posterior (MAP) estimate, 2 4* = max, py (z|y). It
is straightforward to show that for each n

bo e Lilyd)
L —po i fo(y) =1

P (Y, 2)

(14

(1 — z,)log(1 — po)

(15)

1 when

BIAP () =

(16)

0 otherwise.

sMAP

An alternative expression for Z; can be found by consid-

ering the posterior probability

wn(k) _pk( Zn = ]-|Yn)
_ Pe(¥nlzn = Dpr(zn = 1)
yn)
:Hl—pont e

Po =k )
Comparing (17) to (16), one sees that (16) is equivalent to

1 if n=1lyn) > 0.5

0 if pr(z, = 1lyn) <0.5.
Substituting the MAP estimator into the log-likelihood ra-
tio (15) yields the MAP stopping rule

N
Tarap = infqt: 2MAP (k)1
Map =in {t ngg(zzn (k) log(po)

n=1

+ (1= 2P (k) log(l —Po)

A]\[AP fi(y?) _ 3MAP
(k) Zl_{f W) +(1-% (k))}

>b

+log| 2

(19

Another possible stopping rule results by substituting a
“soft” estimate of z, into the log-likelihood ratio. In partic-
ular, we propose to insert the posterior probability w,, (k) =
i (2n = 1]y») for z,,. Thus instead of using the measurements
to definitively decide whether a sensor is affected by a change,
we use the data to weight each local likelihood ratio. The
resulting soft MAP stopping rule is

N
T L, =inf<t: (k)1
SOFT-MAP = in { I,?ff(;w (k) log(po)

+ (1 — wy(k))log(1 — po)

wy (k Hfly) (1wn(k>>}zb}. (20)

+ log

Remark. By marginalizing the joint distributions as per
equations (13) and (14) over z we can define the log-likelihood

ratio LL(y) as
) (21

This log-likelihood ratio is used in the mixture stopping rule
Ty in (4). This clearly indicates the Bayesian nature of Xie’s
stopping rule.

Pr(y)
Poo(Y)

& f(
_Zlog< Po+poH - y‘

n=1

LLi(y) =log

B. ML approach: z, modeled as nonrandom variable

Under the assumption that z, is a deterministic unknown
variable, the global likelihood functions under the post-change
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hypothesis Hj, and the pre-change hypothesis H,.,, can be
written as

(22)
and
(23)

respectively. The semicolon notation in p(y;z) indicates that
z is a nonrandom quantity and distinguishes from the Bayesian
case py(y,z). The global log-likelihood ratio LLy(y;z) is

pr(y; 2)
oo(Y)

—Zlog anfl

n=1

We can show that the ML estimator zML(k) which maxi-
mizes (22), is given by

LL(y;z) =log

(1—2,) (24)

yi)
o 1if T >1
Ent (k) = s ( ") (25)
0 otherwise.
This suggests the following stopping rule
N
_ ) sML
Thr, = inf {t : rlrcliag(z_:llog [ZME (k)
H RO -z 20y @8)
- fow?)
which using the notation [,,(¢, k) can be rewritten as
N
Tyrr, = inf {1‘ maleog [2ML (k)
exp(ln(t, k) + (1 - Aﬁ“( Nzep. @D

The maximum likelihood stopping rule thus computes the
estimates 2L (k) by thresholding the local CUSUM statistics
to determine whether or not they should be included in the
overall stopping rule. Conceptually, this process should help
eliminate the inclusion of local statistics that do not exhibit a
change and that could delay detection.

Remark. The summation defining the ML stopping rule
in (26) can be rewritten as

E(k) exp(la(t,k)) + (1 = 275 (K))]

(28)

By substituting (28) into (27) and comparing the resulting
stopping rule to (6), one sees that T}, is equivalent to T3(po)
when pg = 1, or in other words, when one assumes that all
the sensors exhibit a change.

Remark. It is also interesting to note that 7T’ is equivalent
to Tayap when py = 0.5, or in other words, when one
chooses a “non-informative prior” [27] for z,. This is seen
by comparing (16) and (25) and observing that M AP = zML
when py = 0.5. The equivalence of the stopping rules is seen
simply by substituting 2M% (k) into the MAP stopping rule

with po = 0.5.

Trvap = inf {t maxz,z (k) 1og(0.5)
+ (1 -2k >>1og<0 5) +log [, (k)

]\/
HfE; (1= M) ] > )

N
= inf {t maleog (0.5) + log [22% (k)

with b = b — N log(0.5).

Remark. A connection can be also be made to the so-
called maximum test or scan statistic [13,24]. The stopping
rule based on the scan statistic is defined as

Tsecan = inf < ¢ : maxmax
can k<t SeQ

In(t ) > b} (30)

nes

where € is the power set [28] of the set {1,.., N}. By using

In(t, k) =

ma Zl (t,k)

max
nes

€1

we see that T}, is equivalent to Tscqp,-

C. Stopping rule when the cardinality S is known

In this section, we introduce a new stopping rule which we
call To,qer. This new rule is based on the scan statistic when
the cardinality of the affected sensors |S| = M is known. It
can be easily shown that

max
Seu|S|=M

Zz[n (t, k).

ln(t, k) (32
s
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Fig. 1. Numerical comparison of different stopping rules for different values of x and sparsity index . All results were created with 300 Monte Carlo runs.

where I, (¢, k) denotes the n™ order statistic of I, (t, k), or
n' largest value of the sample ({1(t,k),...,In(t, k)). Using
this expression, we define To,qer as
M
Torder =1inf ¢ L Ig?i{nz::l l[n] (t7 k) >b (33)
The word “order” in the rule’s name reflects its connection
with order statistics.

The Torqer rule resembles the detection scheme proposed
by Mei in [18]. However these two approaches strongly differ
in the sense that Mei was focusing on the setting in which
the changes occur at different times at different sensors,
whereas we assume that changes happen simultaneously across
all affected sensors. Thus Mei’s rule adds the top |S| local

CUSUM statistics, while the To,qe- is the CUSUM of the
top |S| local log-likelihood ratios I, (¢, k). Rewriting Thsq, as

Thran = inf {t : maxcljy (¢, b, 1) 2 b} : (34)
<

we see that in contrast to Torder, Ihar neglects useful
information from other affected sensors. On the other hand,
the stopping rule 7'y, given in (7) incorporates noisy in-
formation also from the sensors which are not affected by
the change. The stopping rule T,4. makes the best out of
those opposite rules by incorporating the additional knowledge
on the cardinality of the affected sensors. In Appendix A, an
upper bound for the FAR for Tp,qe is provided.
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Before presenting simulation results, we introduce an oracle
stopping rule T, that will be used as a benchmark for the
performance evaluation of the other stopping rules. It assumes
full knowledge of the set of affected sensors.

T =inf<t: L,k >
Oracle m {t I?g‘i{zln(7 7/‘L) i b} (35)

nes

V. NUMERICAL COMPARISON

In this section we compared the performance of the different
stopping rules we introduced, in terms of detection delay and
false alarm curve where WDD(T') is plotted against FAR(T')
for a given stopping rule 7. We consider the problem formal-
ized in (1) with a change in mean for Gaussian observations
with unit variance. Mathematically we have:

foly) = ¢127€"“2/ 2 hily) =

e*(y*u)Q/Q_

o (36)

Figure 1 reports the numerical comparison between the
different stopping rules introduced in this paper. We should
consider that in the current simulation set-up, the unknown
subset of affected sensors S does not change within each
Montecarlo run. Therefore the numerical result cannot be
interpreted as an indicator of average performance for different
values of the sparsity index <. Not surprisingly, different
conclusions can be drawn from our numerical analysis, de-
pending upon how sparse the problem is. When few sensors
see the change, regardless of how big the size of the change
1 is, the Bayesian stopping rules which are Ty, Thyap and
Tsorr—map perform better than the T (please refer to
Figures 1(a) and 1(b)). As the number of affected sensors
increases (see Figures 1(c) and 1(d)), the Th/; seems to
be superior to all the other stopping rules. Figures 1(e) and
1(f) illustrate that in low sparsity regime (half of the sensors
experience the change), the T, qe- 1s the best. We can also
observe that when py = 0.5, Ty, and Thsap are equivalent
as it has been shown in section IV-B. A close numerical
inspection of the performance of Th,; and its counterpart
Torder, 18 given in Figures 2 and 3.

In Figure 2, we report the WDD for the T/, and Torger
as function of sparsity index v, for N = 100, ¢ = 0.5
and FAR = 0.1. This rather small value of p makes the
detection problem hard to solve; we want to compare these two
rules systems just in this challenging scenario. As the T ger
utilizes more information (prior knowledge on the cardinality
S) than T)sr,, one would expect To,qer being superior to
Tarr in terms of WDD uniformly for all the sparsity levels.
Surprisingly, this is not the case. For low-medium values of
the sparsity index, the To,q4., is better, until the performance
intersection point, where the T, starts to outperform the
Torder in the medium-high sparsity region. In Figure 3 we
display the same simulation scenario but for a different value
of FAR = 0.005. In this case two intersection points divide
the performance plane in three regions: low-medium, medium-
high and very high sparsity regimes. At this moment we don’t
have an understanding of this very interesting phenomenon.

We can just comment that T,qe- and Ty, are not known
to be optimal tests. In the space of suboptimal algorithms, the

FAR=0.1

WDD
o

0 0.2 0.4 0.6 0.8 1
Y

Fig. 2. WDD as function of «y. Here we used 300 Monte Carlo runs, N = 100,
= 0.5 and FAR = 0.1.

FAR=0.005
45 »
Very High Sparsity Region

T
—— ML
35r T
—*= ' Order Medium-High Sparsity\R
QO 25t Low-Medium SparsityRegion
]
=
151

Fig. 3. WDD as function of . Here we used 300 Monte Carlo runs, N = 100,
p = 0.5 and FAR = 0.005.

results are not as predictable as in the space of optimal tests:
It is not always possible to find intuitive explanations of the
results.

VI. CONCLUSIONS

Change detection with multiple sensors is an active research
area. In this paper we addressed the change detection problem
with an unknown subset of the affected sensors. We intro-
duced different stopping rules and related them in a single
framework. One particular and interesting finding is that the
additional information about the cardinality of the affected
sensors does not always lead to better detection performance.

Further investigations might include the analytical charac-
terization of the performance of the proposed stopping rules.
This analysis might also help understand (at least from a math-
ematical point of view) the counter-intuitive phenomenon we
observed about the performance of T4 and T r.. It would
be of interest, as a natural next challenge, to consider spatially
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arranged sensors where the subset S of affected sensors is
likely to be co-located. To model the spatial dependency across
the affected sensors, one could assign a different prior to the
vector z as opposed to the prior in eq. (11). Incorporating such
spatial dependency into the test statistic will be the key for the
design of new stopping rules.

APPENDIX A
TOrder: AN UPPER BOUND FOR THE FAR

Proposition A.1.

NN\ _
FAR(TOrdc'r) < <M>e b

Proof of Proposition A.1. The proof follows the technique
used in Theorem 1 in [9]. For any non empty set S € €,

RS(1) = S exp{ 3 n(t, 1))
k=1 nes

The average of RS(t) over all set of cardinality M is denoted
by:

R(t) = (AAD - 569%=M RS(t)

Define the auxiliary stopping time
T(b) = inf{t : R(t) > "} 37)

It is easy to show that R(t) provides an upper bound on the
test statistic used in 7,4 after a normalization:

N\ L M
>
r0 = () el k)
Consequently,

Toraer (b) = T(b— log @)) (38)

Furthermore, by following the same steps as in [9], it can be
verified that under H.,, R%(t) —t is a martingale with mean
zero. It then follows from the optional stopping theorem [7]
that

Ex[R(T)] = Ex[T]
Consequently
Boo(T) =B R(T) 2 ¢,

where the inequality follows from the definition of T in 3.
Combining this with (38) leads to the desired bound

EclTora )] 2 T - (3 )02 ()
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