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Independent Service Auditor’s Report
To the Management of KPA EHS:

Scope

We have examined KPA EHS’s accompanying assertion titled "Assertion of KPA EHS Management"
(assertion) that the controls within KPA EHS's KPA EHS System (system) were effective throughout
the period June 1, 2021 to December 31, 2021, to provide reasonable assurance that KPA EHS's
service commitments and system requirements were achieved based on the trust services criteria
relevant to security (applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services
Criteria).

Service Organization’s Responsibilities

KPA EHS is responsible for its service commitments and system requirements and for designing,
implementing, and operating effective controls within the system to provide reasonable assurance
that KPA EHS's service commitments and system requirements were achieved. KPA EHS has also
provided the accompanying assertion about the effectiveness of controls within the system. When
preparing its assertion, KPA EHS is responsible for selecting, and identifying in its assertion, the
applicable trust service criteria and for having a reasonable basis for its assertion by performing an
assessment of the effectiveness of the controls within the system.

Service Auditor’s Responsibilities

Our responsibility is to express an opinion, based on our examination, on whether management's
assertion that controls within the system were effective throughout the period to provide
reasonable assurance that the service organization's service commitments and system
requirements were achieved based on the applicable trust services criteria. Our examination was
conducted in accordance with attestation standards established by the American Institute of
Certified Public Accountants. Those standards require that we plan and perform our examination to
obtain reasonable assurance about whether management's assertion is fairly stated, in all material
respects. We believe that the evidence we obtained is sufficient and appropriate to provide a
reasonable basis for our opinion.

Our examination included:

● Obtaining an understanding of the system and the service organization's service
commitments and system requirements;

● Assessing the risks that controls were not effective to achieve KPA EHS's service
commitments and system requirements based on the applicable trust services criteria; and,

● Performing procedures to obtain evidence about whether controls within the system were
effective to achieve KPA EHS's service commitments and system requirements based on the
applicable trust services criteria.

Our examination also included performing such other procedures as we considered necessary in the
circumstances.
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Inherent Limitations

There are inherent limitations in the effectiveness of any system of internal control, including the
possibility of human error and the circumvention of controls.

Because of their nature, controls may not always operate effectively to provide reasonable
assurance that the service organization's service commitments and system requirements were
achieved based on the applicable trust services criteria. Also, the projection to the future of any
conclusions about the effectiveness of controls is subject to the risk that controls may become
inadequate because of changes in conditions or that the degree of compliance with the policies or
procedures may deteriorate.

Opinion

In our opinion, management's assertion that the controls within KPA EHS's KPA EHS System were
effective throughout the period June 1, 2021 to December 31, 2021, to provide reasonable
assurance that KPA EHS's service commitments and system requirements were achieved based on
the applicable trust services criteria is fairly stated, in all material respects.

Fairway, KS

February 15, 2022
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Assertion of KPA EHS Management
We are responsible for designing, implementing, operating, and maintaining effective controls within
KPA EHS’s KPA EHS System (system) throughout the period June 1, 2021 to December 31, 2021, to
provide reasonable assurance that KPA EHS's service commitments and system requirements
relevant to security were achieved. Our attached system description of the KPA EHS System
identified the aspects of the system covered by our assertion.

We have performed an evaluation of the effectiveness of the controls within the system throughout
the period June 1, 2021 to December 31, 2021, to provide reasonable assurance that KPA EHS's
service commitments and system requirements were achieved based on the trust services criteria
relevant to security (applicable trust services criteria) set forth in TSP Section 100, 2017 Trust Services
Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy (AICPA, Trust Services
Criteria). KPA EHS's objectives for the system in applying the applicable trust services criteria are
embodied in its service commitments and system requirements relevant to the applicable trust
services criteria. The principal service commitments and system requirements related to the
applicable trust services criteria are presented in the attached system description.

There are inherent limitations in any system of internal control, including the possibility of human
error and the circumvention of controls. Because of these inherent limitations, a service
organization may achieve reasonable, but not absolute, assurance that its service commitments and
system requirements are achieved.

We assert that the controls within the system were effective throughout the period June 1, 2021 to
December 31, 2021, to provide reasonable assurance that KPA EHS's service commitments and
system requirements were achieved based on the applicable trust services criteria.

KPA EHS

February 15, 2022
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Overview of Operations
Description of Services Provided

KPA EHS (the “company”), formerly known as iScout, provides safety training and reporting services
throughout the United States. The company was founded in 2014 and empowers teams with the
resources they need to keep each other safe.

KPA EHS's core product, the KPA EHS System (the “system”), is a Software as a Service (SaaS)
solution. KPA EHS is a safety management system designed to foresee and control hazards
associated with workplace safety and performance. A system designed to strategically ensure the
integrity of employees, equipment and processes. It is an application suite that includes the
following services:

● KPA Environmental Health and Safety (EHS) Reporting: Core enterprise platform made
up of the following functions.

○ Reporting: Design forms for employees to fill out in the field. This most commonly
includes job safety assessments, incident reports, driver-vehicle inspections, and
PTO requests. But you can design a form for nearly any company specific need.

○ Training: Design, assign, and track employee training and certifications.

○ Safety alerts: Send safety alerts that require sign-offs. The alerts can be
company-wide or targeted at specific individuals or groups. For example, they can be
automated for all onboarding employees or ad-hoc due to the adverse weather
conditions of a specific region.

○ Assets: Define any kind of equipment asset that fits your organization. Common
assets include vehicles, harnesses, tablets, tool kits, and fire extinguishers. Then
track them all through scheduled inspections.

○ Resources: Upload standard operating procedures (SOPs) for employees to
reference in the field.

● KPA EHS Integration: An interface that enables the system to communicate in real-time to
third party user entity systems.

○ API: A token based JSON API for pulling/pushing data from/to KPA EHS.

○ SFTP: A secure dropbox for automatic data load ingestion. Data loads are special files
used to bulk import data into our system. We support many kinds of data loads, but
the most common usage is to continually sync employees and equipment.

Principal Service Commitments and System Requirements

KPA EHS designs its processes and procedures related to the system to meet its objectives. Those
objectives are based on the service commitments that KPA EHS makes to user entities, the laws and
regulations that govern its services, and the financial, operational, and compliance requirements
that KPA EHS has established. The system services are subject to the security commitments
established internally for its services.

Commitments to user entities are documented and communicated in service-level agreements
(SLAs) and other customer agreements, as well as in the description of the service offering provided
online.
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Security commitments include, but are not limited to, the following:

● System features and configuration settings designed to authorize user access while
restricting unauthorized users from accessing information not needed for their role;

● Use of intrusion detection systems to identify potential security attacks from users outside
the boundaries of the system;

● Weekly vulnerability scans over the system and network; and,
● Operational procedures for managing security incidents and breaches, including notification

procedures.

Such requirements are communicated in KPA EHS's system policies and procedures, system design
documentation, and contracts with customers. Information security policies define an
organization-wide approach to how systems and data are protected. These include policies around
how the service is designed and developed, how the system is operated, how the internal business
systems and networks are managed, and how employees are hired and trained. In addition to these
policies, standard operating procedures are documented on how to carry out specific manual and
automated processes required in the operation and development of the system.

Components of the System Used to Provide the Services

The purpose of the system description is to delineate the boundaries of the system, which includes
the services and commitments outlined above and the five components described below:
infrastructure, software, people, procedures, and data.

Infrastructure

The system is hosted in Amazon Web Services (AWS) and Heroku in a virtual private cloud (VPC)
environment which protects the network from unauthorized external access. Server hardware
consists of a combination of servers fully hosted, managed, and protected by AWS and Heroku. User
requests to KPA EHS's web-based systems are encrypted using Transport Layer Security (TLS) using
certificates from an established third party certificate authority.

Software

KPA EHS is responsible for managing the development and operation of the KPA EHS platform
including infrastructure components such as servers, databases, and storage systems. The in-scope
KPA EHS infrastructure and software components are shown in the table below:
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Primary Infrastructure and Software

System /
Application Business Function / Description OS DB Physical Location

KPA EHS Provides access to the KPA EHS SaaS
application through a web interface
and user authentication. Hosted and
managed by Heroku.

Linux /
PostgreSQL
(RDS)

Heroku-hosted within AWS
US East 1 (primary)

Heroku Platform as a Service (PaaS) used to
build, run, and operate the KPA EHS
Programs Cluster.

Heroku
Common
Runtime

Heroku Cloud

Microsoft
Office 365

Service that provides single sign-on
(SSO) and multi-factor
authentication (MFA) to KPA EHS
web applications.

Microsoft
Office 365
Proprietary

Microsoft Office 365 Cloud

GitHub Source code repositories, version
control systems, and build software.

GitHub
Proprietary

GitHub Cloud

MongoDB Document database for housing
client data.

Linux /
MongoDB

MongoDB Cloud

Amazon
Simple
Storage
Services (S3)

Provides an interface used to store
and retrieve customer data. S3 APIs
provide bucket- and object-level
access and version control. S3 is
controlled through the AWS IAM
interface.

AWS
Proprietary

AWS US East 1

Amazon
Route53

DNS service provided by AWS. AWS
Proprietary

Heroku-hosted within AWS
US East 1 (primary)
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Supporting Tools

System / Application Business Function / Description

Gmail Team and client communication, support ticketing, sales, etc.

Dropbox Provides backend document management and storage
functions.

Slack Office communication services.

Cloudflare Domain Name Service (DNS).

Amazon SES Email service to send transactional email, marketing messages,
or any other type of content.

GCP Dynamic translation services.

PagerDuty Security and availability monitoring tool.

Heroku Alerts Security and availability monitoring alerts in Heroku.

New Relic Security monitoring tool.

ESLint Provides secure coding analysis.

Probely Vulnerability scanning tool.

Vanta Automated security monitoring and SOC compliance software.
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Overall Technical Diagram

People

KPA EHS has a staff organized in the following functional areas:

● Executive Management: Responsible for overseeing company wide activities, establishing
and accomplishing goals, and overseeing objectives

● Engineering: Responsible for the development, testing, deployment, and maintenance of
the source code for the system. Responsible for the product life cycle, including adding
additional product functionality.

● Security: Responsible for access controls and security of the production environment.
Security is in charge of risk management, incident management, and vulnerability
management.

● People: Responsible for recruiting and onboarding new personnel, defining roles and
positions for new hires, performing background checks, and facilitating the employee
termination process.

● Customer Support: Responsible for account management, customer success, and customer
support activities.

● Sales: Responsible for sales and marketing.
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Data

Data, as defined by KPA EHS, constitutes the following:

● Transaction data

● Electronic interface files

● Output reports

● Input reports

● System files

● Error logs

Output reports are available and include data and files systematically generated from the system.
The availability of these reports is limited by job function. Reports delivered externally are only sent
using a secure method as requested by the customer—email or secure web links to customer users.

Information assets are assigned a sensitivity level based on the audience for the information. If the
information has been previously classified by regulatory, legal, contractual, or company directive,
then that classification will take precedence. The sensitivity level then guides the selection of
protective measures to secure the information. All data is to be assigned one of the following
sensitivity levels:
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Data Sensitivity Description Examples

Public Public data is information that may be
disclosed to any person regardless of
their affiliation with KPA EHS. The “public”
classication is not limited to data that is
of public interest or intended to be
distributed to the public; the
classification applies to any data that
does not require any level of protection
from disclosure. While it might be
necessary to protect original (source)
documents from unauthorized
modification, public data may be shared
with a broad audience both within and
outside KPA EHS, and no steps need be
taken to prevent its distribution.

● How-to and video guides
● Client logos (when

authorized in the
subscription agreement)

Internal Internal data is information that is
potentially sensitive and should not be
shared with the public. Internal data
generally should not be disclosed outside
of KPA EHS without the permission of
KPA EHS management. It is the
responsibility of the data owner to
designate information as internal where
appropriate. Unauthorized access has
the potential to influence KPA EHS's
operational effectiveness, cause an
important financial loss, provide a
significant gain to a competitor, or cause
a major drop in customer confidence.

● Client contact
information
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Data Sensitivity Description Examples

Company
Confidential

Company-confidential data is information
that, if made available to unauthorized
parties, might adversely affect KPA EHS.
This information is to be protected
against unauthorized disclosure or
modification, and might be limited to
executives, HR, and legal parties
employed by or under contract with KPA
EHS. Company-confidential data should
be used only by pre-authorized parties
and should be protected both when it is
in use and when it is being stored,
processed, or transmitted. Unauthorized
access has the potential to influence KPA
EHS's operational effectiveness, violate
contractual confidentiality agreements,
initiate a security incident, or cause a
major drop in employee, customer, and
industry confidence.

● Source code

Customer
Confidential

Customer-confidential data is
information that, if made available to
unauthorized parties, may adversely
affect KPA EHS customers. This
classification also includes data that KPA
EHS is required to keep condential, either
by law or under a confidentiality
agreement with non-customer third
parties, such as vendors. This
information is to be protected against
unauthorized disclosure or modification.
Customer-confidential data should be
used only when necessary for business
purposes with the permission of the
customer and should be protected both
when it is in use and when it is being
stored, processed, or transmitted.
Unauthorized access has the potential to
influence KPA EHS's operational
effectiveness, violate contractual
confidentiality agreements, initiate a
security incident, or cause a major drop
in both customer and industry
confidence.

● Email address
● Name
● Employee number
● Form responses
● Training completions
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Processes and Procedures

Management has developed and communicated policies and procedures to manage the information
security of the system. Changes to these procedures are performed annually and authorized by
senior management. These procedures cover the following key security life cycle areas:

● Information Security Policy and organization

● Risk management

● Asset management

● Access control

● Communications and network security

● Change management and secure development life cycle

● Vulnerability management

● Incident management and response

● Compliance

● Endpoint management

● Personnel security

● Data classification (data at rest, in motion, and output)
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Relevant Aspects of the Control
Environment, Risk Assessment, Information
and Communication, and Monitoring
The applicable trust services criteria were used to evaluate the suitability of design and operating
effectiveness of controls stated in the description. Although the applicable trust services criteria and
related controls are included in Section IV, they are an integral part of KPA EHS's description of the
system. This section provides information about the five interrelated components of internal control
at KPA EHS, including:

● Control environment

● Risk assessment

● Control activities

● Information and communication

● Monitoring activities

Control Environment
Integrity and Ethical Values

KPA EHS has developed a Code of Conduct that addresses acceptable business practices, conflicts of
interest, and expected standards of ethical and moral behavior. The company has also developed
employee confidentiality agreements that prohibit inappropriate use and disclosure of customer or
company information. These documents are provided to all new employees and other personnel as
needed. All employees are required to sign an acknowledgement form that they received and agree
to follow the Code of Conduct and confidentiality agreement upon hire and annually thereafter.

Executive Management Oversight

KPA EHS's control awareness is significantly influenced by its executive management. Attributes that
define “tone at the top” include executive management’s experience and stature of its members,
their involvement and scrutiny of operational activities, and their interaction with independent
assessments of the company’s operations and information security posture.

Management’s Philosophy and Operating Style

KPA EHS's control environment reflects the philosophy of management. KPA EHS's information
security function meets frequently and includes at least an annual meeting to review policies and
procedures and set the information security program roadmap. The security function, under the
direction of executive management, oversees the security activities and communication of its
policies and procedures.

Authority and Responsibility

Management and employees are assigned levels of authority and responsibility to facilitate internal
control. In addition to a dedicated information security function, each policy has an individual owner
with accountability and authority over policy enforcement, supported by management. Human
Resources
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The company maintains formal hiring and termination policies and procedures. Background checks
are performed on new hires, who are also required to acknowledge their receipt of security policies,
the employee handbook, including the Code of Conduct, and confidentiality related agreements.

Within 30 days of hire and annually thereafter, all employees must complete training courses
covering basic information security practices. The training courses are designed to assist employees
in identifying and responding to social engineering attacks and in avoiding inappropriate security
practices.

If an employee violates the Code of Conduct in the employee handbook or the company’s policies, or
otherwise acts in a manner deemed contrary to the mission and objectives of the company, the
employee is subject to sanctions up to and including termination of employment.

Risk Assessment
KPA EHS regularly reviews the risks that may threaten the achievement of its service commitments
and system requirements related to the applicable trust services criteria set forth in TSP Section 100,
2017 Trust Services Criteria for Security, Availability, Processing Integrity, Confidentiality, and Privacy
(AICPA, Trust Services Criteria).

The information security function assesses security risks on an ongoing basis. This is done through
regular management meetings with IT personnel, reviewing and acting upon security event logs,
performing vulnerability assessments, and conducting a formal annual risk assessment in
conjunction with company wide risk assessments.

The annual risk assessment is communicated by the information security function and approved by
senior management. As part of the assessment, risks affecting the organization and recommended
courses of action are identified and discussed. Where applicable, mitigating controls are
recommended and implemented to address the risks.

Management considers the potential for fraud when assessing the risks to the company’s objectives.
The potential for fraud can occur in both financial and non-financial reporting. Other types of fraud
include the misappropriation of assets and illegal acts such as violations of governmental laws.

Management realizes that the potential for fraud can occur when employees are motivated by
certain pressures or incentivized to commit fraud. The absence of controls, or ineffective controls,
provides an opportunity for fraud when combined with an incentive to commit fraud. Therefore,
management considers fraud factors in each risk evaluated during the risk assessment process.

Senior management, as part of its annual Information Security Policy review, considers
developments in technology and the impact of applicable laws and regulations on KPA EHS's security
policies. Security risks related to external parties (such as contractors and vendors) are identified
and addressed based on its procurement and third party risk management program including the
annual review of attestation reports (SOC 2, ISO, PCI) when available. Designated responsibilities are
defined in reviewing risks associated with external parties and establishing relevant agreements.

Changes in security threats and risks are reviewed by KPA EHS, and updates to existing control
activities and information security policies are performed as necessary.
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Control Activities
KPA EHS's control activities are defined through its established policies and procedures which
address individual risks associated with the achievement of the company’s objectives.

Such statements may be documented, explicitly stated in communications, or implied through
actions and decisions. Policies serve as the basis for procedures. Control activities are deployed
through policies that establish what is expected and procedures that put policies into action.

Logical Access Control

KPA EHS has implemented role-based security to limit and control access within the system.
Employees are granted logical access to in-scope systems based on documented approval by
management personnel. The ability to create or modify user access accounts and user access
privileges is limited to authorized personnel. User access is reviewed upon on-boarding, termination,
plus annually to determine if each individual’s access is necessary for their job functions and to
identify the existence of unauthorized or unnecessary privileges and accounts.

There is a termination process to help ensure access is removed within 24 business hours when
employment or access is no longer required. An offboarding checklist is used to document the
removal of access to systems within one business day.

Administrative access to infrastructure systems is restricted to authorized personnel. Powerful
service/system accounts and keys are appropriate and are either restricted from direct user
authentication or authorized to unique users through a password vault.

Unique user identification numbers, names, and passwords or tokens are required to authenticate
users to the system. All remote access to the network or virtual cloud systems uses multi-factor
authentication (MFA). Password parameters systematically enforce company policy (e.g.,
eight-character minimum and complexity). MFA is required for access to client data and for
system-critical third party services. AWS access keys are automatically rotated annually for accounts
with keys established.

Physical Access and Environmental Controls

No servers or computer facilities for the system applications are hosted onsite. All computer
facilities and access thereto are controlled at cloud infrastructure data centers.

System Operations

Incident Management: KPA EHS has an incident management framework that includes defined
processes, roles, communications, responsibilities, and procedures for detection, escalation, and
response to incidents internally and to customers.

Incident response procedures and centralized tracking tools consist of different channels for
reporting production system incidents and weaknesses.

Incidents can include unauthorized access, operational issues, data integrity or quality issues, and
other incidents or user complaints. Policy and procedure documentation for incident management,
which includes the responsibility and escalation levels for reporting operational failures, security
incidents, system problems, and user complaints, and the process for doing so, is made available to
internal and external users.
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Incidents are ranked by severity and are classified as follows:

● Low and Medium Severity: Issues meeting this severity are simply suspicions or odd
behaviors. They are not verified and require further investigation.

● High Severity: High severity issues relate to problems where an adversary or active
exploitation hasn’t been proven yet, and may not have happened, but is likely to happen. A
ticket should be created in the event of a high severity event or incident and the appropriate
manager must also be notified via Slack with a reference to the ticket number.

● Critical Severity: Critical issues relate to actively exploited risks and involve a malicious actor.
They require immediate notification to IT and Engineering management.

In the event of an incident, employees will escalate the incident to IT and Engineering teams which
then notifies members of the security team. Post-mortem activities are conducted for incidents with
“high” or above severity ratings. Results of post-mortems may include updates to the security
program or changes to systems required as a result of incidents.

Descriptions of the system and its boundaries are available to external users via ongoing
communications with customers and through status portals. Customer incidents, if any, are
reported and resolved through one-to-one communication via the customer ticketing system.

KPA EHS maintains internal informational websites and policy and procedure documents that
describe the system environment, its boundaries, user responsibilities, and services.

Cryptography: User requests to KPA EHS's systems are encrypted using Transport Layer Security
(TLS) using certificates from an established third party certificate authority. Remote system
administration access to KPA EHS web and application servers is available through cryptographic
network protocols (i.e., SSH) or an encrypted virtual private network (VPN) connection. Data at rest is
encrypted using Advanced Encryption Standard (AES) 256 bit.

Baseline Configuration Hardening: Heroku is responsible for hardening servers using
configuration standards which are applied through automated deployment mechanisms. See
Complementary Subservice Organizations Controls section.

Change Management

KPA EHS has a formalized security and systems development methodology that includes project
planning, design, testing, implementation, maintenance, and disposal or decommissioning.
Proposed changes are evaluated to determine if they present a security risk and what mitigating
actions, including employee and user entity notifications, must be performed.

Software and Infrastructure Changes

Software and infrastructure changes are tracked using a ticketing system that logs and tracks
progress for bugs, tasks, features, and projects. Changes are introduced, reviewed, approved,
implemented, and committed in accordance with the Change Management Policy. This tracking
process includes appropriate version control and logical access restrictions within their source code
repository. Additionally, this policy requires formal documented tickets, peer reviews, automated
testing of changes in separate environments, including the use of mock data (i.e., customer content
and personal information are not used in non-production environments), and approvals before
implementing changes/groups of changes into production. Additionally, static and dynamic are used
to verify that secure coding practices are adhered to for internally developed software. Issues that
are identified follow a process to accept and address reports of software vulnerabilities.
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Asset Management (Hardware and Software)

Assets used in the system are inventoried or tagged to include business descriptions, asset
ownership, versions, and other configuration levels, as appropriate, to help ensure assets are
classified appropriately, patched, and tracked as part of configuration management. KPA EHS uses
tagging tools to automatically facilitate the company’s hardware and software asset inventory. This
helps to ensure a complete and accurate inventory of technology assets with the potential to store
or process information is maintained.

Data Handling, Retention, and Disposal

Policies and procedures are in place for handling data processed, stored, and transmitted by the
KPA EHS System. Data elements are inventoried and classified according to their sensitivity and
applicable audience (e.g., public, internal use only, confidential). Confidential data is retained in
accordance with customer specifications outlined in contractual language and/or in accordance with
regulatory requirements.

Vulnerability Management

Automated software update tools are used to help ensure operating systems are running the most
recent security updates provided by the software vendor.

Additionally, vulnerability scanning tools are used to automatically scan systems at least weekly to
identify potential vulnerabilities. Vulnerabilities identified are risk-ranked to prioritize the
remediation of discovered vulnerabilities.

Endpoint Management

Endpoint management solutions are in place that include policy enforcement on both company
issued devices (e.g., mobile phones and laptops), as well as bring-your-own devices that could
connect to or access data within the system boundaries. Policies enforced on endpoints include
controls such as:

● Enforce encryption on devices for data at rest; and,

● Anti-malware software to continuously monitor and defend each of the organization's
workstations and servers.

Information and Communication
KPA EHS has an Information Security Policy to help ensure employees understand their individual
roles and responsibilities concerning processing and controls to ensure significant events are
communicated in a timely manner. These include formal and informal training programs and the
use of email to communicate time-sensitive information and processes for security and system
availability purposes that notify key personnel in the event of problems.

The company maintains internal informational websites describing the system environment, its
boundaries, user responsibilities, and services. System documentation includes security and
hardening guides to help ensure effective configuration, installation, and operation of the
information system. Descriptions of the system and its boundaries are available to external users via
ongoing communications with customers and official blog posts.
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Monitoring Controls
In addition to the daily oversight, ongoing vulnerability assessments, and penetration test,
information security key performance indicators (KPIs) are monitored continuously using automated
tools that are configured to alert system administrators of activity that falls outside of predefined
thresholds.

Changes to the System During the Period

There were no changes that are likely to affect report users' understanding of how the system is
used to provide the service during the period from June 1, 2021 to December 31, 2021.

Disclosure of Incidents

There were no system incidents during the period from June 1, 2021 to December 31, 2021,
requiring disclosure that either:

● Were the result of controls failing; or,

● Resulted in a significant impairment to the achievement of systems requirements or service
commitments to customers.
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Complementary User Entity Controls
KPA EHS controls were designed with the assumption that certain internal controls would be in place
at customer organizations. The application of such internal controls by customer organizations is
necessary to achieve certain trust services criteria identified in this report. In addition, there may be
control activities that are not identified in this report that would be appropriate for processing of
transactions for KPA EHS customers.

For customers to rely on the information processed through the KPA EHS application, each customer
is expected to evaluate its own internal controls to ensure appropriate control activities are in place.
The following general procedures and controls should be considered. They should not, however, be
regarded as a comprehensive list of all controls that should be implemented by customer
organizations.

● User entity is responsible for protecting established user IDs and passwords within their
organizations.

● User entity is responsible for reviewing customer access to the KPA EHS application
periodically to validate appropriateness of access levels.

● User entity is responsible for approving and creating new user access to the KPA EHS
application.

● User entity is responsible for removing terminated employee access to the KPA EHS
application.

● User entity is responsible for implementing policies and procedures over the types of data
that are allowed to be entered into the KPA EHS application.

● User entity is responsible for sending data to KPA EHS via a secure connection and/or the
data should be encrypted.

● User entity is responsible for notifying KPA EHS if they detect or suspect a security incident
related to the KPA EHS System by contacting security@KPAEHS.com.

● User entity is responsible for reviewing email and other forms of communications from KPA
EHS, related to changes that may affect KPA EHS customers and users, and their security or
availability obligations.

● User entity is responsible for establishing, monitoring, and maintaining controls over the
security for system-generated outputs and reports from the system.

● User entity is responsible for endpoint protection of workstations used to access the system.

● User entity is responsible for developing their own business continuity and disaster recovery
plan.
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Complementary Subservice Organization
Controls
KPA EHS uses subservice organizations in support of its system. KPA EHS's controls related to the
system cover only a portion of overall internal control for user entities. It is not feasible for the trust
services criteria over the KPA EHS System to be achieved solely by KPA EHS. Therefore, user entity
controls must be evaluated in conjunction with KPA EHS's controls described in Section IV of this
report, taking into account the related complementary subservice organization controls expected to
be implemented at the subservice organization as described below.

KPA EHS periodically reviews the quality of the outsourced operations by various methods including:

● Review of subservice organizations’ SOC reports;

● Regular meetings to discuss performance; and,

● Non-disclosure agreements.

Control Activity Expected to be Implemented by
Subservice Organization

Subservice
Organization

Applicable
Criteria

Logical access to the underlying network and
virtualization management software for the cloud
architecture is appropriate.

AWS, Heroku,
MongoDB,
Microsoft Office
365

CC6.1, CC6.2,
CC6.3, CC6.5,
CC7.2

Physical access to the data center facility is restricted
to authorized personnel.

AWS, Heroku,
MongoDB,
Microsoft Office
365

CC6.4, CC6.5

Environmental protections, including monitoring and
alarming mechanisms, are implemented to address
physical security and environmental control
requirements.

AWS, Heroku,
MongoDB,
Microsoft Office
365

CC6.4

Production instances are hardened upon deployment,
monitored for vulnerabilities, and updated on a
regular basis with the most recent security patches.

Heroku CC6.6, CC6.7,
CC6.8, CC7.1,
CC8.1, CC7.2,

Firewall rules and security VPCs are deployed and only
network ports, protocols, and services listening on the
system with a business need run. Default-deny rules
drop traffic except those services and ports that are
explicitly allowed.

Heroku CC6.1, CC6.6,
CC6.7
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Procedures for Assessing Completeness and
Accuracy of Information Provided by the
Entity (IPE)
For tests of controls requiring the use of IPE (e.g., controls requiring system-generated populations
for sample-based testing), BARR Advisory, P.A. performed a combination of the following
procedures, where possible, based on the nature of the IPE to address the completeness, accuracy,
and data integrity of the data or reports used:

1. Inspect the source of the IPE;

2. Inspect the query, script, or parameters used to generate the IPE;

3. Tie data between the IPE and the source; and/or,

4. Inspect the IPE for anomalous gaps in sequence or timing to determine the data is complete,
accurate, and maintains its integrity.

In addition to the above procedures, for tests of controls requiring management’s use of IPE in the
execution of controls (e.g., periodic reviews of user access lists), BARR Advisory, P.A. inspected
management’s procedures to assess the validity of the IPE source and the completeness, accuracy,
and integrity of the data or reports.

©2022 KPA EHS All rights reserved | 21



Complementary User Entity Controls
KPA EHS controls were designed with the assumption that certain internal controls would be in place
at customer organizations. The application of such internal controls by customer organizations is
necessary to achieve certain trust services criteria identified in this report. In addition, there may be
control activities that are not identified in this report that would be appropriate for processing of
transactions for KPA EHS customers, related to the information processed.

For customers to rely on the information processed through the KPA EHS application, each customer
is expected to evaluate its own internal controls to ensure appropriate control activities are in place.
The following general procedures and controls should be considered. They should not, however, be
regarded as a comprehensive list of all controls that should be implemented by customer
organizations.

● User entity is responsible for protecting established user IDs and passwords within their
organizations.

● User entity is responsible for reviewing customer access to the KPA EHS application
periodically to validate appropriateness of access levels.

● User entity is responsible for approving and creating new user access to the KPA EHS
application.

● User entity is responsible for removing terminated employee access to the KPA EHS
application.

● User entity is responsible for implementing policies and procedures over the types of data
that are allowed to be entered into the KPA EHS application.

● User entity is responsible for sending data to KPA EHS via a secure connection and/or the
data should be encrypted.

● User entity is responsible for notifying KPA EHS if they detect or suspect a security incident
related to the KPA EHS System.

● User entity is responsible for reviewing email and other forms of communications from KPA
EHS, related to changes that may affect the KPA EHS customers and users, and their security
or availability obligations.

● User entity is responsible for establishing, monitoring, and maintaining controls over the
security for system‑generated outputs and reports from the KPA EHS website.
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