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A MESSAGE FROM
THE PRESIDENT and CEO,  

and CHAIR OF THE BOARD

Every hour of every day we deliver reliable, affordable and increasingly 
cleaner sources of energy to our 61 members and their retail customers. This 
is part of our mission and it always has been.
As an electric utility, we find ourselves in a unique position as a power 
provider and protector of the environment. Our commitment to a cleaner 
energy future goes hand in hand with our compliance with governmental 
regulations concerning the environment, and our interest in protecting the 
health and safety of our member communities, their customers and the 
general public.
Learn more about our mission to balance the provision of reliable, cost-
effective energy with the utmost sensitivity to the environment by reading 
our Sustainability Report.
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Oahe Dam
South Dakota

OUR MISSION

OUR VISION

Our Sustainability Report details our environmental, social and 
governance performance and progress.

To be the preferred provider of energy and energy 
services that adds value to member organizations.

Missouri River Energy Services (MRES) is dedicated to supplying its members with reliable, cost-effective, long-term energy and energy 
services in a fiscally responsible and environmentally sensitive manner. MRES is an extension of its members, and through joint action, 
members will remain competitive while enhancing their relationships with their customers. 

ABOUT THIS REPORT



Hancock County Wind Farm
Hancock County, Iowa

ABOUT MRES
MRES provides electricity and other energy-related services to  
61 municipal electric utilities in four states. We serve 18 utilities in  
Iowa, 25 in Minnesota, six in North Dakota and 12 in South Dakota.  
Each of these members owns and operates its own local municipal 
electric distribution system. Collectively, the 61 members serve 
approximately 170,000 customers and have a population of 
approximately 320,000. 

For 56 years, MRES has worked together with our members to meet 
the needs of their customers and to help those communities thrive and 
prosper. In 2020, we supplied approximately 57% of our members’ total 
energy needs. Most of the remaining power is hydropower provided by 
Western Area Power Administration (WAPA). 

MRES is governed by a 13-member board of directors (board) elected by 
and from the ranks of our member communities. 
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61MUNICIPAL 
ELECTRIC  
UTILITIES

OWNED BY

Minnesota 
Adrian  •  Alexandria  •  Barnesville  
Benson  •  Breckenridge  •  Detroit Lakes  
Elbow Lake  •  Henning  •  Hutchinson   
Jackson  •  Lake Park  •  Lakefield   
Luverne  •  Madison  •  Marshall 
Melrose  •  Moorhead  •  Ortonville 
Sauk Centre  •  St. James  •  Staples 
Wadena  •  Westbrook  •  Willmar 
Worthington

South Dakota 
Beresford  •  Big Stone City  •  Brookings   
Burke  •  Faith  •  Flandreau 
Fort Pierre  •  Pickstown • Pierre 
Vermillion  •  Watertown  •  Winner

North Dakota
Cavalier  •  Hillsboro  •  Lakota 
Northwood  •  Riverdale   
Valley City

Iowa 
Alton  •  Atlantic  •  Denison  
Hartley  •  Hawarden  •  Kimballton  
Lake Park  •  Manilla  •  Orange City 
Paullina  •  Pella  •  Primghar  •  Remsen 
Rock Rapids  •  Sanborn  •  Shelby 
Sioux Center  •  Woodbine

6
25

18

12

320,000 people
SERVING APPROXIMATELY

OUR MEMBERS
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Red Rock Hydroelectric Project 
Pella, Iowa
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ABOUT WMMPA
Western Minnesota Municipal Power Association (WMMPA) was 
created in 1976. WMMPA finances the construction and acquisition of 
the generation and transmission facilities for members of MRES. MRES 
performs all required administrative services on behalf of WMMPA 
under an administrative services agreement. 

WMMPA is governed by a seven-member board that meets monthly to 
make decisions on behalf of the 24 WMMPA members from Minnesota.

Pursuant to a power supply contract, WMMPA sells and MRES 
purchases the WMMPA entitlement in its generation and transmission 
facilities. MRES in turn utilizes the output and the capacity of these 
facilities and other resources to provide power supply and transmission 

services to members under long-term power sale agreements.

WMMPA and three other partners own the Missouri Basin Power 
Project (MBPP), which includes the Laramie River Station (LRS) and 
the 104,000 acre-foot Grayrocks Reservoir and Grayrocks Dam, and 
transmission facilities to deliver power from the plant. WMMPA owns 
16.47% of MBPP. 

WMMPA also owns the Watertown Power Plant, Exira Station, the 
Worthington and Marshall Wind Farms, and the recently completed 
Red Rock Hydroelectric Project (RRHP). WMMPA is also a partner in 
CapX2020 transmission facilities in Minnesota and South Dakota.



GENERATION FACILITIES

44%
In 2020, approximately 
44% of our members’ 

energy came from 
renewable resources.

Western Area Power 
Administration’s 
Hydroelectric Facilities 
348 MW 

Laramie River Station 
280 MW 
Coal-fired

Exira Station  
140 MW  
Natural gas/Fuel oil

Watertown Power Plant 
50 MW 
Fuel oil

Point Beach Nuclear Plant  
33.8 MW  
Nuclear

Rugby Wind Project  
40 MW

Worthington Wind Project 
3.7 MW

Odin Wind Project  
21 MW 

Marshall Wind Farm 
18.9 MW 

Hancock Wind Project  
3.3 MW

Pierre Solar Project  
1 MW

Red Rock Hydroelectric Project 
43.1 MW

Reserved Capacity Agreements 
with various members: 153 MW  
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1,136 MW
Our total generation capacity 

serving members is  
1,136 megawatts (MW).
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Marshall Wind Farm
Marshall, Minnesota



CREATING A CLEAN AND RESILIENT ENERGY FUTURE

Resiliency

MRES is committed to providing members 
and communities with efficient, cost-effective, 
reliable and ever-increasing clean energy. We’ve 
built a diverse portfolio of generation resources 
to reduce risk, increase reliability and focus on 
environmental stewardship. 

For nearly 60 years we have been serving our members and helping 
their customers build a better future and we want that to continue 
for generations to come. We are working with our members, industry 
partners and others to address a cleaner energy future by:

•  Providing a balanced and sustainable power supply portfolio
• Reducing our emissions
• Investing in new clean energy technologies
• Promoting energy efficiency programs
• Deploying efficient electrification programs
•  Developing special rate structures to incent off-peak energy usage

Delivering reliable and 
resilient power supply 
is at the heart of what 
we do. We continue to 
invest and strengthen 
our transmission, power plant and network infrastructure 
that serves our members and their customers in an 
environmentally friendly manner. Our organization also 
must comply with the North American Electric Reliability 
Corporation (NERC) standards. MRES staff ensures that 
MRES is properly registered, passes the certifications 
and otherwise remains in compliance, and avoids penalties 
under the compliance program. MRES has achieved 100% 
compliance with NERC standards since 2007, when we first 
started tracking our reliability performance.
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In recent years, our generation portfolio has grown more diverse with the 
addition of a new hydroelectric plant and wind and solar energy resources, 
along with an increasingly aggressive program to realize energy efficiency 
and efficient electrification, and reduce the growth rate of our peak demand.

Western Area Power 
Administration
For more than 50 years, Western Area 
Power Administration (WAPA) has served 
59 of our 61 members by supplying clean, 
reliable, cost-based hydroelectric power 
from dams along the Missouri River. 
WAPA has long-term power contracts with 

those 59 members, and MRES members and WAPA’s other customers 
pay rates that cover all costs, including infrastructure upgrades, of the 
federal power system. MRES members represent over 20% of WAPA’s 
firm power sales in the Upper Great Plains Region. 

Wind and Solar Projects
Our wind and solar projects further diversify 
our renewable generation. MRES has more 
than 86 MW of wind and solar capacity in 
our portfolio through owned or contracted 
renewables in Iowa, North Dakota, South 
Dakota and Minnesota.

Red Rock Hydroelectric Project
The Red Rock Hydroelectric Project (RRHP), the 
latest addition to our generation resources, has a rated 
capacity of 43.2 MW and is designed to be capable of 
producing up to 55 MW of output during periods of high 
reservoir levels and peak water releases. The generation 
project was built at an existing U.S. Army Corps of 
Engineers dam on the Des Moines River. RRHP 
commenced commercial operation on June 11, 2021.

Red Rock Hydroelectric Project 
Pella, Iowa

We’re enhancing and preserving
hydropower’s role that our
members depend on for a

cleaner energy future.



renewable 
power supply

44%

carbon-free 
power supply

46%

MRES has been tracking our CO2 emissions and working to reduce our carbon footprint for the past 
15 years. In 2005, the MRES member power supply resource mix was 46% carbon-free, largely due 
to members’ allocations of hydropower from WAPA. By 2020, MRES members averaged an 84% 
carbon-free energy mix. We have also reduced our carbon intensity — the amount of CO2 emissions 
per kilowatt-hour (kWh) — by 72% since 2005 and are now at 377 pounds per megawatt-hour 
(MWh). The lower the carbon intensity number, the greener and cleaner the energy.

REDUCING OUR EMISSIONS PROFILE

40%
34%

4%

6%14%

2%
0.1%

LESS THAN

0.1%
LESS THAN

2020

44%

2%

53%

1% 0.1%
LESS THAN

0.1%
ALL LESS THAN

2005

2005 2020

84%
carbon-free 
power supplyMRES Generation Resources

WAPA HYDRO 

WIND 

SOLAR 

NUCLEAR

COAL 

NATURAL GAS 

DIESEL 

MARKET PURCHASES 

renewable 
power supply

44%

ENVIRONMENTAL  | 10



MWh
CO2 Tons/Year 
SO2 Tons/Year (x1000)
NOX Tons/Year (x1000)

Counting Environmental Attributes
MRES takes responsibility for all emissions produced on its behalf from 
fossil fuel resources, whether used for member load or sold as surplus 
into an energy market. MRES is also entitled to the Renewable Energy 
Certificates (RECs) for energy generated at the wind and solar farms that 
are owned or under contract to MRES. This methodology is consistent 
with the way nitrogen oxides (NOx) and sulfur dioxide emissions are 
currently treated under the Clean Air Act.
For this reason, market purchases are considered free from any 
environmental attributes (renewable or otherwise) because the resource 
owner is responsible for the emissions, or has taken credit for the 
renewable attributes, of energy sold into the market. Similarly, the 
purchasers of energy from the market have no way to mitigate emissions 
produced, nor do they have any right to the renewable attributes, for 
energy purchased from the market.

Environmental Protection
MRES and its partners in Laramie River Station (LRS) have invested more 
than $233 million in environmental control technologies for the coal-fired 
power plant based in Wyoming. WMMPA’s portion of that investment 
was $38 million. LRS Unit 1 was retrofitted with a Selective Catalytic 
Reduction (SCR) system, which is a reactor that requires catalyst layers 

and uses anhydrous ammonia to remove NOx from flue gas. Unit 2 and  
Unit 3 were retrofitted with Selective Non-Catalytic Reduction (SNCR) 
systems, which use liquefied urea to remove NOx emissions.
Additional environmental safeguards at the plant include:

•  More efficient turbines have been installed in the three units
•  The plant is a zero-discharge facility, meaning water can only leave 

through evaporation
•  Nitrogen oxides are reduced by low NOx burners.
•  Some of the coal ash is recycled and sold for beneficial uses
•  Mercury emissions are controlled with a sorbent injection system.

At the Exira Station, a natural gas/diesel-fueled power plant, we installed 
a water filtration system, which allows the plant to capture and reuse plant 
process and drain water, rather than discharge it.

Bright Energy Choices
In another step to assist members and their customers achieve their clean 
energy goals, MRES developed the Bright Energy Choices (BEC) green 
energy program. Under BEC, we purchase RECs, or utilize RECs from 
owned or contracted facilities, on behalf of member communities or their 
participating business and residential customers. These RECs are proof 
that electricity was generated by qualifying renewable facilities, such as 
hydroelectric plants or wind or solar farms, and fed into the electric grid. 
The program allows participating customers to offset the portion of their 
energy consumption that comes from fossil fuels. LRS Emissions Trends: 2005-2020
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Rapidly evolving technology is changing customer 
preferences for more sophisticated products and 
services, which is driving change in how we serve our 
members and their customers. We are investing in 
technology and innovation to transition to a cleaner 
energy future.

Gregory County Pumped  
Storage Project
We have engaged consultants to study the feasibility 
of a pumped hydro storage project located in South 
Dakota, referred to as the Gregory County Pumped 
Storage Project. Pumped-storage hydroelectricity 
allows energy from intermittent renewable sources, 
such as solar and wind, to be saved or stored for use  
at times when the wind doesn’t blow or the sun doesn’t 
shine. 

Electric Power Research Institute
Through our long-time membership with the Electric 
Power Research Institute (EPRI), we gain insights 
into the challenges and opportunities associated 
with using advanced clean energy technologies and 
reducing carbon emissions. MRES participates in 
EPRI’s Electrification for Customer Productivity and 
EPRI’s Electrification and Sustainable Energy Strategy 
committees. We are also active in EPRI research and 
development programs focusing on wind generation, 
electric transportation, end-use energy efficiency 
and demand response, energy storage and distributed 
generation. 

Low-Carbon Resources Initiative 
As a member of EPRI, MRES was a founding  
sponsor of the Low-Carbon Resources Initiative,  
which will focus their research on large-scale 
deployment of low- and zero-carbon energy 
technologies to 2030 and beyond. Fundamental 
advances in a variety of low-carbon electric  
generation technologies and low-carbon chemical 
energy carriers — such as clean hydrogen, bioenergy 
and renewable natural gas  — are needed to enable 
affordable pathways to economy-wide decarbonization.
This five-year initiative, which began in 2021, will:

•  Identify and accelerate development of promising 
technologies from around the world

•  Demonstrate and assess the performance of key 
technologies and processes and identify possible 
improvements

•  Inform key stakeholders and the public about 
technology options and potential pathways to a  
low-carbon future

INVESTING IN CLEAN ENERGY TECHNOLOGIES
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Bright Energy Solutions
The Bright Energy Solutions® program helps customers use energy 

wisely by offering incentives to 
install high-efficiency electrical 

equipment. It also helps 
MRES reduce its 

need for additional 
power supply and 
improve its load 
factor. 

Efficient Electrification
Our staff and consultants continue researching new models for 
smart energy growth within MRES member communities, including 
electrification measures that use electricity to power equipment and 
processes in place of fossil fuels. These strategies will help customers 
use energy wisely, help optimize the integration of renewable resources 
and reduce greenhouse gases.

In 2020, MRES added air-source heat pumps, electric forklifts and 
electric commercial food service equipment as efficient electrification 
measures to the rebate program.

PROMOTING ENERGY 
EFFICIENCY PROGRAMS

Saving Energy. Saving Money

®
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Electric Vehicles
MRES purchased a plug-in hybrid electric vehicle to help promote 
and encourage the use of EVs. We also rolled out several new 
initiatives to help members promote expansion of the electric vehicle 
(EV) market, including:

•  A ChooseEV website that provides information on all-things EV  
at bes.chooseev.com.

•  A $500 incentive for our members’ customers if they connect a 
Wi-Fi enabled ChargePoint® Home Flex charger to their  
local utility.

•  A $50 survey rebate for EV owners if they share their vehicle  
and charging information with us.

•  Incentives for members to offset installation costs for public 
charging stations.

•  A toolkit for members planning on hosting an EV Ride-and-Drive 
event.
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Time-of-Use Rates
MRES plans to implement a wholesale time-of use (TOU) 
rate structure that encourages increased usage of lower-
cost energy. The plan will help reduce the costs of MRES, 
members, and retail customers through increased usage of 
lower cost, mid-peak or off-peak power. The TOU rates will 
provide price signals to reflect higher and lower cost periods in 
energy markets. 

Smart Grid Technologies
Many of our members are taking steps to position 

their utilities for the future by investing in 
technologies that benefit them and 

their customers. MRES works 
with its members to help them 

install and take advantage of 
the benefits of Advanced 

Metering Infrastructure 
(AMI), Coordinated 
Demand Response (CDR),  
Meter Data Management 
(MDM), and other Smart 
Grid technologies. These 

new technologies will help 
ensure greater reliability, 

greater system efficiency, and 
more customer information, 

access and options. AMI and these 
Smart Grid technologies allow our 

members to pass along MRES TOU rates 
that will be in place in 2023.
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Proactive Maintenance
Proactive maintenance services, such as digital thermography, ultrasonic leak 
detection, partial discharge testing, arcing/corona/tracking detection, rapid 
image vibration testing, oil sampling and motor testing help members identify 
potential trouble spots in their electric distribution systems and substations, 
and help customers find potential problems in wiring, motors, compressed air 
systems, and other electrical equipment. These services help prevent energy 
waste and increase system reliability.



ENVIRONMENTAL STEWARDSHIP

The Crane Trust
MBPP, of which MRES is 16.47% owner, funded the $7.5 million development of The 
Crane Trust, a non-profit organization dedicated to the protection and maintenance 
of critical habitat for whooping cranes, sandhill cranes and other migratory birds in the 
Big Bend Region of the Platte River Valley in Nebraska. The establishment of the trust 
in 1978 enabled project participants to build the Grayrocks Dam and Reservoir, which 
supplies water for LRS steam production and cooling, on a tributary of the Platte River 
in Wyoming. It also ensures long-term preservation of habitat for one of the largest 
migratory flyways in the world.

Missouri Sedimentation Action Coalition
MRES was awarded the Friend of the River distinction by the Missouri Sedimentation 
Action Coalition, a non-profit organization whose mission is to help alleviate the 
problems on the Missouri River’s mainstem reservoirs caused by sedimentation. This 
accumulation of sedimentation threatens both hydroelectric generation and the mission 
of flood control. MRES is the largest contributor of funds to the coalition.

The Food Pod
MRES, EPRI, South Dakota State University (SDSU) and the Children’s Museum 
of South Dakota collaborated on a high-tech “farm-in-a box” built entirely inside a 
specialized 40-foot container. The farm-in-a-box is part of a study to grow plants 
indoors on vertical walls without soil. The container is expected to yield up to 110 
pounds of produce a week. Graduate students from SDSU’s Department of Agronomy, 
Horticulture & Plant Science are working on the plant production. Food grown in the 
container will be donated to the Children’s Museum’s Café Coteau and any excess 
produce will be donated to other local missions. The project is being co-funded by 
MRES and a grant from the American Public Power Association’s Demonstration of 
Energy Efficiency Developments, or DEED, program.
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Safety Performance
MRES is committed to providing a safe and healthy workplace that provides monthly 
training opportunities for all employees. We ensure that our employees are highly 
trained and skilled to safely work in the conditions found in some employees’ duties — 
such as working with high voltage or at considerable heights.

Our lost-time incident ratios reflect our employer and employee awareness of safety 
in the workplace and have a direct correlation to the net cost of workers’ compensation 
insurance premiums. The 2022 MRES workers’ compensation experience modification 
rate is 0.74, 26% below the 1.0 industry average.

Employee Development
Our people are our most important asset. We support our employees by encouraging 
lifelong learning and continuous skill development and training. Quarterly and annual 
performance reviews and individual development plans help employees navigate their 
careers at MRES. Our employee Wellbeing Committee also strengthens our workplace 
community and encourages employee bonding by hosting enrichment days, contests and 
other events.

Our employees also give back to their local community nonprofits and service-based 
organizations through in-kind and financial donations. In addition, MRES and its 
employees contribute to the annual fundraising campaign of the Sioux Empire United 
Way (SEUW), which serves 33 communities in and around Sioux Falls. In 2021, MRES 
earned the following designations from SEUW:

•  Top 10% for employee giving out of approximately 450 companies
•  Top 10% for total giving (both corporate and employee)
•  Top 10% for average gift
•  Top 10% for number of Heart Club members with gifts of $500 or more
•  Award of Distinction

MRES Safety Statistics in 2020

SOCIAL ENGAGEMENT
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MRES Culture Statement

We care ...
about the well-being of each employee, promoting a work/life  
balance, and providing a safe work environment. 

We are one team ...
that is fun, engaging and supportive.  

We respect and appreciate ...
the perspectives of others and promote a culture of inclusiveness.

We pursue excellence, creativity and innovation ...
with passion and energy. We are committed to employee growth  
and development. 

We are accountable ...
for decisions we make. We are ethical, responsive, and collaborate  
to support the mission of MRES and its members.

We communicate honestly ...
creating an open, transparent, and trust-based environment.

We all lead ...
by example, every day.

Diversity, Equity and Inclusion
MRES established a Diversity, Equity and 
Inclusion (DEI) Committee made up of four 
individuals who meet with the CEO and HR to 
discuss policies. All employees and supervisors 
also attend DEI training to appreciate and 
value individual differences and varied 
perspectives in the workforce.   

Along those same lines, the staff also 
developed a culture statement that provides a 
consistent and authentic behavioral road map 
for employees to follow at MRES.
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Member Engagement
At MRES we strive to respond quickly to the expectations and needs 
of our members and to serve as their trusted energy partner. We 
regularly survey our members to gauge their level of satisfaction with 
MRES programs and identify key issues that are a priority for our 
members.

Our member utilities also invest in strengthening and connecting 
with their communities. MRES helps fund community events that 
serve the public power utility’s neighbors, families and friends and 
help meet the community’s needs.

Economic Development
MRES assists members with local economic development in their 
communities by providing an incentive in the form of a rate discount 
for new retail customers to locate within members’ service territory 
or for the expanded load of an existing customer meeting certain 
criteria.

Reducing Waste 
•  Compliant with all applicable environmental recycling standards
•  During our 2020 building remodel:

•  Donated kitchen cabinets to Habitat to Humanity
•  Donated office furniture to Native American charity
•  Installed energy-efficient lighting in building 
•  Installed ultraviolet germicidal lighting

Providing Clean, Reliable Power
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---------------------------
We are there when 

you need us.

RELIABILITY
---------------------------

We will give our 
members the whole 
story — good news 

or bad.

HONESTY
---------------------------

We will recognize 
problems that limit 
the success of our 

members and strive 
to solve them. 

Creative solutions 
are encouraged, 
and failure will 
be viewed as a 

temporary setback 
to be learned from 
for future problem-

solving efforts.

CREATIVITY
---------------------------
We can be counted 

on to do what we say 
we will.

ACCOUNTABILITY
---------------------------
Excellence in product 

and performance 
will be the objective 

of every MRES 
employee, with the 

end result being 
the achievement 

of the MRES 
corporate goals 

that are consistent 
with member 
expectations.

COMPETENCE

OUR CORE VALUES

MRES is an organization where excellence of work and integrity of character are daily 
expectations for all employees, board members and others associated with MRES on a 
professional basis. The following Core Values describe those expectations in greater detail: 
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Board Oversight
Our board oversees the company’s strategic 
planning, which includes climate change and 
sustainability issues. The board annually reviews 
the company’s long-term energy outlook and key 
performance indicators that could signal policy 
changes. 

Standard of Conduct and  
Code of Ethics
MRES is committed to conducting its business 
in compliance with all laws and regulations to 
maintain consistency with the highest ethical 
values. MRES has adopted Standards of Conduct 
and a Code of Ethics. In all our business dealings, 
we strive to meet these goals and inform our 
members, employees, customers, business 
partners and the communities in which we operate 
of this commitment.  

Our boards of directors and employees conduct 
themselves consistent with these principles in 
carrying out the work and mission of MRES. 
We comply with all applicable federal, state, and 
local laws that govern our business. Employees 
carry out their responsibilities with behavior 
that is honest and reflects the highest qualities 
for personal integrity, and that preserves the 
reputation of the organization.

N O RT H  DA KO TA  -  1 
S O U T H  DA KO TA  -  4 
M I N N E S O TA  -  5 
I O WA  -  3 
 
+ 1  N O RT H  DA KO TA  A LT E R N AT E    
  A P P O I N T E D  BY  T H E  B O A R D  C H A I R

1

4
5

3

ELECTED BY

61
MRES MEMBERS

AT THE MRES® ANNUAL MEETING

3-Y E A R 
 T E R M S

BOARD OF DIRECTORS
MISSOURI RIVER ENERGY SERVICES

100%
ANNUAL ETHICS 
TRAINING COMPLETION 
RATE BY BOTH BOARDS 
AND STAFF
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Risk Management
In 2005, the MRES board of directors established the Risk Oversight Committee 
(ROC). The staff identifies, measures and communicates our organization’s risk 
and risk tolerance; ensures that energy risk policies are followed; and updates 
policies as needed to mitigate risk. ROC provides the MRES board monthly 
reports. Specifically, the committee approaches our risk management based on the 
following components:

•  Hedging strategies
•  Diversity of fuel sources  

and locations
•  Reserved capacity agreements  

with members
•  Business continuity plans
•  Emergency response plans

•  Crisis communications plan
•  Technology investments in  

power plants
• Board and staff education
• Cybersecurity
• Credit risk

Electric utilities are confronting new and more complex types of cyber 
challenges and threats as employees and smart devices could potentially 
serve as entry points for breaches. That’s why cybersecurity awareness 
training and ongoing network system upgrades play an important role 
at MRES and at our power plants. These proactive efforts equip staff 
with the information they need to protect the organization and our 
members. 

•  MRES information technology staff implemented additional email 
security controls to reduce the risk of attackers impersonating 
MRES employees in emails. As a result, MRES realized a 10% 
decrease in the number of received email threats. 

•  MRES performs continuous security awareness training for its 
staff. The successful outcome of this training is a reduced risk that 

employees will be exploited by social engineering and phishing 
attacks. This is demonstrated in our low phishing failure rate of  
0.4% compared to the industry failure rate of 3.2%. 

We also engage third-party cybersecurity vendors to provide managed 
vulnerability scanning and reporting of internet-facing systems. The 
scanning report shows zero vulnerabilities, demonstrating appropriate 
controls are in place to limit risk. MRES staff is developing a road map 
for members interested in customized cybersecurity services to protect 
their organizations.

MRES expects to offer discounted security awareness training and 
cybersecurity assessment services to members in 2022, along with 
recommendations for improvement and a budget to implement the 
recommendations. 

Cybersecurity
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