
Cybersecurity  
Risk Management 

and Third-Party  
Management  

Fundamentals

Oct. 20-21, 2021

ClubHouse Hotel & Suites
Sioux Falls, South Dakota

Registration 
 
Please register online by Oct. 12 at  
www.mrenergy.com under the “Events” tab.  
Or contact Lisa Korthals at 605-338-4042 or 
lisa.korthals@mrenergy.com. 

The cybersecurity workshop fee is 
$149 per person. 

Lodging 
 
ClubHouse Hotel & Suites 
2320 S. Louise Avenue 
Sioux Falls, SD 
 
A room block is reserved for Oct. 19 and 20 for 
$129 plus taxes. This rate is valid until Sept. 21 or 
until the room block is full. Please call the hotel 
directly to make your reservation at 
605-361-8700 and specify you are with the 
Missouri River Energy Services Workshop to 
receive the special group rate. The special 
group rate and room block are not 
available online.

Contact us 
 
Missouri River Energy Services 
3724 W Avera Dr 
Sioux Falls, SD 57108 
Phone: 605-338-4042

www.mrenergy.com

WEDNESDAY | Oct. 20
11 a.m.  Welcome and Introductions

11:15 a.m.  Overview of the New Threat 
Landscape

12:30 p.m. Lunch

1:30 p.m.  Overview of System Security 
Management 

3:30 p.m. Break

3:45 p.m. Cybersecurity Risk Management

4:30 p.m. Q&A and Open Discussion

5 p.m.  Adjourn

5:30 p.m.  Social Hour at Johnny Carinos 
Wine Room

6:15 p.m.  Dinner at Johnny Carinos Wine 
Room

THURSDAY | Oct. 21
8 a.m.   Cybersecurity Risk Management 

 (continued)

9:45 a.m. Break 

10 a.m.  Supply Chain/Third-Party 
Cybersecurity Management

12 p.m. Lunch

12:45 p.m.  Supply Chain/Third-Party 
Cybersecurity Management  
(continued)

1:45 p.m. Q&A and Open Discussion

2:15 p.m. Course Summary/Wrap-up 

2:30 p.m. Adjourn



For the past decade, 
Kim has focused on 
cybersecurity, addressing 
North American Electric 

Reliability Corporation (NERC) Critical Infrastructure 
Protection (CIP) and National Institute of Standards 
and Technology (NIST) standards and has 
extensive experience in regulatory compliance, 
risk identification and management. She is the 
subject matter expert for the Ontario Cyber Security 
Framework and the lead trainer for the development 
and delivery of the framework for Ontario’s local 
utilities. She is also a NERC CIP compliance expert 
and SME for Hydro One’s (Ontario) cybersecurity 
program.

Edvard has over 10 years’ 
experience at a large 
transmission utility and with 
electric power utilities and 
municipal clients spanning IT and OT, including 
cybersecurity and NERC CIP compliance. He is a 
system integration expert, specializing in SCADA, 
data historians, distributed control systems, 
related network and security infrastructure, 
as well as custom software development. His 
experience includes technology assessments with 
the design and development of IT/OT solutions, 
as well as identifying and resolving network, 
telecommunications and application-level issues.

Kim Grosskurth
MBA, Senior Cybersecurity 
Program and Compliance 
Consultant, AESI

Edvard Lauman
P.E., Vice President 

of Cybersecurity and 
Operational Technology, AESI 

The risk to utility operations is increasing as more 
services and functions are provided through 
third-party vendors. Recent cyber incidents have 
highlighted the need to understand the security 
practices third-party suppliers have implemented 
and how these controls (or lack thereof) impact 
your operations.

This course introduces participants to risk 
management concepts as they apply to 
informational technology (IT) and operational 
technology (OT) cybersecurity and how to apply, 
demonstrate and create cybersecurity policies 
and governance structures to manage risks. Learn 
the fundamental concepts of supply chain/third- 
party cybersecurity management and how to 
reduce the risks to your utility. Examine the key 
elements, best practices and standards that are 
integral to adopting and implementing a strong 
cybersecurity risk management framework. 
This course also includes a review of OT system 
security controls, discusses the nature of recent 
cyber incidents, and the new techniques used to 
gain access to your environments. 

Recommended for:
•  IT/OT managers and staff from small, medium 

and large public power utilities who are 
accountable for system and cyber risk

•  Policymakers and operations staff responsible 
for procuring IT and OT cyber assets

•  Third-party vendors supplying and supporting 
critical infrastructure 

•  Others interested in learning more about 
cybersecurity

Course Level: Intermediate

Overview of the new threat landscape
• Who are the threat actors?
• What are the recent trends?
•  How the pandemic increased your 

attack surface
•  An examination of successful hacking 

techniques (Solar Winds, Oldsmar, Florida 
breach of city’s water treatment plant, 
Colonial Pipeline)

•  Implications for public power 
and municipalities

 Overview of system security  
management/controls (OT) 

•  Network security
•  Access management
•  Host security
•  Security operations
•  Monitoring and response

Cybersecurity risk management: how to 
identify, categorize, mitigate and report on 
cyber risks

•  Risk management principles 
•  Attack surface concept 
•   How to integrate cybersecurity risk 

management with enterprise risk 
management processes

•  Implementing a standards-based framework
•  Where to start

Supply chain/third-party cybersecurity 
management

•  Your new #1 threat
•  How threat actors exploit supply 

chain/third parties
•  AESI’s 5-step process to assess and 

reduce risk

COURSE OVERVIEW COURSE TOPICS INSTRUCTORS


