VNS3 IPsec Conﬁguration
VNS3 to Cisco ASA ASDM 5.2

Site-to-Site IPsec Tunnel
IPsec protocol allows you to securely connect two sites together over the
public internet using cryptographically secured services. IPsec ensure
private and secure communication between two devices. This type of VPN
has many use-cases. We will focus on the Site-to-Site or LAN-to-LAN setup
most often used with VNS3 to build Hybrid Clouds.

Public Cloud
Overlay Network
Subnet: 172.31.1.0/24

• Many network hardware devices support IPsec tunneling functionality.
Check your device's data sheet to see if it is compatible with VNS3. The
requirements are:
• IKE1 or IKE2
• AES256 or AES128 or 3DES

Cloud Server

Overlay IP: 172.31.1.1

VNS3

public IP: 184.73.174.250
overlay IP: 172.31.1.250

• SHA1 or MD5
• NAT-Traversal capability (some clouds require NAT-Traversal
encapsulation - AWS Generic EC2, Microsoft Azure, etc.)

Active IPsec tunnel
192.168.3.0/24 - 172.31.1.0/24

A diagram of the typical secure hybrid cloud setup using VNS3 is provided
on the right. The IPsec tunnel provides secure and encrypted connectivity
between the oﬃce subnet (192.169.3.0/24) and the VNS3 Overlay Network
(172.31.1.0/24).
This guide will provide steps to setup the Cisco ASA side of the IPsec
conﬁguration.

Firewall / IPsec
Cisco ASA

Server A

LAN IP: 192.168.3.50

The most important thing in any IPsec configuration is to make sure all
settings match on both devices that are going to connect to each other.
Mismatches are the primary cause for tunnel failure or instability.

Server B

LAN IP: 192.168.3.100

Customer Remote Oﬃce
Remote subnet: 192.168.3.0/24
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IPsec Conﬁguration: Cisco ASA VPN Wizard
Create a new VPN Tunnel.
The Cisco ASA used in this guide does this through a VPN Wizard. If you are using
another facility to create your IPsec Tunnel, make sure to enter the same
information we enter in the following slides.
Choose a Site-to-Site Tunnel Type.
Click Next

Tunnel Configuration Considerations
If you want the tunnel to be perpetual and as close to "always on" as IPSec can do,
then:
•Your gateway should be using its "keepalive" feature, VNS3 has this enabled by
default
•Your gateway should be using Dead Peer Detection (DPD) with a "restart"
parameter in the event it believes tunnel is dropped
•Your VNS3 Controller has DPD disabled by default, enable it by adding
"dpdaction=restart" “dpddelay=30s” and “dpdtimeout=90s” in the extra
parameters box (no quotes needed).
•Your gateway should allow the VNS3 Controller to make a connection "inbound
to it", by default the VNS3 Controller allows inbound connections and attempts
outbound
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IPsec Conﬁguration: Cisco ASA VPN Wizard
The ﬁrst step in setting up an IPsec tunnel is to let the Cisco ASA know
where it will be negotiating the tunnel via Public IP address.
Enter the VNS3 Controller’s IP address in the “Peer IP Address” ﬁeld.
Enter the same “Pre-Shared Key” used in the VNS3 Endpoint creation (our
example used “test”).
Click Next.
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IPsec Conﬁguration: Cisco ASA VPN Wizard
Choose your Key Exchange Policy (IKE). Make sure it is
the same as the one used in the VNS3 Controller setup.
Click Next.
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IPsec Conﬁguration: Cisco ASA VPN Wizard
Select the encryption and authentication algos for the
Encapsulating Security Payload (ESP). Make sure it is the same
as the one used in the VNS3 Controller setup. Our
recommended setup uses “AES-256” .
Click Next.
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IPsec Conﬁguration: Cisco ASA VPN Wizard
Setting up Hosts and Networks.
This is where you specify the subnets that will be advertised to one
another over the IPsec tunnel. Source is the local subnet behind
the Cisco ASA and Destination is the Overlay Subnet behind the
VNS3 Controller. You can specify the entire Overlay Subnet or
smaller Cidr blocks. Just make sure the settings on the remote
device match the settings entered on VNS3.
Click Next.
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IPsec Conﬁguration: Cisco ASA VPN Wizard
Double check that all the information is entered correctly.
Click Finish.
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IPsec Conﬁguration: Cisco ASA VPN Wizard
Make sure the IPsec VPN session is up and running.
Goto Monitoring > VPN Statistics > Sessions
You should be able to see the session under LAN-to-LAN
Click Details.
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IPsec Conﬁguration: Cisco ASA VPN Wizard
The Session Details will give you expanded information
about your Key Exchange and IPsec status.
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Troubleshooting
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Cisco Network Group Object
Cisco Network Group Objects allow more than one tunnel/subnet/sa be included in a single ACL line. Cisco Network Group
Objects create interoperability problems with VNS3 (and other manufactures) and are NOT SUPPORTED.
access-list VPN_ACL extended permit ip object-group REMOTE object-group LOCAL
object-group network REMOTE
network-object 172.31.0.0 255.255.255.0
network-object 172.21.1.0 255.255.255.0
object-group network LOCAL
network-object 192.168.0.0 255.255.255.0

It is recommend that you use the non-grouped ACL syntax with speciﬁc address statements.
access-list VPN_ACL-1 line 1 extended permit ip 192.168.0.0 255.255.255.0 172.31.0.0 255.255.255.0
access-list VPN_ACL-1 line 1 extended permit ip 192.168.0.0 255.255.255.0 172.31.1.0 255.255.255.0
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Interesting Traﬃc
The ﬁrst step in initiating the IPsec negotiation process with a Cisco device is sending Interesting
Traﬃc. Interesting traﬃc as deﬁned by Cisco:
Determining what type of traﬃc is deemed interesting is part of formulating a security policy for use of a VPN. The policy is then
implemented in the conﬁguration interface for each particular IPSec peer. For example, in Cisco routers and PIX Firewalls, access
lists are used to determine the traﬃc to encrypt. The access lists are assigned to a crypto policy such that permit statements
indicate that the selected traﬃc must be encrypted, and deny statements can be used to indicate that the selected traﬃc must be
sent unencrypted. With the Cisco Secure VPN Client, you use menu windows to select connections to be secured by IPSec. When
interesting traﬃc is generated or transits the IPSec client, the client initiates the next step in the process, negotiating an IKE phase
one exchange.

Interesting traﬃc is tunnel traﬃc that has a source/destination that ﬁts with the tunnel deﬁnition/
ACLs that were created as part of the IPsec conﬁguration.
It is recommended that a continuous ping is setup on both sides of the tunnel during conﬁguration
to ensure interesting traﬃc is present to begin the IPsec negotiation process.
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VPN Idle Timeout
VPN Idle Timeout is a Cisco setting that will terminate an IPsec connection
if there is no communication activity on the connection in the period
deﬁned.
Terminated IPsec connections can alarm operations teams and require a
speciﬁc direction of interesting traﬃc to re-build/re-negotiate the tunnel.
This can be at best a nuisance for production systems. It is recommended
this setting is turned oﬀ or setting the idle timeout to Unlimited.
To turn oﬀ the vpn-idle-timeout via ASDM, click Configuration>Site-to-Site
VPN>Group Policies then on the Group Policy created for your tunnel.
The resulting page will have a Idle Timeout checkbox, make sure it is set to
Unlimited.
To turn vpn-idle-timeout oﬀ via the CLI use the following under the Group
Policy associated with the tunnel:
group-policy DfltGrpPolicy attributes
vpn-idle-timeout none

vpn-idle-timeout none
OR
no vpn-idle-timeout
NOTE: when setting up your IPsec conﬁguration via the Site-to-site VPN
Wizard, the setting for vpn-idle-timeout will be inherited from your Default
Group Policy as conﬁgured out your ASA. Double check to make sure it is
disabled after tunnel conﬁguration.

© 2018

14

VNS3 Document Links
VNS3 Product Resources - Documentation | Add-ons

VNS3 Configuration Instructions (Free & Lite Editions | BYOL)
Instructions and screenshots for conﬁguring a VNS3 Controller in a single or multiple Controller topology.
Speciﬁc steps include, initializing a new Controller, generating clientpack keys, setting up peering, building
IPsec tunnels, and connecting client servers to the Overlay Network.
VNS3 Administration Document
Covers the administration and operation of a conﬁgured VNS3 Controller. Additional detail is provided
around the VNS3 Firewall, all administration menu items, upgrade licenses, other routes and SNMP traps.
VNS3 Troubleshooting
Troubleshooting document that provides explanation issues that are more commonly experienced with VNS3.

© 2018

15

