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2019 Annual Report 
M E S S A G E  F R O M  T H E  D I R E C T O R  

 

 

DATE: December 4, 2020 

TO: Board of Commissioners 
Audit Committee 
Dr. Jackie McMorris, County Manager 
 

The Cobb County (the County) Internal Audit Department is a monitoring function within the County’s 
internal control framework that serves as an added level of transparency and accountability to citizens and 
other stakeholders.  We provide independent, objective assurance and consulting services designed to 
enhance and protect the County’s value and improve County operations.   

Enclosed please find a summary of our calendar year (CY) 2019 performance measures and accomplishments 
for your information.  During CY2019, we issued a total of seven written reports: six assurance and one follow-
up. We also provided a variety of other consulting and business advisory services which are detailed 
throughout the report.  The Audit Committee continued to provide oversight responsibilities of the Internal 
Audit function.  For highlights from this year’s Audit Committee activities, see Pages 3-4.  In addition, 
Appendix A includes our annual internal assessment of conformance to the Institute of Internal Auditors’ 
International Standards for the Professional Practice of Internal Auditing (IIA Standards), where we assert 
that our activities continue to conform to the IIA Standards.   

Although staffing1 sustainability continued to be a challenge during CY2019, Internal Audit team members 
remained diligent, focused, and committed to providing quality assurance and consulting services to the 
County’s stakeholders.  In fact, we focused on key proficiency and competency areas to effectively carry out 
both individual and collective professional responsibilities.   Other noteworthy activities are reflected on Page 
9. 

As required by the IIA Standards, I attest that our organizational independence remains intact.  Our activity 
continues to be free from interference in determining the scope, performing the work, and communicating 
the results of our work.   

If you have any questions or would like to discuss any aspect of this report in more detail, please let me know.  
Again, we are appreciative of your support and confidence. 

  

 
 

Latona R. Thomas, CPA 
Internal Audit Director  

                                                        
 
1 See ‘Staffing and Contact Information’ for detailed information on staffing changes, Page 19. 
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DEPARTMENT MISSION 
The mission of the Internal Audit Department is to enhance and protect Cobb County’s (the County) value by 
providing risk-based and objective assurance, advice, and insight.  Our independent, objective assurance and 
consulting services are designed to add value and improve the County’s operations.  Our department also 
helps the County accomplish its objectives by bringing a systematic, disciplined approach to evaluate and 
improve the effectiveness of governance, risk management, and control processes. 

 

AUDIT COMMITTEE ACTIVITIES 
Audit Committee Composition 
The Cobb County Audit Committee (Committee) was created by a Board of Commissioners’ (BOC) Resolution 
on July 10, 2012.  The Committee’s primary purpose is to assist the BOC in fulfilling its oversight 
responsibilities by reviewing and evaluating the County’s Internal Audit function.  It also facilitates open 
communication between the BOC, Elected Officials, Constitutional Officers, County Management, the 
Internal Audit Department, and external auditors.  Committee members during CY2019 included:  

 Mike Boyce, Chairman, Board of Commissioners 
 Lisa Cupid, District 4 Commissioner2 
 Angie Davis, Clerk of State Court, (Elected Official committee member) 
 Carla Jackson, Tax Commissioners, (Elected Official committee member) 
 Brett McClung, CPA, (Citizen committee member) 
 Laurie Dyke, CPA, CFE, CFC (Citizen committee member)  

Effective January 2020, Bob Ott will serve as the District Commissioner representative for the 2020 calendar 
year.    
 
Committee Oversight Responsibilities 
During CY2019, the Audit Committee continued to provide oversight responsibilities of the Internal Audit 
function.  Specific activities include, but are not limited to the following: 

 Received and discussed periodic updates on Internal Audit Department activities, status of audit 
plans/projects, summary of operational/staffing changes and its impact on operations, etc. 

 Approved the CY2019-20 Audit Plan. 

 Discussed and provided input into the CY2019-20 streamlined risk assessment process, to include 
summary of risks, impact, prioritization, and projected time allocations and project hours. 

 Made a recommendation to the BOC regarding the need for additional internal audit resources. 

Actions of the BOC are detailed on the next page. 

 

 
 
 

                                                        
 
2 Based on our BOC Resolution, the District Commissioners will serve on an annual rotating basis. 



  
  2019 Annual Report 
  

4 | P a g e  

 

AUDIT COMMITTEE ACTIVITIES, continued… 

Board of Commissioners Actions 
Based on the Committee recommendations and/or support, the BOC performed the following actions during 
CY2019: 
 Adopted the County’s FY2020 annual budget which included $187,500 contingency funds for Internal 

Audit support3. 

 Approved an allocation of $124,5004 of the FY2020 Internal Audit Support Contingency funds to be 
used to secure supplemental internal audit services, purchase additional software licensing and 
computer equipment, and additional continuing professional education training. 

   

 

The remainder of this page is left blank intentionally. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                                                        
 
3 The contingency funds for Internal Audit support were held in the General Fund Contingency unit pending BOC approval of the proposed 
uses. 
4 The remaining $63,000 will remain in Internal Audit Support Contingency pending the results and analysis of supplemental internal audit 
services.    
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Following is a list of outputs designed to measure the overall performance of the Internal Audit function in 
achieving our mission, and to highlight the value and return on investment provided by our services.  Specific 
risks eliminated or mitigated as a result of Internal Audit Department services are highlighted in the 
‘Assurance Services’ section beginning on Page 9.   

Outcome Measures (captured from reports) 
Outcome measures are an accounting of the impact of our audit results and recommended corrective actions 
quantified on an annual basis.  During CY2019, we identified $22,981 in quantitative benefits, in addition to 
significant qualitative benefits.  Below is a summary breakdown of the quantitative and qualitative benefits 
and outcome measures from the respective referenced reports are as follows:   
 

 
 
Qualitative benefits are harder to quantify; however, recommendations and information provided in our 
reports and consulting services provided the following benefits:  
 

Quantitative Benefit 
FINAL REPORT – Review of the Control Activities over Funds Expended under the Workers’ Compensation 
Plan, Report Number 2019-003, June 21, 2019 
o Cost Recovery - Actual; $22,981 in costs recovered from an overpayment made to settle vendor 

invoices.   We noted an instance where the County overpaid a vendor invoice statement by $22,981.  
Based on the vendor invoice statement, the original amount due was revised to account for a 
prepayment, and a revised vendor invoice statement was sent to the Human Resources Department; 
however, the payment authorization memorandum was prepared, approved, and paid based on the 
original amount due.   

 

Qualitative Benefits 
 

FINAL LETTER REPORT –  Evaluation of the Record Retention Methodology of Cashier Register Tape Rolls 
at the Senior Services Neighborhood Centers, Report Number 2019-002, March 6, 2019 (rev. March 13, 2019) 
o Efficient Use of Resources –  Actual; Recommendations, when implemented, will increase cost savings 

due to a reduction in logistics and man-hours used to organize and store information.  We found that 
changes to the Senior Services’ record retention process, to include an electronic method of storing 
records, will reduce cost of logistics and man-hours used to organize and store information and result 
in indirect cost savings.  Pending the results of the cost-benefit analysis, the implementation of 
CivicRec throughout the Senior Services Department may also result in a more efficient use of 
resources.  

 
 
 
 
 
 
 

Performance Measures 
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5 Based on the payments made October 2016 through August 2018. 

FINAL REPORT – Review of the Control Activities over Funds Expended under the Workers’ 
Compensation Plan, Report Number 2019-003, June 21, 2019 

 

o Reliability of Information –  Actual; Recommendations, when implemented, will provide assurance of 
the completeness and accuracy of Workers’ Compensation transactions, financial reporting, and 
accounting records.  During the preliminary survey, we reconciled all Workers’ Compensation 
transactions for the period October 2016 through August 2018 and found erroneous posting codes.  
We are aware that while posting codes do not impact the overall financial reporting, they do impact 
other sublevel reporting functions and budgeting analyses.  

o Increased Safeguards over County Information –  Actual; Recommendations, when implemented, will 
provide increased controls over employee information.  During our review, we noted inadequate 
safeguards over employee eligibility information.  The Human Resources Department keeps a record 
in Microsoft Excel of employees receiving Workers’ Compensation Fund benefits.  We found that the 
Excel spreadsheet is located on a shared drive in the Human Resources Department, accessible to all 
Human Resources Department employees, and is not system or password protected.  

 

FINAL SUPPLEMENTAL LETTER REPORT – Control Weakness in the Cobb County Electronic Funds Transfer 
Payment Process, Report Number 2019-004, June 21, 2019 
o Increased Safeguards over County Assets –  Actual;  Recommendations, when implemented, will 

provide increased controls over Workers’ Compensation payments to vendors and any corresponding 
IRS reporting requirements.  We found that approximately $5.5 million5 was paid to an unregistered 
vendor because the payments were made outside of the County’s established two-way match system 
control process within the Accounts Payable Division.  Without the required vendor registration 
documents, there is no assurance that the County is meeting the IRS reporting requirements for 
vendor payments. 

 

FINAL REPORT – Review of the Effectiveness of the Year-End Encumbrances Process, Report Number 
2019-005, July 12, 2019 
o Reliability of Information –  Actual; Recommendation, when implemented, will provide assurance on 

the overall reliability, as well as the completeness and accuracy of the County’s year-end 
encumbrances balance and reports.  We were unable to obtain assurance on the overall data 
reliability of the referenced encumbrances reports provided, and we were unable to validate the 
County’s year-end encumbrances balances for FY2017 or FY2018.  Recommendations, when 
implemented, will correct these weaknesses and increased the reliability of reporting. 

o Efficient Use of Resources –  Actual; Recommendations, when implemented, will increase the 
efficiency of the County’s year-end encumbrances process.  We found instances where the 
elimination of manual processes within the reporting process, increased countywide guidance and 
training for all user agencies, departments, and elected official offices will reduce the number of staff 
hours required and result in indirect cost savings. 
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Recommendations                                         
We issued 6 new written assurance projects for a 
total of 31 recommendations in CY2019.  We also 
completed and issued 1 follow-up project and our 
department’s annual report.  Since we started 
tracking recommendations in 2009, the auditees 
have agreed or proposed acceptable alternative 
solutions, with 98%6 (555 of 564) of our 
recommendations.  The chart shows the status of 
the 555 recommendations, as of December 31, 
2019.                                      

 

 

                                                        
 
6 Per 2018 Association of Local Government Auditors (ALGA) Biennial Benchmarking Survey (published November 2018), this percentage 
is 83% for  audit organizations. 

FINAL REPORT – Review of System Override Activities within the CGI Advantage Financial System, 
Report Number 2019-006, July 24, 2019 
o Protection of County Funds –  Actual; Recommendations, when implemented, will provide increase 

controls over County funds used to pay vendors.  We noted the increased risks of the 
misappropriations due to having users having access to override system controls and modify financial 
system functionality controls. 

o Efficient Use of Resources –  Actual; Recommendations, when implemented, will increase the 
efficiency of Information Services and Finance Departments process involving the resolution of system 
reported issues.  We identified that having an internal tracking mechanism for system reported issues, 
will result in a streamlined methodology to resolve issues in an accurate and timely manner, thus 
reducing the number of staff hours required to revisit issues that have been outstanding for an 
extended period of time.  

FINAL REPORT – Review of the Effectiveness and Efficiency of the Vendor Self Service System, Report 
Number 2019-007, October 1, 2019 
o Efficient and Effective Use of Resources –  Actual; Recommendations, when implemented, will 

increase vendor utilization of the VSS system and reduce the number of staff hours needed to 
enter/upload, modify, and/or timely approve vendor registration applications.  We analyzed the 
thirteen-year (FY2015 – FY2017) trend for vendor registration activities and found the percentage 
range of vendors registered using the VSS system was between 6% and 38%.  Our analysis also 
revealed an average 22% of vendors have been registered using the VSS system since the inception in 
FY2005.  This percentage is directly contradictory to the projected 80% online activation presented in 
the Purchasing Department’s FY2012 budgetary documents.   

 

Chart 1 - Source: Internal Audit Department Recommendations Database 
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Customer Survey Results 
At the conclusion of every audit, the auditee is 
given an opportunity to complete a survey of 
our work within their department or area.  
Based on the response received, we achieved an 
overall rating of 94%7 out of 100.  To the right is 
a listing of the overall ratings for the survey 
questions.   

Ratings Legend: 
1 = Strongly Disagree 
2 = Disagree 
3 = Neither Agree or Disagree 
4 = Agree 
5 = Strongly Agree 
 

 
 
 
Time Allocation 

Sixty percent8 of our staffing time was 
allocated to performing our core functions 
of planning and performing assurance and 
consulting services, including retirement 
calculations.  Administrative meetings 
include weekly internal status meetings, 

monthly County Manager status meetings, monthly 
manager meetings, and other countywide meetings, 
including periodic attendance at Board of 
Commissioners' meetings.  Six percent of our time 
was allocated to general administrative tasks, which 
includes, managerial and staff time used for progress 
discussions, annual performance appraisals, and routine 
daily administrative functions.  Chart 2 to the right shows 
the time allocation for the Department Director, 2 Internal Auditors, and Internal Auditor Senior (Part-Time).  
The Administrative Coordinator’s time is tracked separately and includes direct support to core functions, 
administrative, and planning.   
 
 
 

                                                        
 
7 Per 2018 ALGA Biennial Benchmarking Survey (published November 2018), the average reported satisfaction survey percentage is 90%. 
8 Per 2018 ALGA Biennial Benchmarking Survey (published November 2018), the percentage is 69% for an audit function with three to five 
auditors.  Our CY2018 direct time to core functions was impacted by staff turnover, onboarding/training, and staff development, etc. 

Questions Rating 
(1) The audit objectives were clearly communicated 
to me. 4 

(2)  The auditor or audit team conducted themselves 
in a professional and courteous manner. 5 

(3)  The auditor or audit team maintained an 
adequate level of communication throughout the 
audit. 

4 

(4)  The draft report was adequately discussed and 
any problems resolved before the report was 
formally issued. 

5 

(5) The audit report clearly presented the results of 
the audit. 5 

(6) Recommendations in the audit report were 
practical and reasonable. 5 

(7)  Overall, the audit added value to my business 
unit and helped to improve our operations. 5 

Average of Ratings 4.71 

Chart 2 – Source:  Internal Audit Department, Time Reporting 
(rounded) 
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 Continued to maintain conformance with the Institute of Internal Auditors (IIA) Standards for the 

Professional Practice of Internal Auditing 
 Completed the CY2019-20 Streamlined Risk Assessment process, resulting in the CY2019-20 Audit 

Plan 
 Coordinated the Request for Proposal for Supplemental Internal Audit Services 
 Finalized and distributed our 2018 Annual Report of Accomplishments and Performance Measures 
 Continue to update and maintain the Internal Audit’s webpage in connection with transparency best 

practices 
 Participated in the development and facilitation of the 2019 IIA Atlanta Chapter’s Annual Government 

& Public Sector Auditor Conference 
                         
       
                 

 

ASSURANCE SERVICES (AUDITS/REVIEWS) 
Assurance services are objective assessments of evidence to provide opinions or conclusions regarding an 
entity, operation, function, process, system, or other subject matters.  These services result in formal reports 
issued to management for response to findings identified and, if applicable, proposed recommendations.  
The following are the assurance services reports issued in CY2019.  https://cobbcounty.org/internal-audit  for full 
copies of each report.  

FINAL LETTER REPORT – Evaluation of the Record Retention Methodology of Cashier Register Tape Rolls at 
the Senior Services Neighborhood Centers, Report Number 2019-002, March 6, 2019 (revised March 13, 2019) 

Objective:  The overall objective of this consulting project was to determine whether the practice of retaining 
the cashier register tape rolls, generated from cash receipts at the Cobb County Senior Services 
Neighborhood Centers, can be eliminated and the information retained electronically. 

Executive Summary:  We found that the retention of the cash register tape rolls is redundant and can be 
eliminated.  We also determined that the existing paper copies of cash receipts can be converted to an 
electronic record retention process.  In addition, we noted another area of improvement that would increase 
the efficiency of Senior Services’ cash receipting process. 

Recommendations:  We made three recommendations to address the weaknesses in record retention 
methodology.  Recommendations will address the redundancy in maintaining the cash register tape rolls, and 
inefficiencies in maintaining documents in paper form.      

Impact:  The recommendations, when implemented, will improve the efficiency and effectiveness of the 
records management/retention process within the Senior Services Department (Senior Services).  The 
corrective actions taken, based on the finding, will provide assurance that the Senior Services has taken 
proactive steps to improve the efficiency and effectiveness of its records management/retention process.   

 

************ 

Assurance Services 

Other Noteworthy Activities 

https://cobbcounty.org/internal-audit
https://cobbcounty.org/internal-audit
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FINAL REPORT:  Review of the Controls Activities over Funds Expended under the Workers’ Compensation 
Plan, Report Number 2019-003, June 21, 2019 

Objective:  The original objective of this review was to determine if the Third-Party Administrator (TPA) of 
the Cobb County (the County) Workers' Compensation Plan is administering the plan designs as intended or 
mandated by Georgia State Law, in compliance with the agreement terms and conditions, and that County 
funds were expended properly and in a timely manner.  Based on the results of preliminary survey 
procedures, we revised9 this project objective and judgmentally postponed the component of the objective 
designed to facilitate a co-sourced audit of the TPA services over Workers’ Compensation claims.  As such, 
this report reflects our review of whether adequate control activities exist to ensure that County funds were 
expended properly and in a timely manner. 
 

Executive Summary:  We found that HR has processes and procedures in place to address County funds 
expended under the Workers’ Compensation Plan. We found that funds were expended properly except in 
an instance of a claims overpayment of $22,981.  We also found that County funds were expended timely, 
except for 44% of the TPA payments and the excess insurance premium policy renewals for FY2017 and 
FY2018.  In addition, we found that the processes and procedures within the Workers’ Compensation Plan 
administration could be strengthened and/or improved in the areas of financial transactions and contract 
management practices.  We also noted a control weakness in the County’s Electronic Funds Transfer (EFT) 
payment process that is discussed and presented in a supplemental letter report (Report Number 2019-004). 
 

Recommendations:  We made five recommendations to address the weaknesses in HR’s internal controls 
over the Workers’ Compensation Plan payments.  Recommendations will address the following issues noted: 

• The proper safeguarding of employee eligibility information;   
• Assessing whether potentially sensitive employee information should be redacted and/or retained in 

HR prior to being disseminated for payment; 
• Revising written procedures to ensure completeness and current applicability, claims and 

administrative fees are processed consistently, proper monitoring controls exist, and that the roles 
and responsibilities are clearly delineated; 

• Designating a position within HR with the responsibility of completing a periodic reconciliation of 
Workers’ Compensation Plan financial transactions; and  

• Ensuring that HR contract management practices follow County guidance and that vendor payments 
are paid timely in a consistent manner.  

 

Impact:  The recommendations, when implemented, will strengthen the controls over the accountability of 
over $3.3 million10 of Workers’ Compensation Plan funds expended through or approved by the Human 
Resources Department (HR) annually.  County leadership and citizens can be assured that the Workers’ 
Compensation Plan funds are handled responsibly and that the administration process is transparent, 
effective, and efficiently managed.  

 

 ************ 

 

                                                        
 
9 See discussion of the ‘Revised Project Objective’ in the complete report on the Internal Audit Department webpage. 
10 Based on 5-year average annually (FY2014-FY2018).  See complete report on the Internal Audit Department webpage. 
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FINAL SUPPLEMENTAL LETTER REPORT – Control Weakness Noted in the Cobb County Electronic Funds 
Transfer Payment Process, Report Number 2019-004, June 21, 2019 

Objective:  During our ‘Review of the Control Activities over Funds Expended under the Workers’ 
Compensation Plan’ (Report Number 2019-003), we found a significant control weakness in the Cobb County 
(County) electronic funds transfer (EFT) payment process that resulted in payments to an unregistered 
vendor.  This letter report included a description of the control weakness, the results, other identified risks, 
and recommendations to strengthen the control activity and eliminate or mitigate those risks.  As such, this 
supplemental letter report should be read in conjunction with the original report as referenced. 

Executive Summary:  We found that claims and administrative fees payments to PMA were being paid via 
electronic funds transfer (EFT) and recorded in the County’s financial system, but outside of the County’s 
established two-way match system control process within the Accounts Payable Division.  In addition, we 
found that the current EFT process lacks a validation function to ensure that EFT payments are sent to only 
valid, registered County vendors.  We also found that vendor transaction/payment histories are not captured 
in an efficient manner and in accordance with the County’s financial system functionality.   

Recommendations:  We made three recommendations to strengthen and improve the County’s internal 
control framework for payments made using EFT process.   

Impact:  The recommendations, when implemented, will strengthen the controls over the accountability of 
over the $5.5 million payments made to an unregistered vendor via the County’s EFT payment process.  
County leadership and citizens can be assured that the Workers’ Compensation Plan funds are handled 
responsibly and that the administration process is transparent, effective, and efficiently managed.  

************ 
FINAL REPORT – Review of the Effectiveness of the Year-End Encumbrances Process, Report Number 2019-
005, July 12, 2019 

Objective:  The overall objective of this review was to evaluate the effectiveness of the Cobb County (the 
County) year-end encumbrances process. 

Executive Summary:  The preliminary survey phase of our audit project resulted in our inability to obtain a 
sufficient level of assurance on the system data and reports to conduct our audit.  As such, we were unable 
to determine the effectiveness of neither the Fiscal Year (FY)2017 or FY2018 year-end encumbrances 
processes.  We were also unable to obtain the assurance needed regarding the completeness and accuracy 
of year-end encumbrances balances.  Specifically, we found control weaknesses that negatively impact data 
reliability; several processes and procedures within the year-end encumbrances process needed to be 
implemented or strengthened; additional guidance and training is needed at the user agency, department, 
and elected official level; and inconsistencies in how some encumbrances are initiated.  The accompanying 
pages of the report include several recommendations to strengthen the internal control environment over 
the year-end encumbrances process, to include data reliability.  

Recommendations:  We made ten (10) recommendations to address the weaknesses in the control activities 
surrounding the County’s year-end encumbrances process.  Recommendations addressed the need for 
record retention compliance; segregation of duties controls; data reliability; updated/revised procedures; 
countywide guidance; tracking and reporting; user training; oversight/monitoring responsibilities; and 
current and periodic validations.   
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FINAL REPORT – Review of the Effectiveness of the Year-End Encumbrances Process, Report Number 2019-005, July 12, 2019, continued… 

Impact:  The recommendations in this report, when implemented, will strengthen the control activities over 
the year-end encumbrances process.  County leadership, citizens, and stakeholders can be assured that 
future year-end encumbrances processes are effective; balances and reports are complete and accurate; and 
the process is facilitated in an efficient manner.     
 

************ 

FINAL REPORT – Review of System Override Activities within the CGI Advantage Financial System, Report 
Number 2019-006, July 24, 2019 

Objective:  The overall objective of this review was to ensure that adequate corrective actions were taken to 
eliminate or mitigate the risk of user access associated to override errors11 within the CGI Advantage Financial 
system (the financial system).  

Executive Summary:  We found that adequate corrective action was taken to mitigate the risks over 
unauthorized overrides of errors through the ‘Override’ user access12, which was granted to several 
employees. The ‘Override’ user accesses were updated to remove several employee accesses that were not 
warranted.  However, we have determined that, further review is needed to ensure access for the remaining 
individuals is appropriate based on their roles and responsibilities, and in accordance with established 
financial system controls.  In addition to the ‘Override’ user access, we noted other unwarranted access 
within two other user accesses, that were identified and resolved during our review.  We also noted that the 
timeliness of the resolution of system reported issues need to be improved. 

Recommendations:  We made a total of four recommendations to address the weaknesses in the user 
accesses of the financial system. Recommendations will address weaknesses in the monitoring of system user 
accesses, and the timely resolution of system reported issues.   

Impact:  The recommendations, when implemented, will ensure that certain system access granted to 
individuals/groups are appropriate and correlates with their current roles, responsibilities and functions 
within Cobb County (the County), and that system reported issues are resolved in a timely manner.   

************ 

FINAL REPORT – Review of the Effectiveness and Efficiency of the Vendor Self Service System, Report 
Number 2019-007, October 1, 2019 

Objective:  The overall objective of this review was to evaluate the effectiveness and efficiency of the Cobb 
County (the County) Vendor Self Service (VSS) system. 

Executive Summary:  The results of our preliminary survey procedures revealed that the VSS system is 
operating effectively, in that vendors are able to use the VSS system to complete and submit the vendor 
registration, self-service application for review and approval; however, we were unable to determine if the 
VSS system utilization is consistent with the County’s expectations, goals, and objectives.  We also 
determined that the VSS system is efficient for the vendor interfacing portal, but an additional improvement 
is needed to ensure the timely approval of the vendor registration application.   
 

                                                        
 
11 Error is the severity level of a system control message that appears to prevent incomplete and our inaccurate documents from being 
submitted and paid. 
12 The ‘Override’ user access allows users to override specific error messages that are set to an override severity level. 
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FINAL REPORT – Review of the Effectiveness and Efficiency of the Vendor Self Service System, Report Number 2019-007, October 1, 2019, 
continued… 

Executive Summary, continued… 
Our conclusion on the efficiency does not extend to the County’s internal process of uploading, indexing, and 
approving of vendor registration information, as we did not test that process.  In addition, we noted two 
other opportunities to strengthen the internal control activities over the VSS system process.  We found 
segregation of duties weaknesses within the internal creation, modification, and approval of vendor 
registration applications and within the oversight responsibilities of the VSS system.  We also found that 
conflicting confirmation information provided to the prospective vendors at the conclusion of the vendor 
registration application needs to be corrected. 
Recommendations:  We made six (6) recommendations to address the improvements needed within the VSS 
system.  Recommendations will address the need for: 

• Clear countywide goals and objectives regarding the utilization of the VSS system;  
• A centralized function or position to oversee, monitor, and report on the continued operating 

effectiveness and efficiency; 
• A cost-benefit analysis to re-explore the option of enabling the functionality to upload the IRS Form 

W-9s into the VSS system portal; 
• Adequate segregation of duties controls throughout the vendor creation, modification, and approval 

process; 
• An evaluation of the current internal control framework and structure of the oversight 

responsibilities regarding the VSS system; and  
• Coordination with the Information Services Department to correct the conflicting information, within 

the email confirmation sent to prospective vendors at the completion of the registration process 
using of the VSS system. 

Impact:  The recommendations, when implemented, will help to improve the utilization of the VSS system 
and increase the overall efficiency of processing vendor applications using the VSS system. 

 

************ 

 
The remainder of this page is left blank intentionally. 
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FOLLOW-UP REPORTS COMPLETED  
We perform periodic follow-up audits to evaluate the status of prior recommendations to ensure they are 
implemented timely by management.  The auditor’s role in follow-up reviews is to compile corrective actions 
taken by the auditee, assess whether those actions are adequate to correct the reported deficiencies, and 
relay those results to County management.  The following is information on the follow-up audits conducted 
this year. See https://www.cobbcounty.org/internal-audit/audit-alerts-and-reports  for full copies of each report.   

 
 
 
 
 
 
 
The following projects were initiated14 in CY2019, and the reports will be issued in 2020.  Details will be 
included in the calendar year 2020 Annual Report.    

Analysis of EFT Payments to Unregistered Vendors (Countywide) 
Objective:  Our overall objectives are to identify the number of unregistered vendors being paid via EFT 
within the Treasury Division; summarize the dollar impact for a designated timeframe; and assess the 
adequacy of the control activities involving the processing of EFT payments to unregistered vendors.  The 
scope of the audit was limited to transactions during the current fiscal year from October 1, 2018 to June 30, 
2019.  [Report Draft Phase; to be completed 2nd Quarter 2020] 
 
Review of Department Compliance with the Accountable Equipment Policy 
Objective:  Our overall is to evaluate each department's compliance with the County's Accountable 
Equipment (A/E) policy.   [Fieldwork Phase; to be completed 3rd Quarter 2020]   

 
Review of the Safeguards over Medical Supply (Medications) Inventory and Dispensing Procedures 
Objective:  Our objective is to evaluate control activities over the controlled substances inventory processes 
to include but not limited to acquisition, tracking & monitoring, disposition and reporting.  We will also 
evaluate Fire Emergency Services compliance with certain laws and regulations regarding controlled 
substances.  [Preliminary Survey phase; to be completed during 3rd/4th Quarter 2020] 
 
 

                                                        
 
13 These two recommendations are in process.  Fleet management should continue its efforts to implement the corrective actions and assumes 
the risk if not completed.  We will not perform any additional follow-up.  
14 Some projects were deferred due to other departmental priorities, projects, onboarding/training of new staff, and staff developments.  

Audit 
Report 

Number 

Audit 
Report 
Date 

Audit Report Name 
Recommendations 

Open Resolved 
(during 2019) 

In Process13 

2019-001 1/8/2019 
First and Final Follow-Up Report: Survey of 

Operational Risks 
 (Fleet Management Department) 

15 13 2 

Projects in Process 
 (as of 12/31/2019) 

 

https://www.cobbcounty.org/internal-audit/audit-alerts-and-reports
https://www.cobbcounty.org/internal-audit/audit-alerts-and-reports
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The Internal Audit Department facilitates an internal database of 
suggestions from citizens that potentially provide cost-savings, 
increased efficiency, and/or improved County operations.  During 
CY2019, we received 4 suggestions.  Each suggestion was 
disseminated to the appropriate agency/department for 
evaluation and response to the citizen’s suggestion.  Although 
none resulted in quantitative savings, each was deemed a valuable 
suggestion.  

 
 

 
 

Consulting services are advisory in nature without assuming management responsibility.  Consulting services 
may require participation on committees or panels, the facilitation of studies or reviews, and/or the 
performance of analyses.  These services are generally performed at the specific request of the Board of 
Commissioners, County Manager, Agency, Department, or Elected Official’s office.  This process is less formal 
than assurance services and reports are generally not issued, but may in some instances.  See details of 
consulting services below. 

General Guidance and Consultation 
Internal Audit personnel provided information or input on the following topics of management concern: 

  
 
• Citizens Cost Savings Program 
• Senior Services Record Retention (Senior Services) 
• Health Benefits Contract Audit Clause (Human Resources) 
• Technical Writer (Countywide) 
• FY2019 Year-end Encumbrances Process (Countywide/Finance) 
• General Consulting/Discussions (various departments) 
 
 

 
Service on Committees  
Internal Audit personnel served on the following committees and provided independent, objective input to 
assist County management in meeting their objectives.   

• Actuary Verification Committee (Human Resources/Finance) 
• RFP – Business License Division Software System (Community Development/IS) 
• Interview Committee – Community Development Agency Director (County Manager) 
• RFP – Benefits Consultants/Voluntary Benefits (Human Resources) 
• Silver Eagle Award Nominations (County Manager) 

Consulting Services 

Citizen Cost-Savings/Suggestions  
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Audit Alerts are usually one-page newsletter style publications presented to County departments of a 
potential risk area that should be evaluated in their departments. 
 

 Contract Management, January 9, 2019, Alert Number 2019-A001  
 
 

 
 

 Segregation of Duties, January 9, 2019, Alert Number 2019-A002 
       
 
 
 
 
 
 

 Record Retention, June 13, 2019, Alert Number 2019-A003 
 

                                                                   
 
 
 
 
 
 
 

   

 
 

 
 
 

Retirement Computations 

Our review of retirement calculations is intended to be an 
additional quality review and not intended to be relied upon 
solely as an attestation of the accuracy of the calculations.  The 
final determination of whether all factors have been considered 
and accurately applied to the calculation of retirement benefits 
is the responsibility of the Human Resources Department.   
 
During CY2019, we completed 152 Regular, Vested Term, Early, 
Late, and Survivor Benefit Calculations. 
 

 

Audit Alerts 

Effective contract management practices ensure that the interests of 
Cobb County stakeholders are protected 

Segregation of duties is a deterrent to fraud and/or the 
concealment of errors because it requires collusion (cooperation) 
with another person to perpetuate a fraudulent act or conceal it. 

Record retention is a part of the County’s systematic control 
over the County’s records and important documents 
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Our CY2019-20 streamlined risk assessment15 was 
used to systematically establish audit priorities based 
on County functions, programs, activities, and 
initiatives with the most significant financial, 
managerial, operational and/or compliance risks 
identified.   

Due to limited Internal Audit resources, a streamlined 
risk assessment approach was deployed.  The 
streamlined risk assessment criteria included, but was 
not limited to, Board of Commissioners’ (BOC) 
strategic commitment areas; input from BOC 
members, Audit Committee, and County leadership; 
Internal Audit experience and prior audit work; 
analysis of emerging risks from industry/professional 
organizations; analysis of County revenues and 
expenditures; and an assessment of outstanding, 
postponed, eliminated, or deferred projects.  See 
Table to the right for a complete list of streamlined risk 
assessment criteria. 

Potential audit projects consistent with established 
priorities were then discussed with the Audit 
Committee, selected, and allocated based on Internal 
Audit’s staff resources.  Broad audit objectives are 
included in the department’s audit plan.  Specific audit 
objectives are determined after the Internal Audit staff 
complete their required preliminary survey process for 
each project.    

                                                                                                                                                                                                            
Due to the subjectivity in the risk factors and the changing risks and priorities of County government, risks 
are continuously evaluated based on their impact on BOC goals and objectives.  The Audit Plan may be 
modified to accommodate these changes and other special requests; however, the Audit Committee and 
County Manager are notified of significant additions, deletions, or other changes.   
 
 
 
 
 
 
 
 

                                                        
 
15 A risk assessment is a systematic process for assessing and integrating professional judgments about probable conditions or events that 
may warrant audit coverage.   

CY2019-20 Streamlined Risk Assessment 

CY2019-20 STREAMLINED 
RISK ASSESSMENT CRITERIA 

• BOC Strategic Commitment Areas 

• Current or Emerging risk discussions with the following: 
o Board of Commissioners 
o Audit Committee  
o County Manager 
o Finance Director/Comptroller 
o Agency Directors 
o County Attorney 
o County Clerk 
o Information Services Director 
o Internal Audit Team 

• Emerging risks from industry/professional organizations 
• Five-year analysis/trends in revenues 
• Five-year analysis/trends in expenditures by object codes 
• Recurring/annual projects 
• Outstanding projects from the CY2017-18 Audit Plan 
• Postponed  & eliminated projects from the CY2017-18 Risk 

Assessment/Audit Plan (due to resources) 
• Schedule of Governance, Risk, and Internal Control training 

(4-tiered approach) 
• Special projects/requests 
• Audit leads from other projects 
• Analysis of Available Hours (Internal Audit staff) 

 
Table – Source: Internal Audit CY2017-18 Streamlined Risk 
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The County’s Internal Audit Department is in compliance with the International Standards for the Professional 
Practice of Internal Auditing of the Institute of Internal Auditors (IIA) Standard 1230 which states, “Internal 
auditors should enhance their knowledge, skills, and other competencies through continuing professional 
development16.” 

Auditors that have a Certified Public Accountant (CPA) designation must comply with the Georgia State Board 
of Accountancy requirement of eighty (80) hours of continuing professional education (CPE) every two odd-
numbered years, to include a minimum of sixteen (16) hours in accounting and auditing subjects. 

While the IIA Standards do not require a specific number of hours for non-certified Internal Auditors, all staff 
without specific designations are required to complete at least forty (40) hours of CPE every two years, to 
include a minimum of sixteen (16) hours in government accounting and auditing subjects.  During CY2019, all 
staff completed the required number of CPE hours as indicated above. 

 

 

 
 
 

                                        

Internal Audit Department staff are individually or collectively members of the Institute of Internal Auditors 
(IIA), Association of Local Government Auditors (ALGA), and the Information Systems and Control Association 
(ISACA).  

 

 

 

 

The remainder of this page is left blank intentionally. 

 

 
 

                                                        
 
16 Per 2018 ALGA Biennial Benchmarking Survey (published November 2018), 99% of audit organizations reported that their staff had met 
continuing professional education requirements.  

Staff Development/Training 

Professional Affiliations 

http://alga.membershipsoftware.org/index.asp
https://www.isaca.org/
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During CY2019, our department experienced some changes.  We had a team member in the Internal Auditor II 
position resign in February 2019, hired and onboarded a new member in May 2019, and that team member 
subsequently resigned in December 2019.  See current staffing for new team member hired in May 2020. 
 
Current Staffing 
We continue to operate below other internal audit functions within the Metropolitan Atlanta area in 
professional full time equivalent (FTE) positions.  See below for our current staffing as of the date of this report: 

Latona Thomas, CPA, Director            (770) 528-2559 latona.thomas@cobbcounty.org  
David Murry, Internal Auditor II           (770) 528-2557 david.murry@cobbcounty.org  
Erica Peters,CPA17, Internal Auditor II                   (770) 528-2558 erica.peters@cobbcounty.org  

Shelly Norton, Administrative Coordinator          (770) 528-2556 shelly.norton@cobbcounty.org 

Website: https://cobbcounty.org/internal-audit 
   

We would like to acknowledge the efforts and contributions of previous team members to the overall 2019 
results reflected in this report. 

 

Michelle Swaby, CPA (inactive), PT Senior Auditor 

Andrea Clayton, Internal Auditor II 

Misi Joseph, Internal Auditor II 

 

 

 

 

 

                                                        
 
17 Hired effective May 18, 2020. 

Staffing and Contact Information 

Additional Acknowledgements 

mailto:latona.thomas@cobbcounty.org
mailto:latona.thomas@cobbcounty.org
mailto:david.murry@cobbcounty.org
mailto:david.murry@cobbcounty.org
mailto:erica.peters@cobbcounty.org
mailto:erica.peters@cobbcounty.org
mailto:shelly.norton@cobbcounty.org
mailto:shelly.norton@cobbcounty.org
https://www.cobbcounty.org/internal-audit
https://www.cobbcounty.org/internal-audit
https://www.cobbcounty.org/internal-audit
https://www.cobbcounty.org/internal-audit
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