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November 3, 2014 

MEMORANDUM 

TO:    David Hankerson, County Manager 

FROM:   Latona Thomas, CPA, Director        

SUBJECT: Final Letter Report – OnBase Security Investigation 

In August 2014, Information Services (I.S.) performed an analysis of accesses to the Department 
of Transportation (DOT) documents in a response to an inquiry from the Agency Director.  In 
their analysis, they determined that one non-DOT employee had configured the OnBase1 system 
to allow themselves full access to all DOT documents (approximately 780,000).  I.S. also noted 
the employee had given themselves rights to access all documents in the Community 
Development (ComDev) repository (over 2.6 million). We were asked to investigate whether any 
of the DOT or ComDev documents in the OnBase repositories had been accessed and misused 
by the employee.       

Executive Summary 

We confirmed the employee configured their profile to allow access to the DOT documents.  We 
did not have the records to confirm what actions were taken to gain access to the ComDev 
documents.  Only two accounting related DOT documents and three ComDev documents have 
been accessed using the employee user name since April of 2007.  The access to DOT 
documents appear related to a business need, and the ComDev director justified the employee’s 
access to ComDev documents.   

The employee had an improper security profile that allowed her to perform the configuration 
actions necessary to access the documents.  The profile has been modified to provide the 
employee with rights to adequately maintain current departmental solutions.  The employee must 
submit requests to the OnBase project team to conduct any other modifications to the 
department’s current OnBase solution.    

This report contains the results of additional security testing and steps taken by I.S. to strengthen 
the security controls so that all OnBase users have the proper security profile and their actions on 
the system are properly recorded for future review.   

1 The County’s enterprise content management tool. 

 

                                                 



 

Recommendations 

We recommended that I.S. give high priority to developing a security plan for the OnBase 
project.  Other recommendations included acquiring and coordinating proper training, adherence 
to System Development Life Cycle principles, restoring the lost configuration log data and 
including in the future development of the enterprise-wide OnBase project, the non-DOT 
employee who has advanced OnBase knowledge and training.  

Response 

The Acting Information Services Director provided an initial response to our draft report.  After 
discussion with the County Manager, I.S. was asked to modify their response to provide 
additional detail on the corrective action with proposed timelines.  The new I.S. Director 
provided the modified response.  She concurred with three of our five recommendations and 
proposed an acceptable alternative solution to the remaining two. The complete response to the 
draft report is included as Appendix III. 

We thank employees in the Information Services, DOT, and Finance Departments for their 
cooperation in this review.  We will perform a follow-up in six months on the implementation of 
the proposed corrective actions.  In addition, Information Services will provide periodic updates 
on the corrective action directly to the County Manager.  Copies of this report will be distributed 
to the managers affected by the report recommendations.  Please contact me at (770) 528-2559 if 
you have questions or Barry Huff, Auditor-in-Charge at (770) 528-2558. 
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Results of Review 
Inappropriate Access to Documents 
We met with I.S. and identified the employee user name and the system location of the 
documents in question.  We then independently validated the configuration log report, which 
provided a record of when and how the employee gained access to the DOT documents.  We 
were unable to validate the same actions for the ComDev documents because the information 
was not available.  Per I.S., the configuration data for some users was lost during an April 2014 
system upgrade, and a request had been submitted to the software vendor to recover this data. 

Using another systemic analytic tool, we reviewed the document history2 for each of the 
documents in DOT and ComDev.  This tool scans each document’s history and lists what actions 
the document has been subject to including whether the document has been accessed, copied, 
modified or deleted.   

Department of Transportation Documents 
We determined that although the employee had access to all DOT documents, only two 
documents had been accessed.  One accounts payable document was viewed and exported in 
August 2014; the other was viewed in December 2012.  Based on the OnBase configuration and 
document history logs, there were no other actions taken on any other DOT documents using the 
employee’s user name.  I.S. informed us the employee had no other ‘user name’ on the system 
but did have access to another generic ‘user name'.  See ‘Use of the ‘Manager’ and ‘Admin’ 
User Accounts’ section for additional discussion. 

Community Development Documents 
We also reviewed the document history report on ComDev documents and determined that the 
employee created or viewed three Business License documents in November 2013.  The 
employee stated that there was a business need for accessing the documents as ComDev had 
requested assistance with the system development of their OnBase solution.    I.S. confirmed this 
request with the Community Development Director.  Our assurance regarding these documents is 
limited to the document history available.  

Configuration Changes 
After becoming aware of the I.S. analyses, configuration transaction logs showed the employee 
removed the changes made to the OnBase configuration that allowed access to both the DOT and 
ComDev documents.  The employee acknowledged the negative appearance of such actions and 
acknowledged that, in hindsight, accessing the complete repository of DOT and ComDev 
documents was not necessary to respond to the requests for assistance.  
 
 
 
 

2 I.S. confirmed that the earliest entry date for the document history log is April 2, 2007.        
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Access to DOT Documents by Non-DOT Employees 
We also requested and obtained a listing of 10 additional non-DOT employee users who 
recently3 accessed the DOT documents.  We reviewed the document histories for these users and 
determined that they had a business need to access the DOT documents.  In addition, DOT 
management recently approved the continued access to the documents for nine of the 10 
employees.  One of the 10 employees did not have access rights to DOT documents but was 
emailed and then subsequently forwarded a DOT document to the employee in question.   This 
employee made no direct accesses to DOT documents.     

A synopsis of the accesses by these 10 employees is as follows: Information Services employees 
(3) provide support; Finance/Risk Management employees (2) need to process accounts payable 
documents and have access to lane closure permits; Water employees (4) need access to Utility 
Permits and one ComDev employee (two user names) is an ex-DOT employee who was granted 
extended permission by DOT to access their documents. 

Security Profile Allowed Access to Documents 
In our review, we evaluated the circumstances that allowed the employee access to documents 
outside of their department.  Some of the documents have information and data that could be 
classified as ‘Internal Use Only’, ‘Confidential’ or ‘Restricted Information’ and should not be 
made readily available to anyone who does not have a business need.  

We determined that the employee’s system security profile allowed for substantial rights and 
permissions to configure the OnBase system.  These rights, established in 2012 as a member of 
the initial OnBase project team, were too permissive for the user level, and were never monitored 
or modified.  For example, the employee could set up user groups and establish security rights 
and permissions for themselves as well as for other users.  Given this ability, the employee was 
able to establish themselves as a user in multiple groups carrying with them the inherited4 rights 
received as an initial project team member.  I.S. tried to limit the employee’s access rights by 
modifying their rights in the main user group, but the employee was able to cancel the I.S. 
changes and reestablish the previous rights using their user identity established under a different 
group.  The employee stated the rights and permissions were needed to balance and gather 
statistics on the department’s workflow.   

 
Corrective Actions Taken 
The OnBase Project Manager has since modified the employee’s rights and permissions to be in 
line with the business needs to oversee their department’s solutions.  This modification required 
the adjustment of rights to every occurrence of the employee’s user account on the OnBase 
system.  Moving forward, the employee is required to work with the OnBase Project team to 
make any further development changes or modifications to their solutions.   

  

3 Between July 22 and August 8, 2014. 
4 Unless restricted, when a user is assigned to another user group, they maintain the rights and permissions given when their 
initial user account was set up.  
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Additional Security Control Weakness 
Use of the ‘Manager’ and ‘Admin’ User Accounts 
According to I.S., the OnBase system comes configured with two user accounts: ‘Manager’ and 
‘Admin’.  Any employee who knows the account password can utilize these accounts.  Under 
these accounts, the user has high-level user rights that give them access to any document and 
permission to configure the OnBase system.  Since the rights for these accounts are so 
encompassing, they should be assigned to one individual and used to perform actions other users 
cannot.   

Our review showed the ‘Manager’ account password was known by at least six employees — 
four I.S. OnBase team members, one Finance department representative, and one Circuit 
Defender office representative.  Any of the six could have used the account to access documents 
and reconfigure the system.   

I.S. performed a document history analysis for the ‘Manager’ account and it showed the 
‘Manager’ account accessed DOT documents between August 16, 2007 and September 8, 2014.  
Documents were exported, mailed, viewed, deleted, created and undeleted by an employee using 
the ‘Manager’ account.  I.S. had no way to determine who was using the ‘Manager’ account 
during this period, although the project manager noted, after reviewing the report, that there were 
instances where team members could have used the account to provide support to DOT.  We 
cannot provide any assurance as to the work performed on the documents by the users of 
the ‘Manager’ account.  
Allowing multiple employee access to the ‘Manager’ account negates the benefit of the 
configuration and document history reports because anyone reviewing the reports can tell what 
actions were taken by the ‘Manager’ but the actual user is unknown. Those responsible for the 
system security cannot be assured the ‘Manager’ account is used appropriately. 

According to a document history report, the ‘Admin’ account was used on seven dates, between 
May 1, 2007 to May 24, 2013, to view 17 documents and create two.  I.S. informed us that the 
2007 actions (three dates) were related to the initial set up and testing of the OnBase system.  We 
were unable to validate the other fourteen accesses.     

A National Institute of Standards and Technology article5 stated: 

“The most effective way to protect information and information systems is to integrate security 
into every step of the system development process, from the initiation of a project to develop a 
system to its disposition. The multistep process that starts with the initiation, analysis, design, 
and implementation, and continues through the maintenance and disposal of the system, is 
called the System Development Life Cycle (SDLC). 
Security planning should begin in the initiation phase with the identification of key security 
roles to be carried out in the development of the system. The information to be processed, 
transmitted, or stored is evaluated for security requirements, and all stakeholders should have 
a common understanding of the security considerations. The Information System Security 
Officer (ISSO) should be identified as well. 

5 Shirley Radack, Editor, Computer Security Division, Information Technology Laboratory, National Institute of Standards and 
Technology.  http://csrc.nist.gov/publications/nistbul/april2009_system-development-life-cycle.pdf  
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Configuration management (CM) and control activities should be conducted to document any 
proposed or actual changes in the security plan of the system. Information systems are in a 
constant state of evolution with upgrades to hardware, software, firmware, and possible 
modifications in the surrounding environment. Documenting information system changes and 
assessing the potential impact of these changes on the security of a system are essential 
activities to assure continuous monitoring, and prevent lapses in the system security 
accreditation.” 

Corrective Actions Taken 
I.S. informed us that they have reconfigured the OnBase system where project team members 
have the same rights as the ‘Manager’ account, but their individual activity on the system will be 
recorded under their respective user names.  The password for the ‘Manager’ and ‘Admin’ 
accounts have been changed and secured between the OnBase Project Manager and Division 
Manager as backup.  I.S. has also allocated funding from the Fiscal Year (FY) 2015 budget for 
the vendor to perform an overall security assessment of the OnBase security system including 
advice on the proper way to set up and use the ’Manager’ and ’Admin’ accounts.   

In addition, I.S. has requested each department with OnBase to validate their current users.  An 
assessment of each user’s rights and permissions will be a part of the comprehensive security 
analysis that the vendor will provide.  Written justification of business need and approval is now 
required for all added users to the OnBase system. 

Recommendations 
The Information Services Director should: 

Recommendation 1:  Make the development of a security plan for the OnBase project a 
priority issue to ensure that as the project is developed, security of the information stored on the 
system is properly protected from improper disclosure and accesses by individuals that do not 
have a need to review the information. 

Auditee Response:  Information Services concurs with this recommendation. 
Planned Actions and Projected Completion 
Funding was obtained in FY15 to address OnBase security in a phased approach within the ECM 
OnBase Program.  The ECM Sponsors Group previously approved two priority Security projects 
for OnBase.  The ECM Program Manager will now take back a recommendation to the sponsors 
to approve five priority Security projects.  An Application Security Plan will be developed by 
Information Services which will include OnBase as the first application in the plan as noted 
below in Security Phase 3. 

In addition, Information Services has reviewed and implemented revised configuration access 
rights in production.  Configuration rights are now restricted to the ECM Team only which is in 
compliance with standard access protocols for all applications where Information Services is the 
system administrator. 
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The ECM Program Manager will continue to collaborate with Information Services Technical 
Operations and Client Services Divisions according to established security standards within the 
department per Information Services policy.  Security, taxonomy, change control administration, 
and change management are included as priorities in the OnBase Expansion RFP (section 5 
OnBase Service Deliverables) and EIA Report (section 2 Ready the Environment).   

A four point approach to Program controls is available in EIA Report (section 5.3.2 Investing in 
Program Controls).  This approach incorporates security among the standard controls for the 
Cobb ECM Program at the initiation of an OnBase project.  

 Actions included in each priority Security project are listed below: 

• Security Phase 1 – Implement Periodic Self Audit of OnBase System 
o 1st audit completed on 8/15/2014 

o Provide quarterly updates to ECM Sponsors Group (user security updates/ 
changes) 

o Conduct OnBase Documents Audit by Department (semi-annually) 

• Security Phase 2 – Implement Security Controls for OnBase Documents, Vendor/User 
Accounts and the Production Environment (Targeted completion 10/30/2014) 

o An OnBase Document Audit by Department was conducted for the 20 
departments who currently use OnBase.  (completed for 18 of 20 departments, 2 
departments did not respond) 

o Vendor/User Account Security (completed) 

o Secure Production Environment (completed) 

See Appendix III for further details on Phase 2 of the security project. 

• Security Phase 3 – Develop Information Services Application Security Plan to include the 
OnBase application (Target completion by 1/31/2015) 

o Develop ‘Draft’ Information Services Application Security Plan – by 12/31/2014 

o Approve ‘Final’ Information Services Application Security Plan – by 1/31/2015 

o OnBase will be the first application incorporated into the Information Services 
Application Security Plan 

o Integrate application system security best practices into System Development Life 
Cycle (SDLC) based on the National Institute of Standards and Technology 
(NIST) Security guidelines 

o Document, publish, and incorporate standards as they are defined 

• Security Phase 4 – Conduct previously identified Vendor led Audit (as requested in RFP).  
Implement security guidelines for each OnBase project throughout 2015. 

o Interim security guidelines and SOPs were implemented and distributed to the 
ECM OnBase project team (until the Information Services Application Security 
Plan is completed) 

o Vendor led audit - See Appendix III for further details on vendor led audit 
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• Security Phase 5 – Establish SOPs and compliance requirements for: Security, 
Taxonomy, Change Management and Change Control Procedures.  Security will be 
implemented on the security requirements of the specific project. 

o Interim security guidelines and SOPs were implemented and distributed to the 
ECM OnBase project team until the Information Services Application Security 
Plan is completed (completed 10/30/2014) 

o Final standards to be initiated during individual ECM Project implementations. 

o See Appendix III for further details of Phase 5 of the security project.  

Recommendation 2:  Ensure that the OnBase Project Team follows up with the software 
vendor to restore the missing portions of the configuration transaction log lost during the April 
2014 system upgrade.  Periodic status reports should be provided until the issue is resolved. 

Auditee Response:  Information Services concurs with this recommendation; 
however, the vendor has confirmed that we are unable to recover the missing 
configuration transaction logs. 
Planned Actions and Projected Completion 
Information Services escalated this matter through vendor support.  The vendor advised that 
recovery is only possible if the logs are found on backup files.  We conducted a search through 
database backups in an effort to recover the configuration transaction logs prior to April 2014.  
The prior logs were not found and cannot be restored. 

Note: while the configuration transaction logs prior to April 2014 are not available, the actual 
OnBase configuration is intact within the OnBase database. 

Actions taken and future plan to ensure no recurrence of this issue: 

• Immediate removal of ‘configuration transaction log purge’ security rights to prevent 
future loss of configuration transaction logs (completed 8/13/2014) 

• Investigate recovery of missing Configuration Transaction Logs – completed 10/30/2014 
• Develop Configuration Transaction Log SOP – Targeted completion 11/30/2014 

 

Better Coordination of OnBase Solution Development is Needed 
Not all stakeholders in the development of the enterprise-wide OnBase document retention 
solution were collaborating to ensure that best project development practices were followed. 

• Not all application solutions were created in the test environment prior to moving into the 
production environment.   

• Change procedures were not being followed. 

• Use of software licenses was not properly coordinated.  
The employee in question developed several OnBase solutions to eliminate paper and create 
more efficient systemic workflows.  These solutions were developed without much collaboration 
with the OnBase project team.   
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The employee obtained additional training, coordinated with the local OnBase vendor, and took 
the initiative to develop these solutions.  At the time of initial development, an OnBase project 
team had not been identified and there were no centralized enterprise-wide collaboration efforts.  
The delay in establishing a centralized function and lack of synergy with the project team 
allowed development without conforming to established best practices and system development 
controls. 

According to I.S. and review of transaction logs, it appears that most of the design and 
development of the solutions were done in the ‘production’ mode of the OnBase system rather 
than in the ‘test’ environment.  I.S. has established a test environment for the development of 
OnBase solutions that mirrors the production environment.  The test environment should be used 
to perform testing of proposed OnBase solutions and changes to established solutions.  I.S. also 
established a change protocol that requires all changes to established solutions be tested and 
analyzed by the project team to ensure its compatibility with OnBase and other network 
applications.  According to I.S., changes were made in the production environment without 
adhering to the change protocol. 

The Document Import Processor software is used to import large volume of documents into the 
system.  The license for the software must reside on the server or workstation using the software.  
Coordinating the DIP license use was not performed to ensure the enterprise-wide operation of 
the OnBase application.  The employee in question assigned the license from the enterprise 
server to their workstation without coordination with the project team; this could have affected 
the operation of the enterprise-wide OnBase application.  Although the employee contends that 
the license can be reassigned without much effort, for the benefit of the enterprise-wide 
application, the assigning of software license should be under the control of the project team.  
Reassigning the license without knowledge of how it affects the operation of other enterprise-
wide applications is negligent.    

We believe including the employee in the enterprise-wide implementation of OnBase is essential 
to take advantage of the additional training and working knowledge of OnBase and working 
within the framework of the project development best practices and controls is essential for the 
successful enterprise-wide implementation of OnBase.   

Recommendations 
The Information Services Director should: 

Recommendation 3: Discuss the inclusion of the employee with their expertise, advanced 
training and working knowledge on the enterprise-wide implementation of the OnBase solution.  
They should be utilized to help the County achieve its enterprise-wide goals and projects.  A 
specific time commitment to the project should also be negotiated.    

Auditee Response:  Information Services concurs with this recommendation. 
Planned Actions and Projected Completion 
In addition, multi-departmental project core teams will be included in OnBase projects to 
leverage institutional business knowledge, advanced training, technical experience and expertise 
from employees across the county.  Subject Matter Experts (SMEs) and Business Process 
Owners are essential to a successful enterprise ECM solution.  Inclusion of these resources will 
be utilized to help the County achieve its enterprise-wide and department specific goals and 
projects.  
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Appropriate time commitments to each OnBase project is required as a critical success factor 
from the Core Team members. 

See Appendix III for the complete response to Recommendation 3.   

Recommendation 4: Ensure training for all members of the OnBase project team are 
commensurate with the system development needs.  The training and knowledge of the team 
members should be coordinated with project development goals.    

Auditee Response:  Information Services concurs with this recommendation and 
proposes additional training guidelines. 
Planned Actions and Projected Completion 
Information Services concurs with the recommendation regarding training for all members of the 
OnBase project team. 

In addition, to ensure Program continuity, adequate support, appropriate infrastructure build out 
and configuration; Information Services proposes that all OnBase training be coordinated 
through the ECM Program Manager, or their designee, which is similar to the training program 
found within the county’s GIS program.  Training will be scheduled to compliment skills 
requirements for the projects and priorities as set by the ECM Sponsors group.  This will ensure 
just in time training for all Cobb resources.  

Information Services included training at all levels of the organization in the OnBase 
Enhancement RFP and EIA Report.  A summary of the training component of the ECM Program 
is available in the EIA Report (section 5.3.1 Investing in the Internal Team). 

See Appendix III for the complete response to Recommendation 4. 

Recommendation 5:  Ensure the OnBase Project team follows established SDLC principles in 
providing oversight and guidance to the development of all OnBase projects.  A thorough 
knowledge of the security requirements of the system should be obtained and integrated in all 
future system development.   

Auditee Response:  IS Concurs with this recommendation and proposes SDLC 
principles be followed by all participants on OnBase projects. 
Planned Actions and Projected Completion 
Established SDLC principles are included in the OnBase Enhancement RFP (section 5 Service 
Deliverables & 6 Professional services) and in the EIA Report (section 3.6 Shared Solution 
Attributes and 3.7 Common Project Tasks).  The OnBase Enhancements RFP specifically required 
PMBOK or similar SDLC methodology which outlines clearly defined phases.  Each project in the 
ECM Program will utilize either the waterfall, agile, or hybrid approach.  These are all examples of 
SDLC. 

In addition, Information Services recommends adherence to SDLC guidelines as a requirement for 
all OnBase Administrators, OnBase Liaisons, Project Core Team Members, Business Process 
Owners, SMEs, End Users, etc.  Everyone involved in an OnBase Project must adhere to these 
standards to ensure a successful and timely implementation.   
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Additionally, compliance with change management and change control standards is essential to 
ensure the OnBase Project Team is fully briefed on all changes introduced into the Enterprise 
ECM system.  The project manager will take the lead in assigning and tracking task completions 
on projects, and is empowered to escalate to management as needed to mitigate risks.  The ECM 
Program Manager is authorized to implement SOPs and oversee cross-training as needed to ensure 
compliance with the methodology.   

• Establish SDLC SOPs (include required artifacts, design reviews, change management, 
change control, etc.) (11/30/2014) 

• Cross-train OnBase Administrators and project participants in SDLC (included with each 
project) 

• Monitor compliance with SDLC methodology (i.e. signed acknowledgements, review 
artifacts, provide feedback/guidance, etc) 
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Appendix I 
 

Abbreviations and Glossary 
 

OnBase In addition to document imaging, OnBase is a 
collection of technologies (100 plus tools) used 
to capture, store, access, process, integrate and 
measure business information across an 
organization. 

ComDev Community Development 

DOT Department of Transportation 

I.S. Information Services 

SDLC System Development Life Cycle is a 
conceptual model used in project management 
that describes the stages involved in an 
information system development project, from 
an initial feasibility study through maintenance 
of the completed application. 
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Appendix II 
 

Final Report Distribution List 
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Appendix III 
Auditee Response 

 
  

14 
  



 

 
  

15 
  



 

 
  

16 
  



 

 
  

17 
  



 

 

 
 

18 
  



 

 
 
 
 

19 
  



 

 
 
 
 

20 
  



 

 
 
 
 

21 
  



 

 
 
 
 

22 
  



 

 
 
 
 

23 
  



 

 
 
 
 

24 
  



 

 

25 
  


	System Development Life Cycle is a conceptual model used in project management that describes the stages involved in an information system development project, from an initial feasibility study through maintenance of the completed application.
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