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DevOps

an emerging set of principles, methods and practices for communication, collaboration and integration between 
software development (application/software engineering) and IT operations (systems administration/

infrastructure) professionals. It has developed in response to the emerging understanding of the 
interdependence and importance of both the development and operations disciplines in meeting an 

organization's goal of rapidly producing software products and services.

http://en.wikipedia.org/wiki/Software_development
http://en.wikipedia.org/wiki/Web_operations
http://en.wikipedia.org/wiki/Software
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Infrastructure



automate



“If you keep repeating the same thing over 
and over you get dumber. If you learn 
how to automate it you get smarter.” 

- Neal Ford



http://www.puppetlabs.com/ http://www.opscode.com/

http://www.puppetlabs.com/
http://www.opscode.com/


treat infrastructure like 
cattle not like pets



class tomcat {!
 !
  $tomcat_port = 735!
  $tomcat_password = 'badwolf'!
 !
  notice("Establishing http://$hostname:$tomcat_port/")!
 !
  Package { # defaults!
    ensure => installed,!
  }!
 !
  package { 'tomcat6':!
  }!
 !
  package { 'tomcat6-user':!
    require => Package['tomcat6'],!
  }!
 !
  package { 'tomcat6-admin':!
    require => Package['tomcat6'],!
  }!
 !
  file { "/etc/tomcat6/tomcat-users.xml":!
    owner => 'root',!
    require => Package['tomcat6'],!
    notify => Service['tomcat6'],!
    content => template('tomcat/tomcat-users.xml.erb')!
  }!
 !
  file { '/etc/tomcat6/server.xml':!
     owner => 'root',!
     require => Package['tomcat6'],!
     notify => Service['tomcat6'],!
     content => template('tomcat/server.xml.erb'),!
  }!
 !
  service { 'tomcat6':!
    ensure => running,!
    require => Package['tomcat6'],!
  }!
 !
}



Infrastructure is code





Monitoring



http://www.hyperic.com/ http://www.opennms.org/

http://www.nagios.org/

http://www.hyperic.com/
http://www.opennms.org/
http://www.nagios.org/
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JMX



JMX
Java Management Extensions (JMX) is a Java technology that supplies tools for managing and monitoring 
applications, system objects, devices (e. g. printers) and service oriented networks. Those resources are represented 
by objects called MBeans (for Managed Bean). In the API, classes can be dynamically loaded and instantiated. 
Managing and monitoring applications can be designed and developed using the Java Dynamic Management Kit.
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http://en.wikipedia.org/wiki/Java_platform
http://en.wikipedia.org/wiki/Application_software
http://en.wikipedia.org/wiki/Computer_printer
http://en.wikipedia.org/wiki/Java_Management_Extensions#Managed_Bean
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http://en.wikipedia.org/wiki/Java_Dynamic_Management_Kit
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jconsole



Visual VM

jvisualvm

http://visualvm.java.net/ visualvm

http://visualvm.java.net/


VisualVM MBeans plug-in
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package com.manifestcorp.webperf;	
"
import org.slf4j.Logger;	
import org.slf4j.LoggerFactory;	
import org.springframework.stereotype.Controller;	
import org.springframework.web.bind.annotation.RequestMapping;	
"
@Controller	
public class IndexController {	
  	
  private static Logger log = LoggerFactory.getLogger(IndexController.class);	
"
  @RequestMapping(value = "/")	
  public String index() {	
    System.out.println("HERE!!!");	
    log.info("STILL HERE!!!");	
    return "WEB-INF/jsps/index.jsp";	
  }	
}

HERE!!!        



<configuration>	
  <jmxConfigurator />	
"
  <appender name="STDOUT" class="ch.qos.logback.core.ConsoleAppender">	
    <encoder>	
      <pattern>%d{HH:mm:ss.SSS} [%thread] %-5level %logger{36} - %msg%n</pattern>	
    </encoder>	
  </appender>	
"
  <root level="error">	
    <appender-ref ref="STDOUT" />	
  </root>	
</configuration>

logback.xml







package com.manifestcorp.webperf;	
"
import org.slf4j.Logger;	
import org.slf4j.LoggerFactory;	
import org.springframework.stereotype.Controller;	
import org.springframework.web.bind.annotation.RequestMapping;	
"
@Controller	
public class IndexController {	
  	
  private static Logger log = LoggerFactory.getLogger(IndexController.class);	
"
  @RequestMapping(value = "/")	
  public String index() {	
    System.out.println("HERE!!!");	
    log.info("STILL HERE!!!");	
    return "WEB-INF/jsps/index.jsp";	
  }	
}

HERE!!!	
23:53:03.556 [http-bio-8080-exec-8] INFO  c.m.webperf.IndexController - STILL HERE!!!
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public interface IndexCounterMBean {	
  int getCount();	
  void reset();	
}



public class IndexCounter implements IndexCounterMBean {	
  	
  static Logger log = LoggerFactory.getLogger(IndexCounter.class);	
  private AtomicInteger count = new AtomicInteger();	
  private static IndexCounter instance;	
"
  static {	
    try {	
      MBeanServer mbs = ManagementFactory.getPlatformMBeanServer(); 	
      ObjectName name = new ObjectName("com.manifestcorp:type=IndexCounter"); 	
      instance = new IndexCounter();	
      mbs.registerMBean(instance, name);	
    } catch(Exception ex) {	
      log.error("Unable to register IndexCounter MBean", ex);	
    }	
  }	
  	
  private IndexCounter() {}	
"
  public int getCount() { return count.get(); }	
  	
  public void increment() { count.incrementAndGet(); }	
"
  public void reset() { count.set(0); }	
  	
  public static IndexCounter getInstance() {	
    return instance;	
  }	
"
}



package com.manifestcorp.webperf;	
"
public interface IndexCounterMBean {	
  int getCount();	
  void reset();	
}



package com.manifestcorp.webperf;	
"
public interface IndexCounterMBean {	
  int getCount();	
  void reset();	
}





@Component	
@ManagedResource(objectName="com.manifestcorp:type=AlternateCounter")	
public class AlternateCounter {	
  	
  static Logger log = LoggerFactory.getLogger(AlternateCounter.class);	
"
  private AtomicInteger count = new AtomicInteger();	
"
  @ManagedAttribute	
  public int getCount() { return count.get(); }	
  	
  public void increment() { count.incrementAndGet(); }	
"
  @ManagedOperation	
  public void reset() { count.set(0); }	
  	
}



<?xml version="1.0" encoding="UTF-8"?>	
<beans xmlns="http://www.springframework.org/schema/beans"	
    xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"	
    xmlns:mvc="http://www.springframework.org/schema/mvc"	
    xmlns:context="http://www.springframework.org/schema/context"	
    xsi:schemaLocation="	
        http://www.springframework.org/schema/mvc http://www.springframework.org/schema/mvc/spring-mvc-3.0.xsd	
        http://www.springframework.org/schema/beans http://www.springframework.org/schema/beans/spring-beans-3.0.xsd	
        http://www.springframework.org/schema/context http://www.springframework.org/schema/context/spring-context-3.0.xsd">	
 	
    <context:component-scan base-package="com.manifestcorp" />	
    <mvc:annotation-driven />	
    	
    <bean id="exporter" class="org.springframework.jmx.export.MBeanExporter">	
        <property name="assembler" ref="assembler"/>	
        <property name="namingStrategy" ref="namingStrategy"/>	
        <property name="autodetect" value="true"/>	
    </bean>	
"
    <bean id="jmxAttributeSource"	
          class="org.springframework.jmx.export.annotation.AnnotationJmxAttributeSource"/>	
"
    <!-- will create management interface using annotation metadata -->	
    <bean id="assembler"	
          class="org.springframework.jmx.export.assembler.MetadataMBeanInfoAssembler">	
        <property name="attributeSource" ref="jmxAttributeSource"/>	
    </bean>	
"
    <!-- will pick up the ObjectName from the annotation -->	
    <bean id="namingStrategy"	
          class="org.springframework.jmx.export.naming.MetadataNamingStrategy">	
        <property name="attributeSource" ref="jmxAttributeSource"/>	
    </bean>	
 	
</beans>



@Component	
@ManagedResource(objectName="com.manifestcorp:type=AlternateCounter")	
public class AlternateCounter {	
  	
  static Logger log = LoggerFactory.getLogger(AlternateCounter.class);	"
  private AtomicInteger count = new AtomicInteger();	"
  @ManagedAttribute	
  public int getCount() { return count.get(); }	
  	
  public void increment() { count.incrementAndGet(); }	"
  @ManagedOperation	
  public void reset() { count.set(0); }	
  	
}



@Component	
@ManagedResource(objectName="com.manifestcorp:type=AlternateCounter")	
public class AlternateCounter {	
  	
  static Logger log = LoggerFactory.getLogger(AlternateCounter.class);	"
  private AtomicInteger count = new AtomicInteger();	"
  @ManagedAttribute	
  public int getCount() { return count.get(); }	
  	
  public void increment() { count.incrementAndGet(); }	"
  @ManagedOperation	
  public void reset() { count.set(0); }	
  	
}
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import javax.management.remote.*	
"
println "Starting..."	
"
def serverList = args.length > 0 ? args : ['appserv.guest', '192.168.248.129']	
"
serverList.each { serverName ->	
  try {	
	 println "\nServer: $serverName"	
  	
	 def url = "service:jmx:rmi:///jndi/rmi://$serverName:6969/jmxrmi"	
	 def connection = JMXConnectorFactory.connect(new JMXServiceURL(url))	
	 def server = connection.MBeanServerConnection	
	 def mbean = new GroovyMBean(server, 'java.lang:type=Memory')	
	 println String.format('%15s %7.2f/%7.2f (used/max)', 'heap',	
	 	 	 	 	 	 	 	 	 	 	 	 	 	  inBytes(mbean.HeapMemoryUsage.used),	
	 	 	 	 	 	 	 	 	 	 	 	 	 	  inBytes(mbean.HeapMemoryUsage.max))	
  } catch (e) {	
	 println e	
  }	
}	
"
println "Done..."	
"
def inBytes(amount) {	
  return amount/1000000	
}

Starting... 
"
Server: appserv.guest 
           heap   19.74/ 438.11 (used/max) 
"
Server: 192.168.248.129 
           heap   20.09/ 438.11 (used/max) 
Done...



back to our regularly scheduled 
program...











SNMP



1.3.6.1.4.1.42.2.145.3.163.1.1.2.11

rather than

java.lang:type=Memory HeapMemoryUsage



https://www.site24x7.com/

https://www.site24x7.com/


Triage





What are the things that effect Java performance?



Memory	

CPU	

Threads



Command-line



ps aux | grep java

List Java Processes

  501 17737   130   0   8:33.83 ??        38:01.79 /Users/cjudd/devl/java/
sts-2.5.2.SR1/STS.app/Contents/MacOS/STS -psn_0_2876094 
  501 26644 17737   0   4:18.68 ??        10:03.41 /System/Library/Frameworks/
JavaVM.framework/Versions/1.6.0/Home/bin/java -
agentlib:jdwp=transport=dt_socket,suspend=y,address=localhost:60315 -Dcatalina.base=/
Users/cjudd/devl/java/apache-tomcat-6.0.29 -Dcatalina.home=/Users/cjudd/devl/java/
apache-tomcat-6.0.29 -Dwtp.deploy=/Users/cjudd/devl/java/apache-tomcat-6.0.29/
wtpwebapps -Djava.endorsed.dirs=/Users/cjudd/devl/java/apache-tomcat-6.0.29/endorsed -
Xms512m -Xmx1024m -XX:MaxPermSize=128m -Xshare:off -Dfile.encoding=UTF-8 -classpath /
Users/cjudd/devl/java/apache-tomcat-6.0.29/bin/bootstrap.jar 
org.apache.catalina.startup.Bootstrap start 
  501 33146 25845   0   0:00.01 ttys002    0:00.01 grep java 

pid or process id



jps
26644 Bootstrap 
17737  
20294  
33167 Jps

jps -l
33171 sun.tools.jps.Jps 
26644 org.apache.catalina.startup.Bootstrap 
17737  
20294 

full package names

33186 sun.tools.jps.Jps -Dapplication.home=/System/Library/Java/JavaVirtualMachines/1.6.0.jdk/
Contents/Home -Xms8m 
26644 org.apache.catalina.startup.Bootstrap -
agentlib:jdwp=transport=dt_socket,suspend=y,address=localhost:60315 -Dcatalina.base=/Users/cjudd/
devl/java/apache-tomcat-6.0.29 -Dcatalina.home=/Users/cjudd/devl/java/apache-tomcat-6.0.29 -
Dwtp.deploy=/Users/cjudd/devl/java/apache-tomcat-6.0.29/wtpwebapps -Djava.endorsed.dirs=/Users/
cjudd/devl/java/apache-tomcat-6.0.29/endorsed -Xms512m -Xmx1024m -XX:MaxPermSize=128m -Xshare:off 
-Dfile.encoding=UTF-8 
17737  -Dosgi.requiredJavaVersion=1.5 -Xms40m -Xmx768m -XX:MaxPermSize=256m -XstartOnFirstThread -
Dorg.eclipse.swt.internal.carbon.smallFonts 
20294  -Xbootclasspath/a:/System/Library/PrivateFrameworks/JavaApplicationLauncher.framework/
Resources/LauncherSupport.jar  -Dsun.security.ssl.allowUnsafeRenegotiation=true -Xms128m -Xmx1200m 
-Dsoapui.ext.actions=/Applications/eviware/soapUI-3.6.1.app/Contents/Resources/app/bin/actions -
Dsoapui.properties=soapui.properties -Dsoapui.home=/Applications/eviware/soapUI-3.6.1.app/
Contents/Resources/app/bin -Dexe4j.moduleName=/Applications/eviware/soapUI-3.6.1.app -Dwsi.dir=/
Applications/eviware/soapUI-3.6.1.app/Contents/Resources/app/wsi-test-tools -Djava.library.path=/
Applications/eviware/soapUI-3.6.1.app/Contents/Resources/app/bin:/System/Library/
PrivateFrameworks/JavaApplicationLauncher.framework/Resources -Dsoapui.jxbrowser.disable=true -
Dsoapui.ext.listeners=/Applications/eviware/soapUI-3.6.1.app/Contents/Resources/app/bin/listeners 
-Dsoapui.ext.libraries=/Applications/eviware/soapUI-3.6.1.app/Contents/Resources/app/bin/ext

jps -l -v JVM Arguments



Attaching to process ID 7485, please wait... 
Debugger attached successfully. 
Server compiler detected. 
JVM version is 17.1-b03 
Java System Properties: "
java.runtime.name = Java(TM) SE Runtime Environment 
sun.boot.library.path = /usr/java/jdk1.6.0_22/jre/lib/amd64 
java.vm.version = 17.1-b03 
java.vm.vendor = Sun Microsystems Inc. 
java.vm.name = Java HotSpot(TM) 64-Bit Server VM 
com.sun.management.jmxremote.port = 8999 
java.vm.specification.name = Java Virtual Machine Specification 
user.dir = /usr/tomcat/apache-tomcat-6.0.29 
java.runtime.version = 1.6.0_22-b04 
java.vm.specification.vendor = Sun Microsystems Inc. 
java.library.path = /usr/java/jdk1.6.0_22/jre/lib/amd64/server:/usr/java/jdk1.6.0_22/jre/lib/amd64:/usr/java/
jdk1.6.0_22/jre/../lib/amd64:/usr/java/packages/lib/amd64:/usr/lib64:/lib64:/lib:/usr/lib 
java.specification.name = Java Platform API Specification 
sun.management.compiler = HotSpot 64-Bit Server Compiler 
os.version = 2.6.18-8.el5 
com.sun.management.config.file = /usr/java/current/jre/lib/management/management.properties 
java.specification.version = 1.6 
catalina.home = /usr/tomcat/current 
java.class.path = /usr/tomcat/current/bin/bootstrap.jar 
user.name = tomcat 
java.home = /usr/java/jdk1.6.0_22/jre 
user.language = en 
java.specification.vendor = Sun Microsystems Inc. 
java.version = 1.6.0_22 "
VM Flags: "
-Djava.util.logging.config.file=/usr/tomcat/current/conf/logging.properties -Xms2g -Xmx2g -Xss256k -XX:PermSize=512m 
-XX:MaxPermSize=512m -XX:+UseConcMarkSweepGC -XX:-HeapDumpOnOutOfMemoryError -XX:HeapDumpPath=/usr/tomcat/current/
logs/heap_dump.hprof -Dcom.sun.management.jmxremote.port=8999 -Dcom.sun.management.config.file=/usr/java/current/
jre/lib/management/management.properties -Duser.home=/usr/tomcat/current -Dadk.home=/usr/tomcat/current -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -Djava.endorsed.dirs=/usr/tomcat/current/endorsed -
Dcatalina.base=/usr/tomcat/current -Dcatalina.home=/usr/tomcat/current -Djava.io.tmpdir=/usr/tomcat/current/temp

jinfo

properties

vm flags



Full thread dump Java HotSpot(TM) 64-Bit Server VM (20.1-b02-384 mixed mode): "
"Attach Listener" daemon prio=9 tid=102958000 nid=0x11a307000 waiting on condition [00000000] 
   java.lang.Thread.State: RUNNABLE "
"http-8080-6" daemon prio=5 tid=102d26000 nid=0x11a50d000 in Object.wait() [11a50c000] 
   java.lang.Thread.State: WAITING (on object monitor) 
 at java.lang.Object.wait(Native Method) 
 at java.lang.Object.wait(Object.java:485) 
 at org.apache.tomcat.util.net.JIoEndpoint$Worker.await(JIoEndpoint.java:458) 
 - locked <7c8961bf8> (a org.apache.tomcat.util.net.JIoEndpoint$Worker) 
 at org.apache.tomcat.util.net.JIoEndpoint$Worker.run(JIoEndpoint.java:484) 
 at java.lang.Thread.run(Thread.java:680) "
"pool-1-thread-1" prio=5 tid=102f23000 nid=0x11a40a000 waiting on condition [11a409000] 
   java.lang.Thread.State: TIMED_WAITING (parking) 
 at sun.misc.Unsafe.park(Native Method) 
 - parking to wait for  <7c5fdadb8> (a java.util.concurrent.locks.AbstractQueuedSynchronizer$ConditionObject) 
 at java.util.concurrent.locks.LockSupport.parkNanos(LockSupport.java:198) 
 at java.util.concurrent.locks.AbstractQueuedSynchronizer
$ConditionObject.awaitNanos(AbstractQueuedSynchronizer.java:2025) 
 at java.util.concurrent.DelayQueue.take(DelayQueue.java:164) 
 at java.util.concurrent.ScheduledThreadPoolExecutor$DelayedWorkQueue.take(ScheduledThreadPoolExecutor.java:609) 
 at java.util.concurrent.ScheduledThreadPoolExecutor$DelayedWorkQueue.take(ScheduledThreadPoolExecutor.java:602) 
 at java.util.concurrent.ThreadPoolExecutor.getTask(ThreadPoolExecutor.java:947) 
 at java.util.concurrent.ThreadPoolExecutor$Worker.run(ThreadPoolExecutor.java:907) 
 at java.lang.Thread.run(Thread.java:680) 

jstack

Stack Trace



kill -3 <pid>
kill -QUIT <pid>



"TP-Processor195" daemon prio=10 tid=0x00002aab614b6800 nid=0x4009 runnable [0x0000000046905000] 
   java.lang.Thread.State: RUNNABLE 
 at com.mysql.jdbc.MysqlIO.unpackField(MysqlIO.java:765) 
 at com.mysql.jdbc.MysqlIO.getResultSet(MysqlIO.java:416) 
 at com.mysql.jdbc.ConnectionImpl.execSQL(ConnectionImpl.java:2568) 
 - locked <0x00002aab04914c60> (a java.lang.Object) 
 at com.mysql.jdbc.PreparedStatement.executeInternal(PreparedStatement.java:2113) 
 at com.mysql.jdbc.PreparedStatement.executeQuery(PreparedStatement.java:2275) 
 - locked <0x00002aab04914c60> (a java.lang.Object) 
 at com.mchange.v2.c3p0.impl.NewProxyPreparedStatement.executeQuery(NewProxyPreparedStatement.java:76) 
 at org.hibernate.hql.ast.QueryTranslatorImpl.list(QueryTranslatorImpl.java:363) 
 at org.hibernate.engine.query.HQLQueryPlan.performList(HQLQueryPlan.java:196) 
 at org.hibernate.impl.SessionImpl.list(SessionImpl.java:1258) 
 at org.hibernate.impl.QueryImpl.list(QueryImpl.java:102) 
 at com.mydoman.dao.impl.HibernateClassroomDAO$4.doInHibernate(HibernateClassroomDAO.java:252) 
 at com.mydoman.common.framework.orm.hibernate.SimpleHibernateDAO.execute(SimpleHibernateDAO.java:31) 
 at com.mydoman.dao.impl.HibernateClassroomDAO.getClassroomUsersByRoleAndStatus(HibernateClassroomDAO.java:245) 
 at com.mydoman.manager.impl.DefaultClassroomManager.getClassroomUsersByRole(DefaultClassroomManager.java:676) 
 at com.mydoman.web.gradebook.ClazzScheduleController.getTeachers(ClazzScheduleController.java:181) 
 at com.mydoman.web.gradebook.ClazzScheduleController.showForm(ClazzScheduleController.java:272) 
 at com.mydoman.web.classroom.ClassroomClazzScheduleController.showForm(ClassroomClazzScheduleController.java:20) 
 at java.lang.Thread.run(Thread.java:662) "
"TP-Processor194" daemon prio=10 tid=0x00002aab614b5000 nid=0x4008 in Object.wait() [0x0000000044b0f000] 
   java.lang.Thread.State: BLOCKED (on object monitor) 
 at java.lang.Object.wait(Native Method) 
 at com.mchange.v2.resourcepool.BasicResourcePool.awaitAvailable(BasicResourcePool.java:1315) 
 - locked <0x00002aaab4eb5218> (a com.mchange.v2.resourcepool.BasicResourcePool) 
 at com.mchange.v2.resourcepool.BasicResourcePool.checkoutResource(BasicResourcePool.java:477) 
 at org.hibernate.engine.query.HQLQueryPlan.performList(HQLQueryPlan.java:196) 
 at org.hibernate.impl.SessionImpl.list(SessionImpl.java:1258) 
 at org.hibernate.impl.QueryImpl.list(QueryImpl.java:102) 
 at com.mydoman.manager.impl.DefaultOrganizationManager.getRoot(DefaultOrganizationManager.java:524) 
 at com.mydoman.manager.impl.DefaultOrganizationManager.isRoot(DefaultOrganizationManager.java:529) 
 at sun.reflect.GeneratedMethodAccessor763.invoke(Unknown Source) 
 at sun.reflect.DelegatingMethodAccessorImpl.invoke(DelegatingMethodAccessorImpl.java:25) 
 at java.lang.reflect.Method.invoke(Method.java:597) 
 at com.mydoman.web.homeroom.announcements.AnnouncementsController.showForm(AnnouncementsController.java:150) 
 at java.lang.Thread.run(Thread.java:662) "
"TP-Processor193" daemon prio=10 tid=0x00002aab605eb800 nid=0x4007 waiting on condition [0x0000000044371000] 
   java.lang.Thread.State: WAITING (parking) 
 at sun.misc.Unsafe.park(Native Method) 
 - parking to wait for  <0x00002aaacc6775b8> (a java.util.concurrent.locks.AbstractQueuedSynchronizer$ConditionObject) 
 at java.util.concurrent.locks.LockSupport.park(LockSupport.java:158) 
 at org.apache.activemq.ActiveMQSession.send(ActiveMQSession.java:1760) 
 - locked <0x00002aaace30bed8> (a java.lang.Object) 
 at org.apache.activemq.ActiveMQMessageProducer.send(ActiveMQMessageProducer.java:231) 
 at org.apache.activemq.ActiveMQMessageProducerSupport.send(ActiveMQMessageProducerSupport.java:241) 
 at com.mydoman.dao.BusApplicationEventDAO.create(BusApplicationEventDAO.java:329) 
 at com.mydoman.manager.impl.DefaultApplicationEventManager.create(DefaultApplicationEventManager.java:172) 

thread idthread name

thread state

http://web.gradebook.ClazzScheduleController.getTeachers
http://web.gradebook.ClazzScheduleController.showForm
http://web.classroom.ClassroomClazzScheduleController.showForm
http://web.homeroom.announcements.AnnouncementsController.showForm


jmap -dump:format=b,file=<heap_dump.out>

Heap Dump

jmap -F -dump:format=b,file=<heap_dump.out>

heap dump will equal jvm memory size



jhat -J-Xmx2048MB heapdump.hprof 



Remote Access



-Dcom.sun.management.jmxremote 	

-Dcom.sun.management.jmxremote.port=6969 	

-Dcom.sun.management.jmxremote.ssl=false 	

-Dcom.sun.management.jmxremote.authenticate=false



-Dcom.sun.management.jmxremote 	

-Dcom.sun.management.jmxremote.port=6969 	

-Dcom.sun.management.jmxremote.ssl=false 	

-Dcom.sun.management.jmxremote.authenticate=true	

-Dcom.sun.management.jmxremote.password.file=../conf/jmxremote.password \	

-Dcom.sun.management.jmxremote.access.file=../conf/jmxremote.access \

monitorRole   readonly	

controlRole   readwrite

jmxremote.access

jmxremote.password
monitorRole  QED	

controlRole   R&D

example files can be found at <java_home>/jre/lib/management

(this file must be read-only for the user running app)



Remote Access

monitoring 
tools

jps 
jinfo 
jmap 

jstack 
jvisualvm 
jconsole

jvisualvm 
jconsole

JVM

JMX bean 1
JMX bean 2

JVM

jstad

MBean server



Remote Access

jstatd daemon

jps 10.1.55.7

jstatd -J-Djava.security.policy=allowall.pol



GUI



Visual VM

jvisualvm

http://visualvm.java.net/ visualvm

http://visualvm.java.net/


Memory	

CPU	

Threads



Healthy CPU



Healthy Heap



Healthy Threads



Role Playing



Example 1





Example 2



Example 3



Example 4







OQL
-- # of loaded classes  
select count(heap.classes()) 
"
-- # of classes loaded in JVM bootstrap 
select count(heap.classes(), 'it.loader == null') 
"
-- parent child relationship of classloaders 
select map(heap.objects('java.lang.ClassLoader'),  
    function(it) { 
        var res=''; 
        while (it != null) { 
            res += toHtml(it) + "->"; 
            it = it.parent; 
        } 
        res += "null"; 
        return res + "<br>"; 
    }) 
"
-- list of sub classes that start with a particular package 
select classof(cl).name  
from instanceof java.lang.ClassLoader cl 
where classof(cl).name.startsWith("sun.reflect") 
"
-- list sub classes that don't start with a particular package 
select cl 
from instanceof java.lang.ClassLoader cl 
where !classof(cl).name.startsWith("sun.reflect") && !
classof(cl).name.startsWith("org.apache.jasper") 
  
  
-- number of objects in memory of a particular class 
select count(heap.objects("sun.reflect.DelegatingClassLoader")) 
"
-- show path value of all File objects 
select file.path.toString() from java.io.File file



http://www.eclipse.org/mat/

http://www.eclipse.org/mat/


http://plumbr.eu/

http://plumbr.eu/


https://java.net/projects/tda

https://java.net/projects/tda


Generating Load

http://jmeter.apache.org/

http://jmeter.apache.org/


http://gatling-tool.org/

http://gatling-tool.org/


Other Profilers

http://www.ej-technologies.com/products/jprofiler/overview.html

http://www.yourkit.com/

http://www.ej-technologies.com/products/jprofiler/overview.html
http://www.yourkit.com/


http://www.appdynamics.com/

http://newrelic.com/

http://www.appfirst.com

http://www.appdynamics.com/
http://newrelic.com/
http://www.appfirst.com/


Make your own 
tools



Starting... 
Date: Mon Apr 23 09:46:23 EDT 2012 
"
Server: 10.0.50.161 
      cpu usage 65.12% 
           heap 1665.33/2138.77 (used/max) 
        threads 207/198/218 (live/daemon/peak) 
     queue size   0 
     [mls_mail]   0/ 10/ 60 (busy/total/max) 2rw7tt8m1miverrzbuxaz|7f5c693a 
   [sessionlog]   0/ 20/100 (busy/total/max) 2rw7tt8m1miverrzbuxaz|3612afd8 
          [mls]   5/ 35/300 (busy/total/max) 2rw7tt8m1miverrzbuxaz|6a48ffbc 
active sessions 906 
"
Server: 10.0.50.162 
      cpu usage  1.40% 
           heap  850.19/2138.77 (used/max) 
        threads 210/201/213 (live/daemon/peak) 
     queue size   0 
          [mls]   0/ 25/300 (busy/total/max) 2rw7tu8m1m49xyl3vtggq|60f00e0f 
     [mls_mail]   0/ 10/ 60 (busy/total/max) 2rw7tu8m1m49xyl3vtggq|5999ef99 
   [sessionlog]   0/ 15/100 (busy/total/max) 2rw7tu8m1m49xyl3vtggq|15a1ad24 
active sessions 321 
"
Server: 10.0.50.164 
      cpu usage 95.79% 
           heap 1194.39/2138.77 (used/max) 
        threads 431/421/1308 (live/daemon/peak) 
     queue size  38 
   [sessionlog]   5/ 85/100 (busy/total/max) 2rw7tw8m1mj7yhpaojbdy|1bdf2b92 
          [cls]  60/300/300 (busy/total/max) 2rw7tw8m1mj7yhpaojbdy|334021a9 
     [cls_mail]  13/ 60/ 60 (busy/total/max) 2rw7tw8m1mj7yhpaojbdy|4da84fae 
active sessions 664 
"
Done...





capture

notes	

screen shots	

heap dumps	

thread dumps	

snapshots	

app server logs	

web server access and error logs	

os process lists	

database process list	

key jmx values	

slow query logs	

core dumps



http://docs.oracle.com/javase/6/docs/

more info

http://docs.oracle.com/javase/6/docs/
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By Mick Knutson

ABOUT VISUALVM

VisualVM is a visual tool integrating several command-line JDK tools 
DQG�OLJKWZHLJKW�SURͤOLQJ�FDSDELOLWLHV��'HVLJQHG�IRU�ERWK�SURGXFWLRQ�DQG�
GHYHORSPHQW�WLPH�XVH��LW�IXUWKHU�HQKDQFHV�WKH�FDSDELOLW\�RI�PRQLWRULQJ�DQG�
SHUIRUPDQFH�DQDO\VLV�IRU�WKH�-DYD�6(�SODWIRUP��KWWS���YLVXDOYP�MDYD�QHW�

CONFIGURATION

Repositories
Windows 7:�&�?8VHUV?>XVHU,G@?$SS'DWD?5RDPLQJ?�YLVXDOYP?>YHUVLRQ@?�
UHSRVLWRU\?
oS X:��8VHUV�>XVHU,G@�/LEUDU\�$SSOLFDWLRQ�6XSSRUW�YLVXDOYP�>YHUVLRQ@�
UHSRVLWRU\�

User Directory
Windows 7:�&�?8VHUV?>XVHU,G@?$SS'DWD?5RDPLQJ?�YLVXDOYP?>YHUVLRQ@?
oS X:��8VHUV�>XVHU,G@�/LEUDU\�$SSOLFDWLRQ�6XSSRUW�YLVXDOYP�>YHUVLRQ@�

Message logs
Windows 7:�&�?8VHUV?>XVHU,G@?$SS'DWD?5RDPLQJ?�YLVXDOYP?>YHUVLRQ@?YDU?
ORJ?PHVVDJH�ORJ
oS X:��8VHUV�>XVHU,G@�/LEUDU\�$SSOLFDWLRQ�6XSSRUW�YLVXDOYP�>YHUVLRQ@�YDU�
ORJ�PHVVDJH�ORJ

JMX

JMX connections
'HIDXOW�FRQQHFWLRQ�

<hostname>:<port>

Detailed connection:

service:jmx:<protocol>:<sap>

Detailed connection example:

service:jmx:rmi://<hostname>:<port>/jndi/rmi://<hostname>:<port>/jmxrmi

Container specific configuration
&RQͤJXUDWLRQ�IRU�H[SRVLQJ�-0;�

*ODVVͤVK�DGPLQLVWUDWLRQ�

-90�RSWLRQV�FDQ�EH�VHW�YLD�*ODVVͤVK�ZHE�DGPLQLVWUDWLRQ�SDJH�
KWWS���ORFDOKRVW������FRPPRQ�MDYD&RQͤJ�VHUYHU-YP2SWLRQV�
MVI"FRQͤJ1DPH VHUYHU�FRQͤJ

*ODVVͤVK�FRQͤJXUDWLRQ�ͤOH�

�*/$66),6+B+20(�?JODVVͤVK?GRPDLQV?>GRPDLQ@?FRQͤJ?GRPDLQ�[PO�
FRQͤJXUDWLRQ�ͤOH�

<configs> <config name=”server-config”>
  ... <java-config ...> ...
    <jvm-options><JMX configuration parameters></jvm-options>
  ...

7RPFDW�

FYQPSU�$"5"-*/"@0154��ۋ+.9�DPOଖHVSBUJPO�QBSBNFUFST�ۋ

-HWW\�VWDQGDORQH�

KBWBۊ��+.9�DPOଖHVSBUJPO�QBSBNFUFST�ۋ��KBS�TUBSU�KBS�FUD�KFUUZ�KNY�YNM

0DYHQ:

FYQPSU�."7&/@0154��ۋ+.9�DPOଖHVSBUJPO�QBSBNFUFST�ۋ

Container specific configuration parameters
Name Parameter
Access file -Dcom.sun.management.jmxremote.access.file=<access 

file>

Authenticate -Dcom.sun.management.jmxremote.authenticate=<true 
/ false>

Debug -Djavax.net.debug=<level>

JMX port -Dcom.sun.management.jmxremote.port=<PortNumber>

JMX remote 
enabled

-Dcom.sun.management.jmxremote

* Keystore file -Djavax.net.ssl.keyStore=<keystore file>

* Keystore 
password

-Djavax.net.ssl.keyStorePassword=<password>

Management 
level

-Djavax.management.level=<level>

Password file -Dcom.sun.management.jmxremote.password 
file=<password file>

RMI server 
hostname

-Djava.rmi.server.hostname=<public.ip.address>

SSL enabled -Dcom.sun.management.jmxremote.ssl=<true / false>

CONTENTS INCLUDE:
Q�Configuration
Q�JMX
Q�Available Plugins
Q�Java Memory Types
Q�JVM Settings
Q�and More!

Java Profiling with VisualVM
X-Ray Vision for Dramatic Performance Gains
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