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ABOUT DOCKER

Almost overnight, Docker has become the de facto 

standard that developers and system administrators 

use for packaging, deploying, and running distributed 

applications. It provides tools for simplifying 

DevOps by enabling developers to create templates 

called images that can be used to create lightweight 

virtual machines called containers, which include 

their applications and all of their applications’ 

dependencies. These lightweight virtual machines 

can be promoted through testing and production 

environments where sysadmins deploy and run them.

Docker makes it easier for organizations to automate 

infrastructure, isolate applications, maintain 

consistency, and improve resource utilizations.

Similar to the popular version control software Git, 

Docker has a social aspect, in that developers and 

sysadmins are able to share their images via  

Docker Hub.

Docker is an open-source solution that runs natively 

on Linux but also works on Windows and Mac using a 

lightweight Linux distribution and VirtualBox. Many 

tools have also grown up around Docker to make it 

easier to manage and orchestrate complex distributed 

applications.

DOCKER ARCHITECTURE

Docker utilizes a client-server architecture and a remote 

API to manage and create Docker containers built upon 

Linux containers. Docker containers are created from 

Docker images. The relationship between containers 

and images are analogous to the relationship between 

objects and classes in object-oriented programming.

Docker 
Images

A recipe or template for creating Docker 
containers. It includes the steps for installing and 
running the necessary software.

Docker 
Container

Like a tiny virtual machine that is created from 
the instructions found within the Docker image 
originated

Docker 
Client

Command-line utility or other tool that takes 
advantage of the Docker API (https://docs.docker.
com/reference/api/docker_remote_api) to 
communicate with a Docker daemon

Docker 
Host

A physical or virtual machine that is running a 
Docker daemon and contains cached images as 
well as runnable containers created from images
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https://github.com/cjudd/nuez

https://github.com/cjudd/nuez






What is cloud 
computing?

How is different 
from what I am 
doing today?

How do I get 
started?

Will I get a raise?



Cloud Computing



Cloud computing is the 
delivery of computing as a 

service rather than a product, 
whereby shared resources, 

software, and information are 
provided to computers and 
other devices as a metered 

service over a network 
(typically the Internet).

http://en.wikipedia.org/wiki/Computing
http://en.wikipedia.org/wiki/Service_(economics)
http://en.wikipedia.org/wiki/Product_(business)
http://en.wikipedia.org/wiki/Utility_computing
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Internet


Software as a service (SaaS) - “on-demand” software

Platform as a service (PaaS) - solution stack

Infrastructure as a service (IaaS) - virtual computing 
infrastructure



PaaS IaaS

AWS Elastic Beanstalk

⬇flexibility⬆ 
⬇complexity⬆ 
⬇cost⬆



DevOps

an emerging set of principles, methods and practices for communication, collaboration and integration between 
software development (application/software engineering) and IT operations (systems administration/

infrastructure) professionals. It has developed in response to the emerging understanding of the 
interdependence and importance of both the development and operations disciplines in meeting an 

organization's goal of rapidly producing software products and services.

http://en.wikipedia.org/wiki/Software_development
http://en.wikipedia.org/wiki/Web_operations
http://en.wikipedia.org/wiki/Software


treat infrastructure like 
cattle not like pets



Current 
Architecture



traditional Java architecture



traditional Java architecture



traditional Java architecture



traditional Java architecture



traditional Java architecture



traditional Java architecture









AWS architecture



AWS architecture



AWS architecture



AWS Elastic Beanstalk architecture



Registration



http://aws.amazon.com/

start here

http://aws.amazon.com/


need a valid email address















AWS Account

admins opsdevelopers

user/group based security





developers

cmj njz jjs cmj0

* all accounts will be removed by the end of the week

563700736850

https://563700736850.signin.aws.amazon.com/console


http://escab.us-west-1.elasticbeanstalk.com/

Register for your user account

You AWS Credentials will be emailed to you. If you don’t see it check 
your spam folder.



https://github.com/cjudd/escab

https://github.com/cjudd/escab




https://563700736850.signin.aws.amazon.com/console



https://console.aws.amazon.com



Interfaces



Web Console



Command-line

$ aws --output text --region us-west-2 ec2 describe-instances 
RESERVATIONS 563700736850 226008221399 r-07872030 
GROUPS sg-54675664 awseb-e-udfqj5hwba-stack-AWSEBSecurityGroup-11CG99AR8KVT0 
INSTANCES 0 x86_64 cb9cf312-5ab8-45ab-8da7-7758db9aae10_us-west-2a_1 False xen ami-
d03ea1e0 i-bccb9a88 t1.micro aki-fc37bacc escab-key 2013-12-04T16:52:55.000Z 
ip-10-251-47-132.us-west-2.compute.internal 10.251.47.132 ec2-54-203-22-211.us-
west-2.compute.amazonaws.com 54.203.22.211 /dev/sda1 ebs None paravirtual 
BLOCKDEVICEMAPPINGS /dev/sda1 
EBS 2013-12-04T16:52:58.000Z True attached vol-6116d449 
IAMINSTANCEPROFILE arn:aws:iam::563700736850:instance-profile/aws-elasticbeanstalk-ec2-role 
AIPAIGCYITWRPOQIEXSKQ 
MONITORING disabled 
PLACEMENT us-west-2a None default 
SECURITYGROUPS sg-54675664 awseb-e-udfqj5hwba-stack-AWSEBSecurityGroup-11CG99AR8KVT0 
STATE 16 running 
TAGS aws:cloudformation:stack-id arn:aws:cloudformation:us-west-2:563700736850:stack/awseb-e-
udfqj5hwba-stack/57fe9000-5d04-11e3-abea-50e2414b0a18 
TAGS Name escab 
TAGS aws:cloudformation:stack-name awseb-e-udfqj5hwba-stack 
TAGS aws:cloudformation:logical-id AWSEBAutoScalingGroup 
TAGS elasticbeanstalk:environment-name escab 
TAGS elasticbeanstalk:environment-id e-udfqj5hwba 
TAGS aws:autoscaling:groupName awseb-e-udfqj5hwba-stack-
AWSEBAutoScalingGroup-1MNNRZ3V9ALOG



SDK Language Support

http://aws.amazon.com/tools/

http://aws.amazon.com/tools/


EC2



A virtual machine (VM) is a software implementation of a machine (i.e. a 
computer) that executes programs like a physical machine. Virtual 
machines are separated into two major categories, based on their use 
and degree of correspondence to any real machine. A system virtual 
machine provides a complete system platform which supports the 
execution of a complete operating system (OS). In contrast, a process 
virtual machine is designed to run a single program, which means that it 
supports a single process. An essential characteristic of a virtual 
machine is that the software running inside is limited to the resources 
and abstractions provided by the virtual machine—it cannot break out 
of its virtual world.



Amazon Elastic Compute Cloud (Amazon EC2) is a web service that 
provides resizable compute capacity in the cloud. It is designed to 
make web-scale computing easier for developers. 

• Elastic 

• Completely Controlled 

• Flexible 

• Reliable





https://aws.amazon.com/marketplace/



AWS AMIs



EC2 Instance Types

• Micro 
• Small 
• Medium 
• Large 
• Extra Large 
• Double Extra Large 
• High Memory Extra Large 
• High Memory Double Extra Large 
• High Memory Quadruple Extra Large 
• High CPU Medium 
• High CPU Extra Large 
• Cluster Compute Eight Extra Large 
• Cluster GPU Quadruple Extra Large 
• High I/O Quadruple Extra Large 
• High Storage 



Cost for On Demand

$0.013 per hour# represents 
generation



Cost for Reserved Instances



Bandwidth Pricing



VPC 
with  

web console



VPC



start here











Lab 0

1.Create a VPC to hold your servers

VPC



EC2 
with  

web console





start here



then here or here



launch here





select aws-tutorial-webapp AMI

7.x



sudo yum update 

sudo yum install java-1.7.0-openjdk.x86_64 
sudo yum install java-1.7.0-openjdk-devel.x86_64 
sudo alternatives --config java 
export JAVA_HOME=/usr/lib/jvm/java-1.7.0-openjdk-1.7.0.71.x86_64 

sudo yum install tomcat7.noarch 
sudo yum install tomcat7-webapps.noarch 
sudo yum install tomcat7-admin-webapps.noarch 
sudo service tomcat7 start 
sudo chkconfig --level 345 tomcat7 on 

sudo yum install git.x86_64 
git clone https://github.com/cjudd/nuez.git 

wget http://dist.springframework.org.s3.amazonaws.com/release/GRAILS/grails-2.0.0.zip 
unzip grails-2.0.0.zip 
export GRAILS_HOME=~/grails-2.0.0 
export PATH=$PATH:$GRAILS_HOME/bin

aws-tutorial-webapp AMI



select m1.small type



in production you would want to enable





name instance with naming convention



name group with naming convention

tomcat





name key with naming convention





your new instance server name





Remote access to your EC2 instance

$ ssh -i ~/.ssh/your-key-pair.pem ec2-user@ec2-54-174-104-73.compute-1.amazonaws.com

The authenticity of host 'ec2-54-174-104-73.compute-1.amazonaws.com (54.174.104.73)' can't be 
established.
RSA key fingerprint is 0b:c1:e1:b4:50:ec:cf:e7:a5:cb:20:4f:74:34:c5:29.
Are you sure you want to continue connecting (yes/no)? yes
Warning: Permanently added 'ec2-54-174-104-73.compute-1.amazonaws.com,54.174.104.73' (RSA) to 
the list of known hosts.

key downloaded earlier

login as ec2-user

server name



@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
@         WARNING: UNPROTECTED PRIVATE KEY FILE!          @
@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@@
Permissions 0644 for '~/.ssh/your-key-pair.pem' are too open.
It is recommended that your private key files are NOT accessible by others.
This private key will be ignored.
bad permissions: ignore key: ~/.ssh/your-key-pair.pem
Permission denied (publickey).

don’t panic
$ chmod 400 ~/.ssh/your-key-pair.pem



$ssh -i ~/.ssh/your-key-pair.pem ec2-54-174-104-73.compute-1.amazonaws.com
Last login: Thu Dec 29 13:47:16 2011 from 70.60.135.250

       __|  __|_  )
       _|  (     /   Amazon Linux AMI
      ___|\___|___|

See /usr/share/doc/system-release/ for latest release notes.
There are 3 security update(s) out of 4 total update(s) available
-bash: EXPORT: command not found
[ec2-user@ip-10-245-202-126 ~]$

your in, now you can: 
install software 
start services



[ec2-user@ip-10-245-202-126 ~]$ cd nuez
[ec2-user@ip-10-245-202-126 ~]$ cd git pull origin master



SSHing using Putty



Importing the PEM file

Import PEM file 
for conversion



Conversion of Pem to PPK

Save private key  
(ppk)



Setting up Putty to use PPK

1. Navigate to 
Connection> 
SSH > Auth

2. Select ppk file 
here



Log in via Putty
When prompted for login enter ec2-user



you can create an AMI 



Regions and Availability Zones



Regions and Availability Zones

US West US East

us-east-1b us-east-1c

us-east-1aus-west-1a

us-west-1b us-west-1c



Regions and Availability Zones

N. California N. Virginia

us-east-1b us-east-1c

us-east-1aus-west-1a

us-west-1b us-west-1c



Regions and Availability Zones

N. California N. Virginia

us-east-1b us-east-1c

us-east-1aus-west-1a

us-west-1b us-west-1c





change region here



EC2 
with  

Command Line



Console Environment Setup

http://aws.amazon.com/cli/



sudo python ez_setup.py
sudo python get-pip.py
sudo pip install awscli
aws configure
AWS Access Key ID [None]: AKIAI6ZZCGHYRQGEAYJJ
AWS Secret Access Key [None]: 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
Default region name [None]: us-east-1
Default output format [None]:

Console Environment Setup



Console Usage

aws [options] <command> <subcommand> [parameters]
aws ec2 describe-images --owner self
aws ec2 run-instance --image-id <image id> 
                     --key-name <key name> 
                     --security-group-ids <security group id>
aws ec2 describe-instances
ssh -i <key-pair-pem-file> ec2-user@<server name>
aws ec2 stop-instance <instance id>
aws ec2 terminate-instance <instance id>



EC2 
with  

Java SDK



//SETUP CREDENTIALS
AWSCredentials creds = new
PropertiesCredentials(this.getClass().getResourceAsStream("/awsCredentials.properties")); 

//CREATING EC2 CLIENT
AmazonEC2 ec2 = new AmazonEC2Client(creds);

Configuring Credentials



CreateKeyPairRequest createKeyPairRequest = new CreateKeyPairRequest();  
 
 
String keyName = "testKeyPair-fromjava";  
createKeyPairRequest.withKeyName(keyName);  
 
 
CreateKeyPairResult createKeyPairResult = ec2.createKeyPair(createKeyPairRequest);  
 
KeyPair keyPair = createKeyPairResult.getKeyPair();  
File pemFile = new File(keyName + ".pem");  
 
BufferedWriter out = new BufferedWriter(new FileWriter(pemFile));  
out.write(keyPair.getKeyMaterial());  
out.close();

Creating new key pair



CreateSecurityGroupRequest r1 = new CreateSecurityGroupRequest("webserver-
group", "Sec Group for My Web Servers");  
ec2.createSecurityGroup(r1);
 
AuthorizeSecurityGroupIngressRequest r2 = new 
AuthorizeSecurityGroupIngressRequest(); r2.setGroupName("webserver-group"); 
IpPermission permission = new IpPermission(); 
permission.setIpProtocol("tcp"); 
permission.setFromPort(80); 
permission.setToPort(80); 
List ipRanges = new ArrayList(); 

//use CIDR notation, see http://en.wikipedia.org/wiki/CIDR_notation 
ipRanges.add("0.0.0.0/0"); permission.setIpRanges(ipRanges); 

List permissions = new ArrayList(); 
permissions.add(permission); 
r2.setIpPermissions(permissions);  
ec2.authorizeSecurityGroupIngress(r2);

Creating a Security Group



// CREATE EC2 INSTANCES
RunInstancesRequest runInstancesRequest = new RunInstancesRequest()  
    .withInstanceType("micro")  
    .withImageId("ami-4bb96d22")  
    .withMinCount(1)  
    .withMaxCount(1)  
    .withSecurityGroupIds("webserver-group")  
    .withKeyName("testKeyPair-fromjava");

RunInstancesResult runInstances = ec2.runInstances(runInstancesRequest);

Creating EC2 Instance



// TAG EC2 INSTANCES WITH USER METADATA
List<Instance> instances = runInstances.getReservation().getInstances();
for (Instance instance : instances) {
  CreateTagsRequest createTagsRequest = new CreateTagsRequest();
  createTagsRequest.withResources(instance.getInstanceId())
           .withTags(new Tag("Name", "MyFirstEC2Instance"));
  ec2.createTags(createTagsRequest);
}

Giving Instance Metadata



TerminateInstancesRequest terminateInstanceRequest = 
                                new 
TerminateInstancesRequest().withInstanceIds(instanceIds);  
ec2.terminateInstances(terminateInstanceRequest);

StopInstancesRequest stopInstanceRequest = 
                                   new StopInstancesRequest().withInstanceIds(instanceIds);
ec2.terminateInstances(stopInstanceRequest);

Stopping/Terminating EC2 Instance



http://puppetlabs.com/
http://www.opscode.com/chef/

AWS CloudFormation

http://aws.amazon.com/cloudformation/

Infrastructure Automation

http://puppetlabs.com/
http://www.opscode.com/chef/
http://aws.amazon.com/cloudformation/


Lab 1

1.Start instance of aws-tutorial-webapp 
2.Verify Tomcat is running accessible 
3.ssh to new server instance 
4.Stop new server instance 
5.Restart new server instance



Storage



•Structured Data 
•Amazon DynamoDB - NoSQL DB 
•Relational Databases (in EC2 and EBS) 
•Amazon RDS - Managed databases like mysql 
•Amazon ElasticCache - in-memory cache 
•Amazon Redshift - petabyte-scale data warehouse 

•Unstructured Data 
•Amazon EC2 Instance Storage - local filesystem 
•Amazon EBS Volumes - remote mounted filesystem 
•Amazon S3 - bucket storage 
•Amazon Glacier - archiving and backup

Storage Options



instance

EBS





S3 Pricing





EBS Pricing



Database





launch new mysql server instance





select aws-tutorial-mysql AMI

5.5



aws-tutorial-mysql AMI

sudo yum update 
sudo yum install mysql55.x86_64 
sudo yum install mysql55-server.x86_64 
sudo service mysqld start 
mysql -u root -e "create database nuez;" 
mysql -u root -e "CREATE USER 'codemash'@'%' IDENTIFIED BY 'codemash';" 
mysql -u root -e "GRANT ALL PRIVILEGES ON *.* TO 'codemash'@'%'" 
sudo chkconfig --level 345 mysqld on



select t1.micro







name instance with naming convention



developer’s network

web application security group











$ mysql -h ec2-54-173-90-190.compute-1.amazonaws.com -u codemash -p nuez



user = codemash 
password = codemash



// environment specific settings
environments {
    development {
        dataSource {
            dbCreate = "update"
            url = "jdbc:h2:mem:devDb;MVCC=TRUE"
        }
    }
    test {
        dataSource {
            dbCreate = "update"
            url = "jdbc:h2:mem:testDb;MVCC=TRUE"
        }
    }
    production {
        dataSource {
            driverClassName = "com.mysql.jdbc.Driver"
            dialect = "org.hibernate.dialect.MySQL5Dialect"
            username = "codemash"
            password = "codemash"
            dbCreate = "update"
            url = "jdbc:mysql://10.0.0.34:3306/nuez"
            pooled = true
            properties {
                maxActive = -1
                minEvictableIdleTimeMillis = 1800000
                timeBetweenEvictionRunsMillis = 1800000
                numTestsPerEvictionRun = 3
                testOnBorrow = true
                testWhileIdle = true
                testOnReturn = true
                validationQuery = "SELECT 1"
            }
        }
    }
}

mysql instance url

username/password

grails-app/conf/DataSource.groovy

Update nuez with database connection



grails war



sudo cp target/nuez-0.1.war /usr/share/tomcat7/webapps/nuez.war



http://ec2-54-204-63-223.compute-1.amazonaws.com:8080/nuez/



1234abcd
blogger



Lab 2

1.Start instance of aws-tutorial-mysql instance 
2.Connect with mysql tool or ssh to instance 
3.Change nuez application database string 
4.Deploy nuez application 
5.Test nuez application



Load Balancing





Launch another one just like it.



scp -i cmj-key.pem cmj-key.pem ec2-user@ec2-54-204-63-223.compute-1.amazonaws.com:~/.ssh/

Copy key to webapp-01



scp -i ~/.ssh/cmj-key.pem target/nuez-0.1.war ec2-user@ec2-54-227-224-140.compute-1.amazonaws.com:~

Copy war to webapp-02



sudo mv nuez-0.1.war /usr/share/tomcat7/webapps/nuez.war







name load balancer based on naming 
convention







health 
check











Here is the base url 
to access the load 

balancer







Lab 3

1.Create/start another instance of aws-tutorial-webapp 
2.Create a new load balancer 
3.Add both aws-tutorial-webapp EC2 instances to load 

balancer



CDN





Cloudfront Pricing
CloudFront Pricing







create bucket name with naming convention



















$ aws configure 
AWS Access Key ID [None]: AKIAIDOWNDAGYQXLK2 
AWS Secret Access Key [None]: p7uy7uxJsqXrYJU6r4X/DdssxdlxXobkDeNcP 
Default region name [None]: us-east-1 
Default output format [None]:

Configure AWS Command-line



$ aws s3 mb s3://cmj-static-resources 
make_bucket: s3://cmj-static-resources 
$ aws s3 ls 
2013-07-17 14:04:34 elasticbeanstalk-us-east-1-563700736850 
2013-12-04 15:59:57 elasticbeanstalk-us-west-2-563700736850 
2015-04-29 10:28:06 tst-static-resources 
$ aws s3 cp --recursive css s3://cmj-static-resources/nuez/static/css --acl public-read-write 
upload: css/bootstrap.css to s3://cmj-static-resources/nuez/static/bootstrap.css 
$ aws s3 cp --recursive images s3://cmj-static-resources/nuez/static/images --acl public-read-
write 
upload: images/add.png to s3://cmj-static-resources/nuez/static/add.png 
upload: images/favicon.ico to s3://cmj-static-resources/nuez/static/favicon.ico 
upload: images/spinner.gif to s3://cmj-static-resources/nuez/static/spinner.gif 
$ aws s3 cp --recursive js s3://cmj-static-resources/nuez/static/js --acl public-read-write 
upload: js/application.js to s3://cmj-static-resources/nuez/static/application.js 
upload: js/jquery-1.7.1.js to s3://cmj-static-resources/nuez/static/jquery-1.7.1.js

s3://cmj-static-resources/nuez/static/jquery-1.7.1.js


<link rel="shortcut icon" href="${grailsApplication.config.cloudfront.cdn.url}
${resource(dir: 'images', file: 'favicon.ico')}" type="image/x-icon">

Grails Resource Change to Support CDN url



environments {
    development {
        grails.logging.jul.usebridge = true

cloudfront.cdn.url = ""
    }
    production {
        grails.logging.jul.usebridge = false

cloudfront.cdn.url = "http://your.cloudfront.net"
    }
}

Configure Web App

Config.groovy

http://your.cloudfront.net


Lab 4

1.Create new S3 bucket 
2.Create directory structure in S3 
3.Upload all static content to S3 in the appropriate directories 
4.Create new CloudFront distribution 
5.Update nuez to use CloudFront distribution url  
6.Redeploy nuez web app 
7.Test



Elastic Beanstalk





aws {
  dataSource {
    dbCreate = "update"
    url = "jdbc:mysql://${System.getProperty('RDS_HOSTNAME')}:${System.getProperty('RDS_PORT')}/ebdb"
    driverClassName = "com.mysql.jdbc.Driver"
    username = System.getProperty('RDS_USERNAME')
    password = System.getProperty('RDS_PASSWORD')
    loggingSql = true
    pooled = true
      properties {
        maxActive = -1
        minEvictableIdleTimeMillis=1800000
        timeBetweenEvictionRunsMillis=1800000
        numTestsPerEvictionRun=3
        testOnBorrow=true
        testWhileIdle=true
        testOnReturn=true
        validationQuery="SELECT 1"
      }
    }
}

grails-app/conf/DataSource.groovy

-Dgrails.env=aws









Tomcat



Tomcat 7 Java 7 v 1.4.5



http://s3.amazonaws.com/cmj-aws-talk/nuez.war







m1.small







codemash

codemash

















-Dgrails.env=aws





STILL!!!









Pricing



pay as you use



use small EC2 instance for one hour and pay $0.044



On-Demand - pay by hour no long-term commitment 
Reserved - one-time payment and discounted hourly rate 
Spot - bid for unused capacity

Example:

* small instance for one year

On-Demand -          $385.44  ($0.044/hr) 
            
Light Reserved -      $358.84 ($0.034/hr + $61) 
Medium Reserved - $232.40 ($0.015/hr + $101) 
Heavy Reserved -    $210.60 ($0.01/hr + $123)





http://aws.amazon.com/calculator





Resources







http://aws.amazon.com/architecture/



http://aws.amazon.com/architecture/

http://aws.amazon.com/architecture/




http://www.infoq.com/presentations/Netflix-in-the-Cloud

http://www.infoq.com/presentations/Netflix-in-the-Cloud
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email: cjudd@juddsolutions.com
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