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| How to Perform Reflected Cross Site Scripting (XSS) Attacks
OWASP WebGoat V5

Admin Functions

General

Code Quality

Unvalidated Parameters
Broken Access Control
Broken Authentication and
Session Management
Cross-Site Scripting (XSS)

LAB: Cross Site Scripting

Restart this Lesson

For this exercise, your mission is to come up with some input containing a script. You have to
try to get this page to reflect that input back to your browser, which will execute the script
and do something bad.

Shopping Cart

X55) Shopping Car:“ljt;:ms -~ ToBuy | pice: Quantity: Total
How to Perform Stored Cross
Site Scripting (XSS) Studio RTA - Laptop/Reading Cart
- e 69.99| I $69.99
How to Perform Reflected with Tilting Surface - Cherry I
i;:::ks;te Scripting (XSS) Dynex - Traditional Notebook Case 27.99( 1 $27.99
HTTPOnly Test Hewlett-Packard - Pavilion Notebook
. . 1599.99| 1 $1599.99
How to Perform Cross Site with Intel® Centrino?
Tracing (XST) Attacks 3 - Year Performance Service Plan
- ) $1000 and Over 299.99| 1 $299.99
Buffer Overflows
Injection Flaws
I E Handli .
Ig;%?uizrstgfargean 'ng The total charged to your credit card: $1997.96 Update Cart

Denial of Service

Insecure Configuration
Management Enter your credit card number: 4128 3214 0002 1999
Web Services
AJAX Security

Challenge Enter your three digit access code: 111

Purchase
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OWASP Foundation | Project W
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2013 €} COMSCORE. Report says

1ess than half of developers use a
security anplication process

http://www.cdmn.ca/wp-content/uploads/2013/09/TiC-Dev-July-2013.pdf



GO TO JAII.

GO DIRECTLY TO JAIL.
DO NOT PASS GO.

DO NOT COLLECT $200. ‘) "‘. ﬁ'




WARNING: The tools & technigues we will be

discussing today when applied can land you

in jail. Before using them on a public website
make sure you have expressed written
permission to do so from the site owner.




-

‘Whitehats

Ethical hacking refers to the act of locating weaknesses and vulnerabilities of computer and
information systems by duplicating the intent and actions of malicious hackers. Ethical hacking is
also known as penetration testing, intrusion testing, or red teaming. An ethical hacker is a
security professional who applies their hacking skills for defensive purposes on behalf of the
owners of information systems. By conducting penetration tests, an ethical hacker looks to answer
the following four basic questions:

1. What information/locations/systems can an attacker gain access? L
2. What can an attacker see on the target? B 7 4
3. What can an attacker do with available information? LAY ; /
4. Does anyone at the target system notice the attempts? Noea®

An ethical hacker operates with the knowledge and permission of the organization for which
they are trying to defend. In some cases, the organization will neglect to inform their information
security team of the activities that will be carried out by an ethical hacker in an attempt to test the
effectiveness of the information security team. This is referred to as a double-blind environment. In
order to operate effectively and legally, an ethical hacker must be informed of the assets that
should be protected, potential threat sources, and the extent to which the organization will support
an ethical hacker's efforts.



use this knowledge tor good not evil
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Applications ~

Favorites I:-.'ps. te
01 - Infermation Gathering » -
‘l_, " caommms
0?2 - ‘.'nlm-l.lhiHy Analy >
03 - Web Applization Analysis b s btrac
01 - Database Assessment
owasp zap
i 05 - Password Attacks ]
RE . ) pares
06 - Wireless Attacks »
07 - Reverse Engineerir i <lnr.‘f: ch
03 - Explotaden Teels _r
L sqlmap
03 - Sniffir gé& Sprnf:r g » 2
10 - Post Exploitation » w3af
11 - Forensics ’ wekscarah
12 - RI'II('T“II(J Tools
wpszan
13 - Soclal Engineering Teols
14 « Sy=tem Services ]
Usual applcations J

Activities Overview

https://www.kali.org/
root/toor
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Wordy Ninja Blog

. Wordy Ninja Elog

&«

Lo.awe repatta . gty . manfest . carcimel . juda . cosemae" .. hadcop .. devicole .. cevope .. cld cliente

C localhost:BOY)/# =

wordy Ninja Blog

Most Resent Posts

twelve

by Start Bootstrap

© Posted on July 20, 2015 5:36:28 PM MDT

totally hacked

Read More >

hacked
cy Start Bootstrag

© Pasted on July 20, 2015 §:27:01 PM MDT




C) duriarwsrdyrinaning O x

[ o C £ GitHub, Inz. [US] kttps:#/github.com/cjudd wordyninjablog

GitHUb This reposifery  Searct Explore Features Enterprise Blog

| cjudd / wordyninjablog @ Vinteh 1

Wordy Ninja Blog s an intentionally vulnerable Java web application used lo teach secunty concepls.

38 vominils 1 Lranch 0 releases 1 conlribulor

P Lranch: master - wordyninjablog / +

Adcedd search support.

. cjudd sutores 2 hours age atest comrit h27afichds 2
M gracle’wrepper Added Gradle Wrapper. 3 days eco
| Added sarch sapporl 2 howrs ago
B .giligrene Used congooay as a lemplale and crealsd Wordy Ninja Blog. a day ago
|-} REACME.mc Used congcoay as a template and creatad Wordy Ninja Bloq. a day aco
[=) bulld.gradie Mace tha menu dynamic for different rolas such as administrator and b. 4 hours ego
B gradiew Added Gradle Wrapper 3 days ago
2 gradlewbat Added Gradle Wrapper, 3 days ago
9 README.md

Wordy Ninja Blog

Wordy Ninja Blog is an application for demonstrating security concepts.

WARNING: this application intentionally
contains security vulnerabilities.

-~

+ Star 0 YFork 0

LJaws [rapata L. igity L. manfest L. cocding L udd L. cocemagh L. hadocp L. devtoole L. cavope L. oid cliens

<> Code

@ Issues a
I Full requests a
A~ Pulse

s Graghs

HTTPS cinre LRI

httns: f/pithus . ena/i E:‘?

You can clora with HTTRS i
Sutreraon P

Clone in Desktop

<> Download ZIP

https://github.com/cjudd/wordyninjablog






https://github.com/cjudd/hacking-and-hardening-java-web-apps-workshop

O Features Business Explore Marketplace Fricing Signin o Sign up
cjudd / hacking-and-herdening-java-web-apps-workshop Owatech 1 *sar o Yeox 0
> Code ssues D Pull requests D Srejects o Insights

—
. . Dismiss
b_’ Join GitHub today

GitHub i home 19 aver 28 million developers wor<ing ogether 1o haat
and review coda, manage projects, and buile software togsther

Lzhs for the Hac<ing 2nd Hardening Java Weh Apps Workshap

® 4 commite v 1hranch 0 minanes AL 1 sontrinutor

dranch: master » ‘ Fird tile Clone or download ~

. cjudd Acddad inowr vulnerabiliries Latest commit 4344 28 secends agn

OC_selup.md frded TOCZ, selup and ZAF ecanning. A heurs ago

0% _app scarning. md fdded known vulneradililies, 25 seconds ago

02_s¢ _injection.me fdded XSS lab an hour ago

03 _cross-site_scripting.md Afdded XSS lab an hour ago

_ 04_known_vulnerabilit #s.m¢ fdded known vulneradilities, 20 seccnds ago

~ README. Mg fdded known vulnerasilities, 29 seccnds ago
[ README. md

Hacking and Hardening Java Web Application Workshop

This is a tutorial for legrning Jave Web Apazlicaticn Security.
0-5etUp

1 - App Scamning with ZAP

2 - SQL Injection with salmep

3 - Cross-sile scrnpling (XSS)

& - <now Vulnerabilities using Metasploit & Sonatype Aop Scan




Lab - App Scanning

a @
standard mode

S+

@ | J8|E
v 5l Comexae
] Default Cordast
v & Wsars
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T GLT:rernap.sml
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¥ o <how
LB MCET]

v oo B ¥ Kgin
TP CFT auth

L TV % CLT:authlogin_arree)
v iR %Ak
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S e ] [ S Een: @ EERDE D

W CET:authfoilk jsossionid =BT D4 2FCSEAF2 4 CETEAGEF2FCA4ARAE ngin crrar]

L% POST. _spring_security_shecki_spring_security_reme mber_me j_password j_ussrname)

Urtitlec Saselon - CWASF ZAR 2.4.0

o) o NEan

4= Respoance | o |

Welcome to the OWASP Zed Attack Proxy (ZAP)

ZAP Is an 2asy 1o use Integrated penetratian testing 2zl far finding valnerabilitias in web applications.
Please he aware that you should anly attack applications that you hawe heen specifically been given permicsion ta test

To zuickly test an apphcation, enter ity URL below and press "Atlack’.

URL 1z anack: hugp:/ ' nuezelasticbeanstalk.comy

, MLk l [_ §ln|'J
Progress:

| @ sekcr .

Actively scanning (attacking: the URL: discovered by the spider

Fora more In degeh test you should explore wour agglicatian using vour browser or automarted regreszlon tesis while proxy ng through ZAF.

if you ars using Firefaxr 22.C ar later you can wse "Mug-n-Hack' ta confiqure paur browser

Conligure your browser. £ Plug - -Ho « |

Cr paint your broweser at: http) tocalhnst=3000; pnhy

L N
| M Hislery T Search | MAlerts | | Oulput 8 Spider ‘,

|| ) WewSean | Progress: O httpr/inuez.el.icbeanstalk.com  f| 1 |01 | S % | W Current Scanz: 1| Num raquesis: 166 0
'S Mg L Lamps Mg L Lamps ravibead uxl Cuode Meav Kl R L P T N e iy ‘G

AR INNATS 113704 10a 15 11400 FUSI hitp fyame r e lastichaanstalc.com || _spring_secie by check 2000 1.5V« 121 byes 446 KiR

L3030/04/15 11:37:04 3000413 11:37.06 FQOST g fenue z.e lastich eanstalk, com j_spring_secur ty_check 2000 143 133 byres 4.3¢ KiB

L3130/04/15 11:37:06 3000413 11:32:07 FOST hog /o nue z.elastico eanstalk. com/j_spring_secur ty_chek 20001 1.16s 171 byres 4.3€ Kib

L3230/04/15 11:37:07 3000412 1123708 FOST hmp fynuez elastica2anstalicom/j_spring_secur ty_chezk 20001 165s 171 byres 4 JEKit

L33 30/04/15 11:37:08 3000412 11:37:10 POST hitp /g nuez.elastich=anstaliccom | spring secur by check 20004 125 171 byes 436 Kip

L34 30/04/715 11:37:1D 30,0415 11:37:11 FOST hittp:fynuez.elastichzanstali.zom | spring sceurty check 20004 188 171 bywes 4.3€ Kie

ISS 4U/nens 114710 LS TIAE D O B B A I FCIs| hitp fenue zoe astich=anstalk.com| sprino secerety chech 200004 Jrams 171 by 940 KIE

Labdfnans 1132012 ENTIIE TS N B B R FUs| hitp g aue z.e lastich=anstali.com | _aprng_secie by _chech 20044 129 ms 121 bywes 446 KIE

arAnanns 11402 U1 1104000, FUSI hitp 7y aue y e lastichaanstalk.com || _spring_secir by _check 2000 175 ms 171 byyes 446 KR

L3B30/04/15 11:37:12 30004135 11:37:13 FQST hwg:fenue z.elastichzansealk com j_spring_secur ty_check 20004 149s 171 byres 4.3C KiB

L3930/04/15 11:37:13 3000415 11:37:13 FQSsT g fonue z.elasticoranstalk. com j_spring_secur ty_chek 200 0% 1.29s 171 byres 4.3€ Kib

IEMAIN AL T3 AN AT 11T roeT e i dinan alnrsiabanwsrnlls vawn !l sanveus snsivwms ahaoh e Lol i iy 1T €0 » 127 himan " 3C vin

Alerts B8O B2 23 P

CurrentScans B0 A1 @0 o0 0 &0 #a




Lab - SQL Injection

:~# sqlmap —-u http://192.168.11.115:8080/1injection/search ——data="name=Baaz" —--dump-
all

sglmap/1l.0-dev — automatic SQL injection and database takeover tool
http://sqlmap.org

[!'] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is
illegal. It is the end user's responsibility to obey all applicable local, state and federal
laws. Developers assume no liability and are not responsible for any misuse or damage caused
by this program

[x] starting at 12:04:23

[12:04:23] [INFO] resuming back-end DBMS 'mysql'
[12:04:23] [INFO] testing connection to the target URL
sqlmap identified the following injection points with a total of @ HTTP(s) requests:

Place: POST

Parameter: name
Type: boolean-based blind
Title: AND boolean-based blind — WHERE or HAVING clause
Payload: name=Baaz' AND 6387=6387 AND 'TUSr'='TUSr

Type: error—-based

Title: MySQL >= 5.0 AND error-based — WHERE or HAVING clause

Payload: name=Baaz' AND (SELECT 9504 FROM(SELECT COUNT (%), CONCAT(0x717a6b6471, (SELECT
(CASE WHEN (9504=9504) THEN 1 ELSE © END)),0x7176646d71,FLOOR(RAND(Q)*2))x FROM
INFORMATION_SCHEMA.CHARACTER_SETS GROUP BY x)a) AND 'hxTg'='hxTg

Type: UNION query

Title: MySQL UNION query (NULL) - 6 columns

Payload: name=Baaz' UNION ALL SELECT
NULL,NULL,NULL,NULL,CONCAT(0x717a6b6471,0x4f6145586b4a6e436d71,0x7176646d71) ,NULL#



Lab - Cross-site Scripting (XSS)

Wordy Ninja Blog - Iceweasel 00

™ Wordy Ninja Blog x |
= localhost X 4, Searcl w B8 U ¥ f# ©

i1 Most Visitedv [l Cffensive Security N\ Kali Linux '\ Kali Cocs '\ Kali Tccls K} Exploit- DB W Aircrack ng

rdy Ninja Blog

Blog Search

Most Recent Posts -

hacked

by Start Bootstrap Ads

hie is the portion of the site whera wa

® Posted or Uctoder 24,2018 ":38:13 PM =D
morel e,

Read More >

CodeOne
by Start Boolslrap

® Pnsed or Cctnner 24, 2018 * " :C8:58 AM ED™

formally known as JavaOnea

Rezd More »

Connected to lorempixel.com...

3




Lab - Known Vulnerabilities

(@metasploit

< metasploit >

tool and database of exploits and vulnerabillities
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China Unable To Recruit Hackers Fast Enough To
Keep Up With Vulnerabilities In U.S. Security Systems

NEWS IN BRIEF
October 26, 2015

VOL 51 ISSUE 43
News - Techaology - World -
China

+ I

BELITNG  Despite devoting conntless resonrees toward rectifying the issue, Chinese

government officials announced Mondzy that the country has struggled to recrnit hackers
fast enough to keep pace with vulnerabilities in U.S. security systems. “With new
weaknesses in [.S. networks popping up every day, we simply don’t have the manpower
to effectively exploit every single loophole in their security protocols,” said security
minister Liu Xiang, who confirmed that the thousands of Chinese computer experts
emploved Lo expose [laws in American dala systems are jusl no malch [or the Uniled
Stales’ increasingly inelTective digilal safeguards. “We can’l keep lrack of all of the glaring
deficiencies in their firewall protections, let alone hire and train enough hacXkers to attack
each one. And now, they're failing to address them at a rate that shows no sign of slowing
down anytime soon. The gaps in the State Department security systems alane take up
almost half my workforee.” At press time, Liu confirmed that an inadequate labor pool

had forced China to outsource some of its hacker work to Russia.

*AMERICA'S: ORIGINAL CRAFT VODKA

* TitosVodka.com+* _ |

.t -

ONION VIDEO WATCH MORE »

PETER K. ROSENTHAL
CNIONHEAD ALM CRITIC

The Onion Reviews ‘Spectre’

_ Scientists Find Strong Link
Belween Male Virility,
Wearing Médey Crile Denim
Jacket ©

Cmion Explaini: The
International State Of
Women's Rights i3
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1 £ eXp/ orted wout/d it end Up on the £ront
page of Che paper?

what impact would it have?



How the New York Stock Exchange says companies
should decide whether to disclose hacks

ks it material? RS + +

TMay’oe not
Really? Are you sure?

Yes

Il disclose L
Will you disc

a via websile,
to third parties, elc.?

Is discovery of the breach
(by the gov't or public)
likely or inevitable?

Does the cost and N 1 there a potential RGa
e A
or your financial oumﬂ

\CEH Wil the disclosure itself
harm the company?

Not sure

LEAN AGAINST Yes Wil it compromise

8-K DISCLOSURE security?
Yos Wil it trigger soounlicsou' LEAN TOWARD
o,dw"'- 8K DISClOSURE

Source: Navigating the Digital Age: The Definitive Cybersecurlty Guide for
Directors and Officers Provides Actionable Advice and Best Practices

http://www.marketwatch.com/story/nyse-releases-a-cybersecurity-guide-for-public-companies-2015-10-14
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Security Principals

Minimize attack surface area
—stablish secure defaults
_east privilege

Defense in depth

—all and recover securely
Don't trust (data, services or infrastructure)
- Separation of duties

- Avoid security by obscurity
Keep security simple

~IX security iIssues correctly
Detect intrusions

- Assume nothing

https://www.owasp.org/index.php/Secure_Coding_Principles
http://www.zdnet.com/article/gary-mcgraw-10-steps-to-secure-software/



Practical Suggestions

© Application Security Training
© Common Security Control Libraries

@ Independent Verification of Security during Development
@ Monitor Applications in Production
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Download Suppaort Blog Contact us O O @ @

Self-protected web applications

LIV is ar open-source Java web application security framework that elim nates or mitigates
vieb security risks by design for zome of the most used JVM wet framewarks Unlike traditiona
external vieb application hrewalls, DIV wark cwithin web applicatinns.

Get HDIV Now!

Protect your web applications against
attacks

Covered OWASP top 10
risks

Injection PR Sensitive Data Exposure

w2 DBroken authentication and session Wyas Missing Function Level Access Control
menagement
Cross-Site Request Fargery (CSRF)

A3 Cross-Site Scripting (XS5)

9 Using Compenents with Known
Insecure Direct Object References Vulnerabilities

Security Misconfiguration iU Unvalidated Redirects and Forwards

http://www.hdiv.org/



ORACLE

Iron-Clad Java: Building ¢
Secure Web Applications .z

Best Practices for Secure Java Web Application
Development

Jim Manico
August Detlefsen
Contributing Author, Kevin Kenan

Technical Editcr, Milton Smith
Oracle Senior Principal Security Procuct Manager, Java
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Web Penetration Testing
with Kali Linux

A practical guide to implementing penetration testing strategies
on websites, web applications, and standard web protocols
with Kali Linux
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COURSES~ OPIN~ EXPLORE~ JOBS~  ADVERTISE
CYBRARY

Open Source Cyber login
Security Learning

- » Join Cybra
Free Training | Careers | Community yprary

& 2al -
70,000,000+ 527,802 2,000+

training minutes members topics to
delivered learn from

v/ieiting for hop.cecexis.com...

https://www.cybrary.it/
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Steve Gibson

http://twit.tv/show/security-now



https://twitter.com/troyhunt

) Home , Moments Search Twitta Q Have an accoun!? Log inw

TWEE™S FOLLOWING ~CLLOWERS LIKES

48.5K 692 27.5K 456 £ Follow

Tweets Tweets & replics Phctos & videos
Troy Hunt

Microsoft MVF for Developar Security, Troy Hunt Ctroyhunt - Nov -
Plurelsigit author and intemational Here's the massive breach |'ve been

speaker. Onlina security, technology and

“The Cloud". Creator of working on - 4.8M parents... and 227K Kics
Fotte ol from VTech: troynunt.com/2015/11/when-c

Y Australia
troyhunt.com

(%) Joined Aoril 2008 | ) o
- Troy Hunt: When children are breached - inside the...

. | suspect we're all getting a little bit oo conditioned tc

12 2,602 Photos and videos data treacnes latey. They're in the mai...

- B i SR
) . tewh
4
' fa
al information se2 / e ——
cpen communical B8 —
m unautherised a« {“ - —

: - Tray Hunt ©licyhunt - 2
Just paid for another year of




https://haveibeenpwned.com/

Home Notify me Domainsearch Pwnedsites Pastes APl About Donate 3P

'--have i been pwned?

Check if you have an account that has been compromised in a data breach

.
email address or username pwned?
v

64 246,746,687 30,928 19,931,854

pwned webslites pwANac accounts oastes Paste accounts

Top 10 breaches

D

vtech

amall.rv

O
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Open Web Application
security Project

2

hitps://www.owasp.org



OWASP Books

OWASP

The Open Web Application Security Project

OWASP Top 10 - 2013

The Ten Most Critical Web Application Security Risks

release

\Cleatrve Commons (CC) Attribution Share-Alike
\ Free version at https://www.owasp.org

{

UWASP

Open Web Application
Security Project

Application Security Verification Standard 3.0.1

July 2016

ﬂ;ﬁw

VIX IS ML OO D
VEBF SUR SHRBOL MVINTR PR
IETILA QD IATAT NIV .

LAV BN VAT 1D LA T
WAL BLDARTIV IR BN el

O A DA .

n Qe vang

SAVWSF A5YS LEVELS

OWASP ‘ Testing Guide

Open m bﬂpphcat\um

release




OWASP Cheat Sheets

€ Y€ JFC JRC JNC JRC JRC JRC JRC JRC JRC JRC JRC JRC JRC JRC JRC JRC JRC JRC C

Authentication

Choosing and Using Security Questions
Clickjacking Detence

Cross-Site Request Forgery (CSRF) Prevention
Cryptography Storage

DOM based XSS Prevention

~orgot Passworad

HTML 5 Security

nput Validation

JAAS

_0gging

Password Storage

PinNing

Query Parameterization

REST Security

Session Management

SQL Injection Prevention

Transport Layer Protection
Unvalidated Redirects and Forwards
User Privacy Protection

Web Service Security

XSS (Cross Site Scripting) Prevention

OWASP Cheat Sheets

Martin Woschek, owasp@jesterweb.de

April 9, 2015
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| How to Perform Reflected Cross Site Scripting (XSS) Attacks
OWASP WebGoat V5

Admin Functions
General

Code Quality For this exercise, your mission is to come up with some input containing a script. You have to

Unvalidated Parameters try to get this page to reflect that input back to your browser, which will execute the script

Broken Access Control .
Broken Authentication and and do something bad.
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How to Perform Stored Cross
Site Scripting (X55) Studio RTA - Laptop/Reading Cart
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How to Perform Reflected with Tilting Surface - Cherry I
i;f;;k:'tn Scripting (X55) Dynex - Traditional Notebook Case 27.99| 1 $27.99
HTTPOnly Test Hewlett-Packard - Pavilion Notebook
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