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“Concern about mobile security is nothing new for the healthcare industry. 
A survey of 200 IT decision makers found that virtually all respondents had 
security concerns about implementing mobile app solutions, with data 
encryption and HIPAA compliance issues at the top of the list.”

– Jamf report1

How to Elevate Care Team Collaboration With  
Mobile Messaging Initiatives

DATA SECURITY IS AN EVER-PRESENT CONCERN
These security concerns include how to protect and secure mobile communications, 
especially when physicians, nurses, and other healthcare professionals share protected 
health information (PHI). If carefully executed as part of a larger mobile strategy, 
a secure messaging app can be a highly successful strategy to secure clinician 
messaging and support patient care through integrations with key hospital systems. 

81% 

CIOs say they’re focusing on 
strengthening data security 2

40%
Hospitals report using a secure 

texting solution to address  
unsecured mobile messaging 3 

IT’S ABOUT PEOPLE, PROCESS, AND TECHNOLOGY
Each of these components is essential for effective change management in hospitals. 
Applied specifically to secure messaging, the value for end users comes from the ability to 
improve staff workflows and clinical outcomes. Any hospital-supported secure messaging 
solution needs to address these benefits and detail how the technology will be used, by 
which people, for what processes, and to achieve what results.

What’s the key to secure messaging success?

Idea 
#2

Secure mobile messaging is an important tool that can help today’s clinicians collaborate with others to provide 
patient-centered care. But even the best technology fails if your physicians, nurses, and staff don’t use it. 
Mobile messaging success requires careful alignment among mobile strategies, security initiatives, and the 
communications ecosystem. The most successful implementations come from planning teams that include 
members from each of these areas, as well as a thoughtful approach for achieving overarching hospital goals. 

Idea 
#1
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Find the Smartest, Fastest, Most-Excited People

Idea 
#3

Idea 
#4

If either IT or telecom tries to tackle a mobility project by themselves, 
important viewpoints will be missing from the plan. 

IT’S IMPORTANT TO IDENTIFY WHO OWNS THE PROJECT
It often varies. In some hospitals there are Mobile Centers of Excellence (MCoE) 
or dedicated teams with a singular focus on mobile enablement. In other hospitals, 
mobility projects are owned by the IT department, or sometimes an initiative like secure 
messaging is undertaken by the telecommunications department. Involvement from all 
departments is crucial to the ultimate success of secure mobile communications. 

FINDING THE RIGHT PEOPLE CAN MEAN THE DIFFERENCE BETWEEN 
SUCCESS AND FAILURE 
Getting the right people involved on the planning team is key. This includes an executive 
sponsor, experts in hospital security policies and compliance requirements, representatives 
from the telecommunications team, technology experts, perhaps consultants, and 
especially the end users of the mobile strategies being established. 

CIO Pro 
Bonus 

Tip

FIND THE RIGHT MIX OF PEOPLE FOR YOUR SECURE 
MESSAGING INITIATIVE
Have you tried implementing secure messaging with a project team 
comprised solely of IT staff or a single department? Secure messaging 
is an enterprise project. It affects numerous departments and staff--from 
clinical teams and administration to the contact center. 

“Find the smartest, fastest, coolest people from each department 
and bring them together to solve a compelling problem.” 

Darrell admits that it sounds simpler than it is in practice. People are busy 
and getting the right mix of people on board can take some work. That’s why 
it takes an executive-level champion, like Darrell, to use their influence to 
encourage buy in and rally the team.  

Darrell Messersmith, CIO at Vail Health, explains a key lesson he learned during 
implementation of clinical communication projects:  
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CLINICAL KNOWLEDGE
Doctors, nurses, and other clinical 
staff provide first-hand experience 
regarding clinical workflows, user 
motivations, and the practical 
challenges that need to be 
incorporated into mobility plans. 
As end users, their perspective 
enhances the likelihood of success 
by addressing concerns prior to a 
technology implementation. For 
example, if the goal is to reduce 
door-to-doctor times in the ED, 
the mobile strategy planning team 
could conduct interviews and 
research to identify opportunities 
to save time. Ideally, having an 
ED physician and nurse on the 
team will help ensure the solution 
design takes into account care 
team behaviors, preferences, and 
specific workflow needs. 

TELECOM
Members of the telecom and/or 
mobility team are experts on the 
communications infrastructure. 
This includes understanding 
the storage and accessibility 
of contact data such as phone 
numbers, pager numbers, 
on-call schedules, code team 
member lists, and more. They 
are also the experts on existing 
communication pathways  
and processes. 

EXECUTIVE SPONSOR
Whether the executive sponsor  
is the CIO, CMIO, CNIO, CISO, or 
another member of the leadership 
team, this key stakeholder serves 
several purposes. This person 
helps keep the team focused 
on the large organizational 
goals, holds team members 
accountable, and can be vital in 
securing the necessary funding.

CONSIDER THESE QUALITIES WHEN SELECTING CLINICAL CHAMPIONS

When selecting clinical staff for the mobility strategy team, consider their relationship 
with others in the department and throughout the hospital. In addition to clinical 
voices on the team, you also want champions who will advocate for new strategies, 
set the example, and show enthusiasm about ‘selling’ technology and workflow 
changes to their peers.

60%
of planning teams 

include clinical 
leadership

40%
include doctors

30%
include nurses 4

Idea 
#5
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SECURITY EXPERTISE
Another important member of 
the team is a security expert. 
The need to keep PHI secure 
per the Health Insurance 
Portability and Accountability 
Act of 1996 (HIPAA) is 
understood throughout a 
healthcare organization, but 
the details of any organization’s 
plans and strategies relating 
specifically to security often are 
not. From employee training 
regarding email phishing scams 
to remote back-up servers, 
there are many components 
of the security umbrella. 
While security expertise may 
already be represented by 
the CISO (often the executive 
sponsor), involvement from 
other members of the security 
team is necessary to verify that 
proposed mobile strategies 
comply with current security 
practices. Additionally, if there 
are no security guidelines 
regarding mobile devices 
already in place, this expert 
can help with the development 
of any new security practices 
deemed necessary.

CONSULTANTS
Consultants are currently involved 
in 24 percent of mobile strategy 
planning teams, and this number 
continues to grow as hospitals 
recognize the complexity of mobile 
enablement planning.5 Consultants 
may be brought on board for any or 
all of the following reasons: 

• Supplement expertise that 
may be lacking from internal 
hospital resources 

• Assist with clarifying the overall 
mobile strategy objectives 

• Conduct onsite interviews 
and research to identify 
opportunities to meet the goals 

• Help design and implement 
effective mobile strategies 
using industry best practices

These professionals can also 
help with change management 
planning, as well as end user 
training and support. Consultants 
can fill in a lot of gaps and guide 
teams to not only plan for existing 
goals, but also identify longer-
term needs and propose ideas for 
continued success into the future.

IT
The IT department brings 
expertise about the technology 
infrastructure such as Wi-Fi 
coverage and how to boost 
cellular coverage throughout the 
hospital. Poor network coverage 
or configuration can become a 
critical failure in an otherwise 
well-designed project, and a 
wireless network engineer is 
a key resource that can help 
prevent this. IT experts are also 
needed to research and vet 
new technologies to achieve the 
hospital’s goals for mobility, as 
well as to give implementation 
support.

ASSESSING YOUR WI-FI COVERAGE IS CRITICAL

Poor Wi-Fi /cellular network coverage or configuration can become a critical failure in an 
otherwise well-designed project. This is one reason the involvement of IT experts is vital.

Idea 
#6
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USING ORGANIZATIONAL GOALS AS MOBILE ENABLEMENT 
DRIVERS IS A GOOD STRATEGY 

Your Process Should Define Success Measures

Idea 
#7

Many secure messaging initiatives fail to bring the desired results, and end users can 
resist or outright reject the new tool. This usually happens when projects are poorly 
designed without larger hospital goals. 

When doctors and nurses understand that their use of a new technology is a 
carefully planned piece of a larger strategy to improve patient care, it gives individuals 
some of the responsibility for helping achieve these goals. 

78%
 CIOs say physician 

adoption is their primary 
measure of success6

62%
 CIOs say physician 

adoption and adoption buy-
in remains a top priority7

Idea 
#8

BE WARY OF USING ‘ADOPTION’ AS PRIMARY SUCCESS MEASURE

Often the primary measure of mobile messaging success is end user adoption—
problematic because it’s also considered the biggest challenge.8 Using end-user 
adoption as a main success metric fails to communicate meaningful benefits in process, 
productivity, or patient outcomes that would help encourage adoption. Improving care 
team collaboration should be on your list of success measures.

DON’T FORGET TO THINK ABOUT CLINICAL SUCCESS MEASURES

6% of CIOs say decreasing average patient length of stay, and 1% 
say decreasing door-to-balloon time are good measures of success 
for a secure messaging implementation project. 9

Both of these benefits fall under the larger goal of improving patient throughput so 
new patients can be seen by a doctor sooner. They also offer a high value benefit 
to doctors: saving time. The solution for both of these improvements, getting test 
results and connecting with an admitting hospitalist, includes better communication 
pathways, and probably a secure messaging application; but the reason behind the 
initiative is improved patient care and saved time for doctors, not security.

Idea 
#9
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How to Select the Right Secure Messaging Solution

REMEMBER TO CONSIDER INTEGRATION WITH YOUR EXISTING 
COMMUNICATION INFRASTRUCTURE  
(INCLUDING PATIENT MONITORING SYSTEMS & EHR)

Final Advice for Next Steps

Idea 
#10

The next step is to select an appropriate secure messaging app that will comply with 
security guidelines and laws and support and strengthen existing hospital communications. 

Many secure messaging apps offer little more than security, but 
there are options that provide extensive integrations throughout the 
hospital and work across the organization at an enterprise level. 

Look for a comprehensive solution that has the ability to work with the hospital’s EHR, layers 
seamlessly onto the existing communications infrastructure of contact directory and on-call 
schedules, and also supports escalation pathways for critical unanswered messages that need 
fast response. All of these factors should be included in the technology selection process, 
with special attention paid to making sure solutions align with hospital goals, success criteria, 
and health providers’ workflows.

REMEMBER THAT A SECURE MESSAGING APP IS A TOOL–NOT THE DRIVING 
FORCE BEHIND YOUR PROJECT 

Secure mobile messaging applications are one tool being implemented at more and more 
hospitals to secure PHI that health professionals share with each other as they deliver 
excellent patient care. These secure messaging projects run the gamut from highly 
successful to abandoned mid implementation. 

Start with the larger organizational goals for mobile enablement, include key 
stakeholders in the planning phases for a mobility strategy, and plan meaningful process 
improvements first. 

Idea 
#11
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