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Solution Brief

Mimecast Web Security

The Undeniable Reality
There’s no question that the cyber security landscape is dynamic and unpredictable. Attackers and their strategies will inevitably 
evolve, but there’s one thing that is known with certainty – email and web, with assistance from the ever-present component of 
human error, are used in nearly every successful cyberattack.

Protecting these business-critical channels is fundamental to the core mission of all IT and security teams; however, doing 
so is getting increasingly more complex. Disconnected, on-premises security systems that address email and web in silos are 
becoming obsolete, giving way to integrated, cloud-based solutions. Now more than ever, companies need the most advanced 
protection they can get delivered in the most cost-effective and least complex way possible. 

Stop Good People from Accessing Bad Websites 
Mimecast helps companies protect their employees, intellectual property, customer data, and brand reputations by providing 
comprehensive, cloud-based security and compliance solutions that mitigate risk and reduce the cost and complexity of creating 
a cyber-resilient organization. Mimecast Web Security is a 100% cloud security service that simplifies and streamlines the means 
of securing your DNS layer and empowers you to make proactive changes to your threat protection plan. By providing the 
evolution-laden defense you need to keep your employees and their web use safe, Mimecast helps you mitigate web and cloud 
application risks with effective protection that’s simple to setup and manage.  

The Web Security Imperative

91% of Malware uses the web
– specifically DNS – to function once
it lands1

Email & Web are used to deploy
99% of Malware2

Emerging Technologies like
IoT Are Driving Increases in 
web-based vulnerabilities.

• Proactive defense – stop malware before it even has a chance to reach 
the network and put an end to data exfiltration attempts by mitigating the 
potential for connection with Command & Control (C2) servers. With the use of 
our intelligent proxy, content and file downloads from suspicious sites will be 
inspected for malicious content keeping your users secure.

• Enforce Acceptable Use Policy (AUP) – block business inappropriate content, 
reduce legal & compliance risks, and boost productivity, all without sacrificing 
response times. Take control over which sites and web content your users have 
access to and define the line between work and personal browsing. 

• Gain control of shadow IT – discover, monitor and control which cloud 
applications employees can use, regardless of which device the application 
resides on. Gone are the days of unsanctioned cloud app use posing a risk to 
your users and organization.

1  Cisco Annual Cybersecurity Report for 2018;

2 Verizon DBIR 2018; 
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Safer Web, Safer Employees, Safer Business
Mimecast Web Security helps you secure and monitor activity at the DNS layer, blocking policy-violating and malicious websites 
and cloud apps which often deliver malware or are part of credential stealing attacks. Based on customer-configured policies 
and Mimecast’s threat intelligence capabilities, Mimecast Web Security helps you to protect your users no matter where they are, 
which device they are using, or what they click on, to support your organizational security needs and elevate your overarching 
security posture. Easy to implement and manage, the solution ensures web policies are consistently applied and allows 
companies to: 
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Protection Wherever You Go

Consistent protection on and off 
the corporate network. 

Whether you are looking to protect 
employees in the office, your guest 

wi-fi network, or your roaming users, 
Mimecast can help you protect all 
the web traffic your organization 

sees irrespective of location. 

Comprehensive Visibility  
& Reporting

See your corporate web activity 
and control its use.

Develop a better understanding 
of how your users are engaging 

with the web while at work and get 
insight into problem areas to make 
security-forward decisions for your 

organization.

One Console, One Vendor, One 
Support Route

Safeguard the two most widely 
used attack vectors with one 

platform.
Mimecast Web Security is fully 

integrated with Mimecast’s Secure 
Email Gateway allowing customers 

to benefit from a single, fully-
integrated, highly cost-effective  
and easy to manage solution, to 
deliver increased efficiency and 

threat protection. 

• Prevent users from landing on sites that contain malware 
and phishing

• Control the categories of websites users are allowed  
to visit

• Constrain compromised devices from communicating 
with hackers

• Stop data exfiltration 

• Reduce security, data and compliance risks with  
visibility and control of cloud app use

• Allow/block top level domains

• Better understand how employees use the internet  
for work

• Protect employees both on and off the corporate network

http://www.mimecast.com
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Two Attack Vectors, One Solution
Mimecast is the only vendor able to address the top two 
cyberattack vectors – email and web – with a single, fully 
integrated, 100% cloud-based solution. As a result of this 
integration, Mimecast’s proven security capabilities are 
applied to web controls, adding the depth and sophistication 
of Mimecast’s Targeted Threat Protection services – including 
URL Protect – to the web protection layer. Having a cohesive 

security platform for both business channels means 
administration is also dramatically simplified by a single 
administration console that provides consolidated reporting 
for both email and web. All this is provided at a price point 
that’s difficult to match when purchasing multiple, separate 
systems, resulting in accelerated time to value and long-term 
return on investment.

Key Capabilites

• Single administration console for both email and web 
security.

• Blocks access to malicious websites.

• Enforces acceptable use policies.

• Allows you to monitor, block and allow cloud apps. 

• User, group, and site-specific policies and exception 
lists administered by the organization.

• Protection for users whether they are on or off the 
corporate network.

• Integration with Mimecast URL Protect to provide 
consistent web security controls between email  
and web.

• Option to secure wireless networks only, such as guest 
networks.

• Seamless agent deployment with automated setup for 
zero end user overhead.

• Comprehensive historical web access audit logging.

• Robust, built-in reporting and analytics.

• Support for Windows, Mac, and mobile devices.

• High-performance and reliability.

“We’ve found the Mimecast Web Security 
service easy to setup and deploy, and we 

love that it’s integrated with the existing 
Mimecast administrative portal.”

David Bolton
Senior Technical Analyst, Bield Housing & Care
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Why choose the
Mimecast

Web Security
Service?

1. World-class security with a single solution 
Mimecast is the only vendor able to address the top 
two cyberattack vectors – email and web – with a 
single, fully integrated, 100% cloud-based solution. 
World-class capabilities from the Mimecast Secure 
Email Gateway service, such as URL Protect and 
advanced similarity checks, are used in Mimecast 
Web Security to deliver increases in both efficiency 
and protection, while also providing a consistent 
experience for both end-users and administrators. 

2. Rapid implementation and lower total cost  
of ownership  
In less than sixty minutes and at a fraction of the 
cost of alternatives, Mimecast customers can 
comprehensively upgrade their web security to 
achieve greater cyber resilience. 

3. Proactive protection  
Mimecast applies acceptable web use controls and 
determines if sites are malicious before users ever 
reach them, so employees stay safe and productive. 
Control which cloud apps employees can and can’t 
access to reduce data security, cybersecurity, legal 
and compliance risks associated with uncontrolled 
app proliferation.

4. Simplified administration  
A single, cloud-based administrative console 
for both email and web security makes the 
solution easy to manage, while also providing a 
unified view of the enterprise’s threat landscape. 
Policy configurations, user accounts, roles and 
permissions, directory synchronization, branding, 
and audit reporting are also automatically applied 
to both email and web security, accelerating initial 
implementation and further simplifying  
on-going administration. 

5. Advanced threat intelligence  
The solution’s multi-tenant cloud infrastructure gives 
Mimecast visibility across tens of thousands of email 
and web security customers globally, allowing us to 
quickly identify emerging threats and rapidly adjust 
security controls to better defend against them. 

6. Consistent application of security policies 
Mimecast Web Security leverages the existing policies 
and functionality of Mimecast URL Protect to ensure 
consistent application of security policies, make 
administration fast and easy, and keep users’ web 
access experience consistent across both email with 
embedded links and the web. 

7. Anytime, anywhere protection  
Mimecast Web Security protects users equally 
whether they are on the organization’s network or 
off, while globally distributed datacenters provide 
minimal latency, high performance, and best-in-class 
protection no matter where your users are located. 

8. Robust reporting  
Built-in reporting includes visualizations of the top 
10 accessed domains, accessed site categories, 
and blocked domains by site category, as well as 
DNS requests that were associated with malware 
or malicious sites. Additionally, transparent login 
enhances reporting to ensure all activity is tied back to 
an individual or device. 

9. Increased visibility and control  
The enterprise visibility that Mimecast’s integrated 
email and web security solutions provide also leads 
to greater control. From granular web-use policy 
application to having a single view of threats across 
the organization, Mimecast puts administrators and 
security teams in the driver’s seat. 

10. Scalability and Reliability  
Mimecast’s multi-tenant cloud architecture means 
customers are no longer burdened with managing 
the infrastructure – software and hardware – required 
to maintain a world-class security solution. Our 
email and web security solutions inspect hundreds 
of millions of emails and URLs per day, delivering 
high performance, consistent reliability, and most 
importantly – peace of mind. 
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Mimecast is a cybersecurity provider that helps thousands of organizations worldwide make email safer, restore trust and bolster cyber resilience. Mimecast’s expanded 

cloud suite enables organizations to implement a comprehensive cyber resilience strategy. From email and web security, archive and data protection, to awareness 

training, uptime assurance and more, Mimecast helps organizations stand strong in the face of cyberattacks, human error and technical failure. www.mimecast.com
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The Mimecast Difference

Mime|OS The Mimecast Security 
Operations Center

Mime|OS is the multi-tenant, native cloud operating 
system that underpins all Mimecast products, delivering 
an integrated solution and serving as a global immune 
system for thousands of customers worldwide. This 
unique platform delivers high performance while also 
driving continuous innovation so customers always have 
the most sophisticated, current protections in place. It 
provides:

World-class security with all the cost, confidence,
and convenience benefits of the cloud – that’s what
Mime|OS delivers.

The MSOC gives you access to the best and brightest
minds in cyber-resilience, all dedicated to helping
keep your business safe.

The Mimecast Security Operations Center (MSOC) is 
staffed by security experts whose sole focus is to help you 
stay ahead of attackers by continuously monitoring, 
optimizing, and enhancing Mimecast’s solutions. The 
MSOC is:

Continuous threat assessments derived from 40+ 
third-party feeds and detection engines

Multi-layered inspection processes

Real-time blocking of malicious content

A global deployment footprint

100% availability service levels

Simplified integration via a robust API

Enterprise-wide visibility

Always on – Monitoring Mimecast solutions
24x7, 365 days a year

Always monitoring – Collaborating with 
thirdparties, partnering with customers, and 
keeping a constant eye on the threat landscape

Always improving – Conducting research into the 
behavior and strategy behind attacks; driving 
continuous adaptation.
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