
consumers 
believe data 
breaches have 
serious 
implications for 
their security

Consumers Want Control 
Over Their Identities…

But They Need Help

Identity verification is falling short, across a 
wide variety of industries

Consumers’ data is compromised and they need to prepare accordingly.

Failure to catch fraudsters leaves victims with drawn-out fights to 
remove negative records and reassert ownership of their identity.

consumers 
notified of a 
data breach at 
some point in 
their lives

72%

consumers had fraudulent financial accounts opened in 
their name in 20151.5 million

102
million

All consumers

Millions with limited or no credit history lack the ability 
to establish a robust identity

Without the ability to verify their identity, these consumers can see 
themselves excluded from financial services, employment, housing, 
and healthcare.

Consumers desire control over identity, 
but lack e�ective and proactive tools

Transparency and real-time monitoring are key for both preventing fraud 
and improving participation of the under-banked in financial services.

consumers denied service due to mistaken identities or 
inability to verify identity46 million

Minorities are hit hardest. Hispanics and African Americans su�er the most from “thin” 
financial backgrounds (i.e., little or no credit history)

African Americans

25%

Hispanics

29% 19%

fraud victims has 
an account 

compromised with a government agency, 
insurance agency, or healthcare provider

1 in 6

Compared to

Civic is an identity verification and protection service. We verify consumer 
identity during our sign-up process and secure the data with block-chain 
technology.  Our identity the� protection solution not only gives consumers 
the free and secure identity control they want, but it opens up the traditional 
financial services market to historically under-served individuals. 
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Fraud detection and resolution systems are sorely 
lacking outside of financial services.
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consumers willing to use 
a service that prevents 
businesses from 
accessing credit reports 
without permission

64%
Who do consumers believe to be primarily responsible 

to protect accounts against fraud?

Banks 18%

Government 12%

Other 20%

Themselves

49%

Numbers don’t add up
to 100 due to rounding

Consumers want proactive control over their identity 
to prevent rather than repair damage from ID fraud

Download our whitepaper at civic.com/partners

https://www.civic.com/partners

