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FOREWORD 
 

This whitepaper, sponsored by Civic, investigates US-based consumers’ desire to have control over their own 

identities, and looks at the implications of the current lack of control they have over their own personally 

identifiable information (PII). In particular, identity inaccuracies – either negative records that are incorrectly 

associated with or linked to an individual, or the inability to verify an individuals identity – can exclude consumers 

from financial services, health care, employment, and many other sectors. Responsive financial alerts can help 

alleviate this threat by giving consumers an active role in securing their identities. This whitepaper was 

independently produced by JAVELIN, who maintains complete independence in its data collection, findings, and 

analysis.  

 

OVERVIEW 
 

Massive data breaches and burgeoning black markets have made it easier than ever for fraudsters to obtain all 

the information they need to conduct identity fraud. At the same time, existing identity verification practices 

exclude legitimate consumers. Today, 46 million individuals report that they have been denied service due to 

identity inaccuracies – either mistaken identity or an inability to verify identity.  

 
There are two primary drivers behind these inaccuracies:  

1) Identity fraud can result in negative records being incorrectly associated with the victims, making recovering 

from identity fraud even more difficult.  

2) Individuals with limited financial history – often the unbanked, underbanked, and individuals with thin credit 

records – can face significant hurdles in gaining a foothold in traditional financial services; minorities, in 

particular, are disproportionately impacted: 29% of Hispanics and 25% of African-Americans have been denied 

service due to a mistaken or unverified identity, significantly higher than the corresponding figure for all US 

consumers at 19%. 

 
For consumers to address these challenges, it is imperative that they are empowered to better control and 

monitor their digital identities and PII.  
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Key Findings 
 
Consumers want an active role in controlling their 

identity. Ninety percent of consumers indicate they 

would like to know when their personal information 

is being used, especially when there is an impact on 

their credit rating or score. Beyond  notifications, 

nearly two-thirds of consumers (64%) indicate that 

they would be very or extremely willing to use a 

service that allows them to control the access 

businesses have to an individual’s credit report. 

 
Almost 50% of consumers want control over their 

information: Half of consumers (49%) believe that 

they themselves should be primarily responsible for 

preventing fraud against their accounts, and, 

surprisingly, only 18% attributed this responsibility to 

financial institutions. While this desire is 

accommodated with fraud prevention tools for 

existing financial accounts, few mechanisms exist for 

consumers to play an active role in securing their 

identity beyond the financial sector. This is not meant 

to suggest that consumers do not need the data and 

tools to protect themselves nor that they do not 

appreciate, or even expect, to get monitoring tools 

from their financial institutions. Rather, it suggests 

that consumers see themselves as the person they 

trust most to protect their identity. 

 

46 million consumers report that they have been 

denied a service or product at some point in their 

lives due to either mistaken identity or unverifiable 

identity. The denial of crucial services, such as 

financial applications, employment offers, housing 

applications, and health care have the potential to 

cause serious harm to victims and their families. For 

11 million individuals, mistaken or unverifiable 

identity has been a chronic problem – causing them 

to be denied service multiple times throughout their 

lives. 

 
Wrongful denial of services occurs in two ways: 

mistaken identity and unverifiable identity. Firstly, 

mistaken identity arises when the sources used to 

verify an individual’s identity contain errors, such as 

negative records arising from identity fraud against 

the victim or errors in data processing. Secondly, an 

individual may also have an unverifiable identity due 

to a lack of formal records ("thin file" records). 

 
30% of new account fraud victims discovered fraud 

through adverse events, which is three times the 

rate for all fraud victims. Adverse events include 

contact by debt collectors, denial of credit, or contact 

by law enforcement. Effectively, victims are only 

notified once fraudulent activities/ information have 

become part of the victim’s public financial record. 

 

EXECUTIVE SUMMARY 
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One in six fraud victims had an account 

compromised outside of financial services. 

Seventeen percent of fraud victims indicate that they 

had an account compromised at a government 

agency, insurance provider, or health care provider in 

the past year. These numbers are likely understated 

due to the lack of available detection channels for 

consumers, leaving fraud undiscovered for long 

periods of time.  

 
The challenge of unverified identities hits the un/

underbanked and consumers with thin credit files, 

disproportionately impacting minorities: Twenty-

nine percent of Hispanics and 25% of African-

Americans have been denied service due to a 

mistaken or unverified identity, significantly higher 

than the corresponding figure for all consumers, 19% 

(Figure 7). This disproportionate impact has the 

potential to exclude large groups of consumers from 

traditional financial services. 

 
The risks associated with errors in identity are not 

limited to financial services. Among individuals who  

have been denied service due to mistaken or 

unverified identity, 30% are very or extremely 

concerned about the potential for errors or unknown 

negative records within their background check, 

nearly twice the rate of all consumers (Figure 3). 

Erroneous records in a background check can exclude 

the applicant from opportunities in employment or 

housing, imposing significant hardship.  

Recommendations  
 
Minimize reliance on static data to verify identity. In 

an era of widespread data breaches, it is safest to 

assume that any static data point, including PII, has 

already been compromised. In authentication, this 

means relying more on solutions such as biometrics, 

device recognition, and geolocation. For new account 

opening, this requires supplementing applicant-

provided data with third-party data sources and 

taking every opportunity to engage with applicants 

through responsive alerts. 

 
Empower consumers to fight fraud. Consumers 

overwhelmingly believe themselves to be the primary 

party responsible for protecting their PII against 

fraud. Financial institutions can use this belief to 

strengthen fraud safeguards by providing account 

holders with the tools to reinforce existing 

protections. Consumers’ receptiveness to financial 

alerts make financial alerts both an effective fraud 

mitigation tool and an opportunity for consumer 

engagement. To give account holders the greatest 

value, alerts should not merely provide information, 

but also allow the recipient to respond – immediately 

taking action to protect their identity/PII. 
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Today, a consumer would be hard-pressed to define 

their digital identity, a constellation of data points 

scattered across dozens of records, many of which 

the consumer will never see or know exist.  These 

records include, but are not limited to, information 

on the consumer’s financial background, such as their 

credit report; public legal records; and records held 

with government agencies. 

 
At the same time, consumers express a strong desire 

to control the use of their identity. Half (49%) of 

consumers indicate that they believe the primary 

responsibility for protecting themselves from fraud 

falls on their shoulders, rather than on their financial 

institution (18%) or the government (12%) (Figure 1). 

Since protecting consumers from fraud goes far 

beyond simply monitoring existing accounts for 

suspicious transactions, realizing consumers’ desire 

for control necessitates that they be provided with 

the tools to control their identity. 

 
In this context, control over identity has two 

components: First, consumers should be aware of 

when an institution is seeking to use their PII and be 

empowered to approve or reject that use depending 

on the circumstances. Second, consumers should 

have the ability to identify what major records – used 

for crucial services such as financial products, 

employment, housing, and medical – contain and 

CONTROL OF DIGITAL IDENTITY 

Half of Consumers Believe They Hold Primary Responsibility for Preventing Fraud 

Figure 1: Party Most Responsible for Protecting Accounts Against Fraud, all Consumers 
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have the ability to supplement these records with 

additional relevant identity information. 

 
In the financial sector, consumers can monitor their 

credit report for new credit accounts opened in their 

name; however, this approach only allows for 

identification of cases where fraud is in process or has 

already been concluded. Placing a security freeze or 

fraud alert on their credit report allows consumers to 

restrict fraudsters’ ability to open new accounts, but 

managing a credit freeze can be cumbersome. Fraud 

alerts only direct financial institutions to seek 

additional identity assurance, with no requirements 

as to what that entails. Security freezes must be 

placed individually with each credit bureau, costing 

the consumer between $10 and $20 each time a new 

freeze is placed. While freezes prevent fraudsters 

from opening new accounts that rely on a credit 

report, freezes also prevent the legitimate consumer 

from doing so unless they first lift the freeze, 

requiring consumers to re-establish it after their 

application has been completed. 

 
Outside of financial services, no such tools exist to 

allow individuals to formally track their public records 

and restrict which institutions access them. This can 

pose major hurdles for consumers when erroneous or 

misleading information is associated with their 

identity, either because of fraud or because of a lack 

of available history on the consumer. 
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Forty-six million consumers report that they have 

been denied a service or product due to either cases 

of mistaken identity or inability to verify identity. 

Erroneous rejection from a financial application, offer 

of employment, housing, or health care has the 

potential for serious harm to the victim. For 11 

million individuals, nearly a quarter of those 

impacted, mistaken or unverifiable identity has been 

a chronic problem – causing them to be denied 

service multiple times throughout their life (Figure 2). 

Wrongful denial of service has its root in two types of 

errors – mistaken identity and unverifiable identity. 

Mistaken identity arises when the sources used to 

verify an individual’s identity contain errors, such as 

negative records arising from identity fraud against 

the victim or simply from errors in data processing. 

Conversely, an individual may have an unverifiable 

identity due to a lack of formal records. This may be 

because they are just beginning their financial lives, 

as in the case of a millennial applying for their first 

independent credit card, or because they have lived 

DENIAL OF SERVICES  

Forty-Six Million Consumers Have Been Victims of Denial of Service 

Figure 2: Victims of Mistaken/Unverifiable Identity, Millions of Consumers 
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outside of traditional financial services for most of 

their lives, as in the case of the unbanked and 

underbanked. In either case, errors in identity can 

have significant consequences for the victim. 

 
Unbanked and underbanked consumers face 

significant challenges in entering traditional financial 

services. Because of their lack of robust history, the 

unbanked and underbanked can appear as fraud or 

credit risks to financial institutions, regardless of their 

actual identity or ability to repay new credit products. 

This harms financial institutions by excluding 

potential account holders and forces these individuals 

to turn to informal lenders when they do not have 

the available funds to meet their needs. 

 

The risks associated with errors in identity are not 

limited to financial services. Among individuals who 

have been denied service due to mistaken or 

unverified identity, 30% are very or extremely 

concerned about the potential for errors or unknown 

negative records within their background check, 

nearly twice the rate of all consumers (Figure 3). 

Erroneous records in a background check can exclude 

applicants from opportunities in employment or 

housing, imposing significant hardship unless they are 

able to resolve the errors. 

Thirty Percent of Victims of Mistaken/Unverified Identity Are Concerned About Errors in a 
Background Check 

Figure 3: Level of Concern About Errors, Unknown Negative Records on Background Checks 
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Key Driver: Identity Fraud 
 
Fraud stands as one of the most significant drivers 

behind errors in identity. While just over a quarter 

(28%) of all consumers have been victims of fraud at 

some point in their lives, half (50%) of all victims of 

denial of service have also been victims of fraud. 

Nearly any fraud type can result in negative records 

erroneously associated with a victim. If not detected 

rapidly, the erroneous negative records may result in 

a delinquency on a credit report or an account in 

collections. 

 

In 2015, new account fraud surged back as a major 

threat to consumers with the U.S. transition to EMV. 

Fraud rings that previously specialized in counterfeit 

card fraud saw their source of physical cards 

constricted as magnetic stripe cards and terminals 

were phased out. Rather than turning wholesale to 

card-not-present fraud, which requires a radically 

different skill set and organization, these rings turned 

toward a new source of physical cards – fraudulently 

opened new card accounts. Within one year, the 

incidence of new account fraud more than doubled, 

from approximately 700,000 victims in 2014 to 1.5 

million in 2015 (Figure 4). 

 
Digital account opening and an overreliance on static 

data create significant vulnerabilities for financial 

institutions. Not only do digital account applications 

provide fraudsters with a level of anonymity that is 

not possible for in-branch applications, fraudsters can 

automate their attacks to target many financial 

institutions and sets of information in short 

New Account Fraud Incidence More than Doubles from 2014 

Figure 4: New-Account Fraud Losses and Victims (2014-2015) 
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succession. If a financial institution is simply 

validating that the information provided on the 

application matches against existing records, such as 

a credit report, fraudsters can use public information 

on the victim (e.g. social media accounts) alongside 

data compromised in breaches and social engineering 

attacks to easily overcome these hurdles. 

 

New account fraud is one of the most pernicious 

fraud types for victims. Because the new accounts 

opened in the victim’s name can be opened at any 

financial institution, new account fraud is notoriously 

difficult for victims to detect. Additionally, this fraud 

type will most likely result in negative information 

being included in the victim’s credit report either due 

to hard inquiries as part of the account opening 

process or as an account in collection once the fraud 

has been perpetrated. 

 
Unless the victim either has a credit freeze or 

regularly monitors their credit account, they are 

unlikely to detect fraudulent activity, until the fraud is 

completed. The fraudster not only has ample time to 

make full use of financial resources offered by a new 

account, but also to control the communication 

channels with the issuer such as confirming 

transactions the issuer flags as suspicious. 

 

Compared to other fraud victims, new account fraud 

victims are more likely to discover fraud through an 

New Account Fraud Frequently Discovered Through Adverse Event 

Figure 5: Means of First Discovering Fraud, New-Account Fraud Victims and all Fraud Victims  
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adverse event, where the fraud is already established 

and may have already become a negative record in 

their history. Nearly a third (30%) new account fraud 

victims discovered fraud through a review of their 

credit report, being contacted by a debt collector, 

turned down for credit, or when they were contacted 

by law enforcement, compared to 10% of all fraud 

victims (Figure 5). In each of these paths to 

discovering fraud, the fraud has already tainted the 

victim’s public financial history. 

 
While fraud on financial accounts remains the most 

high-profile type of fraud in the U.S., other types of 

accounts can be just as vulnerable. One in six fraud 

victims indicated having an account at a government 

agency, health care provider, or insurance provider 

compromised through fraud, but these numbers are 

likely understated due to the lack of detection 

channels for consumers (Figure 6). While consumers 

can review their credit report for suspicious activity, 

no such tool exists for government services, health 

care, insurance, employment, or many other settings 

where identity is crucial; therefore, fraud can remain 

undetected until there is an identity collision – the 

victim attempts to apply for services at the same 

institution where the fraud was perpetrated – or the 

victim is approached by an organization seeking to 

recover stolen funds. In both cases, the detection 

occurs far too late. 

 
Due to the wide-ranging nature of fraud outside of 

financial services and the difficulty in detection, it is 

more strongly associated with denial of 

service.  Among individuals who had been denied 

service due to a mistaken or unverified identity, 30% 

were aware of experiencing fraud at a government 

agency, health care provider, or insurance agency, 

nearly twice the rate of all consumers (Figure 6). 

Identity Error Victims More Likely to Experience Fraud Outside Financial Services 

Figure 6: Types of Accounts Compromised in Fraud  
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IRS tax return fraud illustrates the challenges 

associated with fraud outside financial services. One 

fraud scheme that has attracted significant attention 

in the past several years involves fraudulently filing a 

tax return under the victim’s name. Often, fraudsters 

will claim lower than actual income in order to 

maximize the tax refund, which they frequently direct 

to be provided in prepaid cards. The IRS estimates 

that in 2014, it paid a minimum of $3.1 billion to 

fraudsters perpetrating identity theft through 

fraudulent filing; this is in addition to the $22.5 billion 

in identity theft fraud refunds prevented or recovered 

by the IRS.1  

 
Outside of government agencies, identity fraud 

targeting medical care providers and insurance 

providers is prevalent. Fraudsters can use medical ID 

fraud to gain access to controlled prescriptions or 

expensive medical equipment for resale on the black 

market. For the victims of this type of fraud, errors in 

their records increase the difficulty and cost of 

obtaining medical insurance, resulting in 

misinformation when seeking out medical care, and 

can be flagged by law enforcement for drug 

trafficking. 

 

 
 
 
 
 
 
 

1 http://www.gao.gov/products/GAO-16-508,  published May 24, 2016; accessed Sept. 29, 2016. 

http://www.gao.gov/products/GAO-16-508
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Key Driver: Unverifiable Identities 
 
It is difficult to overstate the centrality of the credit 

report in financial services. Its use in assessing 

identity and credit risk can make it challenging for 

individuals with thin financial records to get access to 

traditional financial services. Even outside financial 

services, a thin record can make it challenging to get 

access to insurance, housing, and transportation. 

 
The Consumer Financial Protection Bureau (CFPB) 

estimates that 26 million consumers in the United 

States have no record with the three major 

nationwide credit reporting agencies – Equifax, 

Experian, and TransUnion. An additional 19 million 

consumers either have insufficient credit history or 

outdated records with the three agencies, making it 

challenging to render a reliable credit score.2   

 
Due to lower ownership of financial products, certain 

minorities are disproportionately likely to face 

challenges verifying their identity. The un/

underbanked are more likely to be Latino (23%) or 

African-American (20%) than their representation in 

the general, adult population.3 This manifests in 

significantly higher rates of denial of service among 

these ethnic groups. While just 19% of all consumers 

have been denied service due to a mistaken or 

unverified identity, 29% of the Hispanic and 25% of 

the African-American populations have been denied 

service (Figure 7). 

2 http://files.consumerfinance.gov/f/201505_cfpb_data-point-credit-invisibles.pdf, published May 2015; accessed Sept. 29, 2016. 
3 Empowering Underbanked Consumers in the Mobile Era, Javelin Strategy & Research, June 2014. 

Hispanics, African-Americans Face Most Significant Risk of Denial of Service 

Figure 7: Victims of Mistaken/Unverifiable Identity by Ethnicity  
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Lack of financial history poses two challenges to 

individuals seeking access to traditional financial 

services. First, because many financial institutions 

rely on information contained in applicants’ credit 

reports to validate their identities, no file/thin file 

applicants appear as greater identity fraud risks than 

individuals with an established credit history. Even for 

individuals who are not denied service outright but 

who are required to provide additional identity 

verification – e.g., by going to a branch to provide 

physical identity documents – the additional friction 

identity verification adds to the process can lead 

them to either move their business to a different 

institution or abandon the process entirely. 

 

Half of individuals denied service because of mistaken 

or unverified identity were able to resolve the error 

by providing additional identity information. 

However, more worrisome is that nearly one in three 

individuals (30%) who had been denied service 

multiple times due to identity errors reported that 

they were ultimately unable to verify their identity 

and were forced to abandon the process. Chronic 

identity errors can permanently exclude an individual 

from financial services. It is telling that a quarter 

(26%) of those denied multiple times reported that 

they began legal proceedings to resolve these identity 

errors – imposing major costs on both the victim of 

denial of service and the entity that they were 

attempting to do business with. (see Figure 8) 

Chronic Identity Error Victims More Likely to Pursue Legal Action 

Figure 8: Actions Taken in Response to Denial of Service 
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High-profile incidents such as the Target and Home 

Depot breaches have made consumers acutely aware 

of the threats against their identity. Six in 10 

consumers indicate that they are concerned about 

the risk of identity fraud (Figure 11 in the appendix). 

Consequently, it is no surprise that there is a broad 

desire to have the tools necessary to effectively 

control identity. 

 
Even consumers who have neither been victims of 

fraud nor experienced the challenge of unverified 

identity recognize the risks associated with 

unauthorized use of their identity. Ninety percent of 

consumers indicate that they would like to know 

when their personal information is being used in a 

way that would impact their credit rating or score. 

Beyond merely being notified, nearly two-thirds of 

consumers (64%) indicate that they would be very or 

extremely willing to use a service that requires 

businesses to seek their permission before accessing 

their credit report (Figure 9). 

 

CONSUMERS DEMAND IDENTITY CONTROL 

Consumers Desire an Active Role in Securing their Identity 

Figure 9: Attitudes Around Identity Control, all Consumers  
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Financial alerts have proven to be one of the most 

effective ways of deputizing consumers in the fight 

against fraud. By alerting account holders to 

suspicious activity on their accounts, these alerts 

reduce the time fraudsters have to monetize a 

compromised account, thereby reducing the financial 

impact of fraud.  

 
Consumer receptiveness to financial alerts highlights 

the benefit of the alert in both providing immediate 

value to the recipient in securing their identity and in 

boosting engagement. In part because the 

information contained within alerts is of immediate 

relevance to financial decisions the account holder 

must make, the majority (61%) of those receiving 

financial alerts consider them to be generally useful. 

Many (41%) think these alerts indicate the sender is 

looking out for their best interests (Figure 10). 

 
The most effective alerts are those that do not simply 

provide information to consumers but also allow 

consumers to respond to that information by 

immediately taking action. When dealing with 

suspicious transactions, this entails asking the 

account holder to verify or reject a transaction or 

asking them to verify new accounts being attempted 

in their name.  

Majority of Recipients View Financial Alerts Favorably 

Figure 10: Attitudes Regarding Financial Alerts  
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APPENDIX 

Six in 10 Consumers Are Concerned About the Risk of Identity Fraud 

Figure 11: Level of Concern About Identity Fraud, all Consumers  
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1 - Not at all concerned 2 3 - Neutral 4 5 - Extremely concerned
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GLOSSARY 
 
Unbanked consumers do not currently have a checking or savings account, according to the FDIC.  
 
Underbanked consumers have a checking and/or savings account but have also used alternative financial services 

once in the last 12 months, according to the FDIC. Alternative financial services include non-bank payment 

services such as money orders, check-cashing services, and remittances, as well as rent-to-own services, and non-

bank lending such as payday, pawn shop, refund anticipation, and auto title loans.  

 
Thin file consumers have few accounts listed on their credit bureau reports and/or have relatively short histories 

with reported credit accounts. 

 
No file consumers do not have accounts reported to any major credit bureau, as such they have no established 

credit profile.  

 

METHODOLOGY 
 
The consumer data in this report is based primarily on information collected in a survey of 1,000 consumers in a 

September 2016 survey. The margin of sampling error is ±3.10 percentage points at the 95% confidence level; the 

margin of error is larger for subsets of respondents. 

 
Additional data came from a 5,111 respondent consumer survey conducted in October 2015. The margin of 

sampling error is ±1.37 percentage points at the 95% confidence level; the margin of error is larger for subsets of 

respondents. 

 
Additionally, in-depth interviews were conducted with executives responsible for making decisions regarding 

customer and applicant identity verification.  
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