ORDINANCE NO. 03-109 AC CM$S

AN ORDINANCE AUTHORIZING THE CITY MANAGER TO ENTER INTO A CONTRACT
WITH ARCADIS FPS, OF AKRON, OHIO, FOR A VULNERABILITY ASSESSMENT AND
EMERGENCY OPERATING PLAN FOR THE CITY OF OBERLIN WATER TREATMENT PLANT

BE IT ORDAINED by the Council of the City of Oberlin, County of Lorain,
State of Ohio, a majority of all members elected thereto concurring:

SECTION 1. That the City Manager is hereby authorized and directed to
enter into a contract with ARCADIS FPS of Akron, Ohio for a Vulnerability
Assessment and Emergency Operating Plan for the City of Oberlin Water
Treatment Plant in accordance with their proposal dated November 14, 2003,
and in an amount not to exceed $24,700.

SECTION 2. It is hereby found and determined that all formal actions of this
Council concerning or relating to the adoption of this ordinance were adoptedin
an open meeting of this Council and that all deliberations of this Council and of
any of its committees that resulted in such formal action were in meetings open

to the public in compliance with all legal requirements, including Section 121.22
of the Ohio Revised Code.

. SECTION 3. That this ordinance shall take effect at the earliest date
allowed by law.

PASSED: 1 Reading - December 15, 2003 (E)
2nd Reading -
3 Reading -

ATTEST:

CLERK QF COUNCIY CHAIR OF CGUNCIL

POSTED: 121 6/0.3 ' EFFECTIVE DATE: 12/16/03

Q:/ORDO3- 10?VulnerabilityAssessment
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PAGE'S OHIO REVISED CODE ANNOTATED
Copyright (¢} 2003 Anderson Publishing Company -

Wk THIS DOCUMENT REFLECTS CHANGES RECEIVED THROUGH NOVEMBER 1, 2002 #=*

TITLE T[1] STATE GOVERNMENT

CHAPTER 149: DOCUMENTS, REPORTS, AND RECORDS

{RECORDS COMMISSIONS|

ORC Ann. 1494533 (Anderson 2002)°

§ 149 433 Exemption of secunty and infrastructure
records.

(A) As used 1n this section:

{1} "Act of terporism” has the same meaning as in
seetion 2909 2| of the Revised Cixle.

(2} "Iofrastructure record”™ means any recoed that
discloses the configuration of a public olfice's «ritical
systems 1ncluding. but not fimited to, conununicatien,
eomputer, slectrical, meghaniwcal, ventilation, water, and
plambing systems, securizy codes, or the infrastrugtuce or
stuctural configurahon of the building 1 which a public
otfice 15 locaged, "[ofrastructure record” does not mean a
gimple floor plan that discloses ondy the spubal
relshonship of compenents of a public office wr the
budding i which a public effics 3 located.

(3} "Security record” means gither of the following

{2) Any reeord that contains nformation durectly
used for protecting or maintmmng the security of a
public office against attack, mterference, or sabutage,

(b) Any record assembled, prepared, or maintained
by 4 public office or public budy to prevent, mitigate, or
respond o acts of temoriso, lockwling any of the
fellowing

" {i) Thuse portions of records contmmnung specific and
unique vulnerability assessments or speciiic and -unigue
respunse plans either of which is iatended to prevent or
mitigaee acts of terronsm, aad commumeation codes or

deployment plans of law enforcement of emergency
response personnel;

(n) Specific intelligence wnformation and specific
urvestigarive records shared by federal and internubionul
law enforcement agencies with state and local law
enforcement and pubiic safety agencies,

(i) WNatiopal securicy records clasmfied wnder
federal executive order and not subject o public
disclosure under feders] law thae are shared by federal
agencies. and other records related to national security
brefings o assist state and local governmemt wath
domestic preparedness for acts of rerrorism.

(B) A record kept by a public office that is a securiey
record or an anfrastructure record 1s not a public record
under secrion 14943 of the Revised Code and s nat
subject to mandatory telease or disclosure under that

sactiod.

{C} Nurwithstanding -any other section of the
Revised Code, 2 public office's or a2 public employee's
diselosure of a security record or infrasiructure recond
that 13 necessary Fur construchon, renovation, or
remadeling work on any public buiding or project docs
not constitute public disclosure for purposes of waiving
division- (B} of this saction and does aot result o that
scord becoming a public record for purposes of sechion
£49.43 of the Revised Code.

HISTORY:
: 149 « 5 184, Eff 5-13-2002.



City of Oberlin

85 South Main 5t. Obertin, OH 44074
Public Works Department

December 4, 2003

TO: Rob DiSmnito, City Manager

b
FROM: Jeff Bavmann, Public Works Director nlg
RE: Vulnerabilily Assessment

As a resull of the events of September 11, 2001, the USEPA is requiring all warer systems
serving populabions in execss of 3304 persons to prepare a Vulncrabilily Assessment (VA) of its
crieal facilities. The VA must be followed within 6 months by un Emergency Operating Plan
(EOD). Public Works staff solicited and reviewed Statements of Qualification from sight
engincering futns to provide these services.

Bascd on the clarity of their submuttal, their knowledge of our water system. and prior experience
completing the VA [er other communities. Public Warks staff determined Finkbeiner, Pettis &
Strout 1o be the preferred respondent. Water Superintenden, Bill Wossilek, City Engincer, Keith
Johmson apd I interviewed the FPS proposed Project Engineer Tom Powell and Project Manager
David Frank on November 6. On the sirength of their Staternent of Qualifications and the
mterview, Public Works staff requested the attached proposal from FD'S to provide the services

FPS has provided a chowee of two tracks 1o complete the VA both of which meet the
requircments of the USEPA. There are advantages and disadvantages to both. The first of these
13 the “Self-Asscssment Checklist” In this option, EPS would guide niunicipal staff, prumanly
water division employees, through a self-assessmem process. The primary advantage is cost
($5,000). The disadvartages include lack of deiail and minimal co-o1dination with salety
services. In the "Full” range of services, FPS would lead the City through ihe VA process using
a methodotogy developed at the Sandia National Laborstory, This is anticipaled o be a more ¢o-

ordinated and comprehensive effort. As a result, Public Works staff recommends puvsuing the
“full” VA, The cost of is $14,700.

Iy eilher scenario, the cost of the EOP is anticipated 10 be $12,000. The FOP will be written
based on the Water Division’s exisling Contingeney and Risk Management plans, It will be
updated to comply with USETA guidance documents. Onc copy of the VA is required 0 be
submutted to the USEPA no Jater than June 30, 2004. A certificate that the EOP has heen
completed is required to be submitted no later than December 31, 2004. FPS has assured us that

1L can meet the required timetable. I would note that these documents are exempt from Public
Records law due to their highly sensitive nature.



Public Works staff recornmends that the City contract with PS5 to assist staff with the
preparation of the “full” Vulnerability Asscssment and Emergency Operating Plan as deseribed

in the arlached proposal. Finkbeiner, Pettis & Stroul was recently purchased by ARCADIS, The

ordinance should be worded to authorize cntering into an Apgrecment for Scrvices wath
ARCADIS FPS of Akron, OH to provide the deseribed services al a not 1o exceed cost of
$26,700. §40.000 was budyeted in the 2003 capital budget in the Water Reserve Fund for the
preparation of the Vulnerability Assessment/Emergency Operating Plan.

If there arc any questions, please let me know.

CC:  Mike Moorman, Chief of Police
Dennis Kirin. Fire Chie{
Bill Wossilek, Water Superintendent
Keuh Johnson, City Engineer




AGREEMENT FOR ENGINEERING SERYICES

THIS IS AN AGREEMENT, made and entered into this 2% day of January, 2004, by and
between the CITY OF OBERLIN, OHIO, hersinafter called the "OWNER", and FINKBEINER, PETTIS &
STROUT, INC., Consulting Enginegrs, of Akron, Ohio. their successors or assigns, herenafter called the
"ENGINEER".

WITNESSETH THAT.
Under the authorty of 3~ lﬂ‘i A @hs . passed Im_tﬂnfw IT, 2003 ., the OWMNER

agrees 1o employ the ENGINEER lo furrush engineenng services in conneclion with preparation of a Water
Treatmeant System Vulnerability Assessment and Emergency Operating Plan.

The OWNER and the ENGINEER in consideration of their mutual covenants herein agree in respect
of the pedormance of professional engineering services by the ENGINEER and the payment for those
services by the OWNMNER as sat fonh below.

The ENGINEER shall serve as the OWNER's professional engineenng representative and give
protessional engineenng consuliation and advice to the QWNER during the perdormance of services
hereundsr

SECTION 1 - BASIC SERVICES OF THE ENGINEER

After execution of this Agreement by the OWNER, the ENGINEER shall:

1.1. Prepare a Vulnerability Assessment {Full} and an Emergency Operating Plan in accordance with
ENGINEER's Novembar 14, 2003 letter proposal attached hereto as Exhibit A.

SECTION 2 ~ ADDITIONAL SERVICES

2.1. If authonzed in witting by the OWNER, the ENGINEER will provide Additicnal Services relaled to the
Assignment or furnih general consultation services as may be requested from time fe time by the OWNER.

22 In addition to the services which the ENGINEER agrees to furnish the OWNER under Section 1, the
ENGINEER may also furnish Design, Bidding and Construction Phase services for speciic projects. Al of

such services, however, will be furmished by the ENGINEER only after execution of & separate Agreement
with the OWNER.

SECTION 3 — OWNER'S RESFONSIBILITIES

The OGWNER will;

3. Assist ENGINEER by placing at ENGINEER's disposal alt available information pertinent to the
ENGINEER’s services, including previous reports and any other data relative to the services to be performecl
which reports and data the ENGINEER may rely on in the performance of his services.

3.2. Provide all criteria and tull information as to OWNER's requirements for the ENGINEER's services,

including cbjectives and constramts, and any budgetary limitatons; and furnish copies of all standards which
OWNER will reguire.

3.3 Arrange for access to and make all provisions for the ENGINEER to enter upon public and private
property as required for ENGINEER to perform services under this Agreement.
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3.4. Exarmine all aiternate solutions, studies, reports, sketches, Drawings, Specifications, propoesals and
other documents presented by ENGINEER {including obtaining advice of an attoerney, insurance counselor
and other consulants as OWNER deems appropriate wilh respect to such examination) and render in writing
decisions pertaining thereta.

SECTION 4 — PAYMENTS TO THE ENGINEER

4.1 For the services to be perdormed by the ENGINEER under Section 1, the OWNER agrees to pay the
ENGINEER a cest-reimbursement multiplier fee based on Payroll Costs involved in performing the services,
and as deiined in Paragraph 4.3., plus 120% thereof, plus Reimbursable Expenses as defined in Paragraph
4.4 up o a maximum fee of 514,700 for the Vulnerability Assessment (Full) and up o $12,000 for an
Emergency Operating Plan,

4.2, For addilional services authorized by the OWNER under Seclion 2, the OWNER agrees 1o pay the
ENGINEER a cost-reimbursement multiplier fee based on Payroll Costs involved in performing the services,
and as defined in Paragraph 4.3 , plus 120% thereol, plus Reimbursable Expenses as defined in Paragraph
4.4,

4.3. Payroll Costs mean salaries and wages pad to the ENGINEER's perssnnel engaged directly in
perorming ihe services plus the current cost of customary and statutory benefits,

4.4 Reimbursable Expenses mean the actual expenses incurred direclly n connection with any phase of
the Project including, but not fimeed tor  subcontract cosl and expenses {(plus 10% of the total),
transporiation; meal expense; iodging; rental of equipment; photo expense; parcel delivery and postage,
miscellaneous supplies and reproduction of reports, Drawings, Specifications and similar Project related
items.

45 tnvoices for ENGINEER s Services and Reimbursable Expenses will be prepared in accordance with
ENGINEER's standard invoicing practices and wilk be submitied to OWNER by ENGINEER monthly
tnvoices are due and payable on receipt

46 If OWNER fails to make any payment due ENGINEER for services and expenses within thirty days
after receipt of ENGINEER’s nwvoice therefore, the amounis due ENGINEER will be increased at the rate of
1 5% per menth (or the maximum rate of interest permitted by law. it less) from said thurtieth day.

4.7 In the event OWNER i1ssues a Purchase Order or other instrument related 1o the ENGINEER's
services, 1t is understood and agreed that such document is for OWNER's inlernal accounting purposes only
and shall in no way madify, add ta, or delete any of the ferms and conditions of this Agreement.

SECTION S — PERIOD OF SERVICE

5.1 ENGINEER's Services for a report under this Agreement will be considered completed al the earlier
of {1} the date when the Report 1s accepted by OWNER or (2} thirty days after the date when the Report is
submitied for final acceptance, plus in each case, if applicable. such addtional time as may he considered
reasonable for obtaining approval of governmental authonties having jurisdiction to approve the Report

SECTION & - GENERAL CONSIDERATHONS

61.  Standard of Care. The standard of care for all professional engineering and related services
performed or furnished by ENGINEER under this Agreement will be 1he care and skill ardinarily used by
members of ENGINEER's profession practicing under similar circumstances at the same fime and in the
same locality.

6 2. Opinions of Probable Cost. ENGINEER's opinions of probable Construction Cost provided for
herein are to be made on the basis of ENGINEER's experience and qualfications and represent
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ENGINEER's best judgement as an experienced and qualified professional generally famifiar with the
mdustry.

6.3 Feuse of Documents,

ernatihsPrajecticcempleter.  1zfee K3 338 &;ﬂ'
63.2. Copies of Documents that may be relied upon by OWNER are limited to the printed copies {also
known as hard copies) that are signed or sealed by the ENGINEER,. Files in electronic media format of text,
data, graphics, or of other lypes that are furnished by ENGINEER to OWNER are only for convenience of

OWNER Any cenclusion or information obteined or derived from such electronic media files will be at the
user's sole risk.

=2 J o

6.3.3 When fransferring documents in electronic media format, ENGINEER makes no representation as to
tong ferm compatibility, usability, or readabilty of documents resulling from the use of solbware application
packages, operating systems, or compuier hardware differing from those used by ENGINEER at the
beginning of this Project.

6.3.4 OWNER may make and retain copies of Documents for information and reference in connection
with use on the Project by OWNER Such documents are nol intended or represented to be suitable for
reuse by OWNER or others on exiensions of the Project or on any other project. Any such reuse or
madification without writken verification or adaptation by ENGINEER. as appropnale for the specific purpose
intended, will be at OWNER's sole nsk and without the lability or legal exposure 1o ENGINEER or to
ENGINEER's Consulfants, OWNER shall indemnify and hold harmless ENGINEER and ENGINEER's
Consultants from all claims, damages, losses, and expenses, including allormeys’ fees ansing out of or
resutting therefrom.

635. Any verification or adaptation of the Decuments for extensions of the Project or for any other project
will entitle ENGINEER to further compensation at rales to be agreed upon by OWNER and ENGINEER,

6.4, Owner's Represeniative. The City Manager, or his designaled representative shall act as the
OWNER's representative with respect to the services to be rendered under this Agreement. Such person
shall have complete authorty, 1o the extent permissible by law and by OVWNER's procedures, te transmit
instructions, receive information, inlerpret and define the OWNER's polcies and decisions with respect io the
ENGINEER's services under this Agreement.

B.5. Hazardous Environmental Condition,

65.9. OWNER represents to Engineer that to the best of its knowledge a Hazardous Environmental
Condition daes nol exist,

652 If a Hazardous Environmental Condition 15 encountered or alleged, ENGINEER shall have the

obligation to notify OWNER and, to the extent of applicable Laws and Regulations, appropnate governmentsl
officials.

6.5.3. Itis acknowledged by both parties that ENGINEER's scope of services does not include any services
related to a Hazardous Environmental Condition. In the event ENGINEER or any other party encounters a
Hazardous Emvirgnmental Condition, ENGINEER may, at its opfion and without liability for consequential or
any other damages, suspend performance of services on the portion of the Project aifected thereby unti
OWNER: (i) retans appropriate specialist consultant(s) or contractor(s) to identify and, as appropriate,
abate. remediate, or remove the Hazardous Environmmenial Condinon; and {i) warranls that the Site is in full
compliance with applicable Laws and Regulalions.

Page 3

'
te hax

Sida 3 k.

" A e g

]

-

R ] P

—



6.6.  Dispute Resolution. OWNER and ENGINEER agree to negotiate all disputes between them in
good faith for a penod of thirty days from the date of notice, If they are unable to resolve their differences the
OWNER and ENGINEER agres that all disputes between them arising out of or relating to this Agreement
shall be submitted to nonbinding mediation (prior to exercising their nghts under other provisions of this
Agreermnent, or under law),

6.7. Allocation of Risks - Indemnification.

6.7.1. To the fullest extent permitted by law, ENGINEER shall indemnify and hold harmless OWNER,
OWNER's officers, directors, partners, and employees from and against any and all costs. osses and
damages (including but not limited 1o all fees and charges of engineers. architects. atiorneys and ciher
professionals and all court or arbitration or other dispute resolution costs) caused solely by the negligent acts
or omissions of ENGINEER or ENGINEER s officers, directors, shareholders, employees and ENGINEER's
Consultants in the parformance and furnishing of ENGINEER's services under this Agreement.

672 To the fuliest extent permilled by law, OWNER shall indemnify and hold harmless ENGINEER,
ENGINEER's officers, directors, shareholders, employees and agents and ENGINEER's Consulfants from
and against any and all ¢laims, cosls, losses and damages {including but not imited to all fees and charges
of engineers, architects, atiorneys and other professicnals and all court or arbitration or other dispute
resolution costs) caused solely by the negligent acts and omissions of OWNER or OWNER's officars,
directors, partners, employees, and OWNER's cansultants with respect to this Agreement or the Froject.

6.7.3. Limitation of ENGINEER's Liabiiity.

£.7.3.1. To the fullest extent permitted by law, ENGINEER's total lhability to OWNER and anyone claiming by,
through, or under OWNER for any cost, loss, or damages caused in part by the negligence of ENGINEER
and in part by the negligance of OWNER or any other negligent entity or individual, shall not exceed the
percentage share thal ENGINEER’s negligence bears (o the iotal negligence of OWNER, ENGINEER and all
other negligant entities and indmduals.

6732 ENGINEER's Liabity Limited Notwithstanding any other prowision of this Agreement and to the
fullest extent permitted by law, the total liability, In the apgregate. of ENGINEER and ENGINEER's officers,
directors, shareholders, employees, agents. and ENGINEER's Consultants, and any of them, 1o OWNER
and anyone claiming by, through, or under OWNER for any and all claims, losses, costs, or damages
whatsosver arising out of, resulting from or 1In any way related o the Project or the Agreement from any
Cause or causes, Including but not limited to the negligence, professional errors or omissions, strict liability or
breach of contract, or warranty express or implied, of ENGINEER or ENGINEER's olicers. directors,
shareholders. employees, agents, or ENGINEER's Consuliants, or any of them (hersafter "OWNER's
Claims"), shall net exceed the total compensation paid by the OWNER for the Project to the ENGINEER.

6.8. Sueccessors arid Assigns.

6.8.1. Nothing under this Agreement shall be construed to give any rights or benefits in this Agregment to
anyone othar than the QWNER and the ENGINEER, and all duties and responsibilities underiaken pursuant

to this Agreement wilt be for the sole and exclusive benefit of the OWNER and the ENGINEER and not for
ihe benefit of any other party,

$.0.2. Any notice required under this Agreement will be n writing, addressed 1o the appropriate party and
given personally, by registered or certfied mall, return receipt requested, by facsimile, or by a nationally
recognized ovemight courier service. All notices shall be effechive upon the date of receipt.

6.9, Termination The oblipation to provide further services under this Agreement may be terminated by
ether pary upon 30 days' wntten notice in the event of substantial failure by the other party to perferm in
accordance with the terms hereof through no fault of the terminaling party.
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IN WITNESS WHEREQF, the parties hereta have made and executed this Agreement as of the day

and year first above written.

AFPPROVED AS TO FORM

r

ily Solicr

CERTIFICATION GF AVAILABILITY
OF FUNDS

| hereby cerify that the 526,700 required ior
this contract has been lawfully appropriated
and 15 in the treasury or 18 in the process of
collection to the credi of the appropriate
{und, free from prior encumbrance.

CITY OF QBERLIN, QHIO

(OWNER)
N W

}ﬁﬁy Manager

FINKBEINER, PETTIS & STROUT, INC
(ENGINEER)
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Exhibit &

: FINKBEINER, PETTIS & STROUT, INC.

CUNSULTING EREIEEHS
SINCE 1900

ESULTY 2400

SZ0 SNUTH MAlN $'1RE=T
KRN, LHFO de3g1-101%
330-36- 1991

EbU=£54 QOBIT

10 1751005 Fax

November 14, 2003

Mr. Je[f Baumann
Dircclor of Public Works
City of Obarhin

E3 Sourh Main Streel,
Oberlin, Ohio 44074

‘ Re! Oberln, Ohio
‘ Yulnerability Assessment and
Emergency Operaung Plan
PROPOSAL

Dear Mr, Baurmann:

Finkbeiner, Petlis & Strout, Tne. (FPS$) 15 pleassd to submit our proposal to provide
engineering services for a Vulnerability Assessment und Emeargency Operaiing Plan
for the Ciry’s water system  The proposal is based on our Statement of Quahfications
submilled on September 11. 2003 and our meeting with you on November 6, 2003
We firmly believe that FPS iy weli qualified 1o perform thas work.

As we dscussed 1 vur meeting on November 6, 2003, the Ciry wanis the option to
perform the Vulnerability Assessment in one of two methods. The first method 15 10
prepars the full Vuinerability Assessment for which we provided a scops in our
Technical Apmioach of our Staterenl of Qualificaivns dated September 11. 2005,
The second method 15 [or the City to prepare the Vulnerabilin: Assessment using the
checklist dogcument develuped by the Association of Stare Drinking Water
Administrators and the Nauonal Rural Waier Association [or water SVSIEHIS Sérvinyr
betweent 3,300 and 10,000 people. The City also wants FPS to prepare the
Emergency Operahing Plan required by USEPA,

Toallow the Ciry the option for the v utnerability Assessment preparution. the Scope
of Services for the full Vulnerability Assessiment and the Vulnerabulity Self-
Assessment checkiist will be shown below The Stope of Services for the Emerzency
Operating Plan is included. A fee tabie and schedule are also nciuded 1 the

proposal,

Scope of Services

i N R T T ————
Walnerabiiey:Assessment:s Sel; AsSessmEn iR eckiist s e o o S

e P s St i S P e Ll ==t

For viater systems berween 3,300 and 10 000, the USEPA has approved a document
titled Securry Vulnarabiliy Self-Asvessment Guidy jor Small Drinking Water Svstemy
Service Populations Berween 3,300 and 10.000. Althou eh much less detailed than
the full Vuinerabiliny Assecssment, this document will allow the Cicy 10 mest the
requirements of the law ar a lower cost,



Mr I=ff Baumann
Muvember 14, 2003
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FPS would be pleused o 2ssist the City 1o preparalion of the self-assessment
doctments  Our propused Scope of Services for this project includes the tollowing:

1.

Lad

[
B
L

I

TR R .
dincranih

Conduct a meeting with the Cily to review the scope of the project, o review
the schl-assessment document, and to discuss the confidenhalily of the sall-
assessment document and nformation shared during the project,

Assist the City m completing the self-assessment document by providing
ischrcal consultation and guidance whers necessary

Altend a maximum of two additional mestings with Ciry personnel for the
completion of the documents, including the Certification form that must be
submulted to USEPA with the Vulnerability Assessmeant

g, = TRE TR, RO
=
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The Engineer will provide the services as outlined below:

1.

2

LE¥]

ha

Schedule and conduct a Project Initianion Meeting with the City to review the
scope of the project, tdentity the participants (select the incal Vulnerability
Assessmenl task force) und dates for project meetings and workshops.
discuss procedurcs for shering of informauon durng this sredy and the
confidentinlity ot such data, and discuss averzil philosophies of sceuntv and
Tespasise.  Share new up-o-date secwity information with key project
participants  Participate in & general walk-through of the water system
facalities for general orientation.

Organize and conduct a Vulnerability Assessment (VA) Steatcgy Workshop
with a “team” of City personnel who are respansible for the operation and
security of the water system. The VA Stratezy Workshop will be desizned to
obta the City’s concurrence on the followiny items. for purposes of the VA,
from a high-level perspeetiver (a) define the crincal missions and objectives
ot the water utilily to be maintained during a threat or malevolent act {b)
wdenoty and prioritize the major waler systen facilities; () 1dentify the types
of threats or malevolent sets that may oceur; and (d) det=rmune the likelihood
of diffcrent threats being able w distupt the missions and ubjectives.

Organize and conduct w Facility Prioritization Workshop with the City. A
process diagram of the water syseem will be developed in advence of this
meering based on wnfurmanon wquired from the City. This workshop wall
identify the aysets of the water sysiem and their purposes. A, Fuult Tree will
be developed to detcrmine and prioritize the critical asscts that need to be
proweeted In order to withslund threats to the cntical missions, Identify a
rclavive value of the consequences of losses to water system assers due Lo
malevolenr acts or events, uang information collected in the sue
mvestigacon. Determine the consequance values for undesirad events to the
crntical asgels

Perform site investigatwons to examine critical assets ang their capabilities
and hmianons in more detail and to collect data reparding the exisnny
sceuriny systems 0 prodect the critical assets, ecurily system condilions to
he identified 1 the site invest ganon will be detection, delay measures, 1nd
defirution of the water system’s response capabilities A checklist will be
used as 4 guide 10 the tvpes of information required to be collected during the



Mr Jett Bauinunn
November 14, 2003
Page 3

site inveshgations Withun the course of these Invesligations, procedures and
work practices of the City may be identified that fall short of accepted best
praciices in the water utility ndustry, I such practices and procedures are
cacountared, but they are i eritical functions to the VA, the Engineer will
aote these observations for future reference by the water department. Such
practices may be svaluated [urther as an edditional service if mutuatly agresd
In an amendment 1o this contract berween the City and Enzinesr

2 Organize and conduct 2 Scenario Excroise workshop with the City’s ream.
Adversary Dragrams will be devaloped to determine the paths to the crinest
ussets al lhe major water systern facilities Adversary Scenarios will be
developed that represent the worsi-case acenarios for threars to the critical
assets. The existing securny sysiems and procedurcs will be evaluated to
determine 1f they have @ high. medivm or low effectivensss to proteet the
criticsl assets agmnst the worst-case scenario threars. The scenario exercise
will use u “performance-based” approacn A quantitanive propubility of the
occurrence of a malevoient act will also be assessed. Develop recommended
LMPTUVBMERLS L0 existing security sysiems to increase the effectiveness of the
s¥slems ta prolect the crioeal assats

6. Conduct a risk assessmenl for the worst-case ihreuts © determune a
calculalud risk value for each threat and critical asser. Thic analvsis will
privrinze risks based on the likelihuod ot atrack, potential for 4 successsil
aliack, and the adverse consequences Lo the wtility of 4 successful amack. The
results will be based on caly the existing security systems.

7. Develop a prioritized plan for security improvements, and policy and
opsrdatienal provedure: changes, based upon the ranking of results [rom the
risk-bused aralysis that will reduce the nsk of the critical assers 10 4 level
acceptable o the City .

8. Prepare a confidentizl report to the Cuy summarizing the rasults of the
vulnerabulity assessment. The report may unlize a combination of outline
formal, buliel formart, worksheat eables, and shorl narrative selements o
previds informanon to the Cily in a sucvinet format.  The repaet will be
teviewed with City-selucted <iaff and ravised us mutually agread between the
City and Engmeer 10 uddress comments or questions from rha Ciey Provide
a maximum of four copies of the Vulnerability Assessment reporl to the Ciny
tor their files and for submital ko USEPA,

9. Assist the Ciry in preparing the Centification form that must be submulled to
USEPA with one copy ol the Vulnerability Assessment
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The tallowing wsks will be performad w© prepare an updated and comprshensive
Emergency Operating Plan (EOP) tor the City’s warer Fvsterm,

1. Review the City*s existing Emergency Warer Contingeney Plan, aod Risk
Management Plan 1t is anticipated that the Contingency Plan will be ravised
and updated 10 comply with USEPA’s “Guidance for Water Uliliny
Response, Recovery and Remediation Actions [or Man-mads  or
Technologicul Emergencies”
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Revise the Plan 10 show who will be responsible from the beginning of
an emwrgency for dscision-making, logistics, opsrating, mcident
respoinse control and finance

b Updaw the City contaul hst to include the City’s Local Emervency
Planmng Commttez (LEPC), law enforcement. local and state health and
environrmental authonties. critical care facdities, locat FBI field office,
apd naucnel response center (refer 1o page 3 of the guidance document),

_rﬂ

Develop « section for sumpling dering emergencies. This would include
emergency sampling [or operating and sampling for eriminal acts

Develop un appendix o include response. recovery and remediation shects
from the guidance document.

Compile all new and updated secuoss inw 2 compichensive Emergency
Operating Plan (EQP), which will welude the existng Water Emergency
Coniingeacy Plan

Submit one copy of the drafl EOP to the Cury. for review, Ms2et with the City
to discuss their preliminary comments,

Upon reccipt of writien comments andfor markups, revise the EQP as
nezded Muke final revisions and provide the City with up to five copies of
the EOP vor their [les.

Assist the City ia preparing the Certification form that mst be submtiad to
L:SEPA. The Cernfication form is Lhe only item submined to USEPA; the
EQP 15 not submittad 1o USE A

onsibilities

The City will provide the following assistance w the Engineer m the performance of
services under (his contrace:

1.

wl

Ln

Reasonable access to 15 water tacilitivs to the exten nCCessary 1o observe
and cotlect siig-specific data for the VA apd EQOP

Meeting space for the Workshops scheduled and coordinated by the
Enyrinesr.

Designate responsible officials within the City's Water Department who have
knowledge of the City’s pelicies. procedures, praclives, and physical and
cyber facilines that the Engineer reasonably requirss io complete the services
under tins contract  The City will make these officials reasonably availabla
1¢ the Enginger,

Provide existing documents. maps, =mergency operaring plans and
procedures, rzlared written policies and procedures, and design infarmation
k0 the Engineer, to the evtent reusonably avuilable,

Aclively parlicipate i the Workshaps defined and provide general assistance
and advice as required by the Engineer. The City will coordinule the
atendance of emergency mansgzment stakcholders irom the local
communicy when needed. The Cury will schedule Workshops needed for the
Enginzer w mesrt the contrace schedule, uniess the City agrees 10 amend and
extend the contracr schedule accordingly
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The services provided will be invoiced on a cost roumbursement rvinplier basis  The
total confract shall includs the cost for one of the methods tor the Vulnerability
Asressment and the cost for the Emergency Operating Plan, Tae o1zl contract shail
not be cxceeded without wricten approval from the City

Vulnerability Assessment {Self-Assessmeanty 53,000
Vulnerability Asscssment (Full): $14 700
Emergency Operating Plan S12,000

Schedule -

The Togmeer's services will be performed such that the Vulnerablity Assessmazanf
report will be submired 1o USEPA by May 31, 2004 The Emergency Operating
Plan will be certified to USEPA bzatore November 30, 2004

We apprcciate the opportunity © submic our propusal w the Ciiy. IT it is the Ciy’s
intent (o have our firm perform the sarvices proposed herem, we will develop an
Agresment for Engineering Services to cover this work, based on the method chosen
by the City for the Vulperability Assessment  [f you have any questions, please do
not hesilate to call. FPS looks forward o working with the City on thiz important
nd vital project.

Sinceraly,

oD - S S

Davig A, Frank P.E,
Project Manay=r
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