Cabinet of the Kingdom of Saudi Arabia 2019
Topic: Protecting against Cyber Hostilities
Introductio
n
In 2010, computers that were used to run the Iranian nuclear facility at Natanz were continuously
crashing and rebooting, and centrifuges were failing at an unprecedented rate.1 The researchers
that looked into these confusing issues found malicious files, including what was determined to
be the world’s first digital weapon: Stuxnet. This malware was unlike any seen before; it did not
just steal information from computers. Instead, it physically destroyed the machines it infected.
Stuxnet caused centrifuges at Natanz to stop enriching uranium. This attack was an
unprecedented cyberattack that bypassed all Iranian government protections, including
air-gapped computers, strong cybersecurity standards and a powerful firewall system. This
harrowing attack provoked nations across the world, including Saudi Arabia, to invest vast
amounts of funds into protecting their industrial control systems.
In 2012, Saudi Arabia faced a sharp introduction to the world of cyber hostilities. The Shamoon
virus attacked Saudi Aramco computers, unleashing the most costly cyberattack in history.2
Saudi Aramco is Saudi Arabia’s national petrochemical company, with a net worth estimated at
over $1 trillion. Three-quarters of Saudi Aramco’s computers had their data completely wiped,
causing incalculable financial devastation to the most valuable company in the world and the
supplier of 10 percent of the world’s oil.3 This attack is believed to have been conducted by a
group called the “Cutting Sword of Justice,” reportedly supported by Iran. To cope with this
devastating attack, Aramco used its private fleet of planes to fly in 50,000 hard drives from
southeast Asia. This move allowed the company to get up and running as fast as possible, a
process which still took five months. This attack would have bankrupted any other company.
Aramco survived the attack due to plentiful reserves and the financial backing of the Saudi
government, which allowed it to dip into the coffers and conduct damage control. Aramco built
up a new security operations center and expanded its cybersecurity team, even hiring
international consultants to help out. These steps have aided in preventing future attacks and
protecting the critical operations of the company.
Since the attack on Saudi Aramco, cyber hackers have evolved in their methods of assault. Spear
phishing, which is an electronic communication scam to steal data, has become incredibly
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common. This method was used in 2012 in the so-called Shamoon attack when an Aramco
official opened an email that gave the hackers a valuable entrance.4 Many cyber hackers have
begun to use commodity malware tools. These publicly available malware programs are very
easy to obtain, which can make brute force onslaughts nearly impossible to prevent.5 Another
type of malware is the remote access Trojan, which is a program that creates a backdoor on the
computer and allows an attacker to harness administrative control of the machine remotely.
Hackers can then obtain valuable information, such as passwords, and use the machines to
conduct cryptocurrency mining and a variety of illicit activities.6
Current Situation
Recently, a string of attacks has struck Saudi Arabia’s oil infrastructure. In November 2016,
Saudi government computers went dark, and hard drives were erased to blank. The same attack
hit other targets in Saudi Arabia two weeks later. On January 23, 2017, a petrochemical
company, Sadara Chemical Company, and the National Industrialization Company were both
attacked with the Shamoon computer virus.7 The labor ministry of Saudi Arabia also suffered
from this virus. It is likely that the Iranian government was behind the hacking attacks. In August
2017, a different malware attacked a petrochemical company. This malware was different
because, rather than simply destroying data, it causes a petrochemical explosion. Luckily, the
malicious incursion failed due to a bug in the attacker’s code.8 Attacks like these are meant to
thwart Crown Prince Mohammed bin Salman’s goals to reform the Saudi private sector or to
cripple the Saudi economy. Iran is also thought to be behind this cyber attack, as it is the only
country with the technical sophistication and the motive to conduct such an attack. This attack
was the most sophisticated Iran-backed attack to date; however, the Moscow-based Central
Scientific Research Institute of Chemistry and Mechanics cooperated with Iran.9 The group Elfin
became active in late 2015, and focuses a majority of their attacks on Saudi Arabia.10 They scan
and identify vulnerable targets in virtually every sector before compromising them. They have
been known to use spear phishing techniques to steal information and then exploit known
program vulnerabilities to damage files, such as weaknesses in WinRAR. Elfin became infamous
in 2018 for their ties to the newest wave of Shamoon attacks. Elfin has been known to use a
variety of malware tools, including custom malware, commodity malware, and open-source
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hacking tools. Their attacks usually unfold by spear phishing, then executing a backdoor, which
allows Elfin to install programs onto the infected machine. Elfin has previously been linked to
Iran via the Kavosh Security Center and the Nasr Institute, which are based in Tehran and have
connections to the Iranian government.11
Another worrisome group is one named Seedworm, or Muddywater, which has threatened to kill
security researchers that were investigating attacks on servers. This group is assumed to be
running a password-stealing program, as well as engaging in spear phishing campaigns against
southeast and central Asian governments.12 They also use open-source malicious software with
minor customizations to be flexible and quickly adapt their operations, and they have used this to
assault telecommunications organizations.13 This group seems to have interests aligned with Iran
as well. One hacking cohort that continues to attack Saudi Arabia is the Yemen Cyber Army.
The Yemen Cyber Army is a group of Iranian operatives that are helping Houthi rebels dominate
cyberspace in the Yemeni Civil War. This help allows the Houthi militia to command the
country’s primary internet service provider, silence dissent online, promote misinformation, alter
government websites, and make money from cryptocurrencies. They have crippled some
humanitarian experts and have made money laundering easier due to the accessibility of crypto
mining.14
Some of the other cyber hostilities that Saudi Arabia must worry about is misinformation and
leaks spread by our enemies. A technique used by groups linked to Iran is fabricating articles
that appear to be made by Harvard and spreading these to create hate for Iran’s enemies.15 These
articles often include negative opinions about Saudi Arabia and contain material suspiciously
similar to official comments made by Iran’s government. This group has been named Endless
Mayfly, and as many as 73 web domains can be traced to it. Another Iranian-backed mode of
disinformation is for groups to pretend to be the government agency of another country or a
reputable source such as a university. These articles use stories, videos, and cartoons made by
the International Union of Virtual Media (IUVM), which is an organization linked to the Iranian
government and headquartered in Tehran. They may also share online information registration
with IUVM, which connections with more than 70 websites that push Iranian propaganda in 15
countries.16
To bolster the cyberdefense of Saudi Arabia, King Salman and Crown Prince Mohammed
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founded the National Cybersecurity Authority (NCA) and the National Cyber Security Center
(NCSC) on October 31, 2017.17 The founding of the NCA has helped to prioritize cybersecurity
in both the public and private sectors of Saudi Arabia. It has a stated goal of protecting the
Kingdom from cyber threats, raising awareness of cyber threats, and responding to cyber attacks.
Other organizations that cooperate and work alongside the NCA are the Saudi Federation for
Cyber Security and Programming (SAFCSP), the Prince Mohamed Bin Salman Bin Abdulaziz
Philanthropic Foundation (MiSK), and the Prince Mohammed bin Salman College for Cyber
Security. The development of artificial intelligence and advanced technologies also aid the NCA.
Most of these have been initiated due to the Crown Prince’s drive to increase cybersecurity in the
Kingdom as he looks to expand his interests abroad. And this has yielded results: Saudi Arabia
was 46th ranked in the Global Cybersecurity Index in 2016 and is now 13th in the world. The
Saudi Arabian cybersecurity industry is supposed to be worth $5.5 billion by 2023,18 so it is on
track to be a larger force. Another measure that Saudi Arabia has devised to combat cyberattacks
is the National Information Security Strategy (NISS). The NISS Vision is an integrated strategy
that aims to create a secure and reliable information and communications technology
infrastructure, develop a capable group of cybersecurity professionals, and create a national
information security structure that is built on trust, confidence, transparency, and cooperation.19
The Vision also looks to create a secure set of online government services in the Kingdom to
meet the security objectives laid out previously and a flourishing information security sector that
seeks to research, innovate, and engage in entrepreneurship. This Vision was developed due to
the nature of interconnected computer networks that are necessary today and encompasses all
public, private, and individual activities that require cybersecurity. The plan as a whole looks to
support the knowledge economy that Crown Prince Mohammed bin Salman looks to develop.
Bloc Positions
Cyberdefense vs. Cyberoffense
The recent attack on Aramco oil resources shows the potential devastation of attacks on the
cybersphere. Some in the Saudi Arabian cabinet would like to focus on preparing for the next
attack while others would like to go on the offensive.
Misinformation as a Weapon
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Some factions of the Saudi Arabian cabinet would like to follow the example of Iran and Russia
by using leaks and misinformation to our advantage. The cabinet must think about the potential
ramifications of such a pivot and how this change affects the balance of power in Yemen and
Syria.
Discussion Questions
● What can Saudi Arabia do to prevent the spread of disinformation by its enemies?
● What resources should be dedicated to cybersecurity, and where should these resources
be distributed (to combating the spread of misinformation, counterattacking hacker
groups, building up cybersecurity, etc.)?
● How can Saudi Arabia ensure that its private sector maintains high standards of
cybersecurity and that the sector is capable of fending off coordinated attacks?
● Considering previous methods of attack, what should be done to prevent similar cyber
hostilities from occurring?
● How can Saudi Arabia keep track of all the groups attacking it, and should it conduct
counterattacks? If so, how, and if not, what should be done instead to boost defense
mechanisms?
Key Terms
● Commodity malware tools: an umbrella term for malware that is publicly available and
distributed indiscriminately.20
● Dynamic DNS (Dynamic Domain Name Service): a service that changes the IP address
of a device automatically when an IP address is changed dynamically by an internet
provider.21
● Elfin/APT33: a hacking group whose interests and activities align with that of the Iranian
government that has engaged many attacks on the Saudi Arabian government and
commercial sectors. They had previously utilized data destruction-focused attacks, but
are now more focused on spear phishing.22
● Malware: an umbrella term that defines any malicious program or
code.23
● National Cybersecurity Authority (NCA) & National Cyber Security Center (NCSC): the
government bodies of Saudi Arabia that are tasked with coordinating cybersecurity and
20

https://www.nartv.org/2019/04/27/commodity-malware-is-not-the-opposite-of-targeted-malware/
https://www.cloudns.net/dynamic-dns/
22
https://www.csoonline.com/article/3385126/apt-group-elfin-switches-from-data-destruction-to-data-steali
ng-via-winrar-vulnerability.html
23
https://www.malwarebytes.com/malware/
21

●
●

●

●

●
●

cyberdefense.24
Opensource: any computer software given out with its source code able to be
modified.
Remote Access Trojan: otherwise known as RAT malware, a malware program that
creates a backdoor on the computer and allows the attacker to gain administrative control
remotely.25
Saudi Federation for Cybersecurity, Programming, and Drones: a national institution in
Saudi Arabia that looks to bolster commercial and government cybersecurity and
programming capabilities in line with international regulations and standards.26
Shamoon: a modular computer virus used to attack Saudi Aramco in 2012 and later in
attacks in 2018. This virus can spread from one computer to others on the same network,
and renders computers unusable after the virus has sent all vital information back to the
attacker.27
Spear phishing: an electronic communication scam that aims to obtain data, and possibly
also install, malware.28
Stuxnet: a computer worm that causes massive physical damage; it was named the
world’s first digital weapon. It is believed to be a joint U.S.-Israeli creation that has
targeted Iranian nuclear facilities’ computers.29
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Cabinet of the Kingdom of Saudi Arabia
Topic: Wielding Influence in the Middle East
Topic Overview
The story of the current Middle East is a story of adversaries, conflict and foreign influence.
Today, three rifts take center stage in the region. There is a rift between Israel and its adversaries,
a rift between Iran and Saudi Arabia, and a rift between the Sunni and Shiite ideological blocs.
These adversaries intersect in potentially explosive and dangerous geopolitical tactics.1 Saudi
Arabia has prioritized its rivalry with Iran in the past decade, seeking to become the preeminent
superpower of the region. The two countries have taken advantage of the Sunni-Shiite rift to
fight for supremacy in the Arab world, and the battle for regional influence has extended to other
countries in the region.
As a member of the Saudi Arabian cabinet, you are responsible for ensuring that Saudi Arabia is
the dominant player in the Middle East. Rival Iran will push against us along battlefronts ranging
from Yemen to cyberspace. Therefore,
gaining influence over the Middle East and
the world will require strengthening
existing alliances, seeking new friends and
revamping our domestic landscape.
Historical Background
The history of relations between Saudi
Arabia and Iran gives a picture of two
nations that are divided along sectarian
lines and committed to aggressive policies
and nationalism. The religious division
comes from two Islamic sects. These are
Sunni and Shiite Islamic sects. In recent
history, both nations have gained sectarian
hegemony, consolidating their influence to protect the sects from outside interference or
aggression.2 Their de facto sectarian leadership roles have led to a contentious rivalry that
continues in the present. The Shiite and the Sunnis have clashed politically since the first caliph
and have become increasingly divided as a result of soft wars fought through political and
1
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socio-economic power. Seventy-five percent of Iranians are Shiites, while eighty-five percent of
Saudis are Sunnis.3 The Shiites in Saudi Arabia reside in an oil-rich region; this gives the Shiites
massive influence in Saudi Arabia since a
regional uprising could cripple an
oil-dependant economy.4 Moreover, both
Iran and Saudi Arabia have sought a claim
on the holiest Islamic cities. Saudi Arabia
has won the rivalry with Mecca and Medina,
giving it unrivaled prestige and power in the
Islamic world.
Adding to the religious conflict between Iran
and Saudi Arabia lies very similar
expansionist political ambitions. Iran has
been keen to export its beliefs and interests
beyond its borders. Iran’s first ruler,
Ayatollah Khomeini, backed Shiite militia
and political parties in countries throughout the Islamic world, such as Iraq and Turkey. In
response, Saudi Arabia has strengthened its ties with Sunni governments within the Islamic
world, like with Egypt and the UAE. The revival of Shiite Islam in Iraq, though not related to the
influence of Iran, gave Iran a political advantage in the rivalry.
The Siege of Mecca and the Iranian Revolution are the two most important events in the history
of the relations between the two countries. Both incidents happened in 1979 alongside a
backdrop of oil-fueled economic expansion. Iran's oil wealth was plagued by critical inflation in
the economy, however, and religious fundamentalists were able to use the inflation crisis to
overthrow the U.S.-backed unpopular regime. The successful revolution led to the emergence of
a militant Islamic state, replacing a formerly secular political system, and the newly formed
government moved quickly to implement Shiite values.5 Nine months after the revolution, Saudi
Arabia experienced the siege of Mecca, an assault by militants who accused the Saudi
government of selling out to western interests and “betraying Islamic Principles.” This attempted
revolution failed, though it did encourage Saudi Arabia to implement conservative societal
reforms and push to reduce western influence. The political and economic foundations of the
country became more theological, so political differences between Saudi Arabia and Iran grew.
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In the early 90s, Saudi Arabia and other Arab nations in the region felt the heat of a
revolutionary Iran and feared ripple effects throughout the region. Neighboring countries, like
Bahrain, also had Shiite majorities, and Saudi Arabia feared they might follow the example of
Iranian revolutionaries.6
Current Situation
Iran Relations
Strained relations between Iran and Saudi Arabia continue to shape the Middle East. In 2011, the
United States accused Iran of planning to assassinate the Saudi ambassador. The following year,
Saudi Arabia supported the U.S.-led
sanctions against Iranian oil.7
Diplomatic relations were officially
severed in 2016 after a violent mob in
Tehran set the Saudi embassy ablaze.
This came in response to the
execution of Shiite Cleric Nimr al
Nimr by the Saudi government.
Tension after the incident was so high
that Saudi Arabia refused to allow its
teams to play against Iranian teams in
the Asian Champions League. In the
same year, Saudi Arabia bombed the
Iranian Embassy in Yemen. There
were no casualties or significant
damage.8 The dispute further
escalated in 2016, and Iran banned the
Hajj and refused to allow its people to
cross over to Saudi Arabia for the
annual pilgrimage.
More recently, in 2016, the Houthi rebels launched a drone attack that crippled Saudi oil
infrastructure and completed a military operation that killed 500 Saudi soldiers. The Houthis
claimed responsibility for both attacks, but the sophisticated nature of the drone attack has led
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Saudi Arabia and the United States to pin the blame on Iran. Iran's response, implying that the
attacks were justified, did nothing to assuage tensions.
The current rivalry between Iran and Saudi Arabia is in many ways equivalent to the Cold War
between the United States and the Soviet Union. Currently, the two countries may not be
fighting, but they are involved in a series of proxy wars.9 There are many conflicts in the Middle
East, such as Yemen and Syria, where the two nations support rival militias and sides.
The Situation in Yemen
Yemen's civil war is tied to the sectarian conflict that dominates the Middle East. It's estimated
that Yemen is at least 70% Sunni, while 30% of the Muslim population is Shia. The Shiite
population is heavily concentrated in the Northwest region of the country, an area that is also
home to the Shiite political group Ansar Allah, or Houthi movement.
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The Houthis have been fighting an insurgency against the Yemeni government on and off for
over a decade. In 2012, during the Arab Spring, the nation joined them in revolting against
then-President Saleh, who had ruled for 30 years. The result of the revolution was the resignation
of President Saleh, with a plan to pass power to his long-time Vice President Abdrabbuh Mansur
Hadi. President Hadi was unable to quell the unrest, and in 2015 the Yemeni Civil War broke out
with the Battle of Aden Airport.
Four years later, the conflict is nowhere close to a resolution. With the help of Saudi Arabian
forces, the Houthi rebels have been slowly pushed back but still hold an entrenched position and
control a substantial portion of the nation. However, this has come at a massive cost. The U.N.
has declared that Yemen is currently experiencing the worst humanitarian crisis in the world, and
the situation shows no signs of improvement. The U.N. estimates that over 14.3 million people,
over half of the population, are in acute need, including over two million children. Starvation and
disease are decimating the local populace, and developments in the war have stymied
international efforts to help the Yemeni people.
Saudia Arabia, in conjunction with the U.S., has enacted a blockade of key Yemeni ports, which
may be preventing critical supplies from reaching the suffering citizens of Yemen. Saudia Arabia
has drawn intense scrutiny from the rest of the world for the human costs of their blockade and
bombing runs meant to beat back the Houthi rebels. The situation worsened in 2017 when Houthi
rebels shot a missile at Riyadh, leading to an escalation of hostilities between the rebels and
Saudi Arabian forces. Saudi Arabia has justified this escalation as necessary to protect the
legitimate government of Yemen against foreign interference from Iran, whom they allege is
funding and arming the Houthi. Saudi Arabia views Yemen as a key battleground against Iran
and is loathe to allow the creation of a Shia state on its southern border.
The Situation in Syria
Similar to Yemen, Syria has also fallen into conflict since the 2011 Arab Spring. President
Bashar al-Assad's forces have fought for control of the country against a loose alliance of rebel
groups. The most prominent rebel groups are the Free Syrian Army (FSA) and a separatist Syrian
Democratic Forces (SDF). Assad led a Shia government despite only 15% of the Syrian populace
being Shiite, but remained in power and found powerful allies in Russia and Iran. On the other
side, Turkey has backed the FSA, and the United States has provided support to the SDF in
exchange for fighting against Islamic State (IS) in the region.

The civil war has stagnated into a stalemate, with Assad controlling the majority of the territory.
Nevertheless, the recent withdrawal of U.S. troops has threatened to upend the balance. Turkey
has taken advantage of the U.S. retreat to launch an offensive into Syria against the SDF, who
are now vulnerable without U.S. protection. Turkey views the SDF as an offshoot of the
Kurdistan Workers' Party (PKK), a militant group that has been fighting against Turkey for the
establishment of a Kurdish state, often referred to as Kurdistan. Currently, there are Kurdish
people spread across parts of Iraq, Syria, Iran, and Turkey, but they are ethnically distinct from
neighboring Arab populations. Without a nation of their own, they find themselves a minority in
four different countries.

Saudi Arabia is keen to see a Sunni government take power in Syria. As such, they have been
supporting rebel groups with weapons and ammunition for the duration of the war. This fits with
historical precedent; Saudi Arabia has a history of discreetly supporting Kurdish separatist
groups, such as the SDF. The Kurdish are majority Sunni, and the creation of a Kurdish state
would not only create a new Sunni nation, but would also weaken multiple Shia nations by
taking away land. The SDF and the broader Kurdish people are in a critical situation without the
protection of the U.S., and Saudi Arabia should think about how to lend aid.
Bloc Positions
Members of the cabinet have come up with differing bloc positions on the issue. Some members
feel that Iran poses a threat to Saudi interests and that the country should act to defend itself from
Iran's belligerence and aggressiveness. They indicate that the non-combative stance taken by
Saudi Arabia emboldens Iran, which is becoming a dangerous threat to nations in the region.
They feel that despite having military technologies that are superior to those of Saudi Arabia, the
latter can bank on the support of the United States and the European Union to deal with any
threat posed by Iran. This bloc argues that Iran poses a threat not only Saudi Arabia, but to the
Arab-Gulf region and the world at large. There is a need for Saudi Arabia, the country which
faces the most significant threat, to start the process of taming Iran.

On the other hand, others argue that a combative approach to the conflict will be detrimental to
both countries, and Saudi Arabia would be in a position of disadvantage due to Iran’s experience
in war and its massive investment in warfare technologies and military might.10 Furthermore,
winning a war is painfully expensive, and Saudi Arabia needs to focus financially on economic
diversification before it is too late. The bloc members that support action against Iran argue that
even though Saudi Arabia needs to flex its muscles, it should not go beyond the current proxy
wars and covert acts of aggression. They assert that the two sides can sit down and come up with
resolutions that can reduce the tensions between the two countries. The current hostilities disrupt
all areas of life in our countries, from economics to sports, someone must take the initiative in
ending them.
Key Terms
● Iran Axis of Resistance: A “power bloc that includes Iran, Iraq, Syria, Hezbollah, and
Hamas in Palestine” meant to stand against Saudi and U.S. influence.11
● Saudi Yemen Coalition: Saudi Arabia and eight other Arab states that seek to restore Mr.
Hadi’s government in Yemen.12
● Syrian Democratic Forces (SDF): An alliance of Kurdish and Arab militia that fight for
self rule and Kurdish sovereignty.
● Kurdistan Workers Party (PKK): The PKK is the backbone of the SDF forces but are
considered a terrorist group by the United States and the EU.13
● Operation Peace Spring: Turkish military operation that seeks to remove Syrian
Democratic Forces (SDF) from northern Syria and create a “safe zone" where millions of
Syrian refugees can be resettled.14
Discussion Questions
● How does the conflict between Iran and Saudi Arabia affect the stability of the Arab-Gulf
nations
● The recent Iran-backed drone attack on Saudi oil capabilities shows the changing
landscape of proxy warfare. Are we prepared technologically to defend ourselves from
such attacks in the future and if not what do we need to do in order to be?
● Where do major superpowers land in the Saudi-Iran broader proxy war? Who can we
count on as allies and how might that change over the next couple of years?
Kenneth Pollack, Armies of Sand: The Past, Present, and Future of Arab Military Effectiveness (Oxford: Oxford
University Press. 2019), 62
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● The Saudi-led war effort in Yemen has faltered somewhat, with U.S. Legislators calling
for a cessation of U.S. support15 and the UAE pulling almost all resources out of Yemen.
16
What do we need to do in order to make sure our coalition stays together, or is it time
to discuss changing tactics in Yemen?
● If we are to depend less on our traditional U.S. allies, we should seek out other alliances
and partners. How do we build links with China and even Russia to ensure our continued
success?
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Cabinet of Saudi Arabia 2019
Topic: Domestic Affairs
Topic Overview
The perseverance of Saudi Arabia and its people has allowed the nation to overcome historical
crises with remarkable success. For much of their history, the Saudis struggled to attain
sovereignty as they contended with powerful empires and rival clans in the region. The modern
perception of Saudi Arabia as a wealthy regional power is comparatively new. The last 81 years
since the discovery of oil in the country have undeniably been the Kingdom's best, and in that
time it has grown into the 18th largest economy in the world. However, given the immense
present and future challenges facing the Saudi state, the decisions made by its current leaders
will be instrumental in determining the nation's future. These decisions will determine whether it
rises and falls with the importance of oil or whether it persists as an enduring regional power.
Historical Background
More than most nations, the origins of Saudi Arabia are inextricably linked to its founders. In
1744, based out of the desert village of Diriyah (close to modern-day Riyadh), Muhammad ibn
Saud established the dynasty known today as the House of Saud, and with it the First Saudi
State. At the time, the Arabian Peninsula consisted of numerous disunited clans in constant
conflict, both with each other and the nearby Ottoman Empire. In this vast arena of competition,
the House of Saud was at first just one clan among many. Ibn Saud linked his dynasty to the
conservative Wahhabist sect of Islam, in the process of differentiating his authority from his
rivals', and created an enduring movement that could persist even without a state. Though
Ottoman and Egyptian military forces successfully dismantled the power of the First and Second
Saudi States, they proved unable to eliminate the influence of Ibn Saud's successors. As the
Ottoman Empire finally collapsed in the wake of World War I, the Saudis reemerged again and
took control over much of the Arabian Peninsula. This Third Saudi state has persisted to the
present and has leveraged its vast oil reserves and subsequent alliance with the United States to a
significant effect.
After many decades of prosperity, trouble is again threatening the Kingdom. Its most enthusiastic
backer, the United States, recently eclipsed it to become the world's largest oil producer with no
signs of slowing production. Without a heavy dependence on oil, much of the basis for this
alliance immediately becomes fraught, to Saudi Arabia's risk. Moreover, the global shift to
renewables continues to move forward, steadily shrinking the potential market for
petrochemicals. Lastly, its rivalry with Iran has escalated into a Middle Eastern Cold War, with
numerous proxy conflicts eating into the Kingdom's budget and damaging its reputation abroad.

To adjust to these challenges, King Salman bin Abdulaziz has vested enormous power to his son,
the Crown Prince, Mohammad bin Salman. Salman has the drive and outrageous ambition
necessary to reform the nation for the 21st century. Still, in the face of domestic and external
pushback to some of his policies, his success is by no means guaranteed.
Many pundits have predicted the Kingdom will fall once the last oil well runs dry, but current
projections indicate they are far more likely to run out of water before they come close to
1
depleting their petroleum supply. Saudi Arabia has no permanent rivers, and instead draws the
overwhelming majority of its water from underground aquifers. Current projections indicate
these sources of groundwater will be almost entirely depleted in only ten years, in no small part
2
due to high rates of water use by Saudi citizens, who use double the world's per capita average.
Well aware of these challenges, the Kingdom has moved forward on some initiatives to construct
desalination plants, which will allow them to extract fresh water from the oceans. However, the
expected demand for water has far outpaced the present rate of construction. Additionally,
desalination plants are enormously energy-intensive, requiring eight times the energy of
groundwater extraction. As a result, the relatively limited desalinization infrastructure in place
already represents 20 percent of the Kingdom's annual energy use. Historically, significant
revenues from petroleum exports allowed Saudi leaders to bankroll major projects easily.
3
However, in the last five years, the low price of oil has put a dent in the Kingdom's resources.
The oil economy has been recognized as a long-term dead end by the Saudi leadership, and
enormous efforts are currently underway to transition Saudi Arabia to a new model of growth.
Crown Prince Salman is the leading director of the Vision 2030 initiative, which aims to reform
several key areas of the nation's economy and culture. Salman has recognized that, for the
Kingdom to continue to prosper, it will need to be liberalized in many aspects. Since 2017, Saudi
Arabia has begun lifting many of its more conservative policies and removed many restrictions
on women in order to facilitate greater participation in the economy. Women are now allowed to
drive, apply for a job without a male guardian's permission, and even vote in municipal elections.
Salman hopes that by making Saudi Arabia more appealing in the eyes of Westerners, he can
obtain more investment for further modernization efforts and offset the lower value of oil. While
these initiatives have largely been met with moderate approval, the concurrent jailing of
numerous feminists and the brazen murder of journalist Jamal Khashoggi (allegedly on the direct
orders of Salman) have demonstrated the Kingdom is unlikely to go much further on liberal
reforms.
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Several internal issues also present worrying challenges to the Kingdom's authority, and the Cold
War with Iran has exacerbated many of them. Chief among these is the significant Shia Muslim
minority in the country. The gigantic pocket of Shiites is located along the Persian Gulf in the
country's oil-producing regions. Riyadh fears that if Iran could successfully provoke unrest in
this part of the country, it could devastate the Kingdom's economy. As a result, authorities have
taken a draconian approach to keep the peace there and in other regions with sizable Shia
populations. Earlier this year, Prince Salman ordered the arrest and execution of dozens of Shia
Muslims on alleged terrorism charges. Such actions are likely to become more common as the
confrontation with Iran heats up. Still, many believe such a heavy-handed approach is more
4
likely to exacerbate sectarian tensions than to keep the peace.
Vision 2030
With all the internal and external issues weighing on Saudi Arabian leadership, it may seem a
strange time to embark on a complete economic transformation, but that is what Crown Prince
Mohammed bin Salman has mandated. Saudi Arabia is almost entirely dependent on its oil
exports for money at the moment. Still, oil has an uncertain future due to both limited oil
reserves and a global shift away from fossil fuels to preserve the environment. The Crown Prince
recognized that Saudi Arabia has a minimal window to be able to use oil profits to pivot to a
diversified economy that can survive in a future with minimum oil demand. Soon after
consolidating power in 2015, the Crown Prince announced his ambitious plan to the world, a
program known as Saudi Vision 2030. 5
Vision 2030 encompasses a series of goals and projects that, when completed, will result in a
thriving and modern Saudi Arabian society. Vision 2030 has three overarching categories:
1. A Vibrant Society
2. A Thriving Economy
3. An Ambitious Nation
These categories are further divided into first, second, and third level objectives, resulting in over
100 goals for Saudi Arabia to complete in the next decade. The primary vehicles for achieving
these goals are Vision Realization Programs (VRPs). There are currently 13 VRPs, each
comprising of different sets of economic, cultural and societal goals. Each VRP is overseen by a
member of the new Council of Economic and Development Affairs (CEDA), which was created
during a substantial governmental restructuring meant to streamline the government's efforts at
making Vision 2030 a successful program.
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As part of the push for Vision 2030, over 500 billion dollars worth of infrastructure projects have
been announced by Saudi Arabia. The most ambitious project is Neom, a futuristic city built in
the far Northwest of the nation. The 10,000 square mile project will be funded by a planned IPO
of the state-owned petrochemical company Saudi Aramco, the world's most valuable company.
Other projects include a massive solar farm, a sports center, an entertainment center, and various
projects meant to drive tourism to Saudi Arabia. The nation is prepared to spend enormous
amounts of money to push their country into the future, but it isn't enough. The projects will still
require some foreign capital to succeed. Unfortunately for Saudi Arabia, that is currently a
significant challenge.6
Current Situation
Ambitious modernization projects, involvement in two foreign wars, and a tumultuous
international oil market have put Saudi Arabia in a tenuous position. Attracting new foreign
investment in Saudi Arabia is a critical need. In order to attract western companies, the Crown
Prince spearheaded massive cultural changes meant to liberalize Saudi Arabian society,
specifically gender norms. Under the Crown Prince, women in Saudi Arabia were given the right
to drive, to travel with more freedom, and to access various government services without male
guardianship. The Crown Prince has also led efforts to raise the number of women in the
workforce, and multiple goals in Vision 2030 involve fighting against gender inequality. Also,
the Crown Prince took unprecedented steps to curtail the power of the religious institutions in
Saudi Arabia, in particular, decreasing the power of the religious police. While Saudi Arabia still
6
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has a long way to go, the reception from the general public is trending in the right direction, and
there was hope that the new Crown Prince was going to continue to push liberalization on his
people.7
However, the push for gender equality obscured a crucial flaw in the hope for a liberal Saudi
Arabia: none of the Crown Prince's efforts worked towards increasing political freedoms. The
Crown Prince had consolidated power in large part through a massive corruption sting, and up to
500 people were taken from their homes in the middle of the night and taken prisoner on
nebulous charges of “corruption.” Prisoners were subjected to hours of interrogation with very
little explanation or due process, and it happens that the corruption purge included almost every
single prominent member of the late King Abdullah's faction. Outside experts have long rated
Saudi Arabia as one of the least free societies in the world, and none of the new Crown Princes’
actions belie that. His corruption instead foreshadowed what would become a massive setback
for the Crown Prince's modernization plans: the killing of media member Jamal Khashoggi.8
In 2018, Khashoggi was living in exile, occasionally writing columns for the Washington Post.
Khashoggi was a well-known political dissident and was heavily involved in producing media
that was critical of the Saudi government, both inside the country and abroad. On October 2,
Khashoggi visited the Saudi Arabian consulate in Istanbul to obtain documents for his pending
marriage, allegedly after receiving a personal phone call from Prince Khalid bin Salman Al Saud
assuring him it was safe. Prince Khalid is the full brother of Prince Mohammed and was serving
as the Saudi Arabian Ambassador to the United States at the time. Khashoggi was seen entering
the embassy, but not exiting. Over the span of a few weeks, the world publicly came to realize
that Khashoggi was brutally tortured, murdered, and dismembered inside the embassy, an
assassination that the CIA affirmed was directly ordered by the Crown Prince.9
While the Crown Prince has denied ordering the killing, he has admitted that as the country’s
leader he bears “full responsibility.”10 No amount of spin could save Saudi Arabia from the
consequences, however. The U.S. Congress, historically a stalwart ally, passed a resolution to
end U.S. participation in the Yemeni Civil War, and the multinational corporations that had
shown interest in pouring investment money into Saudi Arabia balked. Saudi Arabia is now
considered too toxic to do business with by the west. Companies pulled out of potential business
deals en masse, leaving a gaping hole in the funding plan for Vision 2030. Even a year later, the
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profound effects of the Khashoggi murder are threatening the Crown Prince's plans before they
were able to get off the ground.
The King and his son managed to heavily consolidate power in 2017, but recent missteps have
threatened the dominance of their faction. Rival princes are ready to use the weakness to claw
back some of their control. Besides, the Crown Prince's liberalization has made an enemy of a
long-time ally, the country's powerful religious institutions. The religious establishment has long
been used to keep citizenship in line. Still, religious leaders and adherents to the
ultra-conservative Wahhabism are chafing at the rapid loss of what they consider traditional
societal values and virtues. Meanwhile, unrest in the Shia-dominated Northeast threatens the
nation's all-important oil fields, most likely with the support of rival Iran. Handling all of these
issues while continuing to modernize the country will require a deft hand and strong leadership.
Does the Saudi Arabian government have what it takes?
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