
International Telecommunication Union ITU 2019 
Topic: Advancements In Network Technology and How to Protect Privacy in the Age of 5G 
 
Topic Overview 

5G is the future; it will not only replace 4G LTE, but also fiber-optic connections, revolutionize 
smart cities, download massive amounts of data in seconds and bring autonomous cars to 
relevancy.  This potential has motivated countries around the world to put time and effort into 1

developing this new telecommunications technology. 

This new wireless network will allow for advancements in automation and urban infrastructure. 
Manufacturing plants, self-driving trucks and adaptive real time supply chains will all benefit 
from the ultra fast bandwidth of modern telecommunications. For the first time in the internet’s 
history, it will be tailored not just towards people 
consumers but towards system consumers, which does 
entail some dangers. Private companies lead the path 
of innovation, but we must make sure that this 
innovation is safe, secure, and conducive to the well 
being of everybody, not just the largest 
telecommunications companies. 5G is an 
unprecedented technological advancement, and if the 
ITU manages to build international consensus, they 
will have laid the foundation for sustainable and 
equitable technological development.  
 
Historical Background 
 
5G is the fifth generation of wireless technology and 
stands to be one of the greatest leaps in wireless communication technology thus far.  Each 
generation of wireless has represented not only massive shifts in communications technology, 
but also in how we communicate as a society. While the high-speed transfer of data was a part of 
the 4G standard, 5G stands to deliver speeds 10-100x faster than 4G LTE,  making current wired 
and wireless infrastructure obsolete. 

1
 https://www.information-age.com/5g-future-123472007/ 

https://www.information-age.com/5g-future-123472007/
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Current Situation 
 
The development of 5G wireless technology will have an immediate impact on a variety of 
industries and technologies. Some of the possible uses for 5G wireless technology include: 
 

1. Healthcare: 5G can help bring healthcare technologies and service to a wider swath of 
people with ease. Doctors in China have already used 5G to perform remote brain 
surgery.  Remote surgery over wireless connections has been costly up until now due to 3

the lag time in transmission for complicated surgery, but the lag time with 5G is minimal 
to non-existent. Tele-Medicine could potentially provide much needed care to those in 
rural areas that can’t afford to travel to a hospital.  4

 
Consumer health goods will also change. Items like prosthetic devices, fitness clothing 
and ingestible health monitors will become part of the Internet of Things.  For example, 5

Veristride is making smart shoes that can help injured and people with reduced mobility 
rehabilitate and move.  6

 
2. Self-Driving Cars: 5G can allow Cars to communicate with other cars and with road 

infrastructure, like traffic lights. Cars that can sense another car coming from around the 
corner in a matter of milliseconds and stop in time to avoid a fatal collision. 

2
 https://www.rpc.senate.gov/imo/media/image/5G_v4_WEB.png 

3
 https://www.businessinsider.com/5g-surgery-could-transform-healthcare-industry-2019-8 

4
 https://www.therobotreport.com/better-data-advancing-healthcare-robotics/ 

5
 https://www.washingtonpost.com/news/innovations/wp/2018/06/05/5g-what-is-it-good-for/  

6
 http://www.veristride.com/ 
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Communication between cars could also ease traffic congestion. All of these could be 
possible with Cellular Vehicle to Everything C-V2X that uses 5G. A similar wifi-based 
technology called DSRC already exists, but critics say that DSRC doesn’t have the range 
or flexibility to properly support an entire fleet of cars.   7

 
In addition to allowing vehicles to communicate with their surroundings, V2X can allow 
for infrastructure like smart light. Smart lights could “sense when a pedestrian is arriving 
and activate the crosswalk” or “allow a headstart for cyclists and emergency vehicles.”  8

 
3. United Nations Sustainable Development Goals (SDGs) : 5G wireless technology could 

help us achieve the ambitious Sustainable Development targets ahead of schedule.  9

Remote learning opportunities in rural areas could help us achieve SDG 4.  10

Digitalization of services and industries can help “reduce greenhouse gas emissions by up 
to 15 percent by 2030”  which would go a long way towards the targets for SDG 13.  11 12

 
4. Smart Cities and Homes: Smart cities will implement technology to reduce greenhouse 

emissions, be more efficient and improve the lives of its citizens. While implementation 
of these lofty goals is definitely in the planning stage, Alphabet-owned Sidewalk Labs  13

did win a contract to develop “Toronto’s Tech Utopia.”  This potential smart waterfront 14

could include: 
a. Smart traffic signals that coordinate with pedestrians and cars 
b. Moveable street furniture for a dynamic changing waterfront landscape 
c. Underground freight delivery system 
d. Smart sidewalks to measure walking patterns consumer habits.  

Criticism of the development plan has been rampant, with the Canadian Civil Liberties 
Association suing to stop the project over data privacy concerns,  15

 
 
 

7
  

8
 https://www.geotab.com/blog/vehicle-to-infrastructure-communication/  

9
 https://www.medicalnewstoday.com/articles/326141.php 

10
 https://sustainabledevelopment.un.org/sdg4 

11
 https://techonomy.com/2019/09/5g-and-digitalization-can-help-achieve-the-un-global-goals/ 

12
 https://sustainabledevelopment.un.org/sdg13 

13
 https://www.sidewalklabs.com/ 

14
 

https://www.cnbc.com/2019/06/24/alphabet-sidewalk-labs-releases-master-plan-for-toronto-tech-utopia.ht

ml 
15

 

https://www.vice.com/en_us/article/gy4bgj/canada-is-getting-sued-over-sidewalk-labs-smart-city-in-toront

o 
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Which countries have implemented 5G? 

 
5G is still a nascent technology, and no country has been able to make any sort of wholesale 
switch to it. Nevertheless, there are a few technological leaders. South Korea and the U.S. have 
leveraged their massive telecommunications private companies to lead the way in 
implementation. The U.K. has also launched limited commercial deployment, and is notable in 
being one of the few countries who actively shun Huawei 5G technology  alongside Japan, the 16

U.S., and Canada. Nordic Countries have signed a letter of intent to create a unified 
implementation of 5G across the region.  China UNICOM launched an ambitious 5G rollout in 17

seven cities.  One research house, Analysis Mason, gives China “a narrow lead [over South 18

Korea and the U.S.] in 5G implementation due to positive government policies and industry 
participation.”  

19

 

16
 https://www.bbc.com/news/world-48309132 

17
 https://www.sdxcentral.com/5g/definitions/the-top-countries-with-5g-deployments-and-trials/ 

18
 

https://www.nytimes.com/paidpost/china-daily/seven-cities-will-take-part-in-china-unicoms-5g-trial-networ

k.html 
19
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Bloc Positions 

Environmentalists : Environmentalists are against fast-tracking any 5G development and believe 
we should fully understand the impact of 5G on wildlife, flora and fauna. Some believe that the 
radiation from so many small 5G infrastructure points could harm animals in the area. A 
Netherlands 5G installation saw hundreds of dead birds shortly after and prompted critics of 5G 
to link the two. These 5G-related bird deaths were later found to be a hoax and it seems there 
was no link between the dead birds and the 5G installation.  This does not mean there aren’t 20

adverse effects of 5G installations. It is a new technology and caution is not misplaced.  
 
Public Health Advocates : Unlike traditional cell towers that can be placed far away from 
residential areas, 5G network equipment has to be installed very close together, up to 200 feet 
apart.  Some advocates believe that that close proximity to electromagnetic waves could cause 21

radiofrequency radiation and other public health issues. These advocates urge cities to wait for 
more evidence to ensure that 5G is safe for all residents.  
 
At present, the WHO states that “To date, no adverse health effects from low level, long term 
exposure to radiofrequency or power frequency fields have been confirmed, but scientists are 
actively continuing to research this area.”  This does not mean that no adverse health effects will 22

be discovered, and recent studies hint at potentially harmful health effects. 
 
City Residents : Wireless antennas are being placed on existing street lamps, utility poles and in 
public land spots every few hundred feet in order to achieve the coverage needed for 5G 
capabilities. Residents often complain about the ugly installations. “The concern I’ve got is that 
instead of trees, we’re looking at a forest of small cell towers,” one Denver resident said,  and 23

his concerns are echoed across the political spectrum. Governors and small cities can also be 
flooded with hundreds of new requests for installations, which is logistically complex.  
 
Privacy Activists and Cybersecurity Experts: Some fear that 5G will do away with location 
privacy. The 5G-enabled antenna will be able to pinpoint someone’s location to the exact 
building.  This is much more accurate than the current 4G LTE network. Advertisers and data 24

brokers could potentially see the exact routes you take every day and track your movements in 
real time.  
 

20
 https://www.thequint.com/news/webqoof/5g-radiation-causes-bird-death-in-netherlands-fake-news  

21
 https://www.ecori.org/public-safety/2019/2/18/new-wireless-telecom-networks-raise-health-concerns  

22
 https://www.medicalnewstoday.com/articles/326141.php 

23
 https://www.wsj.com/articles/across-the-u-s-5g-network-builders-run-into-local-resistance-1536692258  

24
 https://www.fastcompany.com/90314058/5g-means-youll-have-to-say-goodbye-to-your-location-privacy  
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This will essentially broaden the portfolio of potential cyberattack opportunities, meaning 
hackers can do more damage to those they target.  Robert Spalding of the U.S. National Security 25

Council warns, “5G is not just for refrigerators, it’s farm implements, it’s airplanes, it’s all kinds 
of different things that can actually kill people or that allow someone to reach into the network 
and direct those things to do what they want them to do. It’s a completely different threat that 
we’ve never experienced before.”   26

 
Discussion Questions 
 

● 5G can provide economic benefit and transform our technological landscape, but it is first 
and foremost a new and untested technology. There is potential for countless unwanted 
side effects from it’s implementation. One example of an unwanted side effect is 
meteorologists warning that 5G frequency can interfere with weather sensors and damage 
our abilities to predict natural disasters.  How can we responsibly regulate this 27

technology and make sure that it is properly tested and vetted?  
 

● What is the role of the ITU in this? China, U.K., U.S. and Japan all have rollout plans for 
5G coverage. Should the ITU take a hands-off role and allow countries to experiment and 
invest on their own? Or, should we be more active in pushing for benefits to spread 
equitably among different countries and socio-economic classes?  
 

● How can we protect location and data privacy in a world where countless devices will be 
connected in some shape or form? 
 

● Does your country have a 5G implementation strategy? If so, are you taking precautions 
to make sure benefits go to all and not just to a few companies? ( Interactive Map ) 
 

● How can we build on the work done by U.N. Resolutions 69/166  and 68/167?  28 29

 
 

 

 

 

25
https://privacyinternational.org/long-read/3100/welcome-5g-privacy-and-security-hyperconnected-world-

or-not  
26

 https://www.newyorker.com/news/annals-of-communications/the-terrifying-potential-of-the-5g-network 
27

 https://www.wired.com/story/5g-networks-could-throw-weather-forecasting-into-chaos/ 
28

 https://undocs.org/en/A/RES/69/166 
29

 https://undocs.org/en/A/RES/68/167 
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Key Terms 
 

International Mobile Telecommunications (IMT) 2020 and Beyond : A 2012 plan created by 
the ITU Radiotelecommunications body to create standards for International Mobile 
Telecommunications.  30

 
Internet of Things (IoT): The billions of devices all around the world that connect to the 
internet or could potentially connect to the internet.  31

  
G33P: International group that governs cellular standards. In 2018, they signed off on the 
standard for: “What is 5G?”  32

 
Autonomous Vehicles :  33

1. V2X - Vehicles to Everything 
2. V2V - Vehicle to Vehicle 
3. V2I - Vehicle to Infrastructure  

 
UN Declaration of Human Rights Article 12 : “No one shall be subjected to arbitrary 
interference with his privacy, family, home or correspondence, nor to attacks upon his honour 
and reputation. Everyone has the right to the protection of the law against such interference or 
attacks.”  34

 
International Covenant on Civil and Political Rights : Expands on rights listed in the UN 
Declaration of Human Rights, including the right to privacy.  35

 
UNGA Right to Privacy in the Digital Age Resolution 68/166 and 69/167 : “Noting that the 
rapid pace of technological development enables individuals all over the world to use new 
information and communication technologies and at the same time enhances the capacity of 
governments, companies and individuals to undertake surveillance, interception and data 
collection, which may violate or abuse human rights, in particular the right to privacy, as set out 
in article 12 of the Universal Declaration of Human Rights and article 17 of the International 
Covenant on Civil and Political Rights, and is therefore an issue of increasing concern.”  36

30
 https://www.itu.int/dms_pubrec/itu-r/rec/m/r-rec-m.2083-0-201509-i!!pdf-e.pdf 

31
https://www.zdnet.com/article/what-is-the-internet-of-things-everything-you-need-to-know-about-the-iot-ri

ght-now/  
32

 https://www.theverge.com/2018/6/15/17467734/5g-nr-standard-3gpp-standalone-finished 
33

 https://www.geotab.com/blog/vehicle-to-infrastructure-communication/ 
34

 https://www.ohchr.org/EN/UDHR/Documents/UDHR_Translations/eng.pdf 
35

 https://www.ohchr.org/EN/ProfessionalInterest/Pages/CCPR.aspx 
36

 https://undocs.org/en/A/RES/68/167 
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Resources 
 

Interactive map of all 5G networks in the world 
https://www.forbes.com/sites/kevinmurnane/2019/05/15/ookla-launches-an-interactive-map-sho
wing-all-the-5g-networks-in-the-world/#48b031bf77a0 
https://www.worldtimezone.com/5g.html 
 
5G runs into local resistance: 
https://www.wsj.com/articles/across-the-u-s-5g-network-builders-run-into-local-resistance-1536
692258 
 
5 Reasons why 5G is the future 
https://www.information-age.com/5g-future-123472007/ 
 
Politico - 5G Explained 
http://www.politico.com/sponsor-content/2018/11/5g-explained 
 
What is IMT 2020?  
https://www.sdxcentral.com/5g/definitions/imt-2020/ 
 
Enabling 5G in the UK paper -  
https://www.ofcom.org.uk/__data/assets/pdf_file/0022/111883/enabling-5g-uk.pdf 
 
IMT 2020 and Beyond - 
https://www.itu.int/dms_pubrec/itu-r/rec/m/r-rec-m.2083-0-201509-i!!pdf-e.pdf 
 
How 5G will improve Healthcare -  
https://www.therobotreport.com/better-data-advancing-healthcare-robotics/ 
 
5G and the Sustainable Development goals:  
https://www.weforum.org/agenda/2019/04/how-5g-can-advance-the-sdgs/ 
 
5G Definitions and Use Cases  
https://www.gemalto.com/mobile/inspired/5G 
 
UNHRC Right to Privacy in the Digital Age Background  
https://www.ohchr.org/en/issues/digitalage/pages/digitalageindex.aspx 
 
Sidewalk Labs City Draft:  
https://quaysideto.ca/sidewalk-labs-proposal-master-innovation-and-development-plan/ 
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International Telecommunications Union ITU 2019 
Topic: The role of governments and private entities in combating disinformation 
 
Topic Overview 
 
In 1947, the Bulletin of Atomic Scientists created a “Doomsday Clock”  that would warn the 1

public about how close we are to destroying our world with dangerous technologies of our [their] 
making. The original clock was set to 7 minutes before midnight and has been refreshed 23 times 
since then. 2018 and 2019 both held the dubious honor of being two of the three shortest 
“minutes to midnights” since the clock’s creation, at two minutes until midnight.   2

 

 
 
In 2019, the Bulletin outlined two main threats: nuclear security and climate change. However, 
another claim was of greater importance to this body. It claimed that nuclear and climate threats 
were exacerbated by the increased use of information warfare  to undermine democracy around 
the world, amplifying risk from these and other threats and putting the future of civilization in 
extraordinary danger.  That is where the ITU, in conjunction with governments, NGOs, and 3

private companies, has a part to play in making our world safer.  

1 https://www.bbc.com/news/world-us-canada-46992025 
2 https://thebulletin.org/doomsday-clock/past-statements/ 
3 https://thebulletin.org/doomsday-clock/current-time/  

https://www.bbc.com/news/world-us-canada-46992025
https://thebulletin.org/doomsday-clock/past-statements/
https://thebulletin.org/doomsday-clock/current-time/


 
The Mueller dossier, the rise of fake news bots and the use of election propaganda to wield 
influence are all symptoms of a much larger trend. Information gathering and disinformation are 
now as versatile a tool as missile buildups, military exercises or formal diplomatic overtures. 
Now the question is, how do we protect citizens from being negatively affected by fake news? 
How do we prevent sovereignty from being infringed upon, or elections from being tampered 
with? Multinationals like Facebook and Google have already revamped their fake news policies, 
and governments around the world are beefing up their communication laws and regulations to 
keep up with the trend. The United Nations will have a part to play in bringing divergent parties 
to the table and sharing the best ideas and practices all around the world.  
 
Historical Background 
 
Disinformation and propaganda are not new phenomena. In 1835, the New York Sun claimed 
that there was an alien civilization on the moon and this established the Sun as a leading, 
profitable newspaper.  The difference now is that the battlefield for information is much more 4

multifaceted, and the audience is incredibly vast. In essence, the information sphere has seen a 
complete revolution over the past decade, allowing for micro-aggressions and disinformation on 
a level and frequency hitherto impossible.  
 
Types of misinformation and information gathering : 
 

1) Election Tampering  - Historically, election fraud has consisted of intimidation, vote 
buying, ballot stuffing, or voter impersonation.  Legislation can also play a role, 5

disqualifying certain candidates from running or using voter suppression laws seeking to 
prevent a specific demographic from participating in the election. These fraudulent 
elections often boast impossibly high turnout numbers (e.g. ~98% turnout) or turnout in a 
specific region that is much higher or lower than that of the rest of the country. 

 
Today, foreign governments and malignant actors use bots,  sensationalized news, email 6

hacking and phone doxxing to influence elections. This all came to a very publicized boil 
during the release of the Mueller Report in 2016, which sought to elaborate on how 
Russia interfered with the US 2016 presidential election. This is not an isolated issue; 
election tampering happens in elections all over the world from Indonesia suffering from 

4 https://www.cits.ucsb.edu/fake-news/brief-history  
5 https://www.polyas.com/election-glossary/election-fraud  
6 https://cylab.cmu.edu/news/2019/07/11-social-bots-interfere-elections.html  

https://www.cits.ucsb.edu/fake-news/brief-history
https://www.polyas.com/election-glossary/election-fraud
https://cylab.cmu.edu/news/2019/07/11-social-bots-interfere-elections.html


Chinese and Russian hacking,   to the 2017 French Election being potentially 7

compromised by Kremlin action.  8

 
2) Government Propaganda - Governments have used mass information campaigns to 

establish support or quell dissent for about as long as modern governments have existed. 
Propaganda could be used to promote support for war against an enemy, as Spain did 
against England in 1588; to promote a revolution, as in the American Revolution; or to 
demoralize an enemy.  WW2 showed, in many ways, the frightening power of 9

propaganda by expanding into popular media like film and radio in an unprecedented 
way.  
 
For example, China has used Facebook, Twitter, and YouTube to spread disinformation 
about the Hong Kong protesters.  By discrediting protesters and their message as the 10

work of foreign actors or malcontents, China is now in a much better place to refuse to 
give any sort of concession.  

 
3) “Fake News” on social or popular media  - Similar to government-run propaganda, “fake 

news” has the potential to shape public opinion to suit an agenda. The difference is that 
it’s not just governments promoting these falsehoods, but increasingly normal citizens, as 
well as social media bots.  11

a) Social Media Bots: Bots (short for robots) exist in virtually every aspect of our 
life. Internet robots are made up of software applications that run simple or 
complex tasks over the internet. A social media bot also runs tasks, but with the 
purpose of gathering views and shares. These bots automatically generate 
messages, replies, advocate ideas, share posts, and generally try to convince 
people that it is a human and not software running the account. Some bots are 
good (e.g. a Twitter bot that can automatically share impending weather alerts) 
while most are using the power of software to provide visibility to their message.  

b) (Mis)Information Hiveminds: In 1998, Dr. Andrew Wakefield released a report 
linking the MMR Vaccine and Autism together. Wakefield ended up having a 

7 
https://www.straitstimes.com/asia/se-asia/indonesia-says-election-under-attack-from-chinese-russian-hac
kers 
8 https://www.wired.com/2017/05/nsa-director-confirms-russia-hacked-french-election-infrastructure/ 
9 
https://www.historians.org/about-aha-and-membership/aha-history-and-archives/gi-roundtable-series/pam
phlets/em-2-what-is-propaganda-(1944)/the-story-of-propaganda  
10 
https://www.vox.com/recode/2019/8/20/20813660/china-facebook-twitter-hong-kong-protests-social-medi
a  
11 https://www.cits.ucsb.edu/fake-news/spread 
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fatal conflict of interest, committed scientific fraud by falsifying data, and had his 
medical license revoked.  Nevertheless, the rumors about vaccines causing 12

autism persisted on social media. Facebook, Pinterest, and Twitter have only 
recently taken actions to fight against Vaccine Hesitancy, a disinformation 
phenomenon that the WHO calls a “top ten threat to global health.”  13

 
Current Situation 
 
Any solution to this issue will be multifaceted and involve all stakeholders, including 
governments, companies, regional bodies, and NGOs.  
 
Government action has broadly fallen along several categories:  
 

● Laws: Legislation can be very effective in curbing the spread of fake news, but it can also 
invite accusations of censorship. Laws broadly seek to take down sources of 
misinformation and punish those who create and profit from such. French President 
Macron has proposed a law that would allow emergency legal action to remove fake 
news during election season,  while in 2019 Chile went ahead and introduced a law that 14

would “punish politicians [for] the dissemination, promotion, or financing of false news.” 
 

● Government Task Force: Task forces can identify causes of disinformation, make 
recommendations or encourage a collective debate about the problem. In Brazil, a 2018 
task force sought to “identify and punish the authors of fake news,”  while Canada 15

implemented a Critical Election Incident Public Protocol  to create a rapid response 16

mechanism to disinformation campaigns.  
 

● Media Literacy Campaign: Media Literacy campaigns seek to teach citizens how to 
critically analyze information and recognize fake news and misinformation before they 
can cause harm or spread. Australia has a Stop and Consider campaign  that seeks to 17

reduce the effect of disinformation ahead of a federal election, while Belgium 
implemented a website to allow users to directly flag disinformation and educate the 
populace.   18

12 https://www.historyofvaccines.org/content/articles/history-anti-vaccination-movements 
13 https://www.who.int/emergencies/ten-threats-to-global-health-in-2019  
14 https://www.theguardian.com/world/2018/jan/03/emmanuel-macron-ban-fake-news-french-president 
15 https://gizmodo.com/brazil-s-federal-police-says-it-will-punish-creators-of-1821945912  
16https://www.ctvnews.ca/politics/feds-unveil-plan-to-tackle-fake-news-interference-in-2019-election-1.427
4273  
17 https://www.aec.gov.au/elections/electoral-advertising/stopandconsider.htm 
18 https://www.stopfakenews.be/ 
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● Arrests or Punitive Action: Some countries have gone further than legislation or task 

forces, arresting those who create or spread fake news. This has led to some criticism 
from journalist groups and freedom activists. Recently, Burkina Faso’s parliament 
introduced a potential law that would jail those who “attempt to criticize or demoralize 
the defense and security forces.” The Committee to Protect Journalists has called the law 
a thinly veiled attempt to silence criticism in the name of fighting disinformation.  

 
What have regional bodies done with this issue ? 
In 2018, the European Commission created a High Level Expert Group (HLEG) to advise on 
policy initiatives to counter fake news and disinformation spread online. The report outlined five 
pillars of focus:  

1. Enhance transparency of online news, involving an adequate and privacy-compliant 
sharing of data about the systems that enable their circulation online; 

2. Promote media and information literacy to counter disinformation and help users 
navigate the digital media environment; 

3. Develop tools for empowering users and journalists to tackle disinformation and foster a 
positive engagement with fast-evolving information technologies; 

4. Safeguard the diversity and sustainability of the European news media ecosystem.  
5. Promote continued research on the impact of disinformation in Europe to evaluate the 

measures taken by different actors and constantly adjust the necessary responses. 

The report says that “the threat is disinformation, not fake news.” This means that instead of 
focusing on all news, including honest mistakes, partisan leaning, and clickbait articles, the 
HLEG instead focuses on deliberate and intentional misinformation.  

What have private corporations done with this issue?  
BBC : The BBC has partnered with tech giants, including Google, Facebook, and Twitter, to 
combat fake news.  The partnership involves:  19

1) The creation of an “Early Warning System”  
2) A joint media education campaign 
3) Voting information 

 
Facebook: Facebook was once a poster child for misinformation. Oxford noted that Facebook 
was the #1 disinformation platform in more than 70 countries.  To fix this, the company has 20

embarked on a campaign to identify and flag fake news in posts and in ads, delete fake and spam 

19 https://www.engadget.com/2019/09/07/bbc-facebook-google-twitter-fight-fake-news/?guccounter=1 
20 https://www.nytimes.com/2019/09/29/technology/facebook-disinformation.html  

https://ec.europa.eu/digital-single-market/en/news/final-report-high-level-expert-group-fake-news-and-online-disinformation
https://www.engadget.com/2019/09/07/bbc-facebook-google-twitter-fight-fake-news/?guccounter=1
https://www.nytimes.com/2019/09/29/technology/facebook-disinformation.html


accounts, and use machine learning to try to tackle fake news. One promise it has still not 
followed up on is the promise to share data on disinformation with researchers around the world. 
Facebook has also introduced new efforts to fight vaccine hesitancy.  21

 
Twitter : Twitter has deployed efforts to delete fake and spam accounts and has partnered with the 
DNC to ensure that the 2020 US elections are not influenced by malignant actors. In 2018, 
Twitter deleted 200,000 Russian Tweets that it tied to “malicious activity.”  22

 
Bloc Positions 
 
For country-level information on action against misinformation go to: 
https://www.poynter.org/ifcn/anti-misinformation-actions/ 
 
Journalists and democracy advocates welcome efforts to fight disinformation in large part, but 
are often wary of laws that may be seen as censorship. This includes laws that could be used to 
arrest journalists, like the infamous proposed law in Burkina Faso, or efforts by the Indian 
government to shut down the internet, as it did an estimated 200 times in 2018.  There is a 23

balance between fighting fake news and making sure journalists can share their stories. 
 
Discussion Questions  
 
Are the actions taken by social media giants like Facebook and Twitter effective, or have bots 
and malignant actors been able to get around them easily? More broadly, how much should the 
ITU be encouraging private companies to adopt these and other proposals? 
 
For countries, there are several ways to clamp down on misinformation. These range from 
legislation, executive action, task forces, or more drastic measures like India shutting down its 
internet 134 times in 2018 to stop WhatsApp rumours from spreading.  Which method of action 24

is most effective at achieving ITU goals? Perhaps legislation is too slow, while reports are 
ineffective. More broadly, which avenue should ITU efforts be spent on? 
 
How have malignant actors (foreign states, lone actors, propaganda bots) been able to respond to 
recent efforts to curtail misinformation, if at all?  
 

21 https://www.nytimes.com/2019/09/29/technology/facebook-disinformation.html 
22 
https://www.nbcnews.com/tech/social-media/now-available-more-200-000-deleted-russian-troll-tweets-n8
44731 
23 https://www.poynter.org/reporting-editing/2019/the-scary-trend-of-internet-shutdowns/ 
24 https://www.poynter.org/ifcn/anti-misinformation-actions/ 
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Where should we draw the line between fighting misinformation and censorship? For example, if 
we put framework in place for governments to halt runaway propaganda, are there safeguards to 
ensure they don’t use that framework to silence political rivals? 
 
The European Commision HLEG did not focus  on all types of fake news, just on intentional and 
deliberate attempts to mislead people. They defined disinformation as “false, inaccurate, or 
misleading information designed, presented, and promoted to intentionally cause public harm or 
for profit.” Should this definition be more expansive?  
 
Key Terms  

● Media Literacy 
● Online Reporting Tool  
● Social Media Tax  
● High Level Expert Group (HLEG) 
● Social Media bots  
● Vaccine Hesitancy 
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International Telecommunication Union (ITU) 2019 
Topic: Building out Information Technology Infrastructure in Developing Nations  
 
Topic Overview  
 
To effectively connect communities and set standards internationally, information, and 
communications technology (ICT) must be built in developing countries. Although 5G could 
become ubiquitous in countries that can afford it, many states and underserved areas struggle to 
gain access to necessary infrastructure.  

 
Some conventional methods of building information technology in developing countries include 
grants from public and private sources, public-private-partnerships, and U.N. funding. In many 
cases, high upfront costs for development infrastructure can be a deterrent to improvements 
being built. While in the past, this was prohibitive, new pilot programs in regional power-sharing 
and cross-border cooperation have opened the door to greater pools of technical and monetary 
resources. Funding, however, is only one piece of the process. Situations on the ground can assist 
or hamper infrastructure development; for example, conflict areas require different levels and 
types of technological and security support than extremely remote areas. A crucial part of the 
ITU’s role is to anticipate and categorize different scenarios under which these communities can 
be facilitated to build their information infrastructure.  
 
Although the information and communications infrastructure is a crucial way to level the playing 
field of the modern world, the interests of local stakeholders must also be considered. The 
essential purpose of developing information technologies is to make constituencies of people 
more prosperous and able to connect with one another. ITU standards should use that concept as 
a foundation upon which to recommend standards and best practices that can be used to form a 
more connected world. The adoption of ICT-enhanced policies is one of the top agendas for 
governments today in most developing countries, and the role of the ITU will be to facilitate the 
progress that these countries have already started. 
 
This topic will build on the work done by the 2017 World Telecommunication Development 
Conference to encourage the development of rural communication, internet connectivity, and the 
creation of smart grids. Alphabet’s commitment to a new private-public partnered “Smart City” 
in Toronto has raised a lot of eyebrows over what the future of urban networks could entail as 
well as suspicion over handing over the data of an entire city to a company that has suffered from 
data controversies in the past. While necessary ICT infrastructure doesn’t carry the same privacy 
concerns as 5G technologies, the logical end conclusion of ICT development is that all 
communities should eventually have the same level of interconnectedness. This means that 

 



 

setting down fundamental rules and standards for privacy and responsible data management is 
imperative for ensuring individual rights.  
 
Historical Background  
 
Telecoms technologies are generally established in a pyramidal fashion, with the base of that 
pyramid being comprised of things like reliable electrical supplies, domestic electrification 
infrastructure, and affordability of voice connectivity. While private entities and 
public-private-partnerships can be effective at managing local issues, scaling up infrastructure to 
entire nations and regions requires the resources of at least one government. Increased public 
investment has historically been the best way to build up public support, and the advantages of 
scale and removal of a profit motive can sometimes alleviate up-front costs for development. 
 
That being said, inadequate public resources 
are a real issue. While the ITU does not fund 
such programs itself, the ITU does make 
recommendations to other committees, like 
ECOSOC and ECOFIN, and provides critical 
background and information that helps other 
U.N. organs follow through on adequately 
funding ICT development. Although global 
spending on ICT is projected to top $1tn 
annually from 2017-2020, much of this 
spending is concentrated in wealthier 
countries that already have relatively 
advanced ICT infrastructures. Part of the 
challenge of ICT development in less 
developed countries is adequately funding 
ICT ventures at sufficient levels. The 
technology exists, but many believe that wealthier nations must increase contributions and 
further encourage collaboration in order to accomplish material increases in ICT quality globally.  
 
Once those essential prerequisites have been accomplished, more advanced cellular and data 
services can be established. A large part of ensuring that all people have access to critical 
telecommunications services is the idea that pricing, rates, and fees should be fair and 
accountable to a set of standards. The ITU’s role is to update and be mindful of these changes, 
and what is needed by developing countries to recommend international action in the areas that 
need it most.  
 

 



 

Current Situation  
 
Although ICT funding has been steady in the past few decades, many of these costs are simply 
for the maintenance of existing systems, particularly in less developed nations. Significant 
further investment is required to bring these systems to a level where reliable cell service and the 
internet is a norm. Historically, the cheapest way to provide cell service has been through the use 
of cell towers. However, given the remote nature of many underserved communities, the more 
reliable option becomes the laying of cable networks. Cable networks are more expensive to 
build but are more reliable, and once established, less prone to geographic restraints. Although 
cable networks are more expensive, they require fewer lifetime maintenance costs. 
 
To address the problem that up-front costs pose, higher international buy-in for development 
programs is required. That could take many forms. Funding from the U.N. is generally regarded 
as the most reliable source of capital, as the money is not tied to political favors or the need to 
make a profit. These advantages are significant, but U.N. funding can often be inadequate due to 
a lack of focus on local situations and a generalized approach to problems that often vary from 
country to country. This can also lead to a lack of timely responsiveness from U.N. organs, as the 
U.N. is a global organization. While the U.N. can give then funding to national governments, 
concerns over corruption and waste often prevent this approach. It is usually in these scenarios 
that communities turn to private entities to provide ICT development expertise and capital.  
 
Private companies and public-private-partnerships (PPPs) have the potential to address local 
concerns and provide a tailored approach to ICT problems. However, there are usually 
conditions baked into these partnerships. Firstly, private entities seek to make a profit above all, 
which means that remote or underserved communities that have been neglected thus far may 
provide no incentive for a private company to enter into a PPP. Furthermore, contracts with 
private companies may give individual interests undue influence over other spheres of life within 
a community, such as massive influence over local politics. Additionally, it is complicated for 
even the largest private companies to scale up their operations to serve entire regions and still 
stay profitable. These resources are usually only found at the national and international levels. 
Furthermore, in many underdeveloped areas and nations, regulations against multinational 
companies are weak, and providing a virtual telecoms monopoly to a private entity could result 
in prohibitively high fees and usage costs, rendering the whole project pointless; if infrastructure 
exists but is inaccessible to the majority of people, then the support might as well not exist.  
 
 
 
 
 

 



 

Bloc Positions  
 
Fixed Broadband vs. Mobile Networks 

Most ICT-developed countries implemented a broad base of fixed broadband and then built a 
mobile network on top. Some argue there is potential for states that haven’t developed their ICT 
to skip the fixed-broadband stage and rely entirely on mobile networks. 
 
Supply-leading hypothesis (SLH) vs. Demand-following hypothesis (DFH) 

SLH “contends that ICT infrastructure is a necessary precondition to economic growth.” 
According to this theory, infrastructure creates economic growth, which leads to adjacent 
increased economic opportunity. Supporters of the DFH on the other hand would suggest that 
ICT is a by-product of economic growth rather than cause it and that the role of ICT in causing 
economic growth is minor. An alternative theory, the Feedback Hypothesis (FBH), suggests that 
ICT infrastructure causes the initial economic growth which then forces integration of more ICT 
infrastructure.  
 
Key Terms 
 

● Information Communications Technology (ICT) - ICT is a catch-all term for internet, 
cellular, and wireless services that allow higher interconnectivity and commerce between 
communities. 

● World Information Technology & Services Alliance (WITSA) - Consortium of ICT 
associations from 83 countries (approximately 90 percent of the industry)  

● 5th Generation Connectivity(5G)- 5G networks are wireless networks that are known for 
upload and download speeds that vastly expand the applications of wireless technologies 
to everyday items and processes, as well as advanced technological uses 

 
Discussion Questions  
 

● How does connectivity in your country and region affect commerce and economic 
development? 

● How can the ITU issue recommendations that are specific to the most pressing ICT 
needs? Think about cultural, geographic, and economic differences between digital 
communities. 

● What categories of ICT development can the ITU delineate to differentiate between 
different levels of need in regards to ICT funding and development? 

● What role should private interests and technology conglomerates play? 
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