
 

Cabinet of China 2019 

Topic: China Domestic Affairs  

 

Introduction 

 

China nears the end of 2019 with a host of potentially disruptive domestic movements. The 
events in Hong Kong dominate the press of course, but there are several other matters at hand, 
including the unrest in the Uyghur region, the slowdown of the national economy, and the 
potential for climate change to cause massive agricultural and economic havoc. This Cabinet will 
have to navigate a complex sociopolitical environment while ensuring that local critics and 
dissidents don’t ruin the prosperity of the 21st century People’s Republic of China (PRC). 
 
Hong Kong   
 

The relentless and destructive protests in our Hong Kong zone may have started in condemnation 
of a now withdrawn extradition bill,  but the protests have only grown in size and intensity. 1

Since June, more than 1800 protesters have been arrested  and Chief Executive Carrie Lam has 2

been forced to exercise emergency powers.  3

 
This Cabinet cannot afford to get drawn into a messy and ugly fight over Hong Kong law and 
customs. Already, foreign countries use Hong Kong protest propaganda to spread lies about our 
great nation. There is even a very real fear that the U.S. or Europe will meddle in our internal 
affairs by helping the misguided Hong Kong protestors. Some protestors have been seen waving 
American Flags,  and a joint Canadian-EU press statement  sought to pressure the PRC 4 5

government to accede to protestor demands. This is unacceptable. The “one country, two 
systems” agreement has been mutually beneficial for both Hong Kong and the broader PRC, 
allowing for economic prosperity.  

1 https://www.bbc.com/news/world-asia-china-49575381 
2 https://www.wsj.com/articles/hong-kong-unmasked-11570228163 
3 https://www.cnbc.com/2019/10/04/hong-kong-protests-leader-carrie-lam-invokes-emergency-law.html 
4 
https://www.cnbc.com/2019/09/09/hong-kong-police-fire-tear-gas-as-protesters-vandalize-the-city-after-th
ousands-appeal-to-trump.html 
5 https://euobserver.com/foreign/145678 
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But now, even that economic prosperity is being threatened. The longer that protesters swarm the 
streets of Hong Kong, the more economic damage will be caused. Canceled flights have had 
ripple effects to economic activity in the city,  local businesses have reported dampened 6

economic prospects, and travel advisories from at least 22 countries have poured cold water on 
the normally vibrant Hong Kong tourism industry.   7

 
The five demands issued by the protest movement include: 

1) Withdrawing the extradition bill 
2) Having Chief Executive Carrie Lam step down 
3) Creating an inquiry into allegations of police brutality 
4) Offering amnesty for arrested protesters  
5) Implementing electoral reforms to allow Hong Kongers to vote for their leaders 

 
The first demand has already been met with the extradition bill being effectively killed, but the 
remaining four demands are simply not reasonable. Putting aside the fact that acceding to 
demands will only embolden protestors, we can not and will not offer amnesty to political 
disruptors or change the entire Hong Kong political system to accede to the wishes of 
malcontents who have been more than willing to accept support and seek help from our 
socio-political rivals. 
 
The October shooting of a Hong Kong protester in self defense by policeman will have political 
repercussions.  There is no question of who is at fault, as the protester was rushing towards the 8

policeman with a metal rod. Nevertheless, this is not an opportune development for a return to 
peace and calm. We cannot show weakness in the face of such blatant dissidence, but a return to 
the status quo is our ultimate goal.  
 

 

6 https://www.cnn.com/2019/08/13/asia/hong-kong-airport-protest-explained-hnk-intl/index.html 
7 http://theconversation.com/how-hong-kongs-protests-are-affecting-its-economy-122098 
8 https://www.nbcnews.com/news/world/hong-kong-student-protester-shot-police-be-charged-n1061806 
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Uyghur Region 

 
The Xinjiang autonomous region is mainly 
comprised of an indigenous Muslim ethnic 
population called the Uyghur. The area has 
long been a hotbed of sepratist sentiment, 
culminating in massive demonstrations in the 
1990s. These protests were quelled, and the 
region remained part of the PRC but has never 
quite managed to conform to PRC ideals. 
Moreover, the region has often suffered from 
higher levels of poverty and terrorism than other PRC regions.  As an effort to improve 9

economic prospects for all residents and cut back on terrorism and unrest, PRC has taken bold 
and innovative moves.  
 
Vocational Education Camps 
Job training camps all throughout the Xinjiang region are a temporary “pre-emptive measures 
against extremism that offer trainees job and other life skills.”  They hold less than 1 million 10

people and will be phased out once their mission is done, but in the meantime they are teaching 
Chinese cultural values and providing valuable life skills that will improve the economic 
prospects of some of our most vulnerable citizens.  
 
Surveillance Tactics 
Another vital aspect of the strategy to counter terrorist activity is to find homegrown terrorism 
before it can strike. Towards that end, Xi Jinping has upped the amount of money spent on 
internal security in the region six-fold since 2012.  Virtual fences, facial recognition, social 11

media surveillance and high tech tracking technology have all helped the PRC government catch 
almost 13,000 terrorists since 2014.  12

 
Relocation 
The PRC government is stepping in to help impoverished Xinjiang farmers and herders move to 
find more economic opportunity. 2018 saw around 140,000 poverty-stricken people receive 

9 https://www.telegraph.co.uk/peoples-daily-online/news/xinjiang-relocations-alleviate-poverty/ 
10 
https://www.scmp.com/news/china/politics/article/3001415/china-says-it-will-eventually-phase-out-vocatio
nal-training 
11 https://www.nytimes.com/2019/05/22/world/asia/china-surveillance-xinjiang.html 
12 
https://www.reuters.com/article/us-china-xinjiang/china-says-13000-terrorists-arrested-in-xinjiang-since-20
14-idUSKCN1QZ08T 
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relocation help with another 21,000 slated for 2019.  We are also helping ethnic Han 13

communities move into the region to create economic opportunity and spur growth. This is part 
of Xi Jinping’s broader 2020 goal to “eradicate absolute poverty.”  14

 
Economic Warnings and the Threat of Climate Change 

 

Agriculture and Climate Change 
The agriculture industry employs around 40 percent of China’s population and the threat of 
higher sea levels, increased natural disasters and hotter climate patterns may threaten the overall 
food security and economic backbone of the PRC.  A 2017 report found that wheat, corn and 15

rice yields would be adversely affected, with up to an 8 percent reduction of food production.   16

 
2020 Recession or Economic Slowdown 
Hong Kong’s economic troubles, trade war 
tension, slowing global growth and 
tumbling exports have all worked together 
to create downward pressure on the PRC 
economy. An end to the U.S.-China trade 
war and the business uncertainty that 
comes with it is priority number one. But 
even so, it seems very likely that the days 
of double digit GDP growth are over, at 
least temporarily.  17

 
 
 
 

13 http://www.xinhuanet.com/english/2019-09/08/c_138374559.htm 
14 https://www.nytimes.com/2017/10/31/world/asia/xi-jinping-poverty-china.html 
15 https://www.nytimes.com/2017/10/31/world/asia/xi-jinping-poverty-china.html 
16 http://news.trust.org/item/20180131161014-w5isg/ 
17 https://www.cnn.com/2019/07/15/economy/china-gdp-growth/index.html 
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Cabinet of the People’s Republic of China 2019 

Topic: Dealing with New Economic Threats and Expanding Economic Influence 

 
Topic Background 

 

In the last few decades, China has seen economic growth unparalleled by any place at any time 
throughout history. Since 1980 China’s GDP has grown by nearly 44 times.  This is due to a 1

multitude of factors, including the rise of neoliberal economic policies across the world and 
economic reforms by Deng Xiaoping which opened the door for free market policies to become 
more commonplace in China. A laser focus on education and modernization in all aspects of 
society has led China to becoming the world’s second largest economy.  With these promises of 2

incredible growth and economic power come underlying threats domestically and abroad. 
Abroad, the high profile failures of One Belt One Road (OBOR/BRI) projects, the impact of the 
U.S. trade war, and the struggle to find dependable economic allies hinder economic growth. 
Western countries that were formerly consistent consumers of Chinese goods and services cite a 
long list of complaints, including intellectual property theft and unfair economic leverage.   It is 
your job as a member of the cabinet of this great People’s Republic of China to navigate these 
foreign threats and to ensure that as the 19th century was to the British Empire and the 20th was 
to the United States, the 21st is to China. 

 
Historical Background 

 

In the 19th century, the politically weak Qing dynasty left China open to imperialist pursuits, 
namely from Russia and Japan. Following a loss in the First Opium War against  the British in 
1842, China was forced to open critical ports to trade and cede Hong Kong to the British in the 
first of a series of treaties that would be come to be known as the Unequal Treaties. In the same 
year, the United States and Russia gained the same rights to Chinese ports. As the century 
progressed, so did the encroachment of the imperial powers on China and with that came the 
gradual loss of sovereignty by the Chinese government.  
 
In 1899, China was divided into spheres of influence subject to economic and political vassalage. 
Angered by the presence of foreign influences in China, a group known as the Boxers rose up in 
what would become known as the Boxer Rebellion. In response, a coalition of the imperial 
powers formed an alliance to fight the Boxers. In the process, the foreign powers captured, 
occupied and looted many Chinese cities, including the capital Beijing. The aftermath of the 

1 http://data.stats.gov.cn/english/ 
2 
https://www.bloomberg.com/opinion/articles/2019-03-08/will-china-overtake-u-s-gdp-depends-how-you-co
unt 
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uprising was another Unequal Treaty, called the Boxer Protocol. Signed by the British, Russians, 
French, Japanese, Germans, Americans, Italians, Spanish, Dutch, Belgians and 
Austro-Hungarians, the treaty mandated the equivalent of millions of dollars in silver be paid to 
the colonial powers in reparations and introduced massive restrictions on China’s ability to 
import and produce arms. The Qing dynasty was permanently weakened from the rebellion as 
well as famine and the Xinhai Revolution (1911-1912) lead to the establishment of the Republic 
of China. 

 
Succeeding a politically unstable 1910s and 1920s due to internal power struggles and World 
War I, allied with Lenin’s Soviet Union and the newly founded Communist Party of China, 
revolutionary Sun Yat-sen set out to unite a fragmented China under communist rule. Following 
Yat-sen’s death in 1925, his successor Chiang Kai-shek allied with the rival Nationalist Party 
and proceeded to unite much of south and central China under his reign. Called the Northern 
Expedition, the party alliance collapsed, leading to the Chinese Civil War between the 
nationalists and communists. Coinciding with World War II and the Japanese invasion of China, 
the war lead to the victorious communist party gaining control over mainland China and the 
establishment of the People’s Republic of China (PRC) and the retreat of the Nationalist Party to 
Taiwan to establish the Republic of China (RoC). With full control of the mainland, the PRC led 
by Mao Zaedong began a series of campaigns and five-year plans—most notably, the Great Leap 
Forward, which on its own, is estimated to have caused 45 million deaths. Following the PRC’s 
admittance to the United Nations in 1972, Mao Zedong’s death lead to the rise of Deng Xiaoping 
in 1978. Called the “architect of modern China” Xiaoping’s reforms led to the rise of China as 
the political and economic power it is known for today.  

 
Following Xiaoping’s reforms, China has successfully gained world power status as an economic 
linchpin by strategically modernizing and liberalizing aspects of its society while maintaining a 
nearly unmatched level of domestic control. However, these rapid changes have brought a series 
of unique issues to China’s doorstep that must be dealt with to ensure continued prosperity and to 
maintain its status as a global power. 
 
Current Situation 

 
China and the Middle East  
In 2016, President Xi Jinping delivered a landmark speech titled: “Jointly Create a Brighter 
Future for China-Arab Relations.”  In the speech he outlined a vision for a new era of 3

Chinese-Arab partnerships, pointing out the historical precedence of the Silk Road between the 
two regions and calling for principles of non-alignment, constructive dialogue and stability. He 

3 https://www.fmprc.gov.cn/mfa_eng/topics_665678/xjpdstajyljxgsfw/t1334587.shtml  

https://www.fmprc.gov.cn/mfa_eng/topics_665678/xjpdstajyljxgsfw/t1334587.shtml


also vehemently denied that China sought to build a “sphere of influence” or move in on a 
“vacuum.” Instead, Xi Jinping called four main priorities:  

1. Launch actions to promote peace and stability  
2. Take actions for innovative cooperation. This cooperation could start from exchanges of 

oil, gas and technology to ensure that both regions profit. 
3. Facilitate industrialization in the Middle East 
4. Advocate communication and mutual learnings to enhance friendships  

 
The backdrop for this speech is two broad PRC interests:  

● Structural interests: China is looking for new partners to profit off its manufacturing 
capacity, particularly in light of the US-China trade war. The Middle East, fresh off years 
of conflict, will be looking to rebuild infrastructure. This is essentially the next evolution 
of the Chinese One Belt One Road initiative (OBOR/BRI), which has given loans and 
assistance to countries around the world for infrastructure projects like hydroelectric 
dams and massive sea ports.  One stark criticism of the BRI initiative is that it traps 
countries in predatory loans they won’t be able to pay off and that projects often go 
underwater or massively over-budget. Of the 68 countries that were listed as borrowers 
for BRI projects in 2018, 23 of them faced “a quite high risk of debt distress.”  In 4

Indonesia, one BRI high speed train project is two years behind schedule. In Malaysia, 
planned BRI investments worth 20 billion USD were canceled over corruption fears.   5

 

4 https://www.cnbc.com/2018/03/05/chinas-belt-and-road-initiative-raises-debt-risks-in-8-nations.html  
5 https://www.rfa.org/english/commentaries/bri-obstacles-01152019155613.html 
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● Strategic interests: The lukewarm relations between the formerly lockstep U.S. and Saudi 
Arabia, and the U.S. withdrawal of troops from Syria have left a power gap in the Middle 
East. China hopes to take advantage of this, aligning itself with President Assad in Syria 
as well as Iran and Russia to reshape the balance of power.  
 

Currently, China is still a relative newcomer to the region and will have to navigate carefully to 
ensure their efforts to gain influence in the region don’t lead to political or cultural backlash. 
They have worked with Russia to protect the Syrian regime in the Security Council and sold 
small amounts of arms to Middle Eastern countries but have mainly stuck to their policy of 
non-intervention. The only exceptions have been rescuing Chinese nationals from Libya in 2011 
and Yemen in 2015. 
 
China has anti-piracy and maritime security partnerships with 15 middle eastern countries and 
recently established a military base in Djibouti. If China wanted to expand military and 
economic ties they would likely push for closer cooperation with Iran which has previously 
expressed interest in Chinese-Iranian military exercises.  However, the reported killing of 6

journalist Jamal Khashoggi by Saudi Arabia and the continued humanitarian crisis in Yemen 
have soured U.S. legislators on Saudi-U.S. relations. In 2019, U.S. lawmakers passed several 
bills aiming to rebuke Saudi Arabia. One sought to block arms sales to Saudi Arabia and the 
UAE, while another sought to investigate and hold Saudi Arabia responsible for the death of 

6 https://www.ecfr.eu/publications/summary/china_great_game_middle_east 
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Jamal Khashoggi.  Both bills were vetoed by President Trump, but a souring of Saudi Arabia and 7

U.S. relations could provide an opening for China to fill. This is especially vital in the face of 
Saudi Arabia’s Vision 2030 plan, an ambitious plan to modernize the country.  With Saudi 8

Arabia spending billions of USD on building modern cities and reducing its reliance on oil, this 
is a perfect opportunity for China to provide 
a necessary partnership. 
 
China and the U.S.  
The U.S. may be a political rival in the 
Middle East and the South China Sea, but 
U.S. consumers have led much of the 
economic growth that China has seen over 
the past decade. That calculus is changing 
following the election of President Trump, who has publicly called for renegotiation of trade 
agreements with China. During Trump’s election campaign he tweeted that “China is neither an 
ally or a friend — they want to beat us and own our country.” His main complaints echoed those 
of other China-skeptics and revolved around trade deficits, IP theft, and homegrown businesses:   9

● Trade Deficits: Trump and other officials skeptical of China say that our currency is 
artificially deflated, leading to a bad deal where other countries buy more Chinese goods 
than they sell to us. The PRC government’s point of view is that it is not currency 
deflation that builds up the trade deficit, but our burgeoning manufacturing sector and 
lower wages. Trade deficit calculations also  ignore a lot of services that we buy from the 
U.S. Nevertheless, the Trump administration is pushing for China to buy more American 
goods in order to reduce this deficit 

● IP Theft:  Western countries say that our government is using laws and unfair practices 10

to steal foreign technology and feed it to local businesses. One study found that one in 
five western companies said they had been the victim of PRC-led intellectual property 
theft.  In fact, the Chinese “market access for technology” strategy is perfectly legal and 11

foreign companies willingly and proactively seek partnerships and technology transfers.   12

● Homegrown businesses: The PRC government has put a lot of effort towards growing 
alternatives to the many multinationals that operate within China. This has helped 

7https://www.npr.org/2019/07/25/745200244/trump-vetoes-bills-intended-to-block-arms-sales-to-saudi-ara
bia  
8 https://www.porttechnology.org/news/china_saudi_arabia_unite_belt_and_road_with_vision_2030/ 
9 https://www.china-briefing.com/news/the-us-china-trade-war-a-timeline/ 
10https://www.bloomberg.com/news/articles/2018-12-05/what-s-intellectual-property-and-does-china-steal-
it-quicktake 
11https://www.cnbc.com/2019/02/28/1-in-5-companies-say-china-stole-their-ip-within-the-last-year-cnbc.ht
ml 
12https://www.scmp.com/comment/insight-opinion/united-states/article/2152860/why-us-accusations-ip-the
ft-china-dont-add 
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corporate heavyweights like Alibaba and Tencent compete across the world and bring 
money back into Chinese hands. Some Western countries have labeled these efforts as 
protectionism, saying that foreign multinationals are being pushed out as soon as a local 
company starts to arise.   13

 
Relations with trading partners like the U.S. are perhaps the greatest threat facing China. As of 
2019, 19.5% of China’s GDP comes from exports alone.  However, in light of poor 14

environmental protection policies,  human rights abuses  and perceptions of neocolonialism,  15 16 17

China’s favorability in the West has been steadily falling. A 2018 study found, no Western 
nation has a majority of citizens with a favorable view of China.  This is bad news for Beijing as 18

leaders in the West desperate to keep approval ratings up and jobs at home will face less 
pushback for levying tariffs on Chinese goods.  This means a poorly-timed or well-calculated 19

new tariff could turn China into a net importer, compounding China’s next problem. 
 

Furthermore, despite economic reform and liberalization, China is still communist at its core and 
maintains control over many insolvent and debt ridden state enterprises. These so-called “zombie 
firms” are supported by government subsidies that cost the PRC billions of yuan per year. All of 
this has been worsened by the beginning of the 2018 trade war with the United States, China’s 
biggest trading partner. 

 
China and Climate Change  
Climate change is seen as a 
double edged sword for 
China. On one hand, melting 
ice in the Arctic opens up 
new shipping routes which 
could give China, who is 
friendly with Russia, the 
dominant player in the 
Eastern Arctic, a competitive 
edge in terms of shipping its 
goods across the world. On 
the other hand, China has 

13 https://www.wsj.com/articles/tackling-chinas-protectionism-1521585170  
14 https://data.worldbank.org/indicator/ne.exp.gnfs.zs 
15 https://www.ucsusa.org/resources/each-countrys-share-co2-emissions 
16 https://www.hrw.org/world-report/2019/country-chapters/china-and-tibet 
17 https://intpolicydigest.org/2018/05/08/behind-the-goodwill-aid-china-s-neo-colonialism-in-africa/ 
18 https://www.pewresearch.org/fact-tank/2018/10/19/5-charts-on-global-views-of-china/ 
19 https://app.ft.com/cms/s/542a1a89-9603-485c-8ac2-8513e3f5dfab.html 
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already seen some of the negative implications of climate change. Most of China’s energy still 
comes from coal burning power plants. Hydrocarbons top the list of CO 2 emissions by kilowatt 
hours of electricity generated, making China the highest emitter of carbon dioxide in the world. 
The impact of China’s emissions are causing economic problems as well. Smog covering 
Chinese cities continues to reach new highs,  squeezing the tourism sector which contributes 20

11% of China’s GDP and nearly 30 million jobs. Spurred by concerns about political instability, 
a stronger yuan and air quality issues, China’s total domestic arrivals have been falling by about 
2% over the last few years.  This decline in tourism stands to pose a serious threat to a China 21

who wants to rebrand itself as a forward facing, modern and business friendly nation. 
 
Key Terms 

 
BRI/OBOR - The Belt Road Initiative, or the One Belt One Road Initiative, is a major PRC 
priority to build a modern day silk road by extending investment and infrastructure partnerships 
to more than sixty countries around the world. It is split into two main categories:  

● Maritime Silk Road  
● Overland Silk Road Economic Belt 

 
Vision 3030 - Saudi Arabian investment plan to spend millions on modernizing its cities and 
reducing their overreliance on oil  
 
Trade Deficit - Amount by which the value of a country’s imports exceeds the value of its 
exports 
 
Intellectual Property (IP) - set of intangibles owned and legally protected by a company from 
outside use or implementation without consent  22

 
Discussion Questions  

 
● In past years, we have seen several high profile BRI projects fail. In Malaysia, the 

government scrapped three pipeline projects after a graft scandal. Pakistan has pushed 
back the timeline on portions of the 62 billion USD China-Pakistan Economic Corridor  23

20 
https://www.scmp.com/news/china/politics/article/3010627/smog-northern-china-rises-first-four-months-20
19-anti-pollution 
21 
https://www.scmp.com/news/china/article/1693542/china-losing-its-lure-tourists-thanks-rising-yuan-polluti
on-and 
22 https://www.investopedia.com/terms/i/intellectualproperty.asp 
23https://economictimes.indiatimes.com/news/international/world-news/pakistan-slows-down-cpec-to-keep
-us-happy/articleshow/71486130.cms 
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amid concerns about debt terms and criticism from U.S. allies. In Myanmar, the 
government unilaterally suspended construction of the Myitsone dam after local protests 
over the forced relocation of citizens. If and when we extend these infrastructure and 
investment opportunities to Saudi Arabia, Iran, Syria and Yemen, the world will be 
watching closely to see if we succeed. How do we ensure success, minimize local 
pushback, anticipate delays and prevent costly overruns for these BRI projects?  

● The U.S. trade war threatens to disrupt our continued economic growth. Is there room for 
compromise in matters of IP Theft, tariffs, WTO Rules and trade deficits? Will the U.S. 
continue pushing on these issues after the Trump administration or is this a localized 
issue that we can try and wait out?  

● Our policy of non-alignment in the Middle East has worked well so far but we risk 
pleasing no-one if we do not pick a side. Are there potential benefits to aligning with Iran 
or even Saudi Arabia? Should we commit to military partnerships or should we focus 
mostly on economic and diplomatic partnerships?  

● How do we help Yemen and Syria rebuild after years of conflict in a way that will not 
step on toes of countries in the region?  

 

Resources 

 

● Timeline of the US-China Trade War: 
https://www.ibtimes.com/infographic-timeline-us-china-trade-tariffs-so-far-2810725 

● Quick Guide to US China Trade War:  
● https://www.bbc.com/news/business-45899310 
● PRC - “Jointly Create a Bright Future for Development of China-Arab Relations and 

Promote National Rejuvenation of China and Arab States to Form More Convergence” 
Speech 

● https://www.fmprc.gov.cn/mfa_eng/topics_665678/xjpdstajyljxgsfw/t1334587.shtml  
● Chinese Middle East Bet -  
● https://www.theatlantic.com/ideas/archive/2019/04/chinas-risky-middle-east-bet/588166/ 
● Chinese Middle East Game (European Audience)  
● https://www.ecfr.eu/publications/summary/china_great_game_middle_east 
● 2016 Official PRC Arab Policy Paper - 

http://www.bjreview.com/Documents/201601/t20160114_800046776.html 
● China and Climate Change - https://time.com/5669061/china-climate-change/ 
● US- China relations Timeline - https://www.cfr.org/timeline/us-relations-china 
● US Chinese Economic Relationship Whitepaper - 

https://www.brookings.edu/wp-content/uploads/2019/02/us_china_economic_relationshi
p.pdf 
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Cabinet of the People’s Republic of China 2019  

Topic: Cybersecurity & IP Theft 

 
Topic Overview  

 
A common theme in Chinese history and international relations is that the Chinese government 
abides by international law and treaties. From the Paris Climate Agreement to the Treaty of 
Nanjing, China has followed the rules to prove the stability and prosperity of China to other 
powers.  
 
Now that we are one of the great powers of the world, other nations are cautious of the energy 
we possess, especially in the ever-changing cyber world. The EU fears our potential to harm 
their necessary communications infrastructure as we and other countries look to transition to 5G 
with help from Chinese telecom companies. The U.S. accuses us of infiltrating others’ privacy 
when they use our facilities to conduct their business. There have been threats in our nation of 
domestic terrorists stealing information and money from Chinese citizens. Whether it be 
cybersecurity or intellectual property, the scales of convenience and security from both internal 
and external sources in China will be balanced by the policies that we will present within this 
committee.  
 
Past Actions 

 
China did not receive the benefit of computers and the internet until about 20 years later than 
other developed countries. Because of that, Chinese infrastructure has had to adapt quickly to 
receive the other advantages that other nations had time to grow with. While we were able to 
utilize our industrial and manufacturing powers to produce the components needed to make the 
internet become a reality for others during the mid-1990s, ultimately, we wanted to be able to 
make those technologies ourselves and be a leader in the cyber world so we wouldn’t have to 
rely on other countries’ intellectual property.  
 
To do so, we needed to innovate and accelerate growth as much as possible. By making 
education a large part of modern Chinese society, providing economic incentives for foreign 
intellectuals to come educate our population and having enough financial capital to not only fund 
these economic ventures but have spare money remaining to research and develop technologies 
better and faster than before, China has become a technological powerhouse. As a recently 
developed country, a side goal of our Belt and Road Initiative of 2013 is to use our prosperity to 
help underdeveloped nations.  



Part of drawing up a plan for future use for other nations is a robust framework. As we progress 
towards the future of technology, we leave behind structures that clearly show what our steps 
towards monitoring and utilizing technology are and why they exist. 
 
The first law in terms of securing data for China is the current Cybersecurity Law. This law is 
the framework of how cybersecurity should be conducted, involving personal privacy protection, 
security for operators, critical information infrastructure, information overseas, and penalties. 
The most significant takeaways include the regulation of the collection, use, and protection of 
personal data, operators’ responsibilities for regulating information, the consolidation of personal 
information physically in China, certifications of security products and the hefty fine that is 
given if the law is broken. Other regulations, such as the National Security Law and 
Counterterrorism Law, also mention cybersecurity within their clauses.  
 
In terms of international law, China has participated and aided the formation of current 
international policies by being a part of the World Intellectual Property Organization and the 
Paris Convention for the Protection of Industrial Property, basing its current laws off of the 
Berne Convention and the Agreement on Trade-Related Aspects of Intellectual Property Rights. 
 
With a more substantial amount of people utilizing the internet and in such consolidated 
networks, China has a pressing need to regulate, sort the data and manage how we handle data on 
the international stage. 
 
Current Situation 

 
Public policies often never satisfy everyone, and this is especially true with the politically 
fraught nature of the world today. Two of the most controversial issues within China’s public 
policy in the international space are the storing of personal information in China and the 
abidance to the purpose of China’s cybersecurity laws. As stated in ‘The Internet of China,’ we 
would like our citizens to use the internet for education and to avoid illegal dissemination of 
information. We will be monitoring internet usage within China and any sites that our people 
access that aren’t China-originated. The influence of the internet and its laissez-faire methods of 
distributing unverified information can negatively impact our citizens, especially the younger 
generations who are much more integrated with the internet than anyone else. Our policies are 
there to ensure the safety of the people from the dangers of the internet, but oftentimes these laws 
are misinterpreted. 
 
To this day, outside organizations such as the EU passively accuse China of creating backdoors 
to steal information from non-citizens using Chinese hardware. The development of 5G and the 



extensive reliance on Chinese-manufactured electronic parts have spurred further warnings from 
the EU. Whether or not we address this lack of trust is to be seen.  
 
One such case is the American FBI hinting at China stealing intellectual property through 
universities to have others in China make a profit. At Duke University in June 2019, there was a 
scandal that broke out regarding a graduate student returning to China with intellectual property 
from a school lab. The students’ defense was that he was always inspired by the lab’s work, 
while the FBI and the professor suspected IP theft.  
 
Small businesses also have similar problems fighting what they perceive as counterfeit ideas. It 
isn’t uncommon to see the same postings with the same pictures on online marketplaces. Still, 
some business owners claim they can’t break into Chinese markets because they weren’t aware 
that their patent in other nations was found in China’s patent system filed by another party.  
 
Accusations from and to individual countries aside, all 
nations want their information kept safe, which is why 
cybersecurity standards as a whole should be 
strengthened. Publically, around 50% of people in 
China believe that the internet is a safe place, even as 
telecom companies such as Huawei suffer a million 
cyber attacks each day. Threats can range from a bank 
hacking or an email malware infecting computers.  
 
The path to solving the threats of cybersecurity while 
enforcing the safety of our citizens is not an easy task. 
The hostility shown from other nations towards the 
advancement of our technology and the massive 
amounts of data our government needs to protect and 
facilitate for the betterment of the next generation are 
tasks that we must face to better the internet realm for 
China’s future generations. 
 
China’s Internet Security Law 

 
Passing into force in 2017, China’s Internet Security 
Law (ISL) essentially allows the Chinese government 
to assert greater control over both Chinese data and 
tech companies operating in China. The ISL enables 
so-called “spot checks,” wherein Chinese internet 



regulators can inspect the practices and data of companies operating within China to ensure 
compliance with Chinese law. By doing so, the ISL broke new ground by codifying “cyberspace 
sovereignty,” namely, the concept that governments have the right and duty to police cyberspace 
with the same rigor and standards as they police their physical territory. 

 
Foreign companies who are eager to access Chinese markets are also subject to this law; most 
opt to rent server space from Chinese companies who have already invested in infrastructure and 
compliance measures within China. Some argue that this is an intended purpose of the ISL, as it 
drives business towards Chinese tech companies. The ISL is a part of China’s broader strategy of 
encouraging foreign investment in China. While this may seem counter-intuitive, especially in 
light of foreign criticism of the ISL on privacy and property-rights grounds, the Chinese 
government contends that the ISL allows for a more friendly business environment where the 
government can combat shady business practices and ensure lawful actions by Chinese 
companies.  
 
The ISL also includes provisions that outline how the Chinese government wants citizens to use 
the internet, and that any “illegal dissemination of information online” is to be avoided. 
However, the policy lacks a definition of “illegal information.” The internet is treated in the ISL 
as if it’s only used for education, which is the “correct” way to use it. As the Chinese 
government has said before, it purportedly monitors the internet—especially sites originating in 
the West— because the government wants to “guarantee online safety for minors,” which are 
“China’s biggest online group.” The Chinese government maintains that the ISL protects 
individuals and the rule of law. Still, the ISL has nonetheless faced backlash from tech interests 
and governments abroad, particularly in the United States and the EU. 
 
Although the ISL is mostly unpopular with the United States and the EU, other countries around 
the world see China’s stances on internet security as a potential model for their practices. In 
particular, Russia has been looking to set up a version of Chinese internet censorship within their 
own borders. Chinese collaboration with foreign powers on cybersecurity issues could be a right 
way for China to foster ties with potential allies. The exportation of internet infrastructure and 
software would bring business to Chinese companies and could potentially further economic 
initiatives like the BRI.  
 
Key Terms 

 

● China’s Cybersecurity Law (Cyber Security Law of the People’s Republic of China): 
National People’s Congress Standing Committee Regulations on Strengthening Network 
and Information Protection 



● Cyberspace Administration of China (CAC): A relatively new agency seeking to assert its 
authority over cybersecurity and informatization (i.e., digital economy and the ICT 
industry), CAC draws its influence from its status as the office of a Xi-led Leading Small 
Group. CAC is the lead convener of the WIC, now in its fifth year, and its centrality 
appears intact even as its former leader Lu Wei faces investigation by Party authorities. 

● Ministry of Public Security (MPS): Responsible for running the so-called “Great Firewall 
of China” system that blocks Chinese access to portions of the global Internet, MPS had 
primary responsibility for critical infrastructure protection until the new law. Now CAC 
also has part of that portfolio, but the division of roles, especially over new security 
reviews, is not yet clear. 

● Baidu, Alibaba, Tencent (“the BATs,” or now sometimes “BATH” to include JD.com): 
As China’s largest and most influential ICT companies, the BATs are on the front lines of 
Beijing’s global tech ambitions and also have a voice shaping ICT policies. Their 
affiliated research institutes in Beijing have gained more influence in recent years on 
public policy debates for emerging technologies. The BATs also wield tremendous power 
shaping next-generation technology by investing in and acquiring smaller, emerging 
companies. 
 

Discussion Questions  

 

● To what extent should China sacrifice its privacy to satisfy other world powers? 
● How should China utilize the data it has to the best of its ability while making it difficult 

for cyber terrorists to access the data and interpret it easily? 
● Is intellectual property from other nations not enforced well enough within China? 

 
Resources and Official Documents 

 
● https://www.itu.int/en/ITU-D/Cybersecurity/Pages/United-Nations-Launches-Global-Cyb

ersecurity-Index.aspx 
● https://www.cfr.org/blog/united-nations-doubles-its-workload-cyber-norms-and-not-ever

yone-pleased 
● https://ideas.repec.org/h/elg/eechap/15436_22.html 
● https://www.lawfareblog.com/new-un-debate-cybersecurity-context-international-securit

y 
● https://www.unsystem.org/content/action-cybercrime-and-cyber-security 
● https://academic.oup.com/cybersecurity/article/5/1/tyy009/5298865 
● https://securelink.net/nb-nb/insights/why-we-need-a-un-cyber-security-council/ 
● https://www.cnn.com/2019/09/23/politics/united-nations-cyber-condemns-russia-china/in

dex.html 
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● https://www.armscontrol.org/act/2013_09/The-UN-Takes-a-Big-Step-Forward-on-Cybers
ecurity 

 
Cybersecurity - China 

 

● https://www.reuters.com/article/us-eu-cybersecurity-5g/eu-warns-of-5g-cybersecurity-ris
ks-stops-short-of-singling-out-china-idUSKBN1WO1IM 

● https://www.chinalawblog.com/2019/10/chinas-new-cybersecurity-system-there-is-no-pla
ce-to-hide.html 

● https://www.cnn.com/2019/09/23/politics/united-nations-cyber-condemns-russia-china/in
dex.html 

● https://www.chinalawblog.com/2019/09/chinas-new-cybersecurity-program-no-place-to-
hide.html 

● https://www.scmp.com/news/china/politics/article/3030563/big-data-expert-takes-over-ch
inas-new-cybersecurity-chief 

● https://www.cnbc.com/2019/10/10/apple-deferred-to-the-chinese-long-before-the-hong-k
ong-protests.html 

●  
● https://en.wikipedia.org/wiki/China_Internet_Security_Law 

 
IP Theft - China 

 

● https://nationalinterest.org/blog/buzz/america-should-only-punish-chinese-companies-ste
al-intellectual-property-85711 

● https://www.cnbc.com/2019/09/20/sen-chris-coons-to-trump-do-not-back-down-on-china
-over-ip-theft.html 

● https://www.scmp.com/news/china/diplomacy/article/3031790/university-emails-reveal-b
readth-fbi-campaign-against 

● https://www.cnbc.com/2019/10/06/how-us-small-businesses-are-fighting-counterfeiting-i
n-china.html 

● https://www.scmp.com/business/companies/article/3031260/trade-war-intellectual-proper
ty-theft-among-top-risk-worries 

● https://www.latimes.com/politics/story/2019-10-11/trump-chinese-trade-negotiator-talks 
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