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1. Topic 1 - Promoting International Cooperation in
Cybersecurity
1.1. Topic Overview
The growth of the Internet has allowed nations, organizations, and people to connect in ways
previously unimagined. This new interconnectivity has allowed for collaboration, partnerships,
and growth to reach unprecedented levels and has permitted the world to become a much
smaller place. However, along with the benefits of the Internet, there are many new dangers
created by this technology. The very nature of the Internet allows for individuals to hack
information systems to steal information, cripple the delivery of services, and commit fraud.
1

These cybercrimes are difficult to fight, so it takes an international effort to combat them.

This issue has come to the forefront in recent months after it came to light that organized
hackers based in China were responsible for a series of hacks against American government
2

offices and businesses.

In 2015, the United States Office of Personnel Management was

hacked which resulted in over 20 million government employees’ sensitive information being
3

leaked, including some confidential information about intelligence community officials.

While

government officials and experts have told the press that the evidence demonstrates that the
4

Chinese government was responsible for this breach , the US government has not made an
official statement on Chinese government involvement, and Chinese state media has denied
5

6

any government involvement in the hacks , stating it was carried out by criminals within China .
In recent years, numerous hacks against businesses around the world have also been
identified, perpetrated by groups ranging from underground hacking collectives like Anonymous,
7

to cyber-wings of military organizations such as the Syrian Electronic Army or ISIL. The
objective of these hacks has been to steal government secrets, cripple infrastructure, or co-opt
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http://www.un.org/press/en/2014/gadis3512.doc.htm

Marc Goodman, Future Crimes (Doubleday 2015), 32

http://www.nytimes.com/2015/08/01/world/asia/us-decides-to-retaliate-against-chinas-hacking.html
http://wapo.st/1RP2gYb
http://reut.rs/1P9X4Ka

http://wapo.st/1PwmNiO

http://www.businessinsider.com/syrian-electronic-army-2013-5?op=1
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communications systems, which angers corporations and governments wishing to protect their
8

interests, their information, and their security .

1.2. Historical Background
Sometimes cyber attacks can have more tangible effects. In 2009, the US and Israel allegedly
launched the Stuxnet virus against Iranian nuclear enrichment facilities and destroyed roughly a
9

fifth of all Iranian centrifuges by making them spin out of control. In 2007, Estonia
was targeted by Russian sympathizers for wanting to remove a Soviet statue from the
capital, Tallinn. Several prominent government websites were hacked, and essential
government services were disrupted. In December 2013. the credit and debit card information
was stolen from over 40 million shoppers at Target stores over the holiday season. After it was
announced, people avoided shopping at Target, and the company lost 46% of its profits and had
10

to pay over $10 million in damages to affected shoppers.

Some analysts warn this is only the beginning. As the internet and internet-linked technology
become more widespread, the potential danger of cybercrimes increases. If nothing is done to
combat this scourge, almost nothing can be considered safe. Smartphones could provide
hackers with a wealth of financial and other private information from its users. Stock markets
could be manipulated to wipe out entire economies overnight. Power plants and water treatment
11

facilities could be switched off, leaving people without basic necessities. Clearly, this is an
issue which needs to be addressed, and the only way to address it is through international
dialogue and cooperation. America must be a leader on this issue.
The UN General Assembly, Economic and Social Council, and Security Council often stress the
importance of cybersecurity and regularly call on member nations to combat cybercrimes. These
organs usually refer responsibilities to the International Telecommunications Union (ITU) which
is a UN agency based in Geneva which is responsible for coordinating efforts on these issues.
They study cyber activity and set standards to which various governments are supposed to
8
9

P.W. Singer and Allan Friedman, Cybersecurity and Cyberwar: What Everybody Needs to Know. Oxford University Press
http://www.un.org/press/en/2014/gadis3512.doc.htm
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http://www.un.org/en/ecosoc/cybersecurity/maurer-cyber-norm-dp-2011-11.pdf

http://www.un.org/disarmament/special/meetings/firstcommittee/68/pdfs/TD_30-Oct_ODMIS_China.pdf
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12

adhere to. The difficulty with such organizations is these standards are often non-binding, and
there are not enough mechanisms to force countries to play by the rules.
The UN has looked into possibilities for solving this problem before: In 2004, the UN established
the UN Group of Government Experts on Developments in the Field of Information and
Telecommunications in the Context of International Security (UN GGE) to determine how
governments should interact in cyberspace. In 2015, the group released a report with
recommendations for a non-binding international standard for behavior in cyberspace. Some of
these recommendations are that states should not knowingly allow illegal hacking to occur
within its borders and should cooperate and share information on preventing cyber-attacks,
create a standard for how to catch and prosecute criminal hackers, ensure that any use of cyber
systems respects human rights, protect consumers from cybersecurity threats, and promote
responsible reporting of cybersecurity vulnerabilities.

1.3. Current Situation
Since then, this issue has only become more pressing. In 2018 alone, Russian hackers have
tapped into U.S. power grids, Iranian hackers have attacked U.S. universities, and 340 million
13

personal records have been compromised through data exposure. Yet the fifth UN GGE was
14

unable to come to a consensus for a report in its final session in June 2017. The UN now has
the opportunity to build on the work of the GGE and take more action in the realm of
international cybersecurity. As the GGE proved ineffective, it is time for a new and innovative
solution to be proposed that has the potential to bring nations around the world together in
agreement.
The United States and Russia even agreed to set up a ‘cyber-hotline’ to ensure that the two
don’t lead into a cyber-war, with both President Obama and President Putin having played a
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http://www.cybercrime-en.org/about-us-cyber-crimes

https://www.coe.int/en/web/conventions/full-list/- /conventions/treaty/185/signatures?p_auth=ivU0jVss.
Gamero-Garrido, Alexander. 2014. Cyber conflicts in international relations: Framework and case

studies. Explorations in Cyber International Relations
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15

role in discussions. Kaspersky found the NetTraveler virus in mid-2013 – which was seemingly
created with the aim of targeting Middle-Eastern nations in mind. Yet, rather contradictorily, it
16

was not very prevalent in Israel, perhaps hinting at its origin.

Hundreds of billions of dollars are being spent on cyber-security internationally, and yet millions
17

of records are being breached annually. As nations and corporations both come to terms with
this emerging threat, reform is needed to ensure that the Internet does not become the
battleground of the next worldwide conflict.
Cyberspace is not a clear concept for individuals yet. Therefore, nations and international
institutions should work on better preparation for Cyber incidents. The world is confronting new
scenarios of conflict, and unfortunately, not all countries are prepared to assess such threats.

1.3.1. 2016 Presidential Election Vote Tampering Concerns
After the election, computer scientists, urged the Clinton campaign to request a recount in
Wisconsin, Michigan, and Pennsylvania (three swing states where Trump had won narrowly) for
the purpose of excluding the possibility that the hacking of electronic voting machines had
influenced the recorded outcome However, statistician performed a regression analysis, which
demonstrated
discrepancy

that

the

alleged

between paper ballots and

electronic voting

machines

"completely

disappears once you control for race and
education level” On November 25, 2016,
the Obama Administration said the results
from November 8 "accurately reflect the
18

will of the American people."

The

following day, the White House released
another statement, saying: "the federal government did not observe any increased level of
malicious cyber activity aimed at disrupting our electoral process on Election Day." The

Council on Foreign Relations, February 23, 2018, sec International Institutions and Global Governance
Program.
15
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Matishak, Martin. 2018. What we know about Russia's election hacking. Politico, July 18, 2018.
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allegations

of

hacking

tampering

by

the

and

Russian

government have perpetuated
since the beginning of this
administration. That is why the
US

Department

of

Justice

sought to convene a special
prosecutor

in

order

to

investigate

accusations

of

collusion. It is the general
opinion

that

the

Russian

government did not hack any
vote tallies. Since the 2016
election cybersecurity has become a hot-button issue ranging from state governments to the US
intelligence apparatus.

1.4. Discussion Questions
●

Would it be better to build on prior cybersecurity legislation or to forge an entirely new
agreement? (International or domestic action)

●

How will countries that have a history of tension over cybersecurity come to an
agreement?

●

Is cybersecurity an issue that should be put into binding international law or should it be

●

How should the issue of state-backed hacking be addressed differently than hacking by
individual citizens?

●

If an international agreement is made, what will be the penalties for breaking it?

●

How will cybersecurity legislation prevent neutral countries from being taken advantage
of by cyber criminals?

5
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1.5. Key Terms
●

Global Cybersecurity Index (GCI)

●

ITU Global Cybersecurity Agenda

●

UN Group on Cybercrime and Cyber Security

●

UNODC

●

ITU

●

Ransomware

●

DDOS Attacks

●

Election Tampering

●

Cyber-infrastructure

●

WannaCry

●

Stuxnet

●

NetTraveler

●

UN GGE

1.6. Resources
●

https://www.icrc.org/en/war-and-law/conduct-hostilities/cyber-warfare

●

https://globalriskadvisors.com/blog/united-nations-cyber-warfare/

●

http://scholarlycommons.law.northwestern.edu/cgi/viewcontent.cgi?article=7260&context
=jclc

●

http://www.ict4peace.org/wp-content/uploads/2012/08/Eneken-GGE-2012-Brief.pdf

●

https://www.itu.int/dms_pub/itu-d/opb/str/D-STR-GCI.01-2017-R1-PDF-E.pdf

●

https://www.un.org/disarmament/topics/informationsecurity/
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●

http://www.un.org/en/ecosoc/cybersecurity/maurer-cyber-norm-dp-2011-11.pdf

●

http://www.cybercrime-en.org/about-us-cyber-crimes

2.

Topic 2 - Protecting US military & economic interests

abroad
2.1. Topic Overview
In the era of America First, it is imperative that the United States (U.S) government works to
protect U.S. interests abroad. While other powers around the world are striving to increase their
own influence, the U.S. must prioritize its own successes to foster prosperity and security within
the U.S. While trade disputes and reevaluating alliances are frequently covered in the press as
some of the ways the U.S. is working to advance its own interests, these are not the only levers
to pull. Stemming from its status as a world power, the U.S. has served as a global enforcer of
the freedom of the seas, which may benefit the economic and military interests as the U.S. as
well.

2.2. Historical Background
2.2.1. Maritime Affairs
The International Maritime Organization (IMO),

19

founded in 1958, serves as the current

governing body for maritime trade. The primary duty of the IMO is to establish shipping and
security regulations for maritime trade. In addition to these duties, the IMO also create
regulations to address environmental impacts from maritime trade. While the IMO creates
regulations, the United Nations Convention on the Law of the Seas (UNCLOS) is most relevant
for addressing states’ territorial claims to the seas. This document was enacted in 1994 and,
though it was formed from UN Conferences, it is primarily executed by the IMO. UNCLOS hold
that countries have territorial waters up to 12 nautical miles from their shore, where states can
set laws and use any resources. From the end of the Territorial Waters begins the Contiguous
zone (which lasts another 12 nautical miles), where states have the power to enforce specific
laws relevant to taxation, customs, pollutions, and immigration. The Exclusive Economic Zones
of states extend 200 nautical miles, where the state has rights to claim natural resources.
UNCLOS also gives states limited economic rights over its continental shelf (up to 350 nautical
19

Introduction to IMO
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miles from the baseline). Beyond the EEZs or Continental Shelf are international waters
governed by international law.

20

Aside from international law, several regional bodies are significant for maritime military and
economic endeavors. The first of which is the Indian Ocean Rim Association. This body is
based on the principle of Open Regionalism and fosters cooperation between Indian Ocean
states to facilitate trade and economic growth. The second of which is the UN Ad-hoc
Committee on the Indian Ocean that was established in 1972 and tasked with maintaining the
Declaration of the Indian Ocean as a Zone of Peace. These groups are relevant to the United
States due to the military and economic significance of the Indian Ocean. The Indian Ocean
plays a significant role in the global economy due to the high levels of global trade passing
through its waters each year. The Sea Lanes of Communication (SLOCs) housed in the Indian
Ocean are, therefore, some of the most important in the world. There are three major choke
points of the Indian Ocean that are particularly relevant including the Strait of Hormuz, Bab
el-Mandeb, and the Malacca Strait (East). These choke points aren’t just significant due to the
restricted access they pose. These choke points and the Indian Ocean itself are especially
relevant

for

global oil trade,
and many of the
major

oil

producers outline
the

Indian

Ocean.

It

estimated

is
that

nearly one-fifth of
the

world's

oil

crosses the Strait
of Hormuz. The
economic
significance

of

United Nations Convention on the Law of the Sea of 10 December 1982: Overview and full text
Third United Nations Conference on the Law of the Sea

20
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21

the Indian Ocean then gives the Ocean geopolitical and military significance as well .
Historically, the US has made its presence known in the Indian Ocean to protect the freedom of
international waters and to ensure that American economic interests are protected. The US has
relied on its allies, including Japan and Australia, to succeed in this endeavor. Similarly, the
United States has strengthened its ties with India to further support its presence in the Indian
Ocean. These four states met in Singapore in June of 2018 to discuss a “free and open
22

Indo-Pacific.”

Another key maritime interest of the United States is the Arctic Ocean. The Arctic Ocean is
under the purview of the Arctic Council, which was founded in 1996 under the Ottawa
Declaration. It consists of eight member states: the US, Russia, Canada, Denmark, Finland,
Iceland, Norway, and Sweden. The stated goal of the Arctic Council is to promote “cooperation,
coordination, and interaction among the Arctic States…. on common Arctic issues, in particular
23

on issues of sustainable development and environmental protection.”

The Arctic is particularly

relevant to the US and other countries due to the fact that ice in the region has been melting in
recent years, making the resources in the Arctic (including oil & gas and valuable minerals)
much more accessible. Similarly, the melting of the ice has made the Arctic a viable shipping
route, which can dramatically reduce shipping times for some trade routes.

2.2.2. US Military and Economic Relations
Historically, some of the
most

important

economic relations of
the

USA

are

its

relations to China, the
European Union (EU),
and

North

American

Free Trade Agreement
(NAFTA)
21
22

countries.

http://english.alarabiya.net/en/views/news/world/2014/01/09/Why-all-eyes-should-be-on-the-Indian-Ocean.html

https://thediplomat.com/2018/06/us-japan-india-and-australia-hold-senior-official-level-quadrilateralmeeting-in-singapore/
23
https://arctic-council.org/index.php/en/about-us
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While the US exported nearly $130B to China in 2017, it imported slightly over $506B from
China, leading to a ~$375B trade deficit. Economic relations between the US and China are
further complicated by the fact that China owns nearly 20% of US public debt to foreign
24

countries.

The United States had nearly $501B of goods and services exported to the EU in

2016 with goods and services imported from the EU totaling $592B, leading to a $92B deficit in
25

2016.

Trade between NAFTA countries was estimated at $1.1 trillion in 2016, though the US
26

has a $18B deficit with Canada and a $71B deficit with Mexico

Some suggest that since

NAFTA was launched (largely due to US efforts) in 1994, the US has lost ~600,000 jobs due to
the trade agreement. However, others claim that these job losses would have happened without
NAFTA due to productivity increases and that the US GDP gains up to $80B a year due to the
27

trade agreement.

Relations with the North Atlantic Treaty Organization (NATO) countries are generally considered
the most important military relations of the United States. NATO was founded in 1949 under the
shadow of the Cold War to unite democratic countries and offset the growing power of the
Soviet Union. Today, NATO consists of 29 North American and European member states and
operates as a political and military alliance to promote democratic values and to protect the
security of its member states. One of the most important principles of NATO is collective
defense, which views “an attack against one or several of its members… as an attack against
all.” The collective defense clause (Article 5) has only been invoked once in the history of NATO
28

in response to the 9/11 terrorist attack.

2.3. Current Situation
2.3.1. Maritime Affairs
China and Russia have undeniably been increasing their presence in both the Indian Ocean and
in the Arctic Ocean. The increasing presence of these global powers in key maritime regions
has an impact on US economic and military strategy as the US must protect its interests abroad.

24

https://www.thebalance.com/u-s-china-trade-deficit-causes-effects-and-solutions-3306277
https://ustr.gov/countries-regions/europe-middle-east/europe/european-union
26
https://www.thebalance.com/trade-deficit-by-county-3306264
27
https://www.cfr.org/backgrounder/naftas-economic-impact
28
https://www.nato.int/nato-welcome/index.html
25
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China has justified its increased presence in both bodies of water as aspects of its "One Belt,
One Road” initiative that primarily serves economic goals for China. As a part of this program,
China has built infrastructure and invested in the Indian Ocean region as a "Maritime Silk Road."
Furthermore, China has created a "two-ocean" strategy that prioritizes the Indian Ocean in
29

addition to China's longstanding prioritization of the Pacific Ocean.

Similar to the Indian

Ocean, China has also increased its presence in the Arctic Ocean, largely under the justification
of the “One Belt,
One

Road”

Initiative. China
is

aiming

to

create a “Polar
30

Silk Road”

to

facilitate
Chinese

trade

across the Arctic
Ocean,

which

could
dramatically
reduce shipping
times. To protect its economic and military interests in the Arctic, China has similarly invested in
infrastructure development in the region as well as scientific research. Much of China’s
31

approach to the Arctic were established in its Arctic Policy released in 2018.

Similar to China, Russia has made strides to increase its presence in the Arctic and in the
Indian Ocean. Russia is generally viewed as having valid claims to parts of the Arctic due to the
Exclusive Economic Zones clauses in UNCLOS. In fact, Russia is particularly interested in the
Arctic due to its ambition that a significant part of the state’s oil production will be from offshore
32

Arctic oil by the 2020s.

To facilitate this ambition, Russia has made billions of infrastructure

investments in the Arctic in recent years. Russia is also attempting to increase its influence in
the Indian Ocean due to the global political and economic significance it holds. Russia is doing
29

http://cimsec.org/chinese-maritime-strategy-indian-ocean/34771
https://www.maritime-executive.com/editorials/china-is-planning-a-polar-silk-road
31
https://www.stimson.org/content/intricacy-chinas-arctic-policy
32
http://tass.com/economy/990287
30
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this largely through partnerships in the region. Russia is one of India’s largest trade partners for
33

defense, and so Putin is capitalizing on this to meet with Indian Prime Minister Modi to discuss
the Indian Ocean this year. Russia is directly rivaling the United States by proposing a military
support agreement with India that is similar to a standing agreement between the US and India
34

called the Logistics Exchange Memorandum of Agreement (LEMOA). In addition to advancing
relations with India, Russia has worked on developing relations with Pakistan as part of a
35

“military diplomacy”

strategy. Russia and Pakistan recently conducted a joint naval exercise in

the region and constructed an economic agreement (which includes Iran as well) that benefits
36

Russia’s access to the Indian Ocean.

It is imperative that the US appropriately address the growing presence of these global powers
in maritime regions that hold economic and military significance to the US. While doing so, the
US must be mindful of the costs and its other geopolitical interests.

2.3.2. US Military and Economic Relations
The US has recently shifted to displaying an increased interest in more nationalist policies and
has questioned its historical belief in the benefits of free trade. .One of the most obvious acts in
this nationalist shift are taxes on imports from the EU, China, NAFTA countries, and the EU in
addition to the US withdrawing from the Trans-Pacific Partnership. For the EU, its longstanding
ally, the Trump administration has implemented policies that may cause European companies to
face higher prices or wavering exports from the US in addition to disrupted supply chains. These
37

are largely due to tariffs, such as recently implemented steel and aluminum tariffs.

In

retaliation, the EU imposed tariffs on nearly $3B worth of US goods. After a period of escalating
trade tensions, the US and EU reached a deal in July of 2018 that reduced tensions, though
38

concerns linger on both sides.

The steel and aluminum tariffs imposed by the US also

extended to NAFTA countries (Canada and Mexico). Both Mexico and Canada also imposed
33

https://timesofindia.indiatimes.com/india/pm-modi-meets-russian-president-putin/articleshow/65157
220.cms
34

https://theprint.in/security/russia-wants-similar-military-facilities-deal-as-america-has-with-india/9169
4/
35
https://www.globalresearch.ca/russias-naval-strategy-in-the-indian-ocean/5649430
36
http://www.maritimeherald.com/2018/pakistan-iran-will-open-russia-access-indian-ocean/
37
https://www.nytimes.com/2018/08/02/business/economy/europe-trade-trump-tariffs.html
38
https://www.nytimes.com/2018/07/25/us/politics/trump-europe-trade.html?module=inline
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39

retaliatory tariffs on the US over the summer. Talks on the status of NAFTA resumed in August
on concerns, though Canada was a minor player in the talks and the US and Mexico appear to
4041

be approaching a compromise.

Canada has since largely appeared to join the agreement for
4243

a revised trade deal called the US-Mexico-Canada Agreement (USMCA).

Similarly, the US and China appear to be approaching a trade war in the eyes of the press. The
US imposed tariffs on $250B of Chinese products over three rounds of tariffs this year. Most of
these taxes will start at 10% in September and will increase to 25% at the start of next year,
44

pending a deal between the two countries.

China is likely to respond in kind, and the two
45

states largely appear to be in a standoff, though hopes of a compromise persist.

2.4. Domestic Political Implications
Within the United States, there is not a clear contentious on what the US policy should be on the
Indian Ocean. On the one hand, guarding the international waters is vital for protecting US
military and economic interests. Giving Russia or China too much influence on these waters is
generally considered as undesirable; however, the costs of maintaining a sizeable US naval
fleet in both regions is significant, and some think those funds could be better used elsewhere.
Similarly, the topic of US military and economic relations is controversial. Fears surrounding the
US trade deficit and US debt are widespread and pushing some to view isolationist policies or
trade limitations as beneficial. However, others are still in favor of free trade as that has a long
history as being viewed as positive for the USA. On the military side, some view it as important
to maintain strong relations with our allies, whereas others feel the US is shouldering too much
of security costs and responsibility relative to its allies.

2.5. Discussion Questions
39

https://www.bbc.com/news/business-44529600
https://worldview.stratfor.com/article/north-america-trump-nafta-canada-mexico
41
https://www.nytimes.com/2018/08/03/us/politics/united-states-Mexico-nafta.html
40

42

https://www.usatoday.com/story/news/politics/2018/09/30/nafta-canada-agrees-join-u-s-mexico-ne
w-trade-agreement/1453244002/
43
https://www.cnn.com/2018/10/01/politics/nafta-usmca-differences/index.html
44
https://www.bbc.com/news/business-44529600
45
http://time.com/5424328/china-beijing-trade-war/
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1. Why is the United States interested in the Indian Ocean and the Arctic Ocean?
2. How should the United States respond to growing Russian and Chinese presence in the
Indian Ocean and the Arctic Ocean?
3. What is the impact of growing Russian relations with India on the US Indian Ocean
strategy?
4. What is the significance of China’s One Belt, One Road initiative for the US?
5. How does the recent trend toward more isolationist policies affect US economic and
military relations? Similarly, how does this trend influence US maritime presence?
6. What are the military and economic consequences in of the shifting tone of US foreign
affairs?

2.6. Key Terms
●

International Maritime Organization (IMO),

●

United Nations Convention on the Law of the Seas (UNCLOS)

●

o

Exclusive Economic Zone

o

Territorial Waters

o

Contiguous Zone

o

Continental Shelf

o

International Waters

One Belt, One Road Initiative
o

Polar Silk Road

●

“Two Ocean” Strategy of China

●

Sea Lanes of Communication (SLOCs)

●

Declaration of the Indian Ocean as a Zone of Peace

●

Arctic Council

●

Indian Ocean Rim Association (IORA)

●

North Atlantic Treaty Organization (NATO)

●

North America Free Trade Agreement (NAFTA)
o

Collective Defense/ Article 5

●

Logistics Exchange Memorandum of Agreement (LEMOA)

●

US-Mexico-Canada Agreement (USMCA)

14

US - 2018

2.7. Resources
http://english.alarabiya.net/en/views/news/world/2014/01/09/Why-all-eyes-should-be-on-the-Indi
an-Ocean.html
https://thediplomat.com/2018/06/us-japan-india-and-australia-hold-senior-official-level-quadrilate
ral-meeting-in-singapore/
https://arctic-council.org/index.php/en/about-us
https://www.thebalance.com/u-s-china-trade-deficit-causes-effects-and-solutions-3306277
https://ustr.gov/countries-regions/europe-middle-east/europe/european-union
https://www.thebalance.com/trade-deficit-by-county-3306264
https://www.cfr.org/backgrounder/naftas-economic-impact
https://www.nato.int/nato-welcome/index.html
https://www.cfr.org/backgrounder/naftas-economic-impact
https://www.nato.int/nato-welcome/index.html
http://cimsec.org/chinese-maritime-strategy-indian-ocean/34771
https://www.maritime-executive.com/editorials/china-is-planning-a-polar-silk-road
https://www.stimson.org/content/intricacy-chinas-arctic-policy
http://tass.com/economy/990287
https://timesofindia.indiatimes.com/india/pm-modi-meets-russian-president-putin/articleshow/65
157220.cms
https://theprint.in/security/russia-wants-similar-military-facilities-deal-as-america-has-with-india/9
1694/
https://www.globalresearch.ca/russias-naval-strategy-in-the-indian-ocean/5649430
http://www.maritimeherald.com/2018/pakistan-iran-will-open-russia-access-indian-ocean/
https://www.nytimes.com/2018/08/02/business/economy/europe-trade-trump-tariffs.html
https://www.nytimes.com/2018/07/25/us/politics/trump-europe-trade.html?module=inline
https://www.bbc.com/news/business-44529600
https://worldview.stratfor.com/article/north-america-trump-nafta-canada-mexico
https://www.nytimes.com/2018/08/03/us/politics/united-states-mexico-nafta.html
https://www.usatoday.com/story/news/politics/2018/09/30/nafta-canada-agrees-join-u-s-mexiconew-trade-agreement/1453244002/
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https://www.cnn.com/2018/10/01/politics/nafta-usmca-differences/index.html

3.

Topic 3 - Domestic Affairs

3.1. Topic Overview
There is no question that the Trump administration is a departure from the Obama era. From
President Trump’s constant tweets, to the turmoil the United States has seen under his
leadership, the two could not be more different. Two issues, however, most starkly differentiate
Trump from Obama. First, the rift in American politics today. Although the rift existed during and
was perhaps fueled by the Obama administration, politicians are sticking closer to party lines
under President Trump, especially republicans, who fear that speaking out or acting against the
President will lose them constituent support. Second, the Mueller investigation, whether Trump
appreciates it or not, whether it finds he or his advisors guilty of collusion or not, will be a
defining aspect of the Trump presidency. It is widely known and accepted now that Russian
46

hackers interfered in the 2016 elections,

but speculation remains around whether Mueller will

find anything incriminating over the course of his investigation. Some of Trump’s key supporters
feel that Mueller needs to back off the President, and that the investigation is indeed the witch
47

hunt that Trump claims it is.

Others are practically goading Mueller on, praying that the

investigation will lead to impeachment. Either way, however, the fact stands that no one in
America can look away from the White House and the administration, and that doesn’t seem
likely to end anytime soon.

3.2. Historical Background
The current unrest and tension in United States politics today stems mainly from the rise of
populism across the country, just as it is rising across the world. Populism sees its origins in the
48

United States during the 1800s.

The ideology then is most similar to the policies tooted by
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https://www.reuters.com/article/us-usa-trump-russia-cyber/senate-panel-backs-intelligence-agencies-on-russia-trump
-conclusions-idUSKBN1JT2YB
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https://www.usatoday.com/story/news/2018/08/07/trump-voters-reject-reports-russia-interference-mueller-investigat
ion/887478002/
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http://theweek.com/articles/579018/brief-history-populism
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2016 Presidential candidate, Bernie Sanders, who emphasized social equality when challenging
the establishment. Populism on the right wing, in contrast, which is characterized by President
Trump and his supporters, rejected social equality to lean towards nativism, and focused on
returning power to the “common man” (i.e., the common white man, who has lost power in
recent years as western politics have grown more liberal and inclusive).
49

Overall, populism is on the rise across the West.

How it looks, and sounds, and acts varies

from country to country and is dependent on the political atmosphere unique to those countries,
but there are some common sources that fuel populism on the far right. These sources include
the 2008 financial crisis, the recent influx of refugees from the Middle East to western countries,
and, in the United States, from Latin and South America, and social change which includes
previously marginalized groups. High profile events that relate to the rise of populism in the
West can be seen throughout Europe and the United States, beginning with the prevalence of
alt-right political parties and culminating in such things as Brexit and the 2016 US election.
Trump, however, is not the only populist leader on the global stage, and similar leaders are not
only limited to the west.
Likewise, it’s significant to note that divisions in United States politics didn’t begin with President
Trump; Obama frequently faced deadlocks from congress, and polarizations of political parties
has been ongoing over the past decade. Simply put, Trump exasperates and capitalizes on
divisions. He villainizes the media and takes to twitter to personally attack his political and
personal opponents. By doing this, Trump cultivates a “strongman” persona that provides his
50

voter base with a sense of order and security.

This persona in some cases is so appealing, in

fact, that it’s almost a cult of personality, in which his supporters are more likely to believe him
over verified news sources.
In Russia, Trump finds his role model for this persona in Putin. Putin used similar tactics after
the fall of the Soviet Union to provide Russian citizens with a sense of security that they lacked
through much of the 90s. Because Trump respects Putin, they have a relationship unlike any
that recent presidents of the United States have had with Russia, but that’s not to say it’s
unprecedented. During his first term, Obama also tried to warm relations between Russia and
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https://www.washingtonpost.com/news/monkey-cage/wp/2016/03/11/its-not-just-trump-authoritarian-populism-is-ri
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51

the United States.

Those relations subsequently soured after Russian actions in Crimea. At

the base, however, some believe that Russia and the United States want the same things on
52

the global stage, even if they disagree on methods.

Shared goals, however, mean nothing if both countries do not share a sense of mutual respect.
While Trump may respect Putin, it’s clear that Putin does not respect Trump in the same way.
This is especially evident in Putin’s denial that Russian hackers interfered with the 2016
53

election, which many intelligence agencies have verified did occur.

Even before Obama left,

United States intelligence was aware of the transgression, yet Trump continues to respect and
54

trust Putin and Russian intentions towards the United States.

3.3. Current Situation
Perhaps one of the most distinct marks of Trump’s presidency is the rise of conservative
extremists across the United States who are emboldened by the presence of someone they
55

perceive to be “one of their own” in the highest rank in United States politics. After Trump was
elected, the “Alt-Right,” entered the mainstream, especially after Charlottesville. More often,
news sources publish articles about neo-Nazis and white supremist, trying to help a reeling
56

nation understand an underground movement two years after it came to center stage.

More than anything, though, the rise of these characters from fringe groups, groups that many
previously believed to be extinct, show how much of a rift there is in US politics and society. For
every protest, every march, for any cause, there is a counter-protest. Against Neo-Nazis come
the Antifa, otherwise known as Anti-fascists. Each group sees the other as the enemy. There’s a
clear divide in how both camps perceive the state of the Union, and those in the middle ground
https://www.brookings.edu/opinions/u-s-russia-relations-in-obamas-second-term/
https://www.csis.org/programs/russia-and-eurasia-program/archives/us-russian-relations
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https://www.politico.eu/article/donald-trump-vladimir-putin-russia-fbi-nato-summit/
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https://www.brookings.edu/blog/order-from-chaos/2018/07/27/u-s-russia-relations-and-a-second-trump-putin-summ
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https://www.washingtonpost.com/politics/how-white-supremacists-split-a-quiet-rust-belt-town/2018/07/28/15a7e41
4-85df-11e8-8f6c-46cb43e3f306_story.html?noredirect=on&utm_term=.ccb16450c1fc

18

US - 2018

seem to disappear every day. At best, conservatives think that liberals are misguided and
misinformed, and vice versa. At worst, they fear each other, and perceive them as “other,” as a
threat to the stability and future of the nation. Overall, there’s a current alienation running
through US society. It’s an alienation that’s felt by “common man” white workers across the
states who make up Trump’s main supporters, but it’s also felt by those who are afraid that, with
Trump in office, the government no longer serves their best interests, and may in fact be hostile
to them.
For Trump, the rift in American politics is his triumph and his weakness. It keeps his supporters
energized, but it’s also causing trouble abroad as relationships with longtime allies, such as
Germany, are becoming strained. Many Republican politicians are afraid to speak out against
the President, for fear of losing that key base of supporters who stand steadfast behind Trump.
Those who have are met with attacks on their character both by Trump and his supporters. The
rift is also helping to energize and empower the political left, which has assumed a sort of moral
superiority since Trump assumed office, but an energized left just adds fuel to left, and deepens
the rift dividing US politics today. More than ever, politics seem to be in flux; places that were
once Republican strongholds are losing grounds to Democrats, and Democrats must work to
win back blue-collar workers that they lost to Trump’s base.
As the country heads into the 2018 elections, however, for some there are more pressing
concerns than a growing rift between the two major political parties. The Mueller investigation
has stirred up questions about whether Trump will be impeached—and even if Mueller can
57

legally bring any charges against him.

From his base, Trump has little to fear. It’s likely that

many will not believe what the reports have to say anyways, but from others, Trump has been
increasingly caught in his own web of lives—most recently the fact that he knew about the
payoffs made during the 2016 election to former mysteries (Trump has previously denied
knowing anything about the transactions). The President’s reputation has also been tarnished
by his calls to Attorney General Jeff Sessions to end the investigation, and his press conference
in July with Russian president Vladimir Putin, where Trump seemed to appear with Putin over
official US intelligence reports regarding Russian interference in the 2016 election.

57
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Mueller, for his part, will likely do his best to minimize any influence that his report may have on
58

the 2018 elections, and will likely refrain from releasing anything conclusive before November.

Still, the continuation of the investigation invigorates a self-righteous Trump base, which firmly
believes that Trump has done nothing wrong, as well as empowering liberals and conservative
critics of the president, who all eager to see what the investigation will uncover. On the whole,
trials such of that of Paul Manafort are a test case—a way to judge exactly how effective the
investigation will be at bringing justice to the American people, as well as an exercise of
Mueller’s power.
It’s a power that Mueller may eventually exercise to get an interview with Trump, and while the
president has previously stated that he would be willing to talk, recent tweets and statements
from Lawyers make it seem unlikely to ever happen. Still, if Trump refuses, Mueller could always
issue a subpoena, which would be an unprecedented action taken against the president of the
United States, and one that Trump’s lawyers will likely drag out in court, should it occur.

3.4. Bloc Positions
There’s a feeling of uncertainty in Trump’s cabinet. Trump clearly isn’t above firing, or at very
least, threatening to fire, anyone he sees as disloyal. The pressure has been enough to cause
59

several members of the administration to resign already. Always, there seems to be a balance
between staying in the President’s good graces and actually getting work that needs to be done,
done. Most cabinet members willingly fall into place behind Trump and his policies; if some
cabinet members aren’t completely supportive of the president’s more extreme ideas, or his
approach to government, for the most part, they keep it to themselves. And, significantly,
cabinet members are currently refraining from commenting on the Mueller investigation or any
other controversy that has wrapped itself around the White House at this time.
Overall, the goal of the cabinet is to govern, to serve out the legacy of the United States
domestically and abroad. The main focus is to serve the needs of the American people
58
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internally first, by removing any and all threats, from all places, before they can enter the
country, by defending the constitution and the rights it outlines, and reminding enemies abroad
of the world power the United States is and always will be.

3.5. Discussion Questions
●

How can the administration continue to energize Trump’s original base without losing
moderate or empowering/energizing liberal opponents going into the 2018 midterms?

●

How can the Administration draw attention away from scandals and other problems
going into the midterms? What policy “wins” can be delivered to the American people?

●

How can people who have “abandoned ship” because of Trump’s actions be convinced
to return to the fold? Should they even be considered, or should new allies be
considered?

●

Should actions be taken to bridge the rift not only among American voters, but also
among Capitol Hill politicians? Should politicians from both sides of the aisle be
encouraged to work together, or should the focus be on unify the Republican party,
which currently still has a majority?

●

Should Mueller subpoena Trump, what would be the best course of action for the cabinet
and the administration? Is it better to support the investigation, or to support the
executive privilege of the sitting president?

●

How should the Administration approach relations with Russia? President Trump
considers them to be “a competitor,” but he has also pressed for closer relations. How
can American interests be balanced with the goal of improving relations between the two
countries?
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3.6. Key Terms
●

Populism

●

Know-nothings

●

Nativism

●

Globalist

●

Alt-right

●

Antifa

●

Special Council

●

Executive privilege
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●
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