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1.

Topic 1 - Promoting International Cooperation in

Cybersecurity
1.1. Topic Overview
In 2010 UN Secretary-General Ban Ki-moon warned, “I urge you to be more innovative. When it
comes to emerging threats such as cybercrime… we must stay one step ahead of the
1

criminals.” His words have been nothing if not prophetic. In just the past couple of years, the
U.S. intelligence Community has reported it is “confident that the Russian government directed
the recent compromises of emails from U.S. persons and institutions,” while a study by the
International Criminal Police Organization (INTERPOL) has estimated that cybercrime costs
Europe more than 750 billion Euro annually. Cybercrime affects government operations,
elections, referenda, small and medium enterprises (SMEs), and the private data and safety of
individuals. A broad range of traditional crimes are now perpetuated across the internet and
require new tools and actions to combat. This includes crimes like banking and financial fraud,
IP violations, and even child exploitation. Add in the versatility of blockchain technology and the
success of state-sponsored hacking efforts over the past couple of years and the world is likely
to see large spending increases in both cybersecurity and cyber attacks.2

1.2. Historical Background
1.2.1. Definitions of Cybercrime
There is no established definition for cybercrime. The UN Office on Drugs and Crime defines it
broadly around 4 categories:3
1) Offenses against the confidentiality, integrity, and availability of computer data and
systems;
2) Computer-related offenses;
3) Content-related offenses;

https://www.abieventi.it/Downloads/11360_A-Brocato-UNICRI.pdf
https://www.dhs.gov/cybersecurity-overview
3
https://www.unodc.org/unodc/en/cybercrime/global-programme-cybercrime.html
1
2
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4) Offenses related to infringements of copyright and related rights.
Alternatively, cybercrime can be said to be comprised of cyber based offenses, which take place
with information and communications technology (ICT) infrastructure and include malware,
ransomware, attacks on infrastructure, and distributed denial of service (DDOS) attacks.
Another category of crime is cyber enabled crime, which can take place offline but is facilitated
through ICT infrastructure. This includes online fraud, drug purchases, and money laundering.
One specific way these crimes may be cyber enabled is through the use of cryptocurrencies,
which are often difficult to trace due to the anonymous nature of blockchain technology. Child
abuse, including sexual exploitation, can also be enabled through the internet, particularly via
dark web forums.

1.2.2. Historical Events Relevant to Cybercrime
In 2007, Estonia became the first major
country to be the target of a large DDOS
cyber attack. Unknown attackers took down
the websites of banks, media outlets, and
government
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http://www.nbcnews.com/id/31801246/ns/technology_and_science-security/t/look-estonias-cyber-attack/#.Wsn
zhYjwbb0
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propaganda in a first-ever dual cyber and kinetic attack. Moscow has said it was not
responsible, but some of the cyberattacks were traced back to servers in Russia controlled by
the crime syndicate RGB.5 Since this event, cyber kinetic attacks, defined as “direct or indirect
assault[s] causing damage, injury or death solely through the exploitation of vulnerable
information systems and processes,” are a growing concern around the globe.6
In 2009, malware called Stuxnet disrupted the nascent Iranian nuclear program by causing
centrifuges to malfunction. Stuxnet—which had been in development as early as 2005—was
discovered by the world in 2010, after it disabled or destroyed more than 1,000 centrifuges in
just five months in 2009. The virus spread through flash drives or local networks and only
affected computers connected with Uranium enrichment. Though never officially acknowledged,
it is widely believed that Stuxnet was developed by the governments of Israel and the U.S.
under Operation Olympic Games.7
While global understanding of cybercrime and its dangers has increased in recent years, so too
have global efforts to respond to the threat of cybercrime. A variety of international
organizations have attempted to respond to this growing threat, with varying degrees of
success.

1.2.2. United Nations Office on Drugs and Crime (UNODC)
In 2011, UNODC took on cybercrime with the establishment of the first of three
Intergovernmental Expert Groups on Cybercrime (EGC).8 Using the report from the first EGC,
UNODC established the Global Programme on Cybercrime,9 a program which seeks to:
●

Battle cybercrime, especially online child sexual exploitation and abuse;

●

Foster sustainable responses and greater deterrence of cybercrime with coordination,
data collection, and legal frameworks; and

http://www.atlanticcouncil.org/blogs/natosource/russian-cyber-policy-and-the-war-against-georgia
https://www.cybersecurity-insiders.com/what-is-a-cyber-kinetic-attack/
7
https://www.csoonline.com/article/3218104/malware/what-is-stuxnet-who-created-it-and-how-does-it-work.ht
ml
https://www.wired.com/2014/11/countdown-to-zero-day-stuxnet/
8
https://www.unodc.org/unodc/en/cybercrime/index.html
9
https://www.unodc.org/unodc/en/cybercrime/global-programme-cybercrime.html
5
6
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●

Strengthen national and international communication between government, law
enforcement, and the private sector with increased public knowledge of cybercrime risks.

UNODC also hosts the Cybercrime Repository, which is a “central data repository of cybercrime
laws and lessons learned [to] facilitate the continued assessment of needs and criminal justice
capabilities, and the delivery and coordination of technical assistance.”10

1.2.3. United Nations Interregional Crime and Research Institute (UNICRI):
The United Nations Interregional Crime and Research Institute was established in 1965 to
prevent crime and facilitate criminal justice. In 2004, cybercrime became a focus of the UNICRI
and several initiatives were launched by the institute’s Emerging Crime Unit to fight the crisis,
including a 2014 study outlining the financial danger to small and medium businesses (SMEs) in
Italy,11 a 2016 “COURAGE”12 consortium report on cyberterrorism in Europe, and a “SECURED”
initiative on improving the safety of critical infrastructure.

1.2.4. United Nations Institute for Disarmament Research (UNIDIR)
The United Nations Institute for Disarmament Research tracks emerging security issues that
could enable “new methods and means of warfare.” Among those new security issues is the
weaponization of internet infrastructure. The “National Capabilities, Doctrine, Organization and
Building Transparency and Confidence for Cyber Security” project is underway with Phase 1
completed and the first cyber index released. Phase 1 sought to “help identify areas of common
understandings … including on norm development, legal measures, and possible approaches to
the malicious use of cybertools.” The 2016 report from Phase 1 paved the way for Phase 2 of
the project, inviting regional audiences to cement these areas of common understanding into
action.13

https://www.unodc.org/cld/v3/cybrepo/
http://www.unicri.it/in_focus/files/2014_highlights_of_LUCCA_research.pdf
12
https://www.courage-project.eu/courage/wp-content/uploads/2016/05/COURAGE-D5.6_BRIEF_UK.pdf
13
http://www.unidir.org/programmes/emerging-security-issues/international-security-cyber-issues-workshop-seri
es-phase-ii
10
11

4

UNSC - 2018

1.2.5. The International Telecommunication Union (ITU)
The International Telecommunication Union is entrusted to “building confidence and security in
the use of ICTs” and launched14 the 2007 Global Cybersecurity Agenda (GCA) Initiative:
●

The CIRT program builds out National Computer Incident Response Teams (CIRT) and
improves cyberinfrastructure in vulnerable areas.15

●

A Global Cybersecurity Index (GCI) measures and rates cybersecurity of countries along
five categories (see infographic).

●

The Child Online Protection (COP) “promotes the online safety of children around the
world.”16

●

The ITU encourages and helps all member nations create a National Cybersecurity
Strategy (NCS) and even stores them on a NCS repository.17

1.2.6. Group of Governmental Experts (GGEs)
Five groups of experts have met since 2004 to “examine the existing and potential threats from
the cybersphere.”18 Through its meetings, this group has delineated state responsibilities in
international cybercrime incidents.
●

2004 Group - Failed to reach consensus mainly due to disagreements over whether to
focus on just information infrastructure or information content as well. The idea that
transborder information content “should be controlled as a matter of national security”
also proved contentious.

●

2009/2010 Group - Released a report that emphasized capacity building in less
developed countries, elaboration of common terms and definitions, and confidence
building/risk reduction measures.

14

https://www.itu.int/en/ITU-D/Regional-Presence/CIS/Pages/Regional%20Initiatives/Confidence%20in%20ICT/Co
nfidence-in-ICT.aspx
15
https://www.itu.int/en/ITU-D/
16
https://www.itu.int/en/cop/Pages/default.aspx
17
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/National-Strategies-repository.aspx
18
https://unoda-web.s3-accelerate.amazonaws.com/wp-content/uploads/2015/07/Information-Security-Fact-Shee
t-July2015.pdf
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●

2012/2013 Group - Released a report that recognized both international law and state
sovereignty in the digital space and established the basic principle that “states must
meet their international obligations regarding internationally wrongful acts in cyberspace
attributable to them.”

●

2014/2015 Group - Released a report detailing new norms for the responsible behavior
of states, including that vital infrastructure should be safe from attacks during peacetime
and that first responders should never be targeted. Another norm discussed was that “if
a state were to suffer a malicious incident from a group in another country and request
help from the attacking state, it would not be denied.”

●

2017 Group - The group failed to reach a consensus broadly over the the right to
exercise self-defense in response to cyber attacks. The U.S. later issued a statement of
displeasure noting that the draft report had lacked “clear and direct statements on how
certain international law applies to states’ use of ICTs, including international
humanitarian law, international law governing states’ exercise of their inherent right of
self-defense, and the law of state responsibility, including countermeasures.” (See bloc
positions)

1.3. Current Situation
UN action on cybercrime is wide-ranging but fragmented. GGEs have come to consensuses
three times, but as the latest meeting shows, there are differing opinions largely between Russia
and the U.S. over implementation of a grand cyberarms treaty and the right to self-defense in
response to cyberattacks. Just about half of member nations lack a published NCS, and the
success of recent hacking attempts by state and non-state actors does not bode well for the
near future.
Recently, the Wannacry ransomware virus has hit more than 300,000 computers in 150
countries. The virus locks people out of their computers and demands a small ransom, often in
Bitcoin, in order to keep their files and personal data. The attack crippled hospitals and banks
around the world, including the National Health Service in the U.K. The Trump administration
and the U.K. government have officially condemned the Democratic People’s Republic of Korea
for creating the virus, and for using their cyber warfare program to circumvent sanctions. This
cyber attack came after a separate 2014 North Korean hack of Sony Pictures, in retaliation for
6
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the release of the movie “The Interview.” Allegedly, North Korean hackers have received
training in China, although China largely denies this accusation.19 China is suspected of hacking
U.S. companies to gain economic secrets and advantages. State-sponsored cyber crimes of
any form must be addressed, but state concerns over security and sovereignty pose challenges
to doing so.
While some cyber crimes may be tied to specific states, they may not necessarily be tied to
independent individuals, as groups can also be responsible for major hacks. In fact, there are
many well-known hacking groups that are largely decentralized and hard to counter.20 One of
the most famous groups, Anonymous, prompted the resignation of a U.S. executive responsible
for addressing cybersecurity threats.21 One of the most public instances, with noticeable
consequences for many people, was the Equifax hack of 2017, which exposed the personal
financial data of millions of Americans. Altogether, the economic and financial threat of
cybercrime for states and individuals must be addressed, yet the decentralized nature of the
internet poses challenges to doing so.
In October 2016, the U.S. Department of Homeland Security and Office of the Director of
National Intelligence released a statement saying that they are “confident that the Russian
government directed the recent compromises of e-mails from U.S. persons and institutions,
including from U.S. political organizations… [and] these thefts and disclosures are intended to
interfere with the U.S. election process.” The CIA and FBI later confirmed that Russia played a
part in the computer hacks during the election, including the hacking of 21 state voting systems;
but, there were some differences between these agencies on their understanding of the ultimate
goal of the hacks were. A host of sanctions were introduced in response to the cyberattack. This
will be a contentious subject as the U.S. seeks to punish Russia for the meddling while Russia
will pin the attacks on private actors.22
Concerns over the impact of cybercrimes in elections and political affairs spread beyond the
United States, most notably in the European Union (EU). Allegedly, Russia interfered in the
https://www.nytimes.com/2017/10/15/world/asia/north-korea-hacking-cyber-sony.html
https://turbofuture.com/internet/Most-Powerful-Active-Hacking-Groups
21
http://theweek.com/articles/486636/anonymous-secret-groups-5-biggest-hacks
19
20

22

https://www.washingtonpost.com/world/national-security/obama-orders-review-of-russian-hacking-during-presid
ential-campaign/2016/12/09/31d6b300-be2a-11e6-94ac-3d324840106c_story.html?utm_term=.42d0dda0696f
https://www.nbcnews.com/politics/elections/u-s-intel-russia-compromised-seven-states-prior-2016-election-n850
296
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French election in 2016 by leaking emails ahead of the election and spreading anti-Macron
propaganda. Russia is suspected of having planned a coup in Montenegro for the 2016 election
to hinder its admittance into the EU. In many Eastern European countries, Russia is suspected
of spreading anti-EU propaganda to regain influence in the region. Aside from these specific
instances, Russia is suspected of having funded far-right, anti-EU parties in numerous other
European countries, including Norway, Germany, and the United Kingdom. The impacts of
cyberattacks on democracy are relatively new, but pose an ongoing threat for many nations.
While cybercrimes pose an ongoing political, economic, and security threat on their own accord,
cyber technology also poses a threat when it enables more traditional crimes or security
breaches. Before its demise, the website Silk Road enabled traditional crimes, including the
trade of drugs, sex, and arms. Other sites on the dark web, accessible only via certain software,
continue to enable crimes online. Similarly, concerns linger over cryptocurrencies, which may be
used in illegal business dealings and are nearly impossible to trace due to their blockchain
technology. Cybertechnologies are increasingly being used by independent terrorist groups,
including ISIS, which has hacked government websites and uses online methods to recruit new
members.23
All in all, cyber technology is becoming increasingly relevant for the threat it poses to state
security, economic and financial matters, and democracy, and the role it plays in enabling more
traditional crimes or threats. The fact that cyberattacks can be state-sponsored or executed by
independent groups or individuals makes it incredibly difficult address, given the many
competing interests.

1.4. Bloc Positions
1.4.1. The right to exercise self-defense in response to cyberattacks
The 5th GGE failed to reach consensus on a report almost entirely due to the opposition of
China, Cuba, and Russia toward validating cyberattacks as a reason to exercise cyber or kinetic
self-defense. Their reasoning is that because there is no accepted legal form of arbitration,
putting cyber offensives on the same level of kinetic offenses would “legitimize cyber war” and
turn cyberspace into a “theater of military operations,” which would only benefit cyber

23

https://www.cnn.com/2017/06/26/politics/websites-hacked-isis/index.html
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heavyweights. The U.S. released a statement saying that it had merely sought clarification on
“binding standards of behavior that can help reduce the risk of conflict by creating stable
expectations of how states may and may not respond to cyber incidents they face.” The U.S. felt
the final report lacked “clear and direct statements on how certain international law applies to
states’ use of ICTs, including international humanitarian law, international law governing states’
exercise of their inherent right of self-defense, and the law of state responsibility, including
countermeasures,” and that the omission of such details was a failure of the 5th GGE. In the
absence of a CWC-esque treaty outlining forms of verification and arbitration, it will be very
unlikely that Russia or China will agree on the right to exercise self-defense in this area.

1.4.2. Comprehensive International Treaty
A comprehensive treaty could take many different forms, from outlawing cyberattacks on
civilians, to drafting statements on mutual assistance and IP protection, to even imposing
protections for vulnerable sectors like financial and energy grids. Such a treaty can’t come fast
enough for the interests of Russia and China, who have long sought substantive talks on limiting
cyber weapon build-up. In 2012, Russian President Vladimir Putin laid out concrete proposals
for the kind of treaty that Russia was looking for, a proposal which included banning secret
malicious code in software (like the kind that powered Stuxnet in Operation Olympic Games).
Such a treaty could follow the example of the landmark CWC treaty, laying out procedures to
address grievances and violations of established norms. Yet the CWC is routinely violated,24
and cyber hacking is infinitely more complicated with the presence of non-state actors. Any limit
on cyber weapon build up would be summarily dismissed by the U.S., which regards its
offensive capabilities as leaps and bounds ahead of most countries. Even giving up cyber
exploitation of civilians or vulnerable sectors would be a thorny subject, since no country can be
reasonably assured that any other country has stopped activities of that sort. Stewart Baker
from the Department of Homeland Security sums it up by saying that some states don’t care
“what the treaty said, because they wouldn’t expect to get caught and because even implausible
deniability can’t be rebutted with the certainty needed to make a legal case, let alone send
missiles in response.”25

24
25

https://scholarship.law.georgetown.edu/facpub/1042/
http://media.hoover.org/sites/default/files/documents/FutureChallenges_Goldsmith.pdf
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1.4.3. Cybersecurity Repository
76 out of 153 member nations currently have a published National Cybersecurity Strategy. The
ITU holds these strategies papers in the following repository for all member nations to learn from
and protect their own ICTs with:

1.5. Discussion Questions
●

What position does your country and its allies hold on this issue? What does success
and exerting power look like for your country on this issue?

●

What roadblocks are there to implementing additional international cybersecurity
measures? How can these roadblocks be addressed?

●

What role does sovereignty play in this debate? Human rights? Economic and military
concerns?
○

●

How does your country approach each of these topics?

Has your country been a victim of cybersecurity issues? Are cyber measures important
to your country’s international interests?

●

What international bodies with published views on cybersecurity is your country part of?
Are these measures binding?

1.6. Key Terms
●

ITU – International Telecommunications Union
○

GCA – Global Cybersecurity Agenda

○

CIRT - National Computer Incident Response Teams

○

GCI - Global Cybersecurity Index

○

NCS – National Cybersecurity Strategy
10
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●

UNODC – UN Office on Drugs and Crime
○

UNODC Global Programme on Cybercrime26: According to General Assembly
resolution 65/230 and Commission on Crime Prevention and Criminal Justice
resolutions 22/7 and 22/8, the Global Programme on Cybercrime is mandated to
assist member states in their struggle against cyberrelated crimes through
capacity building and technical assistance.

●

UNIDIR – UN Institute for Disarmament Research
○

●

International Security Cyber Issues Workshop Series (Phase II)

UNICRI – UN Interregional Crime and Justice Research Institute
○

Emerging Crimes Unit

●

WSIS – World Summit on the Information Society

●

ICT – Information and Communications Technology

●

GGE – Group of Governmental Experts

●

CWC – Chemical Weapons Convention

1.7. Resources
●

2016 UNIDIR Report of the International Cyber Workshop:
http://www.unidir.org/files/publications/pdfs/report-of-the-international-security-cyber-issu
es-workshop-series-en-656.pdf

●

2013 UNIDIR Cyber Index (“Snapshot” of current state):
http://www.unidir.org/files/publications/pdfs/cyber-index-2013-en-463.pdf

●

2013 UNODC Comprehensive Study on Cybercrime:
https://www.unodc.org/documents/organized-crime/cybercrime/CYBERCRIME_STUDY_
210213.pdf

●

U.S. statement after 5th GGE fails to reach consensus:
https://www.state.gov/s/cyberissues/releasesandremarks/272175.htm

●

ITU cybersecurity activities:
https://www.itu.int/en/action/cybersecurity/Pages/default.aspx

●

Cybersecurity treaties; a sceptical view:
http://media.hoover.org/sites/default/files/documents/FutureChallenges_Goldsmith.pdf

26

https://www.unodc.org/unodc/en/cybercrime/global-programme-cybercrime.html
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●
●

2011 Harvard analysis of activities at the UN regarding cybersecurity:
https://www.belfercenter.org/sites/default/files/legacy/files/maurer-cyber-norm-dp-2011-1
1-final.pdf

●

National Cybersecurity Strategy Toolkit:
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/National%20Strategy%20Toolkit
%20introduction.pdf

●

Cybersecurity infographic:
http://f5a3b58d9984f5b7294b-b14128b74f17407672a107fc81462a5a.r94.cf1.rackcdn.co
m/public/Cybersecurity_Threats_Infographic.pdf

●

GCI infographic:

●

https://www.itu.int/en/ITU-D/Cybersecurity/Pages/GCI.aspx

●

https://www.bankingtech.com/2017/07/un-report-reveals-global-cybersecurity-holes/
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2.

Topic 2 - Addressing Threats to International Maritime

Trade
2.1. Topic Overview
Countries have engaged in maritime disputes for centuries. These disputes usually reflect
disagreements in territorial sovereignty, rooted in historical legacy, or different interpretations of
27

international maritime law.

This year, the United Nations Security Council (UNSC) will address

threats to maritime trade in three primary regions: Indian Ocean (IOR), the Arctic Sea, and the
South China Sea (SCS). The discussion will cover international maritime law, as well as its
enforcement and shortcomings. The Security Council will address the issue in the context of
both long-standing maritime law as well as more recent trends, such as the effects of climate
change and island reclamation.
28

The Security Council is charged with maintaining international peace and security.

International commerce and military power have often gone hand in hand. The growth in
influence in either area can often lead to destabilization of a region, and the escalation that often
follows maritime disputes puts this squarely under the purview of the Security Council.

2.2. Historical Background
2.2.1. History of Maritime Law
Most existing maritime boundary treaties were established in the last two centuries, with the
29

oldest dating back to the mid-1800s. These boundaries originated from bilateral treaties.

However, as the world became increasingly connected through globalization, the need for an
international body to oversee maritime security became apparent. The first attempt at this was
the International Maritime Committee (CMI), established in 1897. The CMI comprised of a group
of private maritime lawyers responsible for drafting some of the first international maritime
conventions, most notably the Hague-Visby Rules. These documents generally established
30

rules and guidelines for trade, transportation, and passage on the high seas.

The current

Policy Paper 19: Maritime Jurisdiction in the Three China Seas [Institute of Global Conflict and Cooperation]
What is the Security Council?
29
Maritime Space: Maritime Zones and Maritime Delimitation
30
CMI Home
27
28
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governing body for maritime trade is the International Maritime Organization, established in
1958. In the past few decades (since 1974), the IMO has largely replaced the CMI as the
world's principal maritime trade organization. Today, the CMI serves primarily in an advisory role
to the IMO as a non-governmental organization (NGO). The IMO is tasked with establishing a
regulatory

framework

that

addresses

concerns

surrounding

shipping,

security,

and

31

environmental impact, among other things.

However, the most critical document regarding maritime law today is the United Nations
32

Convention on the Law of the Sea (UNCLOS), which went into effect in 1994. This document
was the result of the third United Nations Conference on the Law of the Sea (UNCLOS III),
33

which took place between 1973 and 1982.

Two previous Conferences had taken place;

however, technological advancements and an increased desire to utilize ocean resources made
agreements made at the first Convention on the Law of the Sea in Geneva 1958 obsolete. The
goal of the third Conference was to produce a comprehensive “Charter of the Oceans” to outline
34

modern maritime law.

Through the third Conference, UNCLOS was born. To this day, most

maritime territorial disputes submitted for arbitration cite UNCLOS as their legal support.

2.2.2. Regional Agreements
In addition to the IMO and UNCLOS, regional agreements govern much of how maritime trade
transpires. The Association of Southeast Asian Nations (ASEAN), which was established in
1967 and chartered in 2008, oversees much of the activity in the South China Sea and greater
area.

35

Put simply, the goals of ASEAN align closely with the goals of the United Nations, with

specific focuses on growth, collaboration, and mutually beneficial cooperation. These goals
include the acceleration of economic growth and development, regional peace and security,
active collaboration and mutual assistance, and the maintenance of mutually beneficial
36

cooperation.

ASEAN has been largely praised as one of the most successful and influential
37

regional organizations.

The semiannual ASEAN Summit is widely attended by both ASEAN

members and outside countries alike. Representatives (most commonly the heads of
Introduction to IMO
United Nations Convention on the Law of the Sea of 10 December 1982: Overview and full text
33
Third United Nations Conference on the Law of the Sea
34
Milic, Milenko. Third United Nations Conference on the Law of the Sea. Case Western Reserve University School
of Law.
35
The Founding of ASEAN
36
About ASEAN: Overview
31
32

37
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countries/organizations) from key players in the global stage often attend regularly, such as the
38 394041

United States, the Russian Federation, the European Union, and the United Nations.

Another regional body of relevance to this topic is the Arctic Council, established by the 1996
42

Ottawa Declaration.

The Council was established to promote cooperation and coordination

among the states bordering the Arctic Ocean, with special considerations for indigenous
43,44 

communities and environmental protection.

In 2008, the United States, Russia, Canada,

Norway, and Denmark met at the inaugural Arctic Ocean Conference to discuss threats to the
Arctic Ocean including climate change, environmental protection, maritime safety, and actions
to take if new shipping routes are opened. The result of this conference was the Ilulissat
Declaration, which addressed jurisdictional autonomy, security, resource management,
45

environmental impact, and climate change.

Of notable controversy was the fact that only the

five aforementioned coastal states were invited to the conference, as the objective was to
discuss jurisdictional issues. Because of this, the remaining parties of the Arctic Council,
46

including the indigenous peoples, are not part of the Ilulissat Declaration.

2.2.3. Climate Change
The United Nations Framework Convention on Climate Change (UNFCCC) was established in
1994 as an environmental treaty aimed at tackling anthropogenic climate change. The explicit
objective of the UNFCCC is the stabilization of atmospheric greenhouse gas concentrations,
primarily to allow ecosystems to adapt to climate change, ensure ample food production, and
allow for sustainable economic growth. The Framework set nonbinding limits on greenhouse
gas (GHG) emission for individual countries but included no enforcement protocols. The

Denis Hew (2005). Roadmap to an Asean Economic Community. Institute of Southeast Asian
Studies. ISBN 981-230-347-2.
38

39
40

The
ot
42
Arctic Council
43
Why everyone wants a piece of the Arctic [Maclean's]
44
Commercial Arctic shipping through the Northeast Passage: routes, resources, governance, technology, and
infrastructure [Polar Geography]
45
Ilulissat Declaration
46
Commercial Arctic shipping through the Northeast Passage: routes, resources, governance, technology, and
infrastructure
41
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Framework also tasked nations to regularly submit greenhouse gas inventories to track
47

progress towards these goals.

The Kyoto Protocol of 2005 expands upon the UNFCCC by obligating signatory states to reduce
their greenhouse gas emissions. The Protocol recognizes the scientific consensus that global
warming is occurring and that anthropogenic carbon dioxide (CO2) emissions are an extremely
likely cause. The Protocol is based on the principle of common but differentiated responses; it
recognizes that developed countries have historically contributed more to greenhouse gas
emissions through economic expansion and thus have greater capabilities to combat climate
48

change.

Furthermore, developing nations, which benefit the least from this economic
49

expansion, will be the most adversely affected by climate change.

Therefore, the principle of

common but differentiated responsibilities puts a greater onus on developed nations to reduce
global greenhouse gas emissions. The Kyoto Protocol originally obligated 37 such states to
follow guidelines to reduce greenhouse gas emission by 2012 in what is called the first
commitment period. The Doha Amendment of 2012 established a second commitment period
50

for these 37 states from 2012 to 2020.

2.2.4. Arbitration
The principal judicial mechanism used in maritime disputes is the Permanent Court of Arbitration
(PCA).

51

The PCA is based in the Hague but is separate from both the International Court of
52

Justice (ICJ) and the United Nations.

53

The PCA is, however, a UN Observer. The PCA’s role

is to provide arbitration between its member states (e.g., in cases involving maritime
54

boundaries).

United Nations Framework Convention of Climate Change
The Kyoto Protocol – Status of Ratification [UNFCCC]
49
World's poorest will feel brunt of climate change, warns World Bank [The Guardian]
50
Doha Amendment [UNFCCC]
51
PCA: About Us
52
United Nations stresses separation from Hague tribunal [South China Morning Post]
53
Intergovernmental Organizations
54
PCA: Dispute Resolution Services
47
48
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2.3. Current Situation
2.3.1. The South China Sea (SCS)
One of the most prominent territorial disputes to make international headlines in recent years is
the Senkaku/Diaoyu Islands Dispute between Japan and China. Increased militarization of the
island

resulted

anti-Japanese
China

in

in

a

wave

of

demonstrations

in

55

2012.

These

demonstrations were part of a larger
increase in national and ethnic
tensions

spawned

by

territorial

ambitions in the last few years.

56

There were several incidents in
years prior, including ships colliding
57

and military incursions by China
58

into the area.
expanded

In 2013, China

its

air

defense

identification

zone

(ADIZ,

airspace

which

a

country

and

controls

national

security

in

identifies,
aircraft

tracks,
for

or

59

purposes ) over the South China Sea, including over the Senkaku Islands. This action further
60

complicated the dispute, as the new ADIZ overlaps with both Japanese and Korean ADIZs.

China has also begun a vast land reclamation project in what the US has coined the "Great
Wall of Sand." Per UNCLOS, a country's exclusive economic zone (EEZ) extends to 200
nautical miles (nmi) from the country’s coastal regions. China has used this to justify its land
claims to vast portions of the South China Sea by creating artificial islands by dredging the sea

China struggles to curb anger as protesters denounce Japan [Reuters]
Look Out for the Diaoyu Islands [The New York Times]
57
Taiwan protests as Japan holds fishing boat captain [Reuters]
58
Japan Will Have Busy Year Defending Islands Against China [Aviation Week]
59
In search of theoretical justification for air defense identification zones [Journal of Transportation Security]
60
China’s Move Puts Airspace in Spotlight [The New York Times]
55
56
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floor. China claims this effectively extends their EEZ to include many of the disputed islands
61

below

This region encompasses China’s Nine-Dash Line, an area the country has historically laid
62

claim to, although with no formal claim ever released.

As such, the Nine-Dash Line is primarily only
recognized

by

China

with

few

other

countries

recognizing these claims. China’s land reclamation
project is their latest attempt to legitimize their hold on
this region. Some notable areas of dispute in this
region are the Spratly Islands, Paracel Islands,
Scarborough

Shoal,

Pratas

Islands,

and

the

Macclesfield Bank. The Spratly Islands are at least
partially claimed by Brunei, China, Taiwan, Malaysia,
the Philippines, and Vietnam.
The Paracel Islands, to which China and Vietnam lay claim, also sit atop untapped oil and gas
63

reserves.

China and Vietnam have been involved in multiple incidents involving militarization
64

65

around oil rigs , with tensions steadily rising in the region.

The Scarborough Shoal also sits

within this region and is disputed by China and the Philippines. This shoal was the site of a
66

standoff between China and the Philippines. Both the Pratas Islands

and the Macclesfield

Bank are currently under Chinese control.
The major case to come out of this was Philippines v. China, or the South China Sea Arbitration,
filed in 2013. The case was brought to the Permanent Court of Appeals (PCA) by the
Philippines citing Annex VII of UNCLOS and bringing into question certain issues in the South
67

China Sea, including the Nine-Dash Line.

China announced that year and later clarified that it

What is China's 'magic island-making' ship? [BBC]
CHINA’S NINE-DASHED LINE FACES RENEWED ASSAULT [CIMSEC]
63
Taiwan circling South China Sea bait [Asia Times]
64
China rebuts Vietnam charge of it forcing territorial dispute [China News.Net]
65
A China-Vietnam Military Clash [Council on Foreign Relations]
66
東沙環礁國家公園
67
ARBITRATION BETWEEN THE REPUBLIC OF THE PHILIPPINES AND THE PEOPLE’S REPUBLIC OF
CHINA [Permanent Court of Arbitration]
61
62
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68

69

would not participate in arbitration. The PCA established its jurisdiction over the case in 2015

and ruled in 2016 that China had “no historical rights” to the South China Sea based on the
70

Nine-Dash Line. That same year, China rejected the court’s ruling, stating that China’s claim to
71

the South China Sea will remain unaffected. Further escalating the situation, Filipino President
72

Duterte threatened China earlier this year with war over South China Sea resources.

2.3.2. The Indian Ocean (IOR)
The Indian Ocean is an economic and geopolitical motherlode, possessing vast quantities of oil
reserves and an optimal location for rapid and convenient shipping. Over 70,000 ships, primarily
from Europe, Asia, Africa, and the Middle East, pass through the IOR’s Sea Lanes of
Communications (SLOCs) to facilitate international trade. Over 65% of the world’s oil reserves
belong to 10 of the Indian Ocean’s littoral states and more than 80% of seaborne trade in oil
73

goes through IOR chokepoints.

Of particular significance are the choke points in the Indian Ocean: the Strait of Hormuz, Bab
el-Mandeb, and the Malacca Strait. These choke points have become so significant that trade
traveling along the New Silk Road, which passes from the Strait of Hormuz to the Strait of
Malacca, is valued at ~$18 trillion annually. Nearly one-fifth of the world's oil passes through the
Strait of Hormuz. Any disruption to the free and open access of these chokepoints would have
significant implications for world trade.
The IOR’s strategic location and resources make it a tempting target for countries to impose
diplomatic or economic strength. Historically, the Indian Ocean has been dominated by the US
and their allies, particularly Japan and Australia. The dynamics are changing however, a
retreating US presence rapidly being engulfed by a growing Chinese and Indian presence.
The Indian Ocean plays a significant role in China's "One Belt, One Road" initiative, and
therefore a large role in the continued success of the Chinese economy. Through OBOR, China

The Tribunal’s Award in the “South China Sea Arbitration” Initiated by the Philippines Is Null and Void [Chinese
Society of International Law]
69
Philippines asks tribunal to invalidate China’s sea claims [Boston Globe]
70
PCA Press Release: The South China Sea Arbitration (The Republic of the Philippines v. The People’s Republic
of China) [Permanent Court of Appeals]
71
 Beijing rejects tribunal's ruling in South China Sea case [The Guardian]
72
Duterte will 'go to war' over South China Sea resources, minister says [CNN]
73
https://thediplomat.com/2011/03/why-the-indian-ocean-matters/
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seeks to gain allies and influence through infrastructure and financial investments in IOR
countries. This has the dual purpose of fostering goodwill and painting a picture of benevolent
China while increasing both soft and hard power capabilities. For example, China recently
replaced Japan as the largest donor to Sri Lanka. China is using loans, aid, and buying access
to ports all in pursuit of its “Maritime Silk Road.”
India for its part has established listening posts in Seychelles, Madagascar, and Mauritius, and
put heavy pressure on the Maldives to move away from China. Indeed many of the same OBOR
tactics have served India well in its pursuit of stronger naval and diplomatic power. A recent
logistics deal with France opens some French facilities for Indian use. India has been
characterized as flat-footed in its response to Chinese aggression, but recent signs point to a
renewed desire to protect its backyard waters that are so key to the Indian economy. Moreover,
India has publicly stated that the Indian Ocean is the primary maritime interest of the state and
plans to operate three aircraft carrier groups in the Indian Ocean to protect its interests.
The Maldives will serve as a bellwether in the fight for influence. In February of 2018, Maldivian
President Yameen Abdul Gayoom declared a state of emergency amid a political crisis,
storming the Supreme Court, sealing parliament, and arresting members of the opposition. The
state of emergency temporarily concentrates all powers within the presidency, enacts certain
elements of martial law, and limits the powers of the other branches of government. Most
notably, the state of emergency prevents the president from being removed from power via
74

normal mechanisms owed to the parliament.

India has been one of the harshest critics of this move towards centralized authority, but its
criticisms have mainly fallen on deaf ears. Maldives is heavily indebted to China and recently
signed a trade deal with the PRC. Aside from China, the international community has
unanimously condemned Gayoom’s actions, although it is still unclear at this time what actions
they will take.

2.3.3. The Arctic Ocean
The Arctic Ocean is home to between one-fifth and one-third of the world's untapped oil and gas
reserves, abundant fisheries, and a vast assortment of minerals including iron ore, copper, and
nickel. Moreover, global warming has caused the ice in the region to melt, opening up
74

The crisis in the Maldives, explained [The Washington Post]
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previously inaccessible shipping and navigation routes for certain parts of the year. The
Northern Sea Route, when available, can shave ~30% off shipping times, which has significant
implications for global trade. There is little wonder then that countries like Russia, China, and
the US are clamoring to increase their presence in the region.
In 1966, the Ottawa Declaration created the Arctic Council to establish international order in the
Arctic. Members of the council include Canada, Denmark, Finland, Iceland, Norway, Sweden,
Russia, and the USA. Six organizations representing indigenous groups also have permanent
status. There are 13 observers to the Arctic Council including France, China, and the UK to
name a few. The council consists of 6 working groups, which largely focus on encouraging
sustainable development and environmental protection of the Arctic. The Arctic Council has the
power to make recommendations, but it cannot enforce or implement these recommendations.
Additionally, the Arctic Council has no budget and relies on sponsorship from Arctic States or
other entities.
The race to increase influence takes many forms. In January 2018, President Trump announced
he would open up many areas of the U.S. outer shelf to offshore drilling, including areas near
the Arctic. In 2015, Russia filed a claim with the UN to expand its territory in the Arctic. For its
part, China is tying it’s “Polar Silk Road” strategy into the larger OBOR initiative. This strategy
was formally established via "China's Arctic Policy" in 2018.
China's involvement is particularly interesting because, unlike the other countries, China doesn't
have a particularly strong territorial claim to the Arctic (via the UN Convention on the Law of the
Seas-- UNCLOS). Nonetheless, China is displaying open interest in partaking in the economic
activity stemming from the Arctic. China is not only advancing its infrastructure spend in the
Arctic, but also sent an icebreaker through the Northern Sea Route for circumpolar navigation,
and China continues to push for scientific collaboration in the Arctic as well. In a classic OBOR
move, China has also pursued trade relations and economic ties with Scandinavia and Canada.
From a territorial dispute perspective, the Lomonosov Ridge is an area claimed by Russia,
Canada, and Greenland. It attracted the attention of the international community in 2001 when
Russia filed an official submission to the UN Commission on the Limits of the Continental Shelf.
However, the commission did not reach a decision and deferred the matter for further research.
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75

76

In 2007, Russia made an underwater expedition to provide geological support for their claim.
77

In 2014, Denmark also filed a claim for part of the ridge (on behalf of Greenland).

Denmark

and Russia reached an agreement to follow certain protocols when filing claims and Canada is
78

expected to make further claims in the future.

Hans Island is an island that was disputed by
79

both Greenland and Canada. However, in 2012, Canada and Denmark reached a settlement
80

with a joint task force established in 2018 complete the settlement of the dispute.

Out of the three regions mentioned in this section, climate change has the most significant
impact on the Arctic Ocean due to the substantial impact of anthropogenic climate change on
the northern hemisphere. While much of the discussion around climate change surrounds its
negative impacts, ice recession could lead to greater economic opportunities. As the ice
recedes, it may open up fish and oil reserves that were previously inaccessible, as well as have
the potential to create new shipping routes that previously would have been economically
81

infeasible.

2.4. Bloc Positions
2.4.1. ASEAN and China
ASEAN and China agreed to set up a code of conduct with regards to the South China Sea
in 2002. However, while ASEAN has been in favor of a binding code of conduct, China is in
favor of a non-binding code of conduct to improve regional trust rather than to resolve territorial
82

claims outright. As mentioned above, China has engaged in an aggressive maritime expansion

Outer limits of the continental shelf beyond 200 nautical miles from the baselines: Submissions to the
Commission: Submission by the Russian Federation
76
Lomonosov Ridge, Mendeleyev Elevation Part Of Russia's Shelf - Report
77
Commission on the Limits of the Continental Shelf (CLCS) Outer limits of the continental shelf beyond 200
nautical miles from the baselines: Submissions to the Commission: Submission by the Kingdom of Denmark
78
Partial Submission of the Government of the Kingdom of Denmark together with the Government of Greenland to
the Commission on the Limits of the Continental Shelf: The Northern Continental Shelf of Greenland (Executive
Summary)
79
Canada, Denmark closer to settling border dispute [The Globe and Mail]
80
Canada and the Kingdom of Denmark (with Greenland) announce the establishment of a Joint Task Force on
Boundary Issues
81
Abate, Randall. Climate Change Impacts on Ocean and Coastal Law: U.S. and International Perspectives. Oxford
University Press. 2015. ISBN 0199368740.
82
What is the South China Sea code of conduct, and why does it matter? [CNBC]
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campaign in both the South China Sea (see Great Wall of Sand) and Indian Ocean (see
Maldives). China has also largely
ignored or refuted the ruling of the
PCA in Philippines v. China. One
reason China’s neighbors could be
hesitant to challenge China’s claims
in the South China Sea could be the
massive investment in the Belt Road
Initiative,

which

is

focused

on

establishing increased trade and
cooperation

between

Asia-Pacific

83

countries and Europe.

2.4.2. Other South China Sea Nations
The other nations laying claim to areas of the South China Sea and in conflict with China
include Japan, South Korea, the Philippines, and Vietnam. Often these territorial disputes
involve military escalation, direct conflict, an increase in national and ethnic tensions, and
general destabilization.

2.4.3. Western Bloc
Through economic interest, colonial history, or other means, many Western countries are deeply
interested in these three key areas. While there is still a clear desire to maintain influence in
these areas, these countries generally seem reluctant to intervene to the level that those
involved in the South China Sea have. Crucially though, the United States has historically
viewed itself as a Pacific power and may subvert these expectations in order to garner influence
in the region.

83

China unveils action plan on Belt and Road Initiative [The State Council of The People's Republic of China]

23

UNSC - 2018

2.5. Discussion Questions
●

What can be done at the level of the Security Council to address maritime disputes and
threats to maritime security?

●

What threats does the international community currently face as a result of maritime
disputes?

●

What similarities and differences exist in the disputes in the South China Sea, Indian
Ocean, and Arctic Ocean?

●

How do territorial disputes in the South China Sea, Indian Ocean, and Arctic Ocean
affect countries outside of those that lay claim to these regions?

●

How effective is UNCLOS? By extension, how effective is its enforcement?

●

What policies, apart from traditional maritime law, might be effective at resolving
territorial disputes?

2.6. Key Terms
●

Air Identification Defense Zone: Airspace in which a country identifies, tracks, and
controls aircraft for national security purposes.

●

(Anthropogenic) Climate change: Change in weather patterns over an extended period
of time. Anthropogenic climate change refers to accelerated climate change as a result
of human activity, most notably greenhouse gas emissions. The primary result is an
increase in global temperatures (see “hockey stick graph”). Secondary results include
loss of polar ice caps, habitat destruction, rising sea levels, and increased frequency and
severity of climate-related disasters such as droughts, floods, and wildfires.

●

Exclusive Economic Zone (EEZ): Established by UNCLOS as the region extending to
200 nautical miles (nmi) beyond the coast of a country, to which that country has special
rights to the regions resources.
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●

Freedom of Navigation (FON): A maritime principle that ships flying the flag of a
sovereign state shall not suffer interference from another state, except where provided
84

by international law.
●

Great Wall of Sand: Term coined by the United States to describe China’s land
reclamation projects in the South China Sea that involve the creation of artificial islands
by dredging the sea floor to extend China’s EEZ.

●

Land reclamation: The process of creating new land from ocean floor.

●

International Court of Justice (ICJ): The primary judicial organ of the United Nations.
Settles legal disputes between UN member states.

●

Nine-Dash Line: Demarcation line used by China to denote its EEZ in the South China
Sea

●

Permanent Court of Arbitration (PCA): International court that provides arbitration
services for its member states.

●

UNCLOS: The United Nations Convention on the Law of the Sea

●

UNFCCC: United Nations Framework Convention on Climate Change

2.7. Resources
2.7.1. Additional Resources
●

Climate change
o

Intergovernmental Panel on Climate Change (IPCC), especially the Fifth
Assessment Report (AR5). This is supposed to be an objective scientific panel of
international experts. New assessment reports are released approximately every
seven years.

Dupuy, R.J., Vignes, D. (1991) A handbook on the new law of the sea. Martinus Nijhoff Publishers, ISBN
0-7923-1063-2
84
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o

Although specific to the region, the new State of California Sea-Level Rise
Guidance (2018 Update) offers an excellent summary of the IPCC AR5

●

History of disputes in the South China Sea
o

Council on Foreign Relations: China’s Maritime Disputes

2.7.1. Figures
1. Figure 1
2. Figure 2
3. Figure 3
4. Figure 4
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3.

Topic 3 - The Broadening Presence of Daesh in

Regions Impacted by the Arab Spring
3.1. Topic Overview
The Arab Spring rocked the geopolitical landscape of the Middle East. Several populist
movements sprung up, for the outside observer almost out of nowhere and simultaneously, in
their quest to remove corrupt and inefficient dictators, to establish a more democratic
alternative, and to have a government that catered to the interests of more than just a selected
few. The resulting shift in power dynamics left a void where it was successful, and created civil
wars where governments resisted change. In this conflictive environment, a radical group of
Islamic hardliners called the Daesh carved a caliphate in Iraq and Syria, before exporting their
brand of government across the world through mass media, and establishing local franchises
that sought to expand their borders across the Arab Peninsula and Northern Africa. As the
Daesh grew in power, global and regional organizations and governments became more
alarmed, until they assembled to deal with the caliphate through the somewhat successful
Defeat-ISIS coalition.
With the common enemy defeated, the coalition forces start to transition to old dynamics,
struggling against each other through proxies and shifting alliances. Meanwhile, al-Qaeda is
once again becoming a relevant force in the region, during the Daesh pivot to Libya as a new
homeland. The Middle East is a region with incredible potential that has been marred by
sectarian struggles and the influence of foreign actors. When ignored, the region’s problems
have reverberated across the world, such as with the refugee crisis and with several terrorist
attacks. It is in the interests of both countries and international organizations to help bring
cohesion and development to the Middle East. In a time when the geopolitical landscape is
changing once again, the policies enacted after almost dismantling the Daesh have the potential
to improve the region or maintain it in the conflictive status quo that gave rise to the Arab Spring
in the first place.
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3.2. Historical Background
3.2.1. The Origins of the Arab Spring85
The Arab Spring can find the roots of its dynamics in 1919, when popular movements in Tunisia,
Egypt and Libya spread after U.S. President Woodrow Wilson’s fourteen points, and in 1992,
when Algeria’s Islamic Salvation Front was expected to win, prompting the military to cancel the
elections and crack-down on the Islamists, sparking the Algerian Civil war in the process.
Further down the line, even though the movement is recognized to have started in 2010 in
Tunisia, a previous iteration occurred in 2005. This short-lived movement, inspired by the U.S.
rhetoric of democracy, rampant corruption in totalitarian regimes, and in some cases such as
Bahrain, a religious mismatch between leaders and most citizens. Advocates for the 2005 Arab
Spring not only criticized their governments through the slogan kifaya (enough) but also pointed
out the hypocritical history of the U.S. in the region, as they supported oppressive governments
such as Egypt’s Mubarak’s through USD$2bn a year, they invaded Iraq, and they stood beside
Israel, perceived as invaders of Palestine.
The 2005 movement faded away, but the main objections against corruption and repression
remained, as did the desire for dignity. The former protestors and the growing youthful
population were now supported by and connected through social media, giving the populace a
platform to alter the geopolitical landscape in 2010.
The Arab Spring reverberated more in Egypt, Libya, and Tunisia, as it brought an end to local
regimes. These three countries served as a bellwether of how the movement developed.
However different backdrops led to varying results. Tunisia, regarded as a tourist destination
and as a technocratic country with strong institutions and a robust middle class, saw its
president, Zine el-Abidine, removed due to deep-seated corruption and nepotism. Unlike other
countries, Tunisia’s military took a back-seat and didn’t participate in the Islamic protests that
brought a comparatively peaceful change and the eventual application of a democratic
constitution. In Libya, Colonel Muammar al-Qaddafi’s method of consolidating power was
through brutal crackdowns and a ban on trade and private property paired with artificially
induced scarcity that exacerbated corruption and segregation by social constructs such as tribes
and family. When the protests escalated, the lack of trust in the Libyan government and

85

Foreign Affairs – The Arab Spring at Five:
https://www.foreignaffairs.com/anthologies/2016-02-29/arab-spring-five
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between sectors of society led to a civil war in which each faction looked to separate itself from
the failed state and take care of its own. The lack of social cohesion, combined with a vacuum
of power, weak institutions and multiple militias and political groups vying for control, led to
weak governments that did little to improve the aftermath of Qaddafi’s death. In Egypt, the
government’s policies resulted in a shortage of services and an increase in poverty. The military
intervened and deposed President Hosni Mubarak. Trust in the Egyptian generals that oversaw
the transition, a high tolerance for debate and discipline by protestors to avoid violent clashes
led to the democratic elections that resulted in the Presidency of Mohamed Morsi of the Muslim
Brotherhood. However, Egypt soon followed in the footsteps of Algeria: The Supreme Council of
the Armed Forced executed a coup d’état that removed President Morsi, stripped the executive
of its power, dissolved parliament and established martial law, moves that led to the autocratic
government of former Minister of Defense Abdel Fattah el-Sisi. Despite the massacre of Morsi
supporters near the Rabaa al-Adawiya mosque, the Obama administration continued to provide
military aid to el-Sisi’s government – proving the strategic importance the U.S. put in a friendly
Egypt and the unwillingness to further commit in the region.
Although the movement is commonly believed to be indigenous to Arabs and free of foreign
influence, international actors helped mold the outcome with as much relevance as local
players, be it through action or inaction. For example, in Bahrain Saudi Arabian military
intervention stopped the revolution and maintained the House of Khalifa in power. In Egypt’s
case, the United States pressured the military to avoid the use of force against protestors as it
disassociated from the region by decreasing economic support, abandoning Libya after toppling
Muammar el Gadafi and leaving foreign policy representation in certain fronts to Israel and
Saudi Arabia. It’s worth noting that the change in U.S. foreign policy, commonly referred to
“leading from behind” for its objective to have local powers take responsibility for local solutions,
left a power vacuum that several economic and military powers such as Turkey, Qatar, Saudi
Arabia, the United Arab Emirates, Kuwait, Iran, and Russia have been competing to capture.
Likewise, local movements looked to engage with foreign actors, as protestors in Egypt took a
comparatively more aggressive posture against the United States, whom they saw as the
puppet master of the Mubarak regime.
Syria stands out from other countries due to the constant escalation of violence. The civil war
saw a humanitarian crisis in the sieged city of Aleppo, a biochemical attack perpetrated twice by
the government and the displacement of nearly thirteen million Syrians. Two factors contribute
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to this escalation. The first is sectarian, as Bashar al-Assad and the core of his military is
comprised of Alawites, while other minorities such as Christians and Shias serve less critical
functions. This composition incentivizes the Assad’s government to order violent crackdowns, as
the Syrian armed forces are more likely to obey their empowered peers rather than siding with
the culturally and religiously different Sunni majority. The second factor is international alliances.
In 2011 the Obama administration, coordinating with the Europeans and the Arab League, tried
to remove Assad through rhetoric and sanctions, such as a ban on Syrian crude oil. As the
conflict escalated, the U.S. allowed its regional allies to arm the opposition, further alienating
Assad and strengthening jihadist groups in the process. One of these groups would later
emerge as the Daesh caliphate. Assad turned to his natural allies: Russia, who supplied the
regime with armaments, and Iran, who provided soldiers in the form of Hezbollah and other
proxy militias. These two allies allowed the Syrian government to stay in power through the
rising intensity of the chaotic war against Kurds, the Daesh and the rebels. The combination of
these two factors exacerbated the conflict, reason why, unlike other countries which settled
back into autocracies or maintain democratic government, Syria remains embroiled in a civil
war.

3.2.2. The Rise of the Daesh
●

The Beliefs of the Daesh
The rise of the Daesh dates to the days of al-Qaeda, yet the Daesh have surpassed the
terrorist group. Contrasting from al-Qaeda’s decentralized, cell-based structure, the
Daesh created a hierarchical, land-owning caliphate that ruled over eight million people.
Another critical difference is that while al-Qaeda’s members operated in the modern
world without issue, the Daesh movement seeks to return to a seventh-century legal and
religious environment, and at its core is an ideology that drives them. This ideology –
anchored in a literal and selective interpretation of Islam, which came to be in a violent
historical period – is to be a catalyst of and a Muslim bastion in the end-times.
The Daesh have established a Caliphate that follows Sharia law, meaning the
implementation of the Quran as a basis for government. This translates to emulate the
way of life of the Prophet Muhammad and his earliest followers in all aspects of life. In
part due to the violent precedent set by Abu Musab al-Zarqawi – the leader of al-Qaeda
in Iraq – the Daesh distinguish themselves for following the practice of takfir, or
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excommunication. Apostasy is punishable by death, and criteria for apostasy includes
distributing alcohol or voting, but most notably, practicing Shiism, a branch of Islam that
is prevalent in Iraq. Takfir explains the constant executions, and less often massacres
that occurred within the Daesh caliphate.
Another critical element of the Daesh philosophy is their foreign affairs approach. In a
nutshell, they decline to recognize any other state or participate in international
institutions such as the U.N., for doing so would be accepting an authority other than
their God’s. If Baghdadi were to do so, it would constitute polytheism and is grounds for
takfir.
When tackling the Daesh movement, it’s important to recognize that most Muslims reject
the Daesh interpretation of Islam, yet the campaign can’t be separated from Islam, as
they use legal and religious texts and precepts to justify their brutality. However, the
Daesh use Islam as a local social currency to justify their actions. In the words of Dalia
Mogahed, the research director of the Institute for Social Policy and Understanding, “It’s
not the group’s interpretation of Islamic texts that drives its brutality—it’s the group’s
desired brutality driving its interpretation of the texts.” This desire for violence calls to the
disenfranchised of the Middle East and Europe has been present in the region due to
sectarian and religious conflicts, exacerbated by the instability of the Arab Spring.
●

Expanding in the Middle East
The Daesh caliphate rose in part due to the void of power left after the U.S. invasion of
Iraq and the Syrian civil war, and in part due to capturing the infrastructure left by
al-Qaeda. In its earliest days, in
2002, the Daesh, led by Zarqawi,
bombed the Jordanian embassy
and

the

UN

headquarters

in

Baghdad, further cutting off Iraq by
alienating the government’s patron
Jordan and blocking international
aid as the UN made Iraq a no-go
zone. The lack of assistance to
impoverished

and

war-torn
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communities made it easier for the Daesh to recruit and indoctrinate members, as they
promised a better quality of life anchored in religious idealism. Likewise, the armaments
provided by foreign actors during the Arab Spring enabled the Daesh to build a military
presence in the region. Lastly, the Daesh were quick to move into Iraqi and Syrian oil
fields, and to tax Christians in the area, securing a source of wealth for their nascent
government. According to IHS Markit, a London-based information and analytics group,
the Daesh Caliphate revenue amounted to $80mm in 2015.
To become a caliph, the candidate must be of Quraysh descent, exhibit integrity and
have authority. This last point means that the caliph must have territory upon which to
enforce Sharia law, and therefore derives much legitimacy through holding and
increasing the size of the caliphate. This criterion of the caliph and the mandate to expel
non-Muslims from the Arab peninsula is both a driver and a justification for constant
expansion. The Caliphate has expanded through franchises and the incorporation of
other jihadist groups operating across the region. The most notable development was
toward Libya, where the Daesh caliphate took control of the harbor city of Sirte and the
nearby coastline. Counterterrorism experts believe the Daesh strengthened their hold on
the region as a backup plan in case they lose territory in Iraq and Syria, and as a base to
86

project their presence in Africa.
●

87

International Notoriety

The Daesh seek to appeal to the disenfranchised. Citizens of Western countries such as
Australia, France, and the U.K., among others, have emigrated or attempted to do so, to
the Daesh caliphate. Likewise, the Daesh have reached out to isolated Muslim women.
The overall goal is to lure in both genders and form a sustainable society. When it failed
to obtain recruits for this purpose, the Daesh resorted to slavery. The way they achieved
contact was through mass media. Online recruiters sought to radicalize citizens abroad
before bringing them into the fold.
Foreign recruits are taught to believe that the caliphate is the only form of government
that complies with and reflects the Islamic ideal. This belief obliges them to perform a
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pledge allegiance, or bay’ah, to the caliphate and emigrate whenever possible.
Furthermore, the caliphate promises social benefits and taking care of the families of the
soldiers if they die in combat. Several countries, such as Australia and the United States,
have made traveling to the Daesh caliphate illegal, and retain the passports of, and in
some cases jail, those who try.
Another central cog in the Daesh mass media machine is the call of arms to fight the
impending apocalypse, which urges followers of the caliph to emigrate as soon as
possible in a call to arms. In broad strokes, the Daesh believe that the leader that will
come to guide them in the battle of the end times is around the corner, and therefore
they must be ready to fight when he arrives. This belief also drove the caliphate to
endure considerable losses to capture the farmlands of Dabiq, a town near Aleppo
where they believe the battle to start the apocalypse will take place. The caliphate
named its propaganda arm after this town, reflecting the importance of the fight to come.

3.2.3. The Fight Against Extremism
●

Western-led Efforts
Although the West has considered the Daesh a threat, the initial reaction was to see
them as the weaker partner of al-Qaeda, reason why foreign actors ignored the group
until it established a caliphate and began asserting its strength through acts of brutality.
At first, when the West acted, they did so based on the premise that the Daesh were
similar to al-Qaeda, without recognizing their religious and violent drive that caused a
split between the two, reason why some plans seemed rushed, proved to be expensive,
and demonstrated a lack of long-term thinking. One such case was when the U.S., in an
attempt to free Peter Kassig, an American citizen doing humanitarian work in the region
and captured by the Daesh, tried to reconsolidate Abu Muhammad al-Maqdisi, mentor of
Zarqawi, with Turki al-Binali, the Daesh leading ideologue. The plan failed, but had it
succeeded, the rift between al-Qaeda and the Daesh could have been mended, opening
the path for these two organizations to unite efforts.
Once the West recognized the danger, the Daesh posed to the stability of the region and
identified the crucial aspects driving the caliphate. They created the Defeat-ISIS coalition
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in 2014. On their earlier years, the alliance didn’t achieve much, and their main victories
came in 2017.
●

UN Resolutions
The United Nations Security Council unanimously passed resolution 2235 in 2015,
seeking to curtail the Daesh and al-Qaeda’s economic clout through asset freezes, travel
bans and an arms embargo against individuals or organizations linked to the Daesh and
al-Qaeda. The UNSC reiterated that cooperation is required, and members are
requested to deny economic resources to the two targeted actors.
In 2017, the United Nations Security Council further targeted the Daesh through the
unanimous adoption of resolution 2368. Through resolution 2368, the UNSC encouraged
the adaptation of methods to fight terrorism, expanding the list of targeted individuals
and organizations established in Resolution 2235, promoting the use of data analytics to
fight the Daesh caliphate, and lamented the lack of compliance toward resolution 2235.
In the resolution’s discussion, the Russian delegate lamented that there was no trade
ban against regions where Daesh held control, while Egypt’s Delegate pointed out
88

Qatar’s allegedly pro-terrorist policy.

3.3. Current Situation
3.2.1. The Arab Spring Continues
Unlike the initial expectation, the Arab Spring didn’t normalize into stable and democratic
governments. Libya remains fragmented in local powers attempting to control the region, the
most prominent being U.N. backed Prime Minister Fayez al-Sarraj. Egypt, led by President
Abdel Fattah el-Sisi, resembles Egypt under Hosni Mubarak. The military remains in control, the
U.S. is still an international ally, the revolution leaders, and supporters imprisoned, and
crackdowns against those supporting the Arab Spring uprising continue. Yemen is in embroiled
in a crippling civil war as Iranian-backed Houthi rebels maintain their hold on the port city of
Aden while fighting the Saudi-backed government and sometimes extending the fight to Riyadh
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through long-range missiles. Syria’s government continues to gain ground against rebels, such
as regaining Deraa in the south, with Russian help in brokering a cease-fire. Tunisia managed a
democratic transition of power and is implementing a new constitution. The region has mostly
seen either a reconsolidation of power under autocrats, often with the backing of foreign actors
such as in Bahrain, or a further deterioration of economic conditions and social cohesion as civil
wars destroy financial assets. The drop in oil prices didn’t contribute to the problem, as several
countries such as Iraq hadn’t diversified their economy enough to absorb the impact.
An unintended consequence and a possible cause for change down the line is the baby boom
that came after the Arab Spring. To provide an example Egypt's population has grown by 11
million, in only seven years, changing the declining 2.1 children per woman to a 3.5. One of the
primary motivators in the rise against Mubarak was unemployment and youth dissatisfaction. As
of 2018, more than a quarter of young Egyptians remain unemployed, signaling that the
government isn’t ready to provide opportunities to the babies born during the Arab Spring, which
89

could, in turn, find motivation in the movement led by their parents.

3.2.2. The Current State of the Daesh
A 74-member coalition, including Iranian proxies and U.S. troops, dismantled most of the Daesh
caliphate, liberating cities such as Raqqa and Mosul and reducing their territory by 98%. The
Defeat-ISIS coalition, through operation Inherent Resolve, indicates that although the progress
is cause for celebration, they will continue operations as the Daesh’s ideology, alongside the
conditions that allowed it to rise, remain.
Following a chain of defeats, the Daesh caliphate has returned to insurgency tactics. It’s unlikely
that the Daesh will be able to recruit from abroad, as several countries have enacted policies to
stop their citizens from joining the caliphate. However, the caliphate’s social media outlet still
functions and can motivate sympathizers to act in their home countries. Furthermore, the Daesh
lost considerable economic assets, mainly oil fields in Syria and Iraq. The most powerful asset
at the disposal of the caliphate is its subsidiaries abroad, such as in Afghanistan, the Sinai
Peninsula, the Philippines, Yemen, the African Sahel region, Nigeria, Algeria, and Libya.
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As it is driven out of Syria and Iraq, the Daesh caliphate strengthened its position in Libya.
Backed by the U.S., Prime Minister Fayez al Sarraj’s forces took Sirte from the caliphate.
However, a standoff between Sarraj’s government and Khalifa Haftar – an eastern military
leader supported by Egypt, Russia and the United Arab Emirates, among others – is giving the
Daesh a window of opportunity to rebuild in the region.
In the wake of the Daesh Caliphate decline, al-Qaeda has gained strength. Arguing that
declaring a caliphate was premature, al-Qaeda has rebuilt through local proxies. Their
resurgence is most prevalent in Syria, as they position as an alternative between al-Assad and
the Caliphate.
Now that the common enemy has been weakened, former rivals return to fight for the region.
Most notably is the showdown between Iraq against Kurdish fighters. The prize is Iraq’s oldest
oil-producing field Baba Gurgur, also known as Father of Fire. This struggle, among others,
symbolize the attempts of local powers to fill the vacuum of power left by the defeated
Caliphate.
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3.2.3. Refugees
According to the United Nations High Commissioner for Refugees, there are around sixty million
refugees or internally displaced people.
Eight million come from Iraq, while
twelve

million

originate

from

Syria.

Citizens of both countries flee their
homes in an attempt to escape the
Daesh and the Syrian civil war. Out of
Syria’s twelve million, six million remain
displaced within Syria, five million have
gathered

on

refugee

camps

in

neighboring countries, notably Turkey,
while about a million have moved to
Europe.
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Although Turkey is taking the brunt of the refugees, stopping the flow toward Europe, the
refugees that do manage to get to Germany, Austria or Sweden have strained their host
countries. Part of the issue is the commitment toward the passport-free zone, as countries that
seek to keep refugees out such as Italy, Hungary, and Slovenia, have clashed against
open-border advocates such as Germany and Sweden. Terrorist attacks, some of which the
Daesh have taken credit for inspiring the perpetrators, have hardened the population’s
perspective against refugees, limiting the actions advocates can make without losing
considerable political capital. The focus of advocates such as Germany has shifted from
integration to greater oversight, more inclusive burden sharing and the deportation of those that
91

don’t qualify for asylum.

3.4. Bloc Positions
3.4.1. Foreign Actors
Despite a recent yank to be more inward-looking in some countries and the pivot to Asia in
matters of trade and overall focus, the Middle East remains an essential arena of foreign affairs.
Governments in Europe, Asia, and America seek to influence the region to their benefit, or the
interest of their local allies. Russia, for example, keeps supporting Syria in its attempt to reclaim
its territory and reestablish its economy. Under President Trump, The United States has
increased the U.S.’s support Saudi Arabia and Israel, going so far as to pull out of the Iranian
nuclear deal. European countries, on the other hand, seek to maintain a semblance of peace
through the support of local governments, the fight against terrorist groups and an attempt to
keep alive the Iran deal. The one thing all these foreign actors can be counted upon is in their
opposition toward the isolated Daesh Caliphate. In its battered state, it’s not certain if the
Defeat-ISIS Coalition will survive.

3.4.2. Local Superpowers
Countries that didn’t experience the Arab Spring, but instead helped forge the experience of
other regions and retain economic and military power seek to exert their influence in the Arab
peninsula. In this group, Iran and Saudi Arabia stand out for their focus on expanding their
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ideology, Shia, and Sunni respectively, and attaining enough influence to become a local
hegemony. These powers continue to counter one another through proxy wars and are
increasingly hostile and reliant on both domestic and international allies.

3.4.3. Countries that experienced the Arab Spring
This block can be divided into two sections: Those that have achieved a functioning
government, such as Egypt and Tunisia, and those that are still attempting to do so, such as
Libya, Yemen, and Syria. The former keep part of their resources and attention destined toward
internal stability and control, however, they have begun to promote their interests in the region.
The latter, yet, keep focused on obtaining the support of foreign powers willing to help them
establish control over their country, in part by strengthening their grip on power, and in part by
fixing the economy and social fabric.

3.5. Discussion Questions
●

●

Considering the current state of the Daesh and the Middle East:
○

What actions can the UNSC take to stabilize the region

○

How can the UNSC help prevent the rise of another Caliphate?

What were the core factors that motivated the Arab Spring, and to what degree have
they been solved in different regions of the Middle East?

●

What foreign actors are best positioned to influence the Middle East?

●

What possible solutions can be implemented to alleviate the refugees?

3.6. Key Terms
●

Daesh – The political and religious jihadist group that aims to establish a caliphate in
the Middle East.
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●

Refugee Crisis – The emergency that arose when a million refugees attempted to
resettle in Europe, Turkey, and nations adjacent to Syria and Iraq as they tried to flee
the Daesh caliphate and the Syrian Civil War.

●

Takfir – Excommunication, which is usually followed with a death sentence.
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