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Honorable Delegate, 

 
The United Nations Security Council will be called into session on Thursday, November 30th at the 

Hilton Hotel in Chicago, Illinois to discuss matters of international importance. The following 

agenda items will be discussed:  

 

Topic 1 – The Situation in the Korean Peninsula  

Topic 2 – Promoting Stability and Deterring Extremism in the Middle East  

Topic 3 – Improving Cybersecurity to Preserve the Integrity of State Elections 

 

For your reference, our staff archivists have compiled the following Background Guide to 

provide you with relevant information regarding the topics that will be debated in the upcoming 

session. You will need to read and understand the contents of this Guide in order to expand upon 

their research and represent your home government accurately and effectively. 

 

If you have any questions regarding the operations of the committee meetings being held at 

Chicago International Model United Nations (CIMUN), please refer to the CIMUN MUN 

Toolkit which you have been provided. Should you have any questions concerning the content of 

your guide or questions on policy, you may consult with an official from the Department of 

Home Government by sending an email to homegovernment@cimun.org.  

 

Sincerely,  

 

Walker Fountain 

 

President of the General Assembly 
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1 Topic 1 – The Situation in the Korean Peninsula 

1.1 Topic Overview  

 The Democratic People’s Republic of Korea (DPRK) has come close to developing a 

successful intercontinental ballistic missile (ICBM). The Republic of Korea and United States 

intelligence claim that within the next several years the country will also be able to develop a 

miniaturized nuclear warhead that can be delivered by ICBM. This poses a threat to the DPRK’s 

neighbors, notably the Republic of Korea and Japan. However, given past actions of the DPRK, 

the state’s erratic behavior can constitute a global threat. With a nuclear armed ICBM, the DPRK 

could also attack the United States across the Pacific Ocean, contributing to rising tensions 

between the DPRK and the rest of the world. 

1.2 Historical Background 

Between the 17th and 19th centuries, Korea was an isolationist society. The Korean peninsula 

had little interaction with the outside world and the economy largely remained stagnant. This began 

to change during the beginning of the 20th century, when Japan began to build relations with Korea, 

rapidly modernizing Korea. This culminated with the annexation of the peninsula by Japan as a 

territory of the Japanese Empire. Under Japanese rule, the Imperial Japanese engrained in Korean 

society its ideals of strong governance and political repression. 

 After the defeat of Japan during the Second World War, the Korean peninsula was 

temporarily divided, with the Soviet Union administering the area north of the 38th parallel and the 

United States the area south. However, after both powers failed to agree on a single system of 

governance for the entire peninsula, the Democratic People’s Republic of Korea was founded in 

the North and the Republic of Korea was founded in the south. 
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 Neither Korean government accepted the new border as permanent, and both claimed to be 

the legitimate government of the entire Korean Peninsula. In an attempt to reunify Korea under 

communist rule, the premier of the DPRK, Kim Il-Sung, invaded south of the 38th parallel in June 

1950 with support from the Soviet Union and the People’s Republic of China.  

 In response to the invasion, the United Nations Security Council passed Resolution 82, 

which declared the invasion as a breach of peace and demanded an immediate withdrawal of 

DPRK troops back north of the 38th parallel. Soon thereafter, the Security Council passed 

Resolution 83, which recommended that "members of the United Nations furnish such assistance 

to the Republic of Korea as may be necessary to repel the armed attack and to restore international 

peace and security in the area." 

 In the early months of the Korean War, the DPRK quickly took control of most of the 

peninsula. The UN-backed counter offensive response pushed the DPRK forces back north 

towards the Chinese border. When the People's Republic of China intervened on the DPRK’s 

behalf, the conflict was pushed back towards the 38th parallel, where the conflict continued until 

an armistice was signed in 1953. 

 After the armistice, the Republic of Korea began liberalizing and opening up to the rest of 

the world, while the DPRK followed the “Juche” ideology, which favored self-reliance and 

isolation, strongly reminiscent of Korea before Japanese occupation. Developed by Kim il-Sung, 

Juche was portrayed as a way for the DPRK to become a strong state that would achieve true 

socialism. Under Juche, the nation state and its sovereignty were of the greatest importance, and 

Juche was used by the DPRK to justify many of its policies after the 1953 Armistice. 

 Under Juche, the DPRK had few ties to the outside world, and the country largely depended 

on aid from the Soviet Union to maintain its national economy. This aid came to a halt, however, 
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after the fall of the Soviet Union. With the loss of its major political ally and supplier of aid, the 

country fell into severe economic crisis and famine. The DPRK also faced a political transition 

when Kim il-Sung died in 1994 and was succeeded by his son Kim Jong-Il. In 1998, Kim Jong-Il 

announced a new military-first policy, and military expenditures soon required a significant 

portion of the state’s resources. This rise in military spending allowed the DPRK fund investment 

in military technologies such as ballistic missiles and nuclear weapons. 

 From the period of 1998 to 2008, the Republic of Korea engaged in what is called the 

“Sunshine Policy” with the DPRK. Championed by Republic of Korea President Kim Dae-Jung, 

the goal of the Sunshine Policy was to soften the DPRK’s attitude towards its southern neighbor 

through an increase in dialogue and contact. During this time, high-profile meetings between the 

two states were held and there was an increased cooperation in business ventures, such as the 

Mount Kumgang Tourist Region and the Kaesong Industrial Complex in the DPRK. This policy 

was ended when the party of Kim Dae-Jung lost the 2008 Republic of Korea elections and the 

DPRK increased the frequency of its nuclear tests.  

1.3 Current Situation 

 

 

 

Figure 1 Source: Center for 

Strategic International Studies 
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The DPRK has amassed a sizeable inventory of missiles. The state’s proven Nodong short 

range ballistic missiles have a range of 1500 

kilometers, putting states such as Japan and the 

Republic of Korea within range. The DPRK also 

has made operational its Hwasong-5 and Hwasong-

6 missiles, which have a shorter range of less than 

1000 kilometers, but can still potentially attack the 

Republic of Korea. In addition, the state has built 

an inventory of missiles based on Soviet Scud 

technology, which were affordable and highly effective at attacking precise short-range targets. 

 Recently, the DPRK has begun developing an intercontinental ballistic missile, or ICBM. 

Rather than having one rocket, ICBMs consist of a series of rockets that launch a warhead into 

space. The warhead then reenters the Earth’s atmosphere and detonates at a target. 

 Over the last year, the DPRK has made several notable advancements in its ballistic missile 

technology. On February 12, 2017, the DPRK tested its KN-15 missile, a medium range ballistic 

missile that could be armed with a nuclear warhead in the future. The test of the KN-15 allowed 

the state to demonstrate fuel systems and delivery mechanisms that were significantly advanced 

compared to that of previous missiles. On July 4, 2017, the DPRK successfully launched the 

Hwasong-14, marking its first successful ICBM launch. With a flight time of approximately 40 

minutes, the Hwasong-14 is believed to be capable 

of reaching as far as the United States’ state of 

Alaska. Just weeks after its first ICBM launch, the 

DPRK launched a more advanced ICBM on July 
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28. The test achieved a flight time of at least 45 minutes, and according to the DPRK state media, 

is capable of reaching the continental United States. 

 Along with its ballistic missile advancements, the DPRK has also greatly improved its 

nuclear technology. After withdrawing from the Nuclear Non-proliferation Treaty, an international 

agreement aiming to reverse the spread of states armed with nuclear weapons, in 2003, the DPRK 

conducted its first nuclear weapons test in 2006. Most recently, the state has conducted tests in 

February and September of 2016. According to estimates released by the Republic of Korea, these 

tests had a yield of around 10 kilotons. For the basis of comparison, the nuclear attack on the city 

of Hiroshima at the end of the Second World War had a yield of approximately 15 kilotons. 

 In order to be delivered on an ICBM, the DPRK will need to develop a miniaturized nuclear 

warhead small enough to fit on an ICBM. While past reports from the Republic of Korea and the 

United States predicted that the DPRK would be able to successfully miniaturize a nuclear warhead 

within five years, a new United States intelligence report released in August 2017 estimates that 

the DPRK has already successfully miniaturized a nuclear warhead to fit on top of a ballistic 

missile. 

 With the ability to use its advancing missile technology to launch a nuclear warhead, the 

DPRK could soon have nuclear deterrence with other nuclear armed states, such as the United 

States. With the threat of a nuclear attack on its own territory, the United States may become 

hesitant to come to the aid of allies such as the Republic of Korea and Japan, who until now have 

relied on the threat of the United States’ nuclear arsenal to counter the DPRK. 

 For the international community, the rise of a new nuclear armed state could also cause a 

return of nuclear proliferation. As the DPRK expands its nuclear arsenal, other states may also be 

encouraged to break away from the Nuclear Non-Proliferation Treaty and begin investing in 
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nuclear research. Another threat is the creation of a marketplace for ballistic missiles and nuclear 

technology. The DPRK in the past has sold weapons technology to other countries, such as Libya 

and Pakistan, and could make available its ICBM and nuclear technology in the future. 

In response to the threats posed by the DPRK, the DPRK’s enemies have sought to protect 

themselves with missile defense technology. The Republic of Korea began partnering with the 

United States to deploy the Terminal High Altitude Defense System (THAAD) in 2016. The 

American missile defense system launches an interceptor that relies on kinetic energy, rather than 

an explosive warhead, to destroy ballistic missiles on reentry. The system is largely untested in 

armed conflict, but according the United States defense agencies, has proven itself capable in 

numerous tests. After his election in May 2017, Republic of Korea president Moon Jae-In 

suspended deployment of THAAD, citing environmental and political concerns with the new 

technology. However, in response to the DPRK’s ICBM test on July 28, the president asked the 

United States to resume deployment of THAAD. 

 

Figure 4 Source: CNN 
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 Seeking a peaceful resolution to the rise in tensions, both China and Russia have repeatedly 

called for an increase in dialogue between the DPRK and the Republic of Korea. They believe that 

in return for economic aid and a reduction in sanctions, the DPRK may suspend research into 

missile and nuclear technology. The past two presidential administrations of the Republic of Korea 

however, have not supported an increase in dialogue between the two states. This has changed 

with the inauguration of President Moon Jae-In, who has expressed a desire for a diplomatic 

solution to the tensions.  

 The United Nations Security has acted against the DPRK by passing a number of 

resolutions over the years. In response to nuclear tests in 2009, the Security Council passed 

Resolution 1874, which established an arms embargo and gave member states the ability to inspect 

DPRK ships suspected of carrying material used in nuclear development. In 2013, the Security 

Council passed Resolution 2094, which sanctioned international money transfers to the DPRK, 

intending to cut the state from the global financial system. In 2016, Resolutions 2270 and 2321 

banned exports of rare earth metals and capped coal exports. Most recently, Resolution 2371 bars 

DPRK exports of key commodities such as lead and iron, with the aim of cutting the DPRK’s 

foreign trade by one third. 

1.4 Bloc Positions 

1.4.1 United States 

 The United States has a history of poor relations with the DPRK. In response to new nuclear 

and missile tests, the United States has imposed strict sanctions against the DPRK. Relations 

further deteriorated recently with the imprisonment and treatment of a United States citizen in the 

DPRK, who died soon after his return to the United States. 
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 Historically, United States presidential administrations have had an array of strategies of 

responding to the DPRK. President Bill Clinton tried negotiations, President George Bush used 

threats, and President Barack Obama used strategic patience. With the new administration of 

President Donald Trump, the United States may see another shift in strategy. Already, the new 

president had made verbal threats of armed conflict directed at the DPRK. In addition, the 

President has repeatedly urged China, the DPRK’s closest economic partner, to impose strict 

sanctions on the DPRK. 

During his presidential campaign, President Trump stated that it is possible that the United 

States retract support for Japan and the Republic of Korea, leaving these nations to defend 

themselves against a threat. With the DPRK’s newest missile tests, the DPRK state media claims 

that areas of the United States are now within range of its ICBM’s. This could make the United 

States hesitant to support the Republic of Korea in a potential armed conflict, and affect the United 

States’ ability to make threats against the DPRK on behalf of its allies. 

1.4.2 China 

The People’s Republic of China is the DPRK’s largest trading partner and its closest 

political ally. It has repeatedly called for a diplomatic solution and has urged for a resumption of 

formal talks between the DPRK and the Republic of Korea. China has fears of destabilization in 

the DPRK, as it could make it responsible for millions of refugees. As such, state has a desire for 

stability and strong governance in the DPRK. 

 As a result of the state’s past reluctance to act aggressively against the DPRK, China has 

largely engaged in verbal condemnations of the DPRK’s actions and has not taken the steps that 

other states have called for.  
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 This recently changed, though, when China imposed an embargo on coal imports from the 

DPRK in response to continued missile tests. In August, China expanded its sanctions on the 

DPRK to include iron and lead, a sign that China could begin acting more strongly against the 

DPRK and a possible sign of cooling ties between the two states.  

 China also has strong concerns with the deployment of the United States’ THAAD missile 

defense system in the Republic of Korea. China asserts that the advanced radar and surveillance 

technologies could be used against China, rather than the DPRK and claims that the system does 

little to protect the Republic of Korea from a possible missile attack. 

1.4.3 Russia 

Russia has repeatedly stated that maintaining favorable relations with the DPRK is more 

likely to bring a peaceful end to the situation than aggressive threats. The state has pushed both 

the DPRK and the Republic of Korea to engage in formal talks and has offered to mediate 

discussions. 

 Like China, Russian President Vladimir Putin has also criticized the United States THAAD 

system, claiming that missile defense could worsen relations with the DPRK and threaten Russia’s 

security, all the while not protecting the Republic of Korea effectively. 

 Russia also sees its involvement in the situation as a way to show the world that it can use 

its influence to affect conflicts worldwide. This could position the state as a global power and 

leader of nations countering the power of the United States. 

1.4.4 South Korea 

President Moon Jae-In came into power in May 2017 after a corruption case brought an 

early end to the previous administration. A top aide to former president Roh Moo-Hyun, he has 

called for a revival of the Sunshine Policy and greater dialogue with the DPRK. His stated eventual 
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goal with talks is to achieve a lasting peace with the DPRK that will bring about economic and 

eventual political unification.  

 President Moon has also initially voiced concerns with the THAAD system being deployed 

by the United States. Citing the systems unknown environmental effects and unknown 

effectiveness, he suspended deployment of the system soon after his election. However, in 

response to recent missile tests, deployment of THAAD resumed in August. 

 With its cities within striking distance of many of the DPRK’s most effective missiles, the 

Republic of Korea has long partnered with the United States in defense, and the state boasts a 

strong American military presence. However, the new threat the DPRK poses to the United States 

may jeopardize the close relationship the Republic of Korea has come to depend upon. 

1.4.5 Japan 

In light of recent missile tests, Japan has entered into discussions with the United States to 

deploy THAAD and similar missile defense technologies to defend its territory. Major cities of 

Japan, including Tokyo, are within range of the DPRK’s missiles and the country houses large 

United States military installations, which could be targets should relations between the DPRK 

and the United States deteriorate further. 

1.5 Discussion Questions 

• How can pressure be put on the DPRK to prevent further nuclear and ICBM 

development? 

• How have past efforts failed to stop the DPRK? 

• What threats does a nuclear armed DPRK pose to nuclear proliferation around the world? 

• Do missile defense systems have the potential to alter the global balance of nuclear 

deterrence? 
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• Under what circumstances is armed conflict necessitated, if at all? 

• What are further actions the UN Security Council could take in response to further 

missile testing? 

• What should the global response be should the DPRK launch an armed attack on a 

neighboring state? 

• Are negotiations or threats and sanctions more likely to resolve the situation? 

1.6 Key Terms 

• Intercontinental Ballistic Missile (ICBM) 

• Nuclear Warhead 

• Terminal High Altitude Defense System (THAAD) 

• Sunshine Policy 

• Juche 

• Nuclear Non-Proliferation Treaty 

1.7 Resources  

• https://missilethreat.csis.org/country/dprk/ 

• http://www.38north.org/2015/02/jlewis020515/ 

• http://www.cnn.com/2017/04/16/opinions/north-korea-military-parade-explained/ 

• http://www.bbc.com/news/world-asia-17399847 

• http://www.cnn.com/2017/04/21/asia/japan-north-korea-options/index.html 

• https://www.theatlantic.com/international/archive/2017/03/china-north-korea-kim-jong-

un-nuclear-beijing-pyongyang-thaad/519348/ 

• http://www.bbc.com/news/world-us-canada-40492702 

• http://www.bbc.com/news/world-asia-39216803 

https://missilethreat.csis.org/country/dprk/
http://www.38north.org/2015/02/jlewis020515/
http://www.cnn.com/2017/04/16/opinions/north-korea-military-parade-explained/
http://www.bbc.com/news/world-asia-17399847
http://www.cnn.com/2017/04/21/asia/japan-north-korea-options/index.html
https://www.theatlantic.com/international/archive/2017/03/china-north-korea-kim-jong-un-nuclear-beijing-pyongyang-thaad/519348/
https://www.theatlantic.com/international/archive/2017/03/china-north-korea-kim-jong-un-nuclear-beijing-pyongyang-thaad/519348/
http://www.bbc.com/news/world-us-canada-40492702
http://www.bbc.com/news/world-asia-39216803
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• https://www.nytimes.com/2017/03/11/world/asia/us-south-korea-thaad-antimissile-

system-china.html  

• https://www.nytimes.com/2017/02/17/world/asia/north-korea-nuclear-threat.html 

• https://web.ics.purdue.edu/~wggray/Teaching/His300/Resolutions/1950-6-25-UNSC-

82.pdf 

• http://afe.easia.columbia.edu/main_pop/kpct/kp_koreaimperialism.htm 

• http://www2.law.columbia.edu/course_00S_L9436_001/North%20Korea%20materials/3.

html 

• http://large.stanford.edu/courses/2017/ph241/min2/ 

• https://www.theguardian.com/world/2013/jul/18/history-north-korea-arms-dealing 

• https://www.washingtonpost.com/news/monkey-cage/wp/2017/07/26/why-is-putin-

backing-north-korea-to-build-up-russia-as-a-great-power/?utm_term=.a61728a642ff 

• http://foreignpolicy.com/2017/05/19/moons-secret-weapon-is-sunshine-south-korea-kim-

jong-un/ 

• http://www.koreatimesus.com/the-background-controversy-and-implications-of-the-

thaad-missile-system-deployment-in-s-korea/ 

• Other Resources: 

o Podcast: Arms Control Wonk 

https://www.nytimes.com/2017/03/11/world/asia/us-south-korea-thaad-antimissile-system-china.html
https://www.nytimes.com/2017/03/11/world/asia/us-south-korea-thaad-antimissile-system-china.html
https://www.nytimes.com/2017/02/17/world/asia/north-korea-nuclear-threat.html
https://web.ics.purdue.edu/~wggray/Teaching/His300/Resolutions/1950-6-25-UNSC-82.pdf
https://web.ics.purdue.edu/~wggray/Teaching/His300/Resolutions/1950-6-25-UNSC-82.pdf
http://afe.easia.columbia.edu/main_pop/kpct/kp_koreaimperialism.htm
http://www2.law.columbia.edu/course_00S_L9436_001/North%20Korea%20materials/3.html
http://www2.law.columbia.edu/course_00S_L9436_001/North%20Korea%20materials/3.html
http://large.stanford.edu/courses/2017/ph241/min2/
https://www.theguardian.com/world/2013/jul/18/history-north-korea-arms-dealing
https://www.washingtonpost.com/news/monkey-cage/wp/2017/07/26/why-is-putin-backing-north-korea-to-build-up-russia-as-a-great-power/?utm_term=.a61728a642ff
https://www.washingtonpost.com/news/monkey-cage/wp/2017/07/26/why-is-putin-backing-north-korea-to-build-up-russia-as-a-great-power/?utm_term=.a61728a642ff
http://foreignpolicy.com/2017/05/19/moons-secret-weapon-is-sunshine-south-korea-kim-jong-un/
http://foreignpolicy.com/2017/05/19/moons-secret-weapon-is-sunshine-south-korea-kim-jong-un/
http://www.koreatimesus.com/the-background-controversy-and-implications-of-the-thaad-missile-system-deployment-in-s-korea/
http://www.koreatimesus.com/the-background-controversy-and-implications-of-the-thaad-missile-system-deployment-in-s-korea/
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2 Topic 2 – Promoting Stability and Deterring Extremism in the 

Middle East 

2.1 Topic Overview 

The mission of the United Nations Security Council (UNSC) is to maintain international 

peace and security. Because of frequency conflicts, lack of stability in some parts, and diminished 

security for many living in the region, this falls under direct purview of the UNSC. Delegates 

should aim to promote peace and security in the region while respecting state sovereignty, as 

Middle Eastern states have resented high levels of Western involvement in the past. 

In recent history, the Middle East has been a relatively unstable region due to power 

struggles, wars, foreign involvement, and internal conflicts. This instability has then led to a rise 

in extremism that has fostered violence with ramifications around the world. As such, the UNSC 

must address violence from extremist organizations as well as state sponsorship of terrorism, 

among other related topics. 

2.2 History and Background 

The relevant modern history of the Middle East begins with the Ottoman Empire. Due to 

several factors, the Ottoman Empire found itself entangled in the great violent dispute now known 

as World War I. Due in part to being on the losing side, the Ottoman Empire crumbled and 

dissolved.1 

Toward the end of World War I, two powers on the winning side, the United Kingdom and 

France, entered into an agreement known as the Sykes-Picot Agreement. This 1916 treaty between 

the two Western states dividing large parts of the Middle East into British and French spheres of 

                                                 
1 https://www.britannica.com/place/Ottoman-Empire/The-decline-of-the-Ottoman-Empire-1566-1807 
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influence. More recently, the Sykes-Picot Agreement has been blamed for causing conflict over 

the next century by creating borders across ethnic or sectarian lines.2 

After the conclusion of World War II, a rush of new states in the region declared 

independence from their colonizers. The first included Lebanon, Syria, Jordan, Iraq, and Israel. In 

1947, the UN proposed the Partition of Palestine. This proposal by the United Nations sought to 

end the British Mandate in Palestine and separate Palestine into a Jewish state and an Arab state. 

The proposal was widely rejected by Arab leadership, citing the need for self-determination in the 

region.3 The 1948 Arab-Israeli War soon followed the Partition plan. In response to the state of 

Israel declaring its independence, a league of Arab states invaded Israeli territory. The war was a 

10-month conflict in which Egypt, Jordan, and Syria invaded Palestine and attacked Jewish 

settlements. In the end, Israel forced out the invaders and controlled 60% of the land designated as 

the Arab state in the Partition Plan.4 

In 1967, the 6-Day War broke out between Israel and the surrounding Arab states. Israel 

launched a supposed pre-emptive strike on Egyptian air bases and invaded the Sinai Peninsula. In 

response, Egyptian President Nasser convinced Jordan and Syria to attack Israel. After a week of 

fighting, Israel occupied East Jerusalem, the West Bank, and the Golan Heights5. 

In 1979, the Iranian Revolution marked another important development in the history of 

the region. The United States-supported Muhammad Reza Shah Pahlavi was overthrown and 

replaced by the Ayatollah Ruhollah Khomeini, a revolutionary leader, with widespread support 

                                                 
2 https://www.britannica.com/event/Sykes-Picot-Agreement 
3 http://www.history.com/this-day-in-history/u-n-votes-for-partition-of-palestine 
4 https://history.state.gov/milestones/1945-1952/arab-israeli-war 
5 https://www.britannica.com/event/Six-Day-War 
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among the population. After the fact, Iranian policy shifted toward anti-Western with the 

establishment of the Islamic Republic.6 

Following the Iranian Revolution, Iraq Sunni leader Saddam Hussein feared an uprising 

like that in Iran. Also wishing to take the oil-rich Iranian territory called Khusestan Province, Iraq 

attacked, sparking the 1980 Iran-Iraq War, and was quickly repelled. Over the course of 8 years, 

Iraq, supported by the United States, the Soviet Union, France, and many Arab states, turned to 

attacking civilians and chemical weapons. Iran famously resorted to minefield clearing human 

waves of Basaji foot soldiers. In the end, around one million people lay dead.7 

In 1990, just a couple of years after the conclusion of the Iran-Iraq War, the Persian Gulf 

War began in Kuwait and Iraq. The Persian Gulf Wars was a response by coalition forces, led by 

the United States, to the Iraqi invasion and occupation of Kuwait. Coalition forces drove Iraq out 

of Kuwait and restored power to the Kuwaiti monarchy. In Iraq, Saddam Hussein remained in 

power, and UN sanctions hit Iraq.8 

Sometime after the end of the Persian Gulf War, there began a trend in the globalization of 

Islamic extremist groups promoting terrorism. Osama bin Laden’s Al-Qaeda played a large role in 

this globalization, which saw an increase in the willingness of organizations to strike targets 

outside of their immediate geography, a phenomenon illustrated by Al-Qaeda’s attack on the 

World Trade Center towers in New York City on September 11th, 2001. This globalization revealed 

a new focus against Western imperialism.9 

A few short years after the World Trade Center attacks came the American invasion of 

Iraq. Allegedly suspecting that Saddam Hussein’s government was in possession of Weapons of 

                                                 
6 https://www.britannica.com/event/Iranian-Revolution-of-1978-1979 
7 https://www.britannica.com/event/Iran-Iraq-War 
8 https://www.britannica.com/event/Persian-Gulf-War 
9 http://www.pbs.org/wgbh/pages/frontline/shows/target/etc/modern.html 
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Mass Destruction, the United States invaded Iraq and overthrew the regime, installing in its place 

a new Western-friendly government and constitution, and Saddam Hussein was eventually 

sentenced to death by the new government.10 

In 2010, an ideological wave now known as the Arab Spring began. The Arab Spring 

consisted of a series of revolutions, protests, and uprising in Arab countries in North Africa and 

the Middle East, beginning in Tunisia. While the various revolutions differed, some of the common 

goals of Arab Spring demonstrations were shared, including democratization, free elections, and 

human rights.11 

Among the more recent hot topics in the Middle East is the rise of the Islamic State of Iraq 

and the Levant, more commonly known as ISIL or ISIS. For the last several years, ISIL has become 

the face of extremism in the Middle East. Among ISIL’s activities include territorial takeover in 

Iraq, ethnic cleansing in northern Iraq, and bombings and shootings in Western world from 

Belgium to the United States. In addition, ISIL has played a sizeable role in the Syrian Civil War, 

attempting to take and hold territory in the chaos. More recently, Iraq and the United States have 

had more success against ISIL militarily, partially due to ISIL’s preference for holding territory, 

making the group vulnerable to air strikes.12 

2.3 Current Events 

Currently, several large issues plague the Middle East. One of the largest and most impactful 

is the Syrian Civil War. In addition to being highly impactful regionally and globally, it is also 

immensely complicated conflict with numerous parties involved. The first major party is the 

Bashar al-Assad regime, the ruling Ba’ath Party, which has run the Syrian government for many 

                                                 
10 https://www.britannica.com/event/Iraq-War 
11 http://www.bbc.com/news/world-12482291 
12 https://www.youtube.com/watch?v=pzmO6RWy1v8 
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years and has received support in the conflict from Iran, Russia, and Hezbollah. Assad’s 

government has oppressed and launched attacks – including the use of chemical weapons – on 

civilians and rebels during the conflict, with sarin gas attacks having been reported. The Free 

Syrian Army (FSA) is a somewhat loose rebel group whose goal is to overthrow the Assad regime. 

Jihadists from all over the Middle East who have traveled to Syria to join the fight against Assad 

support the FSA. Somewhat after the beginning of the conflict, ISIL joined the conflict, attempting 

to conquer new territory within Syrian borders. In addition, the Kurds, a semiautonomous nation 

and ethnic group split between Syria, Turkey, Iraq, Iran have seceded from Syria and are fighting 

for an independent state. Turkey, generally supporting the FSA against the Assad regime, has 

nominally sided with the United States, but has signaled its priorities by bombing Kurdish groups 

and not launching attacks on ISIL. The United States is also a significant party in the conflict. 

While backing FSA rebels in overthrowing the Assad regime is goal of the United States, its 

primary objective in Syria is to combat ISIL. Vladimir Putin’s Russia has stated that it will work 

with the United States against ISIL in Syria, but Russia has conducted more attacks against the 

rebels than against ISIL.13 

Another significant issue in the region is the ongoing Israel-Palestine conflict. The conflict 

has extremely deep historical roots, but, for this committee, recent developments are more relevant. 

In 2014, the Islamist group Hamas launched rockets into Israel, and Israel retaliated, leaving 64 

dead Israeli soldiers, 7 Israeli civilians, at least 1460 Gaza civilians out of 2101 total Gaza deaths. 

Hamas has built extensive influence in Gaza and holds de facto control and leadership in Gaza. In 

addition to rocket attacks, Hamas has reportedly built tunnels, presenting Israel with significant 

                                                 
13 https://www.youtube.com/watch?v=JFpanWNgfQY 
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security threat14. Additionally, Israeli civilians have increasingly begun to settle in communities 

in the West Bank, citing reasons ranging from religious to increased quality of life15. UNSC 

Resolution 2334 declared the settlements illegal and called for their dismantling16. Israeli PM 

Netanyahu has dismissed the idea of succumbing to UNSC demands. In July 2017, IDF and 

Jerusalem police set up metal detectors at the entrance of al-Aqsa Mosque, leading to mass unrest 

and police brutality.17 

Another modern Middle Eastern issue is nuclear proliferation. Many states suspected Iran of 

attempting to develop a nuclear weapon in recent years because of the creation of uranium 

enrichment facilities. This led to sanctions by the United States, the European Union, and the 

United Nations that froze Iranian assets overseas and closed international markets to Iranian oil. 

In 2016, negotiators from the P5 countries (United States, United Kingdom, France, China, and 

Russia) and Germany agreed to end sanctions in return for Iran making significant changes to its 

nuclear program and accepting international oversight for 15 years.18 

Further South in the region, another civil war rages in Yemen. The Abdrabbuh Mansour 

Hadi-led Yemeni government, backed by a coalition headed by Saudi Arabia, has been locked in 

a struggle with the Houthi rebels, representing Yemen’s Zaidi Shia minority. The Houthis are 

attempting to overthrow the government, and they have seen some success in taking the capital 

Sanaa and forcing President Hadi to flee. According to estimates, over half of the casualties have 

come from Saudi air strikes. The conflict has led to a massive humanitarian crisis in what was 

                                                 
14 https://www.washingtonpost.com/news/morning-mix/wp/2014/07/21/how-hamas-uses-its-tunnels-to-kill-and-

capture-israeli-soldiers/?utm_term=.09d4be3ca08a 
15 https://www.youtube.com/watch?v=E0uLbeQlwjw 
16 https://www.un.org/press/en/2016/sc12657.doc.htm 
17 https://www.theguardian.com/world/2017/jul/25/israel-metal-detectors-removed-from-holy-site-in-jerusalem 
18 http://www.bbc.com/news/world-middle-east-33521655 
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already one of the Arab world’s poorest states, and Yemen continues to be a hotbed for extremist 

activity and terrorist groups.19 

Extremism is an extremely pressing issue in the Middle East. Overall, several larger groups 

remain at the forefront of extremism. The most prevalent in the region now is the Islamic State of 

Iraq and the Levant (ISIL). The group began as an offshoot of Al Qaeda in Iraq, but Al Qaeda cut 

ties in 2014. ISIL rose to prominence when it took Mosul and cities in Western Iraq. In addition 

to seizing territory, ISIL has perpetrated beheadings, destruction of historical sites and Mosques, 

widespread ethnic cleansing in Iraq, and several attacks in the United States and Europe.20 

Al Qaeda is a militant Sunni organization founded in 1988 by upper class Saudi Osama bin 

Laden. Over the years, Al Qaeda has been responsible for many large scale international attacks, 

including 1998 bombings on US embassies, 9/11 attacks in United States, which catalyzed War on 

Terror led by US President George W. Bush. Although the organization remains relevant to the 

issue of extremism, it has become less centralized since the death of bin Laden21. 

Though smaller in scale, there are two organizations of particular note in the Israel-

Palestine conflict: Hamas and Hezbollah. Hamas is a Sunni fundamentalist group based in 

Palestine. Hamas holds de facto control of Gaza strip and has significant influence in Palestinian 

government. The group’s military wing has been known to launch attacks in Israel22. Hezbollah is 

a group based in Lebanon that has launched numerous attacks in Israel and fought the Israeli 

military in the 2006 Lebanon War23. Hezbollah has been supported by Iran since its inception. 

Both organizations have significant social arms, providing social services such as hospitals and 

                                                 
19 http://www.bbc.com/news/world-middle-east-29319423 
20 http://www.cnn.com/2015/01/14/world/isis-everything-you-need-to-know/index.html 
21 https://www.theguardian.com/world/2008/jul/13/history.alqaida 
22 http://abcnews.go.com/International/israel-gaza-conflict/story?id=24552237 
23 http://www.nytimes.com/2011/01/16/weekinreview/16worth.html 

http://www.bbc.com/news/world-middle-east-29319423
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schools to civilians. Other smaller groups of note are Ansar al-Sharia, the Al-Nusra Front, and 

JRTN. 

While extremism is a substantial issue on its own, the sponsorship thereof by sovereign 

states is a significant issue as well. While the world of state-sponsored terrorism is undoubtedly 

one in which it is difficult to gain accurate information, and many such activities likely go 

unnoticed. However, there are certain links that are more established and have received significant 

media coverage. Iran is a state that frequently arises in conversations about state-sponsored 

terrorism, most notably for its continual support of Hezbollah in Iran’s hegemonic struggle with 

Israel. More recently, such activities associated with the state of Qatar have received media and 

diplomatic attention. Qatar is accused of directly or indirectly financing the Al-Nusra front, leading 

to a diplomatic incident with a bloc of countries in the region led by Saudi Arabia24. Saudi Arabia 

itself, however, has been implicated in funding extremist organizations in the past, most notably 

Al Qaeda.25 

2.4 Bloc Positions 

2.4.1 Western Bloc 

The Western Bloc is vehemently opposed to the use of chemical weapons. Furthermore, it 

believes enough evidence exists to hold the Syrian government accountable for its actions. The 

Western Bloc generally supports the rebels in the Syrian Civil War and is willing to act to combat 

the rise and spread of extremism. While similarities do exist, the United States tends to back Israel 

more often than other members of the Bloc. 

Key Members: United States, United Kingdom, France, Italy, Japan, Sweden 

                                                 
24 https://www.vox.com/world/2017/6/6/15739606/saudi-arabia-ties-qatar-trump 
25 http://www.brownpoliticalreview.org/2014/12/financing-terrorism-saudi-arabia-and-its-foreign-affairs/ 
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2.4.2 Russian Bloc 

The Russian Bloc maintains that the standard of the evidence against the Assad regime is 

not high enough to enact sanctions of any kind at this point. This Bloc is also generally in favor of 

combatting extremism. 

Key Members: Russia 

2.4.3 Arab Bloc 

As its citizens are among the most affected, and because ISIL could inspire further 

extremism seeking to undermine their governments, the Arab Bloc is severely opposed to the rise 

of ISIL, and is amenable to action against it. The Arab Bloc generally supports the rights of the 

Palestinian people and is opposed to Israeli settlement in the West Bank. 

Key Member: Egypt 

2.5 Discussion Questions 

• What can be done at the UNSC level to combat the immediate threat of ISIL? What 

policy prescriptions might help save the lives of Iraqi and Syrian civilians and military 

personnel in the region? 

• Are there virtual or cyber solutions available to combat or disrupt ISIL operations and 

recruitment practices? 

• What are some of the policy lessons from more stable areas, such as the Gulf States in the 

region that are scalable to other geographies? 

• What should UNSC policy be in Syria? Is peacekeeping intervention appropriate? 

• How should the UNSC respond to past and future use of chemical weapons by the Syrian 

government or other actors? 
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• What policies are appropriate to reduce the role of national leadership in financing 

extremist activities while minimizing infringement on national sovereignty? 

• How should the UNSC reconcile militant activities performed by groups such as Hamas 

and Hezbollah with their extensive social programs? 

2.6 Key Terms 

• Terrorism 

• Extremism 

• Al Qaeda 

• Arab Spring 

• Bashar al-Assad 

• Free Syrian Army 

• Hamas 

• Hezbollah 

• ISIL 

• Iran Nuclear Deal 

• Sykes-Picot Agreement 

This background guide is an attempt to summarize relevant information on the topic. 

However, considering the vast scope of the topic, there is relevant and critical information that is 

not contained in this guide.  

Some topics in which additional research will be useful because of the complexity: 

• The Syrian Civil War 

• The history and recent developments in the Israel-Palestine Conflict 

• State-sponsored terrorism and the Qatar-Saudi Arabia dispute of 2017 
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• The Yemeni Civil War 

• ISIL activities 

2.7 Resources 

• https://www.britannica.com/place/Ottoman-Empire/The-decline-of-the-Ottoman-Empire-

1566-1807 

• https://www.britannica.com/event/Sykes-Picot-Agreement 

• http://www.history.com/this-day-in-history/u-n-votes-for-partition-of-palestine 

• https://history.state.gov/milestones/1945-1952/arab-israeli-war 

• https://www.britannica.com/event/Six-Day-War 

• https://www.britannica.com/event/Iranian-Revolution-of-1978-1979 

• https://www.britannica.com/event/Iran-Iraq-War 

• https://www.britannica.com/event/Persian-Gulf-War 

• http://www.pbs.org/wgbh/pages/frontline/shows/target/etc/modern.html 

• https://www.britannica.com/event/Iraq-War 

• http://www.bbc.com/news/world-12482291 

• https://www.youtube.com/watch?v=pzmO6RWy1v8 

• https://www.youtube.com/watch?v=JFpanWNgfQY 

• https://www.washingtonpost.com/news/morning-mix/wp/2014/07/21/how-hamas-uses-

its-tunnels-to-kill-and-capture-israeli-soldiers/?utm_term=.09d4be3ca08a 

• https://www.youtube.com/watch?v=E0uLbeQlwjw 

• https://www.un.org/press/en/2016/sc12657.doc.htm 

• https://www.theguardian.com/world/2017/jul/25/israel-metal-detectors-removed-from-

holy-site-in-jerusalem 

https://history.state.gov/milestones/1945-1952/arab-israeli-war
https://www.britannica.com/event/Iraq-War
https://www.youtube.com/watch?v=JFpanWNgfQY
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• http://www.bbc.com/news/world-middle-east-33521655 

• http://www.bbc.com/news/world-middle-east-29319423 

• http://www.cnn.com/2015/01/14/world/isis-everything-you-need-to-know/index.html 

• https://www.theguardian.com/world/2008/jul/13/history.alqaida 

• http://abcnews.go.com/International/israel-gaza-conflict/story?id=24552237 

• http://www.nytimes.com/2011/01/16/weekinreview/16worth.html 

• https://www.vox.com/world/2017/6/6/15739606/saudi-arabia-ties-qatar-trump 

• http://www.brownpoliticalreview.org/2014/12/financing-terrorism-saudi-arabia-and-its-

foreign-affairs/ 

  

http://www.bbc.com/news/world-middle-east-29319423
http://www.cnn.com/2015/01/14/world/isis-everything-you-need-to-know/index.html
http://www.brownpoliticalreview.org/2014/12/financing-terrorism-saudi-arabia-and-its-foreign-affairs/
http://www.brownpoliticalreview.org/2014/12/financing-terrorism-saudi-arabia-and-its-foreign-affairs/
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3 Topic 3 – Improving Cybersecurity to Preserve the Integrity of State 

Elections 

3.1 Topic Overview 

The intersection of cyber security and election integrity has long been a concern for security 

experts and politicians alike.  Traditionally, these concerns have focused on hacking, defined as 

the unauthorized remote access to sensitive systems.  Concerns that a state’s democratic elections 

could be vulnerable to the influence or manipulation from either outside states or internal interests 

is not a new concern. Even in the United States such concerns about the integrity of elections came 

to the foreground following the contentious 2000 presidential election results, and the continued 

use of electronic voting machines has caused fears that the ballot machines themselves could one 

day be breached by politically motivated hackers.  However, over the last several years the specter 

of a new form of “soft hacking”, a combination of manipulating online news feeds (“fake news”), 

social engineering, and conventional hacking to obtain compromising information on candidates 

to alter the outcome of elections have been increasingly discussed within the security 

community.       

 Concerns about the legitimacy of elections pose an existential threat to democratic 

societies. If elections are regularly perceived as having been compromised, then they will lack 

legitimacy in the eyes of their citizens.  If efforts to secure elections are too restrictive, they 

threaten to undermine free and open societies.  While cybersecurity will play a critical role in 

ensuring electronic voting systems and political organizations, addressing other unconventional 

efforts to manipulate elections occurring online is also required.  The continued legitimacy of 

democratic political systems has become dependent upon addressing these vulnerabilities.   
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3.2 History and Background 

 During the Cold War era, direct election manipulation was a difficult proposition even for 

advanced nations, but it was neither unheard of nor particularly rare.  The manpower and resources 

required to impact entire electorates were prohibitive and difficult to orchestrate in a clandestine 

fashion. Instead, the traditional actors compromising the integrity of state election were political 

parties within the state itself, either through voter suppression, threats of violence against political 

opponents, or outright rigging of the results.  Put another way, the greatest threat to the integrity 

of elections has historically come from within the state itself.  While outside influence could upend 

governments and the outcome of elections, they typically had to do so through direct military 

intervention or state-sponsored coups.  During this era, the power dynamic was also one-sided, 

with larger states exerting influence over the elections of weaker states in order to keep them in 

their spheres of political influence.  

 Following the end of the Cold War, concerns about election interference from world 

powers gradually gave way to an emphasis on ensuring the integrity of elections in the fledgling 

democratic governments of Asia, Eastern Europe, and Africa.  As before, threats to the integrity 

of elections were centered upon internal threats and authoritarian governments.  However, 

following the 2000 and 2004 U.S. Presidential Elections, which saw some of the first uses of 

electronic voting machines, security experts began to discuss the possibilities of a new form of 

election manipulation: hacking.  Although these machines offered ease of use and the ability to 

quickly return results, electronic ballot machines had an unproven track record, and the exact 

extent of their vulnerability was unknown, making many suspicious of their reliability.  Despite 

these concerns and absent a proven instance of tampering or hacking, the cyber security world 
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gradually returned its focus towards securing the system that controlled physical infrastructure 

(such as power plants, pumping stations, and power grids) from attacks. 

3.3 Current Events 

 Since 2014, a new strain of attacks against elections has emerged, targeting democratic 

states across Europe.  This time, however, the lines of attack would take a very different approach: 

rather than attempting to remotely access and manipulate votes on election machines, or arming 

political opposition groups, these new attacks on elections came over a previously unsuspected 

platform: social media.  This new form of attack on election systems involved a mixture of social 

engineering and conventional intelligence operations, a use of fake accounts over social media 

(“bots”), and, in some instances, a relatively limited use of hacking of political communications 

systems.  The advent of social media had unwittingly created a new vulnerability for democratic 

societies, and adversaries were no longer as interested in remotely accessing physical infrastructure 

as they were in manipulating the information streams of the populace. 

 Many of the first known instances of this new effort to undermine democratic elections and 

governments occurred within Ukraine beginning around 2004.  During the contentious election 

between Viktor Yushchenko (a pro-Western politician), and Viktor Yanukovich (a pro-Russian 

politician) for Prime Minister in 2004, election observers noticed unusual numbers of ballots being 

cast in pro-Yanukovich areas of the nation, ultimately swinging the election in his favor after a 

contentious election26.  However, the Ukrainian supreme court ordered the initial election results 

thrown out and the election was held again, this time yielding victory for Yuschenko.  While 

Yanukovich won the following 2010 election, after his administration was ousted during the 2014 

Euromaidan Revolution fears that elections were once again being interfered with arose during the 

                                                 
26 https://www.theatlantic.com/magazine/archive/2004/12/ukraines-orange-revolution/305157/ 

https://www.theatlantic.com/magazine/archive/2004/12/ukraines-orange-revolution/305157/
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occupation of Crimea by Russian forces and the subsequent Crimean referendum to join the 

Russian Federation held in 2014.27 

 In a similar fashion, Hungarian, Polish, and Czech politicians from radical or extremist 

parties have recently become suspected of coming under the influence of outside actors, 

particularly Russia.  Unlike the suspected vote manipulation that occurred within Ukraine, these 

efforts have sought to empower radical political parties, as many of which have suddenly changed 

positions to align with a pro-Moscow set of policies following interactions with Russian oligarchs 

or state figures.28 

 

These radical political parties may also receive financial support from Russian donors to 

organize protests or for election campaigns supporting pro-Russian/anti-NATO and anti-EU 

candidates29.  Once infiltrated through donors or intelligence members, the goal of the Kremlin 

                                                 
27 http://www.bbc.com/news/world-europe-26606097 
28 http://www.atlanticcouncil.org/blogs/ukrainealert/from-russia-with-hate-the-kremlin-s-support-for-violent-

extremism-in-central-europe 
29 https://www.nytimes.com/2017/05/28/world/europe/slovakia-czech-republic-hungary-poland-russia-agitation.html 

http://www.bbc.com/news/world-europe-26606097
http://www.atlanticcouncil.org/blogs/ukrainealert/from-russia-with-hate-the-kremlin-s-support-for-violent-extremism-in-central-europe
http://www.atlanticcouncil.org/blogs/ukrainealert/from-russia-with-hate-the-kremlin-s-support-for-violent-extremism-in-central-europe
https://www.nytimes.com/2017/05/28/world/europe/slovakia-czech-republic-hungary-poland-russia-agitation.html
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then shifts to controlling and radicalizing the political party’s platform and its messaging in 

elections. Finally, the objectives shift towards activating the political party to disrupt the politics 

of the targeted nation.  While these efforts have yielded less dramatic results relative to Ukraine to 

date, they are believed to be part of a broader effort to influence the political landscape in Former 

Soviet Union states.   

 Efforts in Europe to impact elections have not been exclusively through direct political 

contact or financial influence.  Social media, as mentioned before, has opened new avenues to 

influencing the outcome of elections by influencing electorates directly.  One such front where 

attempts to alter the political landscape has been Lithuania, where online activists and botnets 

(networks of automated accounts that post specific types of content on social media) located 

outside the country have been particularly focused on spreading anti-NATO messaging among the 

Lithuanian people.  These efforts have been so intense that Lithuanian citizens (calling themselves 

“elves” to counter pro-Russian “trolls”) have begun organizing and fighting back against the 

propaganda online.30 While it may be tempting to dismiss such efforts as harmless, Lithuania 

regards such efforts as “active measures”, a term from the Cold War which references “political 

warfare” conducted by Russian intelligence outfits, a high-level national security 

threat.  Governments targeted by such efforts often are unsure of how to respond, and it falls to 

online militias of civilians to attempt to push back against foreign influencers.  In many cases, such 

active measures also are designed to appeal to extremist groups to undermine or weaken 

democratic nations by instigating political violence within the targeted nation (as was the case in 

Ukraine).     

                                                 
30 http://www.thedailybeast.com/the-baltic-elves-taking-on-pro-russian-trolls 

http://www.thedailybeast.com/the-baltic-elves-taking-on-pro-russian-trolls
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More subtle forms of attempted social engineering over social media appears to be 

targeting the credibility of civic institutions in democratic states.  In a peculiar set of instances, 

some organization on Twitter were noted to be infrequently reporting fictitious disasters or terrorist 

attacks against the United States under the guise of being a media company.  One such event on 

September 11th, 2014 saw botnets pushing the #ColumbianChemicals hashtag on Twitter, 

accompanied by posts describing a fictitious chemical plant incident, complete with edited video 

clips masquerading as legitimate on-scene coverage31.  Subsequent hoaxes conducted by a related 

group of Twitter accounts attempted to spread manufactured news coverage of an Ebola outbreak, 

a police shooting in Atlanta, as well as faked coverage of an attack on the White House which 

reported that (then) president Obama was injured32.  Eventually many of these efforts were traced 

back to a private company operating out of St. Petersburg, Russia. The Russian government 

publicly denies any affiliation with that organization.33  

 While many of these efforts to influence elections occur in public spaces on the internet, 

there is also a trend to utilize hacking to alter election outcomes. In the last few years there were 

three prominent attacks launched by groups believed to be affiliated with the Russian government 

to infiltrate and retrieve information from pro-Western political parties in Germany, France, and 

the United States.  In Germany, hackers attempted to penetrate computer networks located at the 

Bundestag and were believed to be targeting networks associated with Angela Merkel’s Christian 

Democratic party34.  In a similar, and more successful attack against the United States, the 

Democratic Party suffered a hacking attack to penetrate the computer systems of the Democratic 

                                                 
31 https://www.nytimes.com/2015/06/07/magazine/the-agency.html 
32 http://www.telegraph.co.uk/finance/markets/10013768/Bogus-AP-tweet-about-explosion-at-the-White-House-

wipes-billions-off-US-markets.html 
33 https://www.nytimes.com/2015/06/07/magazine/the-agency.html 
34 http://www.nbcnews.com/storyline/hacking-in-america/timeline-ten-years-russian-cyber-attacks-other-nations-

n697111 

https://www.nytimes.com/2015/06/07/magazine/the-agency.html
http://www.telegraph.co.uk/finance/markets/10013768/Bogus-AP-tweet-about-explosion-at-the-White-House-wipes-billions-off-US-markets.html
http://www.telegraph.co.uk/finance/markets/10013768/Bogus-AP-tweet-about-explosion-at-the-White-House-wipes-billions-off-US-markets.html
https://www.nytimes.com/2015/06/07/magazine/the-agency.html
http://www.nbcnews.com/storyline/hacking-in-america/timeline-ten-years-russian-cyber-attacks-other-nations-n697111
http://www.nbcnews.com/storyline/hacking-in-america/timeline-ten-years-russian-cyber-attacks-other-nations-n697111
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National Committee as well as the email systems of the campaign staff.  Recovered emails were 

subsequently leaked via media outlets to weaken the Democratic candidate Hillary 

Clinton35.  Most recently, French candidate Emmanuel Macron was also targeted by an attack 

when in May of 2017 his campaign’s email systems were penetrated36.  Once again, the attackers 

released the emails to the media in an apparent effort to influence the elections.  

 Taken together, these incidents reveal a series of new methods to influence elections by 

foreign state actors, as well as private citizens. These methods utilize conventional cyber security 

exploits to penetrate secure systems of political opponents to obtain compromising material on 

them, coupled with programs to infiltrate political organizations and foster extremist or anti-

Western political organizations within democratic governments.  These efforts to undermine the 

integrity of elections are as much a product of cyber security vulnerabilities as they are feats of 

social engineering and conventional intelligence tradecraft.  However, a large element that enables 

the success of these efforts is their ability to target key political blocs in democratic states with 

specifically curated information over social media (via filter bubbles) which has initially been 

obtained through hacking to provoke a destabilizing effect on democratic governments.  These 

efforts also appear to target civil institutions to undermine public confidence in democratic 

governments, subsequently stirring unrest and resentment against specific political parties. 

It should be noted that while many intelligence organizations around the world have identified 

the actors in most of these activities as being affiliated directly or indirectly with the Russian 

government, the Russian government vehemently denies any involvement except to suggest that 

such actors are most likely private citizens who are interested in foreign affairs.37 

                                                 
35 https://www.dni.gov/files/documents/ICA_2017_01.pdf 
36 http://www.reuters.com/article/us-france-election-macron-leaks-idUSKBN1812AZ 
37 https://www.nytimes.com/2017/06/01/world/europe/vladimir-putin-donald-trump-hacking.html 

https://www.dni.gov/files/documents/ICA_2017_01.pdf
http://www.reuters.com/article/us-france-election-macron-leaks-idUSKBN1812AZ
https://www.nytimes.com/2017/06/01/world/europe/vladimir-putin-donald-trump-hacking.html
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3.4 Bloc Positions 

3.4.1 NATO Members (France, United Kingdom, United States, and allies) 

Nations affiliated with NATO or the European Union regard these efforts to compromise 

democratic elections in the Americas and Europe as a serious issue, due to the high level of 

importance these states place on democracy. Most of the intelligence agencies of these states 

believe the activities originate from the Russian government.  The European members of NATO 

and the Security Council regard these efforts to manipulate elections as a serious threat, and agree 

with their intelligence communities that the culprits are primarily Russian in origin. However, the 

leadership of the United States disputes the degree of the involvement of the Russian government, 

asserting that it is not possible to know whom, if anyone, was behind the hacking attacks in the 

United States38.  The United States intelligence community, conversely, appears to have consensus 

that the attacks are Russian in origin.39 

3.4.2 Russia and allies 

The Russian government denies any involvement in any purported efforts to undermine 

elections in NATO countries.  Such efforts, if they ever happened, are most likely attributable to 

individuals and private citizens.   

3.4.3 China 

The Chinese government is skeptical of the claims being made about election interference 

by foreign states40.   

                                                 
38 https://www.washingtonpost.com/world/heres-whats-at-stake-whentrump-finally-meets-

putin/2017/07/07/a5c577d2-627c-11e7-80a2-8c226031ac3f_story.html?utm_term=.0a9ee549e6cb 
39 https://www.usatoday.com/story/news/politics/2017/07/28/john-kelly-recently-broke-trump-russia-election-

hacking/521844001/  
40 https://www.youtube.com/watch?v=FN2tdJDqI4k 

https://www.washingtonpost.com/world/heres-whats-at-stake-whentrump-finally-meets-putin/2017/07/07/a5c577d2-627c-11e7-80a2-8c226031ac3f_story.html?utm_term=.0a9ee549e6cb
https://www.washingtonpost.com/world/heres-whats-at-stake-whentrump-finally-meets-putin/2017/07/07/a5c577d2-627c-11e7-80a2-8c226031ac3f_story.html?utm_term=.0a9ee549e6cb
https://www.usatoday.com/story/news/politics/2017/07/28/john-kelly-recently-broke-trump-russia-election-hacking/521844001/
https://www.usatoday.com/story/news/politics/2017/07/28/john-kelly-recently-broke-trump-russia-election-hacking/521844001/
https://www.youtube.com/watch?v=FN2tdJDqI4k
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3.5 Discussion Questions 

• Is it genuinely a problem if foreign powers are working to support domestic political 

parties because they share common policy agendas?  Is democracy compatible with 

foreign influence? 

• How can democracies protect themselves against information operations and other efforts 

to undermine their elections without limiting personal freedoms or democratic principles? 

• What does it mean for democratic societies if these methods can be used by anyone to 

influence the outcome of democratic elections, including activist groups or even 

individuals. 

• Given that a common component of these efforts to influence elections occur over social 

media, what steps can democratic states take to limit their impact without curtailing 

political freedoms? 

• How can democratic states encourage or foster cognitive security among their 

populations to make them more resilient to cyber-attacks on elections without depriving 

them of free choice? 

3.6 Key Terms 

• Cyber Security 

• Kompromat 

• Information Operations 

• Algorithmic Bias 

• Filter Bubbles 

• Social Engineering 



 

 

UNSC 2017 

39 

 

3.7 Resources 

• “White House officials tricked by email prankster”.  CNN.  Web.  August 1, 

2017.  https://amp.cnn.com/cnn/2017/07/31/politics/white-house-officials-tricked-by-

email-prankster/index.html 

• “Repetition boosts lies — but could help fact-checkers, too”.  Poynter.  Web.  May 30, 

2017.  http://www.poynter.org/2017/repetition-boosts-lies-but-could-help-fact-checkers-

too/460552/ 

• “From Russia With Hate: The Kremlin’s Support for Violent Extremism in Central 

Europe”  Atlantic Council.  Web. May 17, 

2017.  http://www.atlanticcouncil.org/blogs/ukrainealert/from-russia-with-hate-the-

kremlin-s-support-for-violent-extremism-in-central-europe#.WRyxWr7Xec5.twitter  

• “The Weaponization of Information: The Need for Cognitive Security”.  Rand 

Corporation.  Web.  April 27, 2017  https://www.rand.org/pubs/testimonies/CT473.html  

• “The Agency”  New York Times.  Web.  June 2, 

2015.  https://www.nytimes.com/2015/06/07/magazine/the-agency.html  

• “Voting Machine Hackers Have 5 Tips to Save the Next Election” Wired.  Web.  June 8, 

2017.   https://www.wired.com/story/voting-machine-hackers-5-tips  

• “The Baltic Elves Taking on Pro-Russian Trolls”.  The Daily Beast.  Web.  March 20, 

2016.  http://www.thedailybeast.com/the-baltic-elves-taking-on-pro-russian-trolls  

• “The activity of pro-Russian extremist groups in Central-Eastern Europe”.  Political 

Capital Policy Research and Consulting Institute.  Web.  April 28, 

2017.    http://www.politicalcapital.hu/hireink.php?article_read=1&article_id=933 

https://amp.cnn.com/cnn/2017/07/31/politics/white-house-officials-tricked-by-email-prankster/index.html
https://amp.cnn.com/cnn/2017/07/31/politics/white-house-officials-tricked-by-email-prankster/index.html
http://www.poynter.org/2017/repetition-boosts-lies-but-could-help-fact-checkers-too/460552/
http://www.poynter.org/2017/repetition-boosts-lies-but-could-help-fact-checkers-too/460552/
http://www.atlanticcouncil.org/blogs/ukrainealert/from-russia-with-hate-the-kremlin-s-support-for-violent-extremism-in-central-europe#.WRyxWr7Xec5.twitter
http://www.atlanticcouncil.org/blogs/ukrainealert/from-russia-with-hate-the-kremlin-s-support-for-violent-extremism-in-central-europe#.WRyxWr7Xec5.twitter
https://www.rand.org/pubs/testimonies/CT473.html?adbsc=social_20170429_1472021&adbid=858445795825139713&adbpl=tw&adbpr=22545453
https://www.nytimes.com/2015/06/07/magazine/the-agency.html
https://www.wired.com/story/voting-machine-hackers-5-tips
http://www.thedailybeast.com/the-baltic-elves-taking-on-pro-russian-trolls
http://www.politicalcapital.hu/hireink.php?article_read=1&article_id=933


 

 

UNSC 2017 

40 

 

• “Assessing Russian Activities and Interference in Recent US Elections” National 

Intelligence Council.  Web.  January 6, 

2017.  https://www.dni.gov/files/documents/ICA_2017_01.pdf 

• “Was It a 400-Pound, 14-Year-Old Hacker, or Russia?”  New York Times.  Web.  January 

6, 2017.  https://www.nytimes.com/interactive/2017/01/06/us/russian-hack-evidence.html  

https://www.dni.gov/files/documents/ICA_2017_01.pdf
https://www.nytimes.com/interactive/2017/01/06/us/russian-hack-evidence.html

	unsc.pdf
	UNSC 2017.pdf
	e7edcccf-49f3-45f6-a0c2-9b0532b3b70f.pdf
	UNSC INTRO LETTER.pdf



