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Dear Ms. Scichilone, 

February 22, 2020 
Your Reference Number: PIA-001221-A 

Further to your correspondence received in our office on October 20, 2020, this letter responds to your 

recommendations and requests for additional information about Immigration, Refugee and Citizenship 

Canada's (IRCC) Privacy Impact Assessment (PIA) on the Use of Computer Analytics in IRCC's Temporary 

Resident Visa (TRV) Program, specifically, the China model. 

In order to provide a comprehensive response to each element raised, they have been organized below 

under separate individual headings. 

Thank you for the review of our PIA. We are actively working on the mitigations and your 

recommendations. We are in a state of constant improvement when it comes to our models and are 

always looking for ways to improve on our processes, so we appreciate your feedback. 

Current status of the nine risks identified in the PIA and mitigation updates. 
The Advanced Analytics Solution Centre (A2SC), formerly known as the Advanced Analytics Lab (AAL), 

undertook the development and deployment of the China model, a formal project led by IRCC's Projects 

Branch. As part of that project, nine PIA risks were tracked as project risks to ensure appropriate 

management and mitigation. Below is a table to summarize the current state of the mitigation plans for 

each of the identified risks. 

Risk Risk Title Mitigation Status 
No. 

1 Changes to Officer Rules and Complete 
Tier 1 Rules A formal Officer of Record Procedure document was 

finalized in January 2020 and is used for changes to rules to 
ensure legal and privacy requirements are met and that 
Standard Operating Practices are available to those involved. 

2 Frequency of re- Complete 
assessment/updates to Officer A2SC has determined that a fixed time schedule is not the 
or Model Rules most effective approach. They continuously monitor the 

model's performance overtime through the quality 
assurance sample, as described in the PIA. If they observe a 
deterioration in performance, they update the model. 
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3 Lack of proper notice to 

applicants when creating 

Model Rules 

4 Lack of proper notice to 

applicants 

5 Lack of privacy protocol 

6 Lack of retention and 

disposition schedule 

7 Unauthorized use of classified 

information 

8 Bin number data entry errors 

9 Lack of appropriate protection 

for SECRET information 

I .t... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Complete 
The Personal Information Bank (PIB) was modified to reflect 

the use of computer analytics and the PIA summary was 

posted on IRCC's external website. 

Ongoing 
The IRCC transparency web page is in approvals with Senior 

Management and will be posted on IRCC's external website 

once secured. 

Complete 
The PIB and privacy notice were updated in 2018 and the PIA 

Summary was posted by IRCC online in 2020. A public news 

release or other deliverable on IRCC's use of Analytics will be 

satisfied through the mitigation effort under item 3 above. 

Ongoing 
Privacy documents are being developed to address use and 

access to the Exploration Zone as it relates to model 

development. These key guiding documents will form the 

foundation for privacy considerations in current and future 

model development. Preliminary legal advice has been 
provided in relation to the Exploration Zone and Enterprise 

Data Warehouse and further advice is under development 

with Legal Services. 

Completed 
A retention and disposition schedule has been created. 

Completed 
Bin assignments are anonymized using orglD which are not 

visible to anyone outside the client screen. 

Ongoing 
An intake request to automate bin entry to reduce human 

data entry errors was submitted through a new intake 

process. It is anticipated that this will be completed by 

March 31, 2021, however there is uncertainty of this 

effective date due to requests for COVID-19-related 
initiatives taking priority within the department. 

Completed 
Appropriate actions to protect Secret information are in 

place and regular security training for A2SC is conducted 

with all new staff. 
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PIA on TRV application process 

At this time, IRCC has not done a PIA on the entire TRV application process. IRCC has done smaller PIAs 

on different elements of the TRV application process that have been submitted to your office. We 

appreciate the recommendation and the importance of it, and wish to inform you that we are going 

through a privacy modernization exercise that will include the development of a PIA program forward 

plan. We expect the TRV program will be at the top of the plan. We would be happy to discuss our plans 

for these privacy assessments with you once we have had the opportunity to make a full assessment 

and develop a strategic path forward. 

Update on the development of a Privacy Protocol and other privacy guidelines developed for the 

Exploration Zone 

As discussed with your office in late 2019, IRCC's Privacy, Policy and Governance Unit has drafted three 

guidance documents around the Access to, Use of, and the Data within the Exploration Zone (EZ). The EZ 

is a non-administrative area in which data scientists explore data to develop models. Together, the three 

documents can be considered a Privacy Protocol or a Privacy Framework to satisfy certain privacy 

considerations in and around the EZ. Following the approval of the privacy guideline documents, any 

required changes to the current processes will be implemented to align with the guidelines. 

We are in the final stages of development on these guidance materials, having recently initiated the 

internal consultation process with all key stakeholders. It is anticipated to have the final documents in 

place by the end of the 2020-2021 fiscal year, and we will certainly share the documents with your office 

for your information. 

Technical briefing 

We had the technical briefing in December 2020, and following the briefing, your office provided no 

additional recommendations. 

That IRCC continually consider mechanisms to achieve as much transparency as possible 

Multiple groups within IRCC including A2SC, Strategic Planning and Policy, Communications, Legal and 

Privacy have agreed upon a transparency webpage to tell the public what we are and are not doing 

when it comes to computer analytics. The webpage is titled "Digital Transparency," it is written in easy

to-understand language and it explains how the technology is being used in the TRV line of business, 

how it supports IRCC employees (it does not replace them), how it never automatically makes final 

decisions on applications (refusals or approvals), and how it is reviewed regularly. It further explains 

how past and future applicants' personal information may be used to inform this as well as future 

models and links to the PIA Summaries page. 

The website is currently in the final stages of approvals. Once it is online, we will continue to regularly 

update and expand it. The intent is to have it regularly updated with more information to both educate, 

and also inform the public on how IRCC is responsibly using disruptive technology like advanced 

analytics and artificial intelligence. 
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How IRCC would manage inappropriate disclosure and/or access to bin names and/or 

descriptions 

Very early in the project, to address risk #7 of the PIA, officers stopped entering bin numbers in GCMS. 

Instead, they are only entering "organization numbers", also called an "orglD". An orglD is a 13-digit 

alphanumeric code such as 0123456789123. The number has no meaning, it is merely an identifier. 

OrglDs are used by officers to identify applications for a wide variety of purposes, not just for computer 

analytics. For example, applications that are part of an ongoing investigation can be assigned a common 

orglD to facilitate searches in the system. OrglDs can also be used to distribute workloads to specific 

officers or offices. This means that an application can have more than one orglD assigned to it, and that 

an orglD is not necessarily indicative of risk or any other factor that would affect the administrative 

decision. 

In the context of the China model, each bin has a corresponding orglD. Applications triaged to a given 

bin will have the same orglD attached to them. However, neither the Canada Border Services Agency 

nor the Canadian Security Intelligence Service would be able to interpret what the orglD means since no 

text descriptor is attached to the orglD in the application data visible to them. In other words, we have 

successfully "anonymized" the bin assignments. 

The definition of what each of the orglDs means in relation to the bin numbers is highly restricted. 

Although stored in GCMS, it is limited to only those specific managers and officers who require that 

information to do their jobs. Other organizations do not have access, nor do most IRCC employees, 

including A2SC staff. Since orglDs are widely used at IRCC for a variety of purposes, and the meaning of 

the orglDs that are linked to the model's bin assignments is restricted, the risk of a privacy breach on bin 

numbers is very low. 

Processes to ensure Cognos reports are purged from C drives. IRCC should undertake regular 

audits to ensure reports have not been inappropriately retained 

The daily Cognos reports that are produced by the model are transitory and are retained for five days 

and then automatically purged, with no ability to recover them from an operations level. Please note 

however that these reports can be re-created by A2SC if required for litigation purposes only. When 

users attempt to open a report that is more than five days old, they get an error message that says the 

report no longer exists. Furthermore, not all processing officers have access to the daily reports - only 

those specific officers who are trained to use the reports have access and they use the reports only to 

enter the model triage results into GCMS. At this time, systematic auditing of the reports does not 

occur; however ad hoc checks have shown the reports to be destroyed as planned. 

Reminder about data minimization 

We agree with the recommendation to minimize the use of personal information to protect privacy. 

This is the approach we take, as even from simply a practical data science perspective, including 

unnecessary information in the production models would only deteriorate system performance without 

any benefit. We are currently working on a multi-year analytics governance initiative and we anticipate 

that one of the results will be formalizing the concept of data minimization in computer analytics and 

artificial intelligence model development. 
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We would like to thank you once again for your thorough and comprehensive feedback on our PIA on 

the Use of Computer Analytics in IRCC's TRV Program. We look forward to the technical briefing with 

your office. If you have additional questions or further comments on our efforts, you may contact me 

directly simon,cardina!(rudc.gc.ca. 

Sincerely, 

[i In ,aiid 

X Simon Cardinal 

Simon Cardinal 

Chief Privacy Officer 

Signed by: Cardinal, Simon 
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Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

PRIVACY IMPACT ASSESSMENT APPROVAL- NAME OF DEPT. 

Use of Advanced Analytics in IRCC Programs 

The following signature represents a commitment by 

the Government Official Responsible for the PIA to 

comply with sections 4 to 8 of the Privacy Act and the 

related privacy policy requirements outlined in the PIA 

as they relate to the administration of the identified 

program or activity. 

Operations 

JAN 3 1 2019 

Date 

Note: Responsibility for sections 4 to 8 of the Privacy 

Act rests with all employees of government 

institutions that handle personal information. Officials 

who manage such programs and activities are 

responsible for ensuring that such requirements are 

implemented as part of the administration of the 

program or activity. 

Protected B 1 

The following signature represents a 

commitment by the Head of the institution or 

his/her delegate(s) who is responsible for 

establishing personal information banks in 

accordance with section 10 of the Privacy Act. 

Corporate Services 

JAN 1 8 2019 

Date 

Note: Under the Privacy Act, the Head or his/her 

delegate(s) is responsible for complying with 

legal and relevant privacy policy requirements 

related to the approval and registration of 

personal information banks 
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GCDOCS # 257626945 

In 2017, the Ministerial mandate letter for the Minister of Immigration, Refugees and Citizenship states 

that Immigration Refugees Citizenship Canada (IRCC) should work on reducing application processing 

times, on improving the Department's service delivery and client services to make them timelier and less 

complicated, and on enhancing system efficiency including the asylum system. More specifically, IRCC 

should work to increase efficiencies in the coming years to coincide with the continuous increase in 

Temporary Resident (TR) application volumes. 

The Department has prioritized specific objectives to meet the Minister's mandate, including: 

1. Faster and more effective visitor screening; 

2. Evidence-based decision making; and 

3. Improved client service 

To meet these objectives, the Operations Sector is planning and implementing multiple projects and 

program enhancement initiatives, jointly referred to as the Temporary Resident Volume Management 

(TRVM) Initiative. One of the critical new projects under the TRVM Initiative is the use of Advanced 

Analytics (AA) to support application processing and risk identification. 

AA, which is comprised of both predictive and prescriptive components1, consists of using computer 

technology to analyze past behaviors, with the goal of discovering patterns that enable predictions of 

future behaviors. With the aid of a team of computer science, data, IT and program specialists, AA may 

result in the creation of a model that can perform risk triage and enable automated approvals on a 

portion of cases and only certain determinations (but not the final decision), thereby achieving 

significant productivity gains and reducing processing times. AA can also be used to detect potential 

fraudulent behaviour or misrepresentation, thereby strengthening program integrity. 

In FY 2016-17, OPP's Advanced Analytics Lab (AAL) began developing and testing the use of analytics to 

achieve productivity and integrity goals within several IRCC lines of business (LoBs). The long-term goal 

of the AA project is to reach a fully integrated automated process, including decision-making up to 

eligibility in certain LoBs. While a full enterprise solution including GCMS integration may be possible in 

the future, it is beyond the scope of the current project. 

1 Predictive Analytics: brings together advanced analytics capabilities spanning ad-hoc statistical analysis, 

predictive modeling, data mining, text analytics, optimization, real-time scoring and machine learning. These tools 

help organizations discover patterns in data and go beyond knowing what has happened to anticipating what is 

likely to happen next. 

Prescriptive Analytics: Prescriptive Analytics is an advanced analytics technology that can provide 

recommendations to decision makers and help them achieve business goals by solving complicated optimization 

problems. 

Definitions from IBM: https://www.ibm.com/analytics/data-science/predictive-analytics 

Protected B 2 Canada 
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The use of analytics is specifically mentioned in the Treasury Board Secretariat (TBS) Directive on Privacy 

Impact Assessment as a trigger for the development of a Privacy Impact Assessment (PIA). Specifically, a 

PIA is required when a program or activity is 'substantially modified'; 'substantial modification', as 

defined by the Directive, includes 'the use of automated or technological means to identify, create, 

analyze, compare, extract, cull, match or define personal information'. Therefore, a PIA was determined 

a necessary component to the deployment of AA. 

The scope of this PIA focuses on three integral components of utilizing AA. First, this PIA assessed the 

creation and use of rules created by a dedicated and collaborative analytics team using industry

standard analytics software for the China pilot. The creation of rules by the team/analytics software 

(herein called the Model Rules) utilize approximately three years of historical applications 

to identify trends, patterns, and 

commonalities in prior approved and refused applications. The resulting Model Rules are used in the 

processing of future applications for grouping or sorting into three tiers. Applications identified as Tier 1 

include factors/characteristics that are most likely to result in a positive eligibility decision by IRCC. Tier 

3 applications include factors/characteristics that a re more likely to result in a negative eligibility 

decision by IRCC. And lastly, Tier 2 applications represents two groups of application types: (1) those 

whose applications are somewhat likely to result in a negative eligibility decision (less likely than Tier 3); 

and (2) those applications that do not meet any of the rules for Tier 1, Tier 2, or Tier 3. 

Tier 2 and Tier 3 files are processed by officers like applications that include an eligibility determination 

and an admissibility determination2
. The identification of these applications as Tier 2 or Tier 3 allows 

IRCC to ensure the applications are processed by a senior officer (PM-03 versus a PM-01) using long

established Standard Operating Procedures {SOPs). In contrast, for Tier 1 applications, each file is not 

reviewed by an officer to assess the merits of eligibility. The eligibility determination is automated by 

the model. Applications in all Tiers undergo an admissibility review and determination as is done for all 

applications and this is performed by an officer. In short, the use of the AA Model Rules sorts files based 

on complexity into three tiers, automates the eligibility determination in Tier 1, and leaves eligibility 

determination to be made by officers in Tiers 2 and 3. In all Tiers, admissibility review and 

determinations are made by officers. 

It is important to note that IRCC is not subjecting Tier 2 and Tier 3 files to new verifications or additional 

checks that are not found in the traditional file processing. The Model Rules are applied so that Tier 1 

applications can be processed more efficiently by removing eligibility determination tasks and 

automating the eligibility decision itself; and Tier 2 and Tier 3 rules are applied to assist in assigning 

those more complex cases to senior officers. In Tier 2 and 3 officers then conduct a review of the file 

and make both the eligibility and admissibility determinations. 

z While the CBSA is ultimately responsible for an admissibility determination (at the Port of Entry), IRCC's 

processing officers must consider eligibility and admissibility in the processing of all immigration applications. 

Protected B 3 
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Part 4.1 of the Immigration Refugee Protection Act (IRPA) provides authority to use electronic means to 

administer the Act (section 186.1). Section 186.1(5) specifically authorises the use of electronic and 

automated system for examinations and decision-making. It states that an officer may use such systems 

to conduct examinations and make decisions. A Director General (DG) level IRCC official has reviewed 

and approved the Model Rules and is the officer making the eligibility determination using those Model 

Rules. 

Second, this PIA assessed the creation and use of Officer Rules, which are rules created by Canadian 

officials in-country (e.g. China) that are utilized to identify applications which must be reviewed by an 

officer and are not being processed by the Model Rules. The Officer Rules are used as an initial triage: 

applications must be assessed to determine if an Officer Rule applies before the Model Rules are 

applied. If an Officer Rule applies, the application is processed by an officer using long-established SOPs; 

no new checks or scrutiny is applied. 

As IRCC deploys analytics to other countries {this PIA is limited to China TRV), the Officer Rules will vary 

from one country to another but are anticipated to always include a combination of two types of rules: 

1. Administrative Rules: identifies common, and mostly honest, mistakes made by applicants that 

require an officer to review the application. For example, an Officer Rule may be used to 

identify individuals who have submitted two or more applications. As IRCC will not process 

more than one application at a time, this hypothetical administrative rule would remove the 

application from being scored by the AA Model Rules and be assigned to an officer for 

processing. 

2. High-Risk Rules: country-specific risk factors that identify applications more likely to be refused. 

Examples of high-risk rules are not provided in the body of this PIA as they have been classified 

as SECRET; however, they are provided in SECRET Annex D. 

Similarly, the Model Rules will also vary from one country or region to another based on the historical 

records utilized in developing the rules. 

Third, this PIA assessed the procedural steps followed by IRCC staff in the processing of applications 

using the Officer Rules and Model Rules. The first iteration of this PIA is limited to China Temporary 

Resident Visa (TRV) e-Applications which are processed by IRCC's Operational Support Centre (OSC} and 

Case Processing Centre in Ottawa (CPC-0). Therefore, this PIA documents and analyzes the processing 

of a China TRV e-Application wherein the Officer Rules are applied as a triage; subsequently, any files 

not triaged/diverted to an officer for processing, are sorted using the Model Rules for placement into 

Tier 1, 2, or 3. 

November 2017 China TRV Pilot 

IRCC's assessment and deployment of AA in its LoBs has been approached with great care and thorough 

assessment. The Department has been diligent in analyzing and assessing the use of Officer Rules and 

Model Rules and in the creation of the IT solution to support the creation, exploration, and use of 
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analytics. Prior to the March 2018 deployment of the Model Rules for China, IRCC tested the use of 

Officer Rules and Model Rules on China TRV e-Applications for approximately one month in November 

2017. The Pilot, which included Quality Assurance/Quality Control of the rules, revealed the rules were 

accurate in identifying applications that are more likely to be approved and refused. Most importantly, 

as it relates to the objectives of the TRVM Initiative, the use of the Model Rules improved processing 

times by 400% (Tier 1). 

Future Use of AA and PIA Schedule 

This is the first of multiple PIAs that will be authored to support the use of analytics in IRCC's three LoB

lmmigration, Citizenship, and Passport. At the writing of this PIA, IRCC anticipates similar Officer and 

Model Rules will be deployed for India TRV, as well as Student Permits (China and India). The creation 

and use of Officer Rules and Model Rules in these immigration application types are highly likely to 

follow a similar process as China TRV (as assessed in this PIA}. The only anticipated difference going 

forward for these immigration application types is that the rules will change so that they are country

specific. 

Additionally, IRCC anticipates AA will be used in identifying risk factors within applications submitted 

under the Citizenship Program and Passport Program. At the onset of AA being used for these two 

programs, IRCC does not anticipate they will support automated decision-making. Those rules and 

procedures are anticipated to be moderately different than those for immigration as they are different 

LoB and are more focused on risk factors than finding commonalities and factual patters in approved 

applications. However, at the writing of this PIA, these are only assumptions. 

Ultimately, IRCC is committed to providing appropriate and timely PIAs regarding the use of analytics 

within its programs. Furthermore, IRCC desires an efficient and effective means of completing and 

submitting PIAs to the Office of the Privacy Commissioner (OPC). Therefore, going forward, when the 

future deployment of AA can be assessed by submitting minor adjustments to this PIA, IRCC will do so. 

As an example, IRCC deployment of AA for India TRV will be nearly identical to this PIA (China TRV); so 

much so that a separate PIA may be unnecessary. Therefore, this PIA has been structured so that future 

uses of AA may be analyzed through updates to this PIA and not separate/stand-alone PIAs. For India 

TRV, IRCC anticipates a cover letter and updated Annexes will be submitted; an annex for the India 

Officer Rules and a separate annex for the India Model Rules. This Annex approach for the streamlining 

of future PIAs was reviewed with the OPC who had no objection to the approach. 

Alternatively, while updates to this PIA may be feasible for some programs/use of analytics, it may not 

be feasible for all. The use of AA in the Citizenship Program and Passport Program may not include 

enough similarities to adhere to the Annex approach to future PIAs. Ultimately, IRCC will utilize the 

most effective and efficient means of analyzing privacy risks as it further deploys AA in its LoBs; the 

current schedule and strategy are outlined in the table below. 

Protected B 5 
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Future Use of Analytics and Estimated Deployment Timelines 

Analytics Initiative Estimated Deployment Timeline 

Citizenship Risk Triaging Summer/Fall 2018 

India TRV (e-applications) Summer/Fall 2018 

China Student Permits (e-
Winter2018 

applications} 

India Student Permits (e-

applications} 
Winter 2018 

Passport Program Risk Triaging Summer 2019 

Privacy Risk Analysis 
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Tentative PIA Update Strategy 

Update to this PIA/Separate PIA 

Annex Approach 

Annex Approach 

Annex Approach 

Update to this PIA/Separate PIA 

In analyzing the privacy risks, some key conclusions emerged. First, regarding 'how the model was 

created', this PIA thoroughly analyzed the datasets used and whether IRCC has the legal authority to use 

those datasets in an analytics capacity. The analysis led to several conclusions: {1) IRCC use of AA 

within dedicated portions of its Enterprise Data Warehouse (EDW} uses only immigration application 

data3 from its current system and historical systems4, therefore, no privacy risks were identified related 

to inappropriate or unauthorized collections/uses of data in the creation of Model Rules; (2) knowing 

that the data being used was entirely comprised of immigration application data, this PIA turned to the 

question of whether legal authority exists for the use of that data for an analytic purpose. It was 

concluded by IRCC that the use of historical records to create the Model Rules is a 'consistent use' of the 

application information submitted by those applicants. More specifically, when personal information is 

used to create analytics models it is being used either: 1. for its original purpose or 2. for a secondary 

purpose that is consistent with the original purpose as there is a sufficiently direct connection between 

the original purpose and the secondary use. 

In addition, in terms of the authorities to use analytics and use personal information to develop analytics 

models, recent amendments in the IRPA provide express authority for automated processing. This 

includes the use of analytics in the processing of applications are relevant. Part 4.1 of IRPA came into 

force in September 2017 providing broad Ministerial authorities for the use of technology. Part 4.1 in 

general, and ss. 186.1(1} and ss.186(5) specifically, provide the legal authority for IRCC to utilize analytics 

in the processing of applications. Sub-section 186.1 states 'The Minister may administer this Act using 

electronic means ... ' and ss. 186.1(5) states 

'for greater certainty, an electronic system, including an automated system, may be used 

by the Minister to make a decision or determination under this Act, or by an officer to 

make a decision or determination or to proceed with an examination under this Act, if the 

system is made available to the officer by the Minister.' 

3 When creating the model for China TRV, only historical China TRV applications were used. 
4 As reflected in Section of this PIA, the Model Rules are created using records from GCMS, FOSS, CAIPS, and CPC; 

all lRCC immigration systems. 
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Section 7{b) of the Privacy Act authorizes use for a purpose that falls under section 8(2){b) (i.e. "any 

purpose in accordance with any Act of Parliament or any regulation .... ". This can be relied upon as 

authority for the use and disclosure of personal information in model development when taken together 

withs 186.1(5) of IRPA. 

Summary of Privacy Risks 

This PIA identified nine (9) risks that can, for the most part, be summarized as risks related to a project 

that is being aggressively deployed while the PIA is being authored in parallel. Therefore, the presence 

of nine (9) risks is not surprising. Most of those risks are related to ensuring particular aspects of the 

project are deployed shortly after (within the first six months) the April 2018 deployment of AA for 

China TRV. 

Furthermore, this PIA is a point-in-time document (June 2018) and efforts to mitigate the risks identified 

in this PIA were in process as ofthat time but were not completed. Most of the nine (9) privacy risks 

identified in this PIA will be fully mitigated by the time this PIA is approved and submitted to the OPC. 

Three risks provided some heightened concerns when compared to the other six risks. First, during the 

analysis of the business processes for this PIA, OSC manually records tier/bin assignments in GCMS. !n 

the first two months (approximately), an estimated 5-10 applications were assigned the wrong bin/tier 

number. To address this risk, it is opined that Global Case Management System {GCMS) can automate 

this risk of data entry errors but, as of June 2018, GCMS automation for the use of AA has not been 

contemplated. When data entry is required, it is always subject to human error; however, it is noted 

that the error rate within the OSC has significantly subsided in May/early June when compared to the 

initial weeks of the AA model deployment {April 2018). 

Second, in the early stages of PIA development (December 2017), the Officer and Model Rules were 

treated as Protected B. After further consideration stemming from a risk identified in the first version of 

this PIA, the rules were determined to be SECRET. Subsequently, in this final version of the PIA, a risk 

was identified that a number of IRCC staff/consultants may have historical information stored on their 

local drives, Blackberry devices, laptops, email folders, and other storage devices that contain the 

SECRET Officer and Model Rules. These staff (including the PIA consultant) were previously storing the 

information appropriately when it was designated as Protected, but now that it is SECRET there is a 

need to ensure the appropriate protections are being applied. The protection of those rules from 

criminal organizations, fraudsters, and foreign intelligence services is greatly important to ensure the 

rules are not used as a surreptitious means of gaining entry into Canada for an individual who would 

otherwise be refused entry. Therefore, in addition to addressing historical records of the SECRET 

information, it is recommended that IRCC's Departmental Security Officer (DSO) is made aware of the 

SECRET classification and that security awareness deliverables are developed to ensure consistency with 

those safeguarding measures. 

And third, while the DG of CN formally approved the use ofthe Officer and Model Rules, during the 

course of this PIA being developed, the rules were being changed without approval by the DG of CN. 

Protected 8 7 
Can dl•I a <i-2021-os149-000013 



I .t... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

IRCC has established an appropriate accountability measure related to the use of the rules; The DG of 

CN is the 'Officer of Record' for Tier 1 applications to be auto-approved for eligibility; however, any 

modifications to those rules must follow the established approval process before being placed into 

production. 

It is important to note that these three noteworthy risks are not significant risks from a privacy point of 

view. There is a connection that impacts privacy; however, they likely reflect a heightened risk exposure 

from a project or security point of view. Therefore, while not directly related to privacy it is important 

to identify these issues and resolve them as IRCC lays foundational elements for the use of analytics in 

all three of its programs. 

As it relates to true privacy risks, it is the concluding opinion of the PIA author that IRCC is in a strong 

position (from a privacy perspective} to continue deployment of AA to India and other LoBs. IRCC is 

using information appropriately and legally. It is not utilizing information from any sources other than 

what it normally collects in the processing of a TRV application. There is no collection and use of outside 

data (OGD or third-party data}. The use is automating a portion of the decision to issue a visa with an 

established quality control mechanism in place. And the Department is not disclosing the analytic 

outputs (e.g. which applications were sorted into Tier 2 or Tier3} to other IRCC Programs or OGDs. 

The table below provides a high-level description of each risk; a risk level is assigned to each risk at the 

time the PIA was completed {June 2018) with a corresponding residual risk assessment, which reflects 

the risk level after the recommended risk mitigation activities are completed. Of the nine (9) risks, four 

have been fully mitigated (as recommended in this PIA} during the approval process of the PIA. The 

remaining five risks/mitigation activities are on track for completion before September 2019. 
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Residual Risk Table 

Nature of risk 

Risk #1: There is a risk that Officer Rules and 

Tier 1 rules will be modified/changed by the 

Advanced Analytics Lab (AAL) and operational 

staff (e.g. Beijing office) without following the 

formal 'Officer of Record' approval process 

which has been established for the Officer 

Rules and Tier 1 rules. In early 2018, the 

Director General (DG of the Centralized 

Network (CN) approved the initial version of 

the Officer Rules and Tier 1 rules. However, 

after DG approval, the Beijing Office sent 

new/modified Officer rules to the AAL, and the 

AAL incorporated those changes into the 

Officer rules which were deployed in April 

2018; these changes were made without 

approval from the DG of CN. 

Risk #2: There is a risk that Officer Rules or 

Model Rules will not be re-assessed/updated 

in an acceptable timeframe. At the writing of 

this PIA, a definitive and formalized review 

and update process had not been approved 

for the China TRV Officer Rules. 

Protected B 

Risk Assessment 

Prior to Mitigation 

-- - - -

-
Likely/Low 
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Recommended Mitigating Mechanisms 

It is recommended that changes to the Officer Rules and Tier 1 

rules are prohibited from being deployed without following the 

established 'Officer of Record' approval process. This would 

include adding, modifying, and deleting any of the rules. 

It is recommended that all Officer Rules and Model Rules are 

updated on a frequent basis. If the Officer Rules are 

'situational', meaning the rules are created due to a recent 

trend (e.g. trends/risks identified in the previous 12 months), it 

is recommended that the rules be re-evaluated every six 

Canada 

Residual Risk; Risk 

After Recmnd. 

Mitigation 
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Residual Risk Table 

Risk #3: There is a risk that IRCC created 

Model Rules without providing proper notice, 

as required bys. 5, 9, 10, and 11 of the Privacy 

Act, to those individuals whose files were 

utilized to create the Model Rules. This same 

risk also applies to those applications which 

were processed by IRCC during the November 

2017 China TRV Pilot. 

Risk #4: There is a risk that future TRV e

Applications will be processed using the 

Officer Rules and Model Rules but lack the 

appropriate notice requirements at the time 

the individual completes his/her application. 

This risk is being addressed through three 

deliverables that are at various stages of 

comp Ietion: 

1. The China TRV Application Guide {IMM 

5884) was modified in March 2018 to 

include a notice statement regarding 

IRCC's use of analytics (Completed); 

2. The Privacy Notice Statement (PNS) in 

thee-Application and on the paper TRV 

Application Form (IMM 5257) are in the 

process of being modified to properly 

reflect notice of the use of analytics in 

the processing of applications {In 

Progress; estimated completion August 

2018); and 
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months. Otherwise, it is recommended that the Officer Rules 

are re-evaluated every year. 

It is recommended that IRCC accept this risk but amend the 

relevant Personal Information Banks (PIBs} to reflect this use of 

previously collected application information and consider 

posting a notice to the public on its website regarding the use 

of historical records to create the Model Rules. This could be 

satisfied through the PIA Summary (See Annex K). 

Finalize the PIB and PNS modifications which were in progress 

at the time this PIA was completed (June 2018}; and 

Consider making public a news release or other deliverable on 

IRCC's use of analytics; and 

Approve language in the PIA Summary (See Annex K) that 

promotes transparency related to analytics. 

Canada 

A-2021-067 49-000016 



Residual Risk Table 

3. PIS CIC PPU 068 is being modified to 

include the use of analytics as a 

'Consistent Use' (completed in August 

2018). 

Risk #5: There is a risk that personal 

information used within the Exploration Zone 

is not subject to a privacy protocol as required 

by TBS's Policy on Privacy Protection. 

Risk #6: There is a risk that personal 

information stored/used electronically (EDW 

and Cognos application which contains the 

personal information processed in the Model 

each day) will not be destroyed in accordance 

with an applicable and approved retention 

and disposal schedule. 

Risk #7: There is a risk that IRCC will disclose 

the description/justification of bin 

assignments to users of GCMS who may use 

that information for an unauthorized purpose. 

As detailed in this PIA, the Canada Border 

Services Agency (CBSA) and the Canadian 

Security Intelligence Service (CSIS) have access 

to the 'I MM > TR' Screen (where OSC records 

bin assignments in the 'Organizations and 

Entities' field) to perform their duties under 

IRPA and the CSIS Act. It is opined that CBSA 

and/or CSIS users will eventually ask for the 

meanings of'Bin 1', 'Bin 2' and so on. If the 

description/justification for the Officer Rules 

and/or Model Rules are disclosed to the CBSA 

and CSIS, as provided in the SECRET annexes 

Protected B 

Possible/Medium 
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It is recommended that IRCC author a privacy protocol related 

to the EDW's Exploration Zone. A privacy protocol document is 

required for the exploration zone and is currently under 

development. 

It is recommended that an appropriate retention and disposal 

schedule be approved and assigned to the Exploration Zone, 

Production Zone, and Cognos Report application that should be 

accompanied with procedures to support the deletion of those 

electronic records from the EDW and the Cognos application. 

In the recommendation attached to Risk #9 of this PIA, the 

consultant has recommended security awareness deliverables. 

As part of those deliverables, it is recommended that IRCC 

ensure its staff are aware that bin names/descriptions must not 

be disclosed, including to the CBSA and CSIS. 

It is recognized that any bin assignment recorded on the TR 

application screen in GCMS is accessible to those other 

institutions and applying system restrictions may not be 

feasible. 

Canada 
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Residual Risk Table 

to this PIA, there is a risk that the CBSA and 

CSIS will use that information for an 

unauthorized use; possibly to target those 

individuals or use that data within their own 

predictive analytic modelling. 

Risk #8: There is a risk that individuals will be 

assigned to an incorrect bin number due to 

data entry errors by OSC staff who manually 

record bin assignments for each application. 

Until such time that bin assignments are 

automated by GCMS (a Change Request is in 

the process of being developed but no 

definitive plans as of December 2018), there 

will always be a risk that data entry errors 

could result in incorrect bin assignments. It is 

noted that during the first month of the model 

being deployed for China, approximately 5-10 

files were identified by CPC-0 as having been 

assigned to the wrong bin; however, since the 

initial few weeks, the data entry errors have 

reduced. 

Risk #9: There is a risk that the use of 

analytics and the maintenance of SECRET 

information, which was previously treated as 

Protected B remains in various storage 

locations and is not being afforded 

appropriate protections; e.g. email folders, 

GCDOCS, local drives, Portable Storage 

Devices (PSDs). The potential risk of bin 

numbers/names being disclosed to 

unauthorized persons has significant negative 

consequences to the Department and Canada. 

Protected B 

I .t... lmm1grat1on, Refugees 

T and C1trzensh1p Canada 

lmm1grat1on, Refug1es 

et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

Possible/Medium 

It is recommended that IRCC automate bin assignments in 

GCMS or utilize analytics to create a triage function within 

GCMS. 

Note: a triage function operates as a workload management 

feature allowing applications to be assigned to particular staff 

for a particular need/reason. GCMS currently provides 

automated activities which require files to be reviewed; that 

triage function could be modified to allow for particular users 

to review applications and for bin assignment criteria to be 

added automatically. 

It is recommended that IRCC's Departmental Security Officer 

(DSO} is thoroughly advised of the history related to analytics 

information which is now considered Protected Band SECRET 

and the reasoning behind the SECRET classification. In turn, it is 

recommended that the DSO develop appropriate security 

Possible/Medium awareness deliverables and staff instructions to support 

appropriate safeguards and employee practices regarding the 

handling of the information, including strict restrictions on the 

release of bin descriptions to any IRCC staff or outside 

institutions who do not have the legal authority to collect or 

use this information and who do not meet the 'need to know' 

12 Canada 
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Residual Risk Table 

This risk extends to staff and consultants 

working in/for: AAL, other program officials, 

SIMB/EDW, Shared Services Canada, IRCC 

Legal Services, ATIP, and the PIA consultant. 
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principle. Regarding particular OGD users of GCMS, the 

consultant opines that CSIS and the CBSA would never need to 

know this information; however, the DOJ may require this 

information in advising IRCC and representing IRCC in court 

proceedings. 

Furthermore, it is recommended that IRCC ensure that any 

documents, emails, or presentations detailing the SECRET 

information related to bin names/descriptions are either stored 

appropriately or purged from email folders, local drives, 

GCDOCS, Blackberry devices (or other PSDs), and any other 

storage device/location. 

Canada 
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Immigration, Refugees and Citizenship Canada (IRCC) is analyzing and testing the use of Advanced 

Analytics (AA}, comprised of both predictive and prescriptive components5, to realize operational 

efficiencies and to discover patterns that enable predictions of future behaviors. IRCC is in the early 

stages of testing and deploying the use of AA in its programs. This Privacy Impact Assessment (PIA} is 

being authored to assess the privacy risks associated with the first deployment of AA in the operational 

environment. Based on the future use of AA to support IRCC's processing of immigration, citizenship, 

and passport applications, other stand-alone PIAs or amendments to this PIA will be submitted. 

This PIA has been written to reflect the deployment of AA being used to support the processing of 

various applications from IRCC's three lines of business (LoBs). This initial iteration of the PIA is designed 

to analyze the overall AA initiative itself as well as the initial deployment of AA which will focus on 

Temporary Resident Visa (TRV)6 e-Applications submitted from China. 

In the deployment of AA, two sets of rules are utilized. First, a set of automated triage rules was 

deployed in April 2018 to identify TRV e-Applications submitted from China that meet these rules. The 

automated triage rules, also known as the 'Officer Rules', were created by IRCC's Beijing office using 

statistical information, industry trends, and historical data. Second, after the Officer Rules/triage rules 

are applied, an analytics model will be utilized to identifyTRV e-Applications which meet rules 

established by data analytics software (IBM's SPSS) using industry best-practice methodology. 'Model 

Rules' are created by the SPSS Modeller software using historical data on prior processed TRV 

applications from China. 

This PIA provides an overview as to how the Officer Rules and Model Rules are developed, approved, 

and monitored, as well as a related privacy analysis. Additionally, as these rules are being used in the 

processing of TRV e-Applications originating from China, this PIA also describes and analyzes the work 

flow/procedures utilized by the Operational Support Centre (OSC} and Case Processing Centre in Ottawa 

(CPC-O} which process e-Applications from China and have been designated as the only consumers of 

the Officer Rules and Model Rules. 

5 Predictive Analytics: brings together advanced analytics capabilities spanning ad-hoc statistical analysis, 

predictive modeling, data mining, text analytics, optimization, real-time scoring and machine learning. These tools 

help organizations discover patterns in data and go beyond knowing what has happened to anticipating what is 

likely to happen next. 

Prescriptive Analytics: Prescriptive Analytics is an advanced analytics technology that can provide 

recommendations to decision makers and help them achieve business goals by solving complicated optimization 

problems. 

Definitions from IBM: https://www.ibm.com/ana]ytics/data-science/predictive-ana[ytics 
6 While TRVs may be generically applied to visitors, students, and temporary foreign workers (TFWs), for the 

purpose of this PIA TRVs are limited to those individuals wishing to visit Canada. 
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Ultimately, the goal ofthe Officer Rules and Model Rules are to streamline the processing times of China 

TRV e-Applications by identifying issues within an application that often require an officer's manual 

review and separate those from the files that contain attributes/variables which have a high probability 

of being approved for eligibility to travel to Canada as a visitor. For those in the latter group, the 

eligibility determination is approved without a manual officer review but are still required to go through 

various security checks regarding admissibility, with the admissibility and final decision made by an 

officer in all cases. 

IRCC anticipates that its use of AA in the future will grow. When AA is used, IRCC will ensure an 

assessment will be performed to determine the necessity for a P!A. 

This PIA has been drafted as an evergreen PIA which may be used to support further deployment of AA 

to IRCC programs; specifically, the outline used in this PIA supports the description of Officer Rules, 

Model Rules, and other facets which may change as IRCC's AA activity expands. The privacy analysis for 

future expansion could be documented in this PIA's Annexes and not require other stand-alone PIA. 

However, because the future uses of AA are still being defined, future PIAs may be written as separate 

stand-alone documents and not be positioned as additional annexes to this PIA. 

This PIA is reflective of the use of AA as of June 2018; however, in some areas updates after this date 

have been provided. 

1.1 Immigration, Refugees and Citizenship Canada (IRCC} 

IRCC selects foreign nationals (FNs) as permanent residents (PRs) and temporary residents (TRs) and 

offers Canada's protection to refugees. The Department develops Canada's admissibility policy, which 

sets the conditions for entering and remaining in Canada; it also conducts, in collaboration with its 

partners, the screening of potential PRs and TRs to protect the health, safety and security of Canadians. 

Fundamentally, the Department builds a stronger Canada by helping immigrants and refugees settle and 

fully integrate into Canadian society and the economy, and by encouraging and facilitating Canadian 

citizenship. To achieve this, IRCC operates 29 in-Canada points of service and 71 points of service in 61 

countries. 

IRCC's broad mandate is partly derived from the Department of Citizenship and Immigration Act. The 

Minister for IRCC is responsible for the Citizenship Act of 1977 and shares responsibility with the 

Minister of Public Safety and Emergency Preparedness and the Minister of Employment and Social 

Development for the Immigration and Refugee Protection Act (IRPA), which came into force following 

major legislative reform in 2002. IRCC and the Canada Border Services Agency (CBSA) support their 

respective Ministers in the administration and enforcement of IRPA, as appropriate. These 

organizations work collaboratively to achieve and balance the objectives of the immigration and refugee 

programs. 
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And lastly, on May 8, 2013, primary responsibility for Passport Canada (PPTC) was transferred to IRCC 

from Global Affairs Canada (GAC). The transfer resulted in amendments to the Canadian Passport Order 

which provided the Minister of IRCC to authorize Employment and Social Development Canada (ESDC) 

and GAC to provide service delivery services. As such, ESDC, through its Service Canada (SC) initiative, 

delivers passport services to Canadians domestically, while GAC provides related services at available 

international networks. Through the Passport Program, IRCC facilitates travel for eligible Canadians and 

contributes to a safe and secure travel regime, by safeguarding the integrity of the Canadian passport 

issuance systems and processes and issuing Canadian travel documents that are internationally

recognized and respected. The Passport Program ensures that legitimate travellers are in possession of 

Canadian travel documents, that potential applicants are informed and understand their responsibilities 

in applying for, and possessing, Canadian travel documents, and that the needs of Canadian travel 

document holders are met. 

1.2 Temporary Resident Visa (TRV) 

A TR is a foreign national who is legally authorized to enter Canada for temporary purposes. A FN has TR 

status when they have been found to meet the requirements of the legislation to enter and/or remain in 

Canada as a visitor, student, worker or temporary resident permit holder. Under s. 22 of IRPA, a FN 

becomes a TR if an officer is satisfied that they have applied for that status, have met the obligations set 

out ins. 20(1)(b)7 and are not inadmissible. 

Some visitors to Canada must apply for and obtain a TRV, which is an official counterfoil document 

issued by a visa office that is placed in a person's passport to show that they have met the requirements 

for admission to Canada as a TR. In addition to a TRV, those wishing to come to Canada to work or study 

require a Study Permit (SP} or Work Permit (WP} and may also require a TRV. Because workers and 

students require permits in addition to the TRV, a TRV is commonly referred to as a 'Visitor Visa'. 

An officer must not issue a TRV to a FN unless they are satisfied that the applicant wi!l leave Canada at 

the end of the period authorized for their stay. This authorized period must be temporary, because it 

applies only to TRs. Applicants may intend to eventually apply for permanent residence or, in fact, have 

an application in process, as provided for ins. 22(2). However, the officer must be satisfied that the 

applicant will respect the temporary period of stay that will be authorized upon entry. 

The FN must satisfy both the IRCC officer assessing the TRV application and the CBSA at the port of entry 

(POE) that they have the ability and willingness to leave Canada at the end of the temporary period 

authorized, regardless of a future decision with respect to permanent status. 

1.3 Temporary Resident Volume Management {TRVM) Initiative 

7 IRPA s. 20{1)(b) requires the FN to hold the visa or other document required under the regulations and will leave 

Canada by the end of the period authorized for their stay. 
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In 2017, the Ministerial mandate letter for the Minister of Immigration, Refugees and Citizenship states 

that IRCC should work on reducing application processing times, on improving the Department's service 

delivery and client services to make them timelier and less complicated, and on enhancing system 

efficiency including the asylum system. More specifically, IRCC should work to increase efficiencies in 

the coming years to coincide with the continuous increase in TR application volumes. 

The Department has prioritized specific objectives to meet the Minister's mandate, including: 

1. Faster and more effective visitor screening; 

2. Evidence-based decision making; and 

3. Improved client service 

To meet these objectives, the Operations Sector is planning and implementing multiple project and 

program enhancement initiatives, jointly referred to as the Temporary Resident Volume Management 

(TRVM) Initiative. 

At the request of the Assistant Deputy Minister (ADM), Operations Sector, the Director General (DG) of 

Operations Planning and Performance (OPP) Branch, in collaboration with the DG of the International 

Network (IN) and Centralized Network (CN), is monitoring the progress of these initiatives and arranging 

for recurring reporting to monitor the achievement of these efforts. 

The TRVM-AA is an initiative, which responds to one of the five critical departmental priorities to 

"manage increased temporary resident volumes". Key for the purposes of this PIA is the 

implementation of the use of Advanced Analytics within IRCC. 

Advanced Analytics (AA): AA, which is comprised of both Predictive and Prescriptive components, 

consists of using computer technology to analyze past behaviors, with the goal of discovering patterns 

that enable predictions of future behaviors. With the aid of a team of computer science, data, IT and 

program specialists, AA may result in the creation of a model that can perform risk triage and enable 

automated approvals on a portion of cases, thereby achieving significant productivity gains and reducing 

processing times. 

AA can also be used to detect potential fraudulent behaviour or misrepresentation, thereby 

strengthening program integrity. In FY 2016-17, OPP's Advanced Analytics Lab (AAL} began developing 

and testing the use of analytics to achieve productivity and integrity goals within several lines of 

business. 
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The long-term goal of the AA project is to reach a fully integrated automated process, including decision 

making up to eligibility.8 While a full enterprise solution including GCMS integration may be possible in 

the future, it is beyond the scope of this project. 

1.4 Overview of Model Rules and Officer Rules 

IRCC's deployment of analytics is designed to deploy two sets of analytic rules: 

1. AA Modelling/Model Rules: using Machine Learning (ML) to identify patterns in historical data 

to be used as predictive indicators in the outcome of processing of future applications. For this 

PIA, these analytic-created rules are called the Model Rules; and 

2. IRCC Created Rules/Officer Rules: using historical trend data, IRCC officers assigned to process 

applications in particular regions or countries create rules which must be applied prior to the 

Model Rules. For this PIA, these human-created rules, are called Officer Rules. These Officer 

Rules are not scored by the AA model; instead, applications are sorted/triaged and diverted to 

an officer for review/processing. 

During PIA development, IRCC assessed the Officer Rules and Model Rules to determine the appropriate 

security designation/classification. In that assessment, the Department has classified both sets of rules 

as SECRET, in part, and Protected B, in other parts. Section 4.1 of this PIA describes the specifics 

regarding what is Protected B versus what is SECRET. These two sets of rules are described in detail in 

Annex D (Officer Rules) and Annex E (Model Rules); however, it is noted that a separate SECRET 

deliverable has been created to record necessary PIA information related to SECRET information. All 

SECRET information has been organized in Annexes and will be made available to the OPC upon request. 

1.4.1 Creation of Officer Rules 

All Officer Rules are described in detail, with justification, in Annex D of this PIA. 

1.4.2 Creation of Model Rules 

The use of AA is supported by an analytics software solution of which there are several in the industry. 

IRCC uses IBM's Statistics Program for the Social Sciences (SPSS) to develop the Model Rules. The 

following provides a brief overview of how the application uses historical data to identify and test Model 

Rules. 

Machine learning 

IRCC's use of AA employs Machine Learning (ML), which is a form of Al that lets computers figure out 

how to achieve a goal without explicitly programming every step. Learners analyse large datasets (the 

training data) and infer the best methodology to achieve a given task. For example, a ML program could 

8 The reader is reminded that IRCC is responsible for determining eligibility. Furthermore, it must consider 

admissibility, which is evaluated after determining an applicant's eligibility. However, ultimately, it is the CBSA's 

authority to determine a FN's admissibility to Canada when the FN presents him/herself at a POE. 
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sift through images of cancerous and benign tumours learn how to detect cancer and apply its method 

to a new set of images. 

At IRCC, the computer program uses the 'CS.O algorithm', which organizes variables into decision-trees 

in order to classify them.9 The decision-tree model can be graphically represented as splitting the 

dataset into a series of branch-like segments forming an inverted tree originating with a root node at 

the top (see Image 1 below).10 Each split, where the large data group is broken into progressively 

smaller groups by posing an either-or scenario, is referred to as a node. The bottom nodes of the 

decision tree are called leaves {or terminal nodes}. As an example, in the China TRV model, each node 

represents a fact about the applicant and the leaves represent classes of acceptance or refusals (i.e. the 

percentage of applications with that pattern of facts that were approved by officers in the past). For 

each leaf, the decision rule provides a unique path for data to enter the class that is defined by the 

leaf.11 The leaves are mutually exclusive, i.e. they are designed so that no application could meet the 

conditions of more than one leaf. 

Image 1: Simplified Decision Tree Model 

Decision 
Tree 

root 

Notably, at the writing of this PIA (June2018), IRCC has not used unsupervised Al/ ML nor 'deep 

learning' or a 'neural network' in the China TRV development. The input variables {i.e. the facts about an 

applicant) and that the model considers are manually selected and programmed into the model. The 

9 For a further description of cs.a technology, see 

<https://www. i bm. com/support/know ledgecenter / en/553 RA 7 _ 15. 0. 0/ com. i b m .spss. mod el er .help/ cSOnode _gene 

ral.htm> 
10 Image 1, Simplified Decision Tree Model, available at http://www.aunalytics.com/decision-trees-an-overview/. 
11 Max Kuhn & Kjell Johnson, Applied predictive modeling, 2013 (New York: Springer). 
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Model does not learn to identify new variables on its own, nor does the Model adapt patterns or rules in 

an unsupervised fashion over time. That is, the Model is not learning as it operates and changing Model 

parameters or rules independently. 

Data Gathering 

The analyst must first determine the relevant data to gather in order to build the model. At the writing 

of this PIA, the data sets used to develop the PA Model are those from historical applications received 

and processed. 

Annex F provides a list of tables used in the creation of the country

specific Model Rules. Because historical records are used, several decommissioned systems are used. 

Section 2.1 provides an overview of the systems used. 

For the purposes of IRCC's use and creation of Model Rules, the data is personalized to assist in 

identifying trends or patterns related to some of that data; Annex E provides a detailed description of 

the Model Rules. 

From those systems, a number of data sets (tables) are used to create the Model Rules. Annex F 

provides an overview of the data sets that were used by AAL modellers for each of JRCC's 

regions/countries and/or LoB. 

Data Analysis and Modeling 

Once data sets are identified, they are studied by the modeller in search of 'features' or 'characteristics', 

called variables that can be used to build the Model Rules. The variables/flags are the data fields used to 

find patterns and correlations and make reliable predictions of the outcome. From the various fields of 

information extracted from IRCC records, the analysts must determine which ones are relevant and 

contain reliable and consistent data for modeling purposes. A long list of variables and flags (flags are 

variables with a Yes/No response) is initially used by the analyst but as modeling progresses, 

insignificant or unreliable variables can be deleted and additional variables added as required. 

Variables are assessed with a view to determining their impact on the target variable, or outcome, i.e., 

the piece of information that is being predicted by the model. For instance, in the China TRV model, the 

target variable is an officer's final decision on the facts a given TRV application: approval or refusal of 

the application. 

Training the Algorithm 

The data that are the flags/variables comprising the Model Dataset, including the outcome/decision, are 

used by the advanced analytics software to 'train the algorithm'. The SPSS software tries millions of 

combinations of applicant characteristics (flags/variables) in search of patterns and to assess how they 

correlate with approval or refusal of a given application, i.e. the identified target variable. When it finds 

insightful combinations that repeat and reliably and consistently lead to the same outcome, it 

formulates these patterns as decision rules-the 'Model Rules'. The reliability and consistency of a Rule 

leading to an outcome is referred to as the confidence threshold of the given rule. 
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Modeling in this way provides results in the form of predictions that represent a probability of the target 

variable (i.e. acceptance or refusal of the application) based on estimated significance from a set of 

input variables. 

The training of the algorithm for the model is repeated until it learns the appropriate mapping function 

between the given inputs variables and target variables (acceptance or refusal of the application). In 

essence, the model is detecting and formalizing officers' past decision patterns that lead to the same 

outcome. 

Among the hundreds of rules in the model, those that yielded a very high percentage of agreement in 

favour of a particular outcome (i.e. a high approval rate being a high statistical probability of occurring) 

are kept by the analyst. The reliability and consistency of a given rule leading to an outcome is often 

referred to as the confidence threshold of that rule. IRCC can decide the approval rate threshold it will 

accept in its Model Rules and this will impact the volume of files processed by the Model. It also 

impacts the reliability of the resulting automated determinations or complexity triaging. For example, 

where a Tier 1 model rule has a confidence threshold of 99% it means that 99% of the time an officer 

would have approved eligibility for applications that contain factual information that meets variables 

identified in that rule; conversely, 1% of the time an officer would not have approved eligibility. If IRCC 

decides to use rules that have a lower approval rating {80% or higher versus 90% or higher), a larger 

volume of applications will be auto-approved by the Model Rules compared to manual review by an 

officer, where some would have been refused. 

For the TRV China Model there are three groups of model rules: Tierl, Tier 2 and Tier 3. At the onset of 

using AA in IRCC's workflow, the Department has decided for automated TRV eligibility determinations 

to utilize decision rules which have an overall approval rating equal to or greater than 99%. By using the 

99% threshold, IRCC is limiting the automated eligibility determination based on rules wherein officers 

were virtually unanimous in approving the selected applications as they met the factual criteria 

(variables) identified for these rules. Applications which meet one of these decision rules are referred to 

as Tier 1 applications. Applications that have added complexity where eligibility cannot be automatically 

approved would be sorted into either Tier 2 or Tier 3 based on factual information in the application 

that meets variables identified in one of the rules in either tier. For all Tier 1 files the officer will make 

the admissibility determination and final decision on the application. 

For all Tier 2 and Tier 3 rules, the applications are reviewed by an officer using already existing SOPs who 

decides both eligibility and admissibility. The officer processing a Tier 2 and/or Tier 3 application will not 

know which rule resulted in the application being identified as Tier 2 or 3 or what factual parameters led 

to the sorting into Tier 2 or Tier 3. The officer only knows that the application contains attributes that 

require an officer's review and that it is either a Tier 2 or Tier 3 application. 

All Model Rules are described in detail in Annex E of this PIA. 
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The diagram below provides an overview of how the Officer Rules and Model Rules will be used by 

OSC/CPC-0 to process applications. A more detailed description is provided in the work flow section of 

this PIA. 
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Figure l: General Overview of Officer and Model Rules (TRV Application Process)12 
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12 The diagram above is intended to provide a general overview of the process and, therefore, does not reflect refused applications. The work flows in Section 

3 of this PIA provide that more granular detail. 
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The goal of the AA project is to support the Operations Sector in providing client service and achieving 

integrity risk management outcomes in several LoBs. Wherever possible, the project will seek insights 

and synergies with the other TRVM initiatives. The focus of the AA project is to: 

1. Create an appropriate environment which would enable the AA program to continue to grow. 
This would involve an operational setting to sustain AA thus facilitating innovation and 
transformation of current business processes. 

2. Develop and deploy an automation method, through a phased-in approach for several IRCC LoBs 
which would triage and in some cases automate approvals of simple, straightforward 
applications: 

• China TRV and other application types (SPs); 
• India TRV and other application types {SPs}; and 
• Citizenship & Passport Program risk triage {including Fraud Detection) 

3. Undertake demand forecasting for TR and Citizenship to ensure robust planning. 

1.6 Governance 

The TRVM Initiative has been developed as a special project and entails detailed and documented roles 

and responsibilities. Internal documentation on these roles and responsibilities was reviewed for this 

PIA and is available for the OPC's review; the following represents some of the key governance structure 

elements/responsibilities. 

Project Sponsor 

The ADM of Operations is the Project Sponsor and is responsible for providing funding, project 

leadership, decision-making, and tasking. 

Business Owner 

The DG of OPP Branch is the Business Owner and is responsible for ensuring that the business 

requirements are well defined and that requirements meet the needs of the business. The Business 

Owner's key responsibilities are: 

• Assess and provide leadership for people change management requirements; 

• Develop the Investment Proposal/Business Case and supporting the development of the Project 

Charter; 

• Approve required changes to project scope, cost and schedule; 

• Review and approve project deliverables; 

• Ensure user adoption of the business capacity; 
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• Ensure operational and performance metrics are in place to facilitate the monitoring of system 

performance and undertake any necessary corrections, so as to ensure the intended business 

outcomes are realized; 

• Chair Senior Review Board/Committees, if applicable; and 

• Provide oversight and overall direction to ensure project deliverables progression. 

Project Delivery Lead 

The DG of OPP is the Project Delivery Lead and is responsible for providing senior management 

oversight and delivery of project components centered around project management responsibilities. 

Operational Support Leads 

The Project Operational Support Leads are accountable to the Project Sponsor for key decisions made 

during both the project cycles and steady state of the program. There are various Operational Support 

Leads for the project; specifically, the DG of the following branches: 

• Centralized Network (CN} 

• International Network (IN) 

• Domestic Network {ON} 

• Citizenship and Passport Program Guidance {CPPG} 

• Immigration Program Guidance (IPG) 

• Solutions and Information Management Branch (SIMB) 

• Integrity Risk Guidance Branch (IRGB) 

The key responsibilities assigned to these leads are: 

• Lead the implementation of standard operating procedures (SOPs}/operational requirements 

(e.g. case processing) and operational implementation activities; 

• Provide advice and input throughout project life cycle on IRCC Operations issues, program 

design and implementation; 

• Support the Business Owner in providing leadership for people change management throughout 

project implementation to transition to a program; 

• Actively participate in project governance to provide expert advice on the management of risks, 

issues, timelines, costs and scope; and 

• Accountable for reporting on project progress 

Project Manager (Lead) 

The Director of the AAL acts as the Project Manager (PM) and is authorized to lead the project, within 

identified constraints, on behalf of the Project Sponsor. The PM's prime responsibility is to ensure that 

the project produces the required deliverables within the specified tolerances oftime, cost, quality, 

scope, risk and benefits. The PM is also responsible for the project producing a result capable of 
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achieving the benefits outlined in the IRCC Investment Proposal and ensuing Project Charters and 

Project Briefs. 

The PM is responsible to the Project Delivery Lead far the execution and successful delivery of all 

aspects of the project from initiation through to project close. The PM provides direction ta the project 

teams, monitor progress and ensure the quality of deliverables and products. 

The PM's responsibilities include: coordination across delivery partners; feasibility of project strategies; 

adequacy of the overall project plan and progress; and timely resolution of project risks and issues with 

partners. Furthermore, the PM is responsible for the following key project activities: 

• Chair the bi-weekly Project Management Board (PMB) and bi-weekly Risk, Issues and Change 

Meeting, including establishing the agenda, speaking points and approving draft records of 

decision; 

• Manage the production of the required products, taking responsibility for overall progress and 

use of resources and initiating corrective action where necessary; 

• Oversee the project's procedures - risk management, issue and change control, configuration 

management, and communication; 

• Manage the project controls, monitoring and reporting; 

• Advise the Project Management Board (bi-weekly) and Senior Review Board (monthly} of any 

deviations from the plan and issues resolution with partners and timely escalation, as required; 

• Ensure baseline management products, with support from the Project Delivery Office (PDQ), 

reflect the full scope and status of the project 

• Provide strategic guidance far and approve the various project-related reports. 

• Review and approve project management processes and tools 

Information Management/Information Technology OM/IT) Lead 

The IM/IT Lead is the Director of Enterprise Data Warehouse (EDW) within SIMB. As the IM/IT Lead, the 

mare pertinent responsibilities are: 

• Assess the data requirements and establish a database space to support the data acquisition 

and provisioning required for model development and refinement; 

• Prepare SIMB infrastructure ta develop AA capability far model development and deployment. 

• Liaise with AAL project team and report on all technical issues with respect ta Enterprise Data 

Warehouse (EDW) resources, deliverables, status etc. 

• Coordinate the setup of infrastructure hardware and software components for model creation; 

• Ensure the deployment environment and platform is operational and ready for AAL automation. 

• Deploy and monitor model platform in the production environment; 

• Collaborate an the design and development of the data mining and exploration zone; 

• Perform data quality assurance; 

• Develop Test Plans and conduct testing; 
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Other Roles in the TRVM Project Governance Structure 

Additionally, there are the following leads for the TRVM Initiative: 

1. Project Delivery Office 

2. Reporting 

3. Communications 

4. Policy 

5. Legal Services 

6. Finance 

7. Access to Information and Privacy 

8. Procurement 
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Depending on the LoB, a delegated Officer of Record must provide approvals before Officer Rules (See 

Annex D) and Model Rules (seen Annex E) are utilized in AA. For example, in the TR LoB, the DG of 

Centralized Network (CN) is the delegated authority for visa decision-making, therefore, before the 

Officer Rules and Model Rules a re deployed to automate a portion of the decisions made by officers, the 

DG of CN must review and approve of those two sets of rules. Furthermore, any modifications to those 

rules must also be pre-approved by the Officer of Record. 

1. 7 Legislative and Regulatory Authorities 

There are extensive legislative and regulatory requirements related to the processing of TRVs and the 

use of AA. The following is a summary of the relevant sections; this description is not intended to 

address all applications types and exceptions outlined in IRPA or IRPR. Instead, the summary below is 

intended to provide a general overview and foundation for the legal authority for TRV application 

processing and use the Officer Rules and Model Rules within that processing as described in Section 3 of 

this PIA. 

1.7.1 Submit an Application for TRV, Determine Eligibility and Assess Admissibility 

Under s. 11(1) of IRPA, a FN must, before entering Canada, apply to an officer for a visa or for any other 

document required by the regulations. The visa or document may be issued if, following an examination, 

the officer is satisfied that the FN is not inadmissible and meets the requirements of this Act. 

Under s. 20(1) of IRPA, every FN who seeks to enter or re-enter Canada must obtain a visa or other 

document required under the IRPR and will leave Canada by the end of the period authorized for their 

stay. Section 179 of IRPR supports this section of IRPA by requiring IRCC officers to issue a TRV if it is 

established that the foreign national: 
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a. has applied in accordance with these Regulations for a temporary resident visa as a member of 

the visitor, worker or student class; 

b. will leave Canada by the end of the period authorized for their stay under Division 2; 

c. holds a passport or other document that they may use to enter the country that issued it or 

another country; 

d. meets the requirements applicable to that class; 

e. is not inadmissible; 

f. meets the requirements of subsections 30(2) and (3), if they must submit to a medical 

examination under paragraph 16(2)(b) ofthe Act; and 

g. is not the subject of a declaration made under subsection 22.1(1) of the Act. 

Under s. 22(1) of IRPA, a FN becomes a TR if an officer is satisfied that the FN has applied for that status, 

has met the obligations set out in paragraph 20(1}(b), and is not inadmissible. 

A FN is inadmissible on various grounds as specified in Division 4 of IRPA; in summary: 

1. On security grounds, including but not limited to, engaging in terrorism, espionage, acts of 

violence, or is a danger to the security of Canada (s. 34); 

2. On ground related to human or international rights violations (s. 35}; 

3. On grounds of criminality or serious criminality (s. 36}; 

4. On grounds of organized crime (s. 37); 

5. On health grounds when the individual's condition is likely to be a danger to public health, 

public safety or might reasonably be expected to cause an excessive demand on health or social 

services (s. 38); 

6. On financial grounds, which is related to a person's ability and willingness to support themselves 

financially while in Canada (s. 39); 

7. On misrepresentation grounds, which is related to an applicant misrepresenting or withholding 

relevant facts (s.40); 

8. If the FN, through an act or omission contravenes a provision of IRPA (s. 41); and 

9. If the FN has an inadmissible family member, various factors may result in the FN also being 

declared inadmissible (s. 42). 

1.7.2 Use of Advanced Analytics in the TRV Process 

Part 4.1 of IRPA came into force in September 2017 providing broad Ministerial authorities for the use of 

technology. The following excerpts from Part 4.1 provide the legal authority for IRCC to automate 

processing including utilizing rules and analytics tools outlined in this PIA: 

Under ss. 186.1(1), 'the Minister may administer IRPA using electronic means, including as it relates to 

enforcement.' 
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Under ss. 186.1(3), 'for greater certainty, any person or class of persons who are designated as officers 

by the Minister to carry out any purpose of this Act may, in the exercise of their powers or the 

performance of their duties and functions, use the electronic means that are made available or specified 

by the Minister'; and 

Under ss. 186.1(5), 'for greater certainty, an electronic system, including an automated system, may be 

used by the Minister to make a decision or determination under this Act, or by an officer to make a 

decision or determination or to proceed with an examination under this Act, if the system is made 

available to the officer by the Minister.' 

1. 7 .3 Authorized Uses 

IRCC has determined that the use of historical records to create model rules is a consistent use for the 

purposes of s. 7(a) of the Privacy Act. 

Specifically, IRCC has determined that the personal information when used to develop or deploy 

analytics models is a secondary purpose that is consistent with the original purpose as there is a 

sufficiently direct connection between the original purpose of the collection and use for analytics. In 

some cases, it could be considered a use for the original purpose of the collection; fo~ example where 

the Model is used for processing new applications. 

In addition, s. 7(b) of the Privacy Act authorizes use that fall under s. 8(2)(b) which includes purposes in 

accordance with Acts of Parliament. Taken together withs. 186{5) of IRPA this provides authority for the 

disclosure and use of personal information for the development of analytics. 

1.8 Necessity for this PIA 

The use of data analytics is specifically cited as a trigger for the PIA requirement in section 6.3.1 of the 

Directive on Privacy Impact Assessment. In part, this section requires a PIA to be authored 'upon 

substantial modifications to existing programs or activities where personal information is used or 

intended to be used for an administrative purpose' {emphasis added} with Annex A of the directive 

defining 'substantial modification' as follows: 

Refers to a change or an amendment to the privacy practices related to a particular program or activity, 

which is reflected in a PIB description. This includes any change or amendment to the privacy practices 

related to activities that use automated or technological means to identify, create, analyze, compare. 

extract, cull, match or define personal information. [emphasis added] 

Furthermore, the program operations are also in scope for any PIA detailing the use of analytical outputs 

to support an administrative decision. Based on this analysis, the IRCC LoBs which will use analytics 

outputs are subject to an assessment as to how they will collect, use, disclose, retain, and dispose 

analytics output data; meaning the manner in which the programs collect and use the information is 

subject to privacy analysis. 
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The scope of this P!A is designed to assess the privacy risks for the China Pilot associated with the 

following: 

1. The creation and approval of AA Model Rules; 

2. The creation and approval of Officer Rules; 

3. The systems and datasets used in the creation of Model Rules; 

4. The use of model rules in the application processing for which the rules were designed. 

5. The disclosure, retention, and disposal of Officer Rules and Model Rules. 

6. The Enterprise Data Warehouse (EDW), which is being used to create Model Rules and provide 

reports to OSC and CPC-0 re: applications that have met each of the Model Rules. 

Equally important is to identify what is out of scope for this PIA, which is: 

1. Immigration Medical Examinations (IMEs) 

2. Fraud Investigations performed by IRCC's Risk Assessment Unit (RAU); Beijing and CPC-0 

3. Payment of fees associated with the TRV e-Application, including any risk assessment related to 

the use of IRCC's Integrated Payment Revenue System (IPRMS).13 

4. Risks related to MyCIC account creation.14 

5. Security screening activities of IRCC partners regarding immigration applications. 

6. Biographical information sharing with partners/foreign governments.15 

7. While the EDW is in scope, the various systems that populate data in the EDW are not being 

thoroughly analyzed; those systems are GCMS, FOSS, CAPIS, and CPC systems. Moreover, this 

PIA has limited its description of the EDW to information/systems that are used in the Model 

Rules. The EDW has been in existence for over 20 years and contains data from other systems 

which are not utilized in creating the Model or Officer Rules. In the future, if data from other 

source systems in the EDW are used to create other Model Rules, those future PIAs will detail 

the use of those other source systems. 

1.10 Future PIAs/Updates to this PIA 

IRCC is committed to providing appropriate and timely updates to the use of analytics within its 

program. Therefore, this PIA has been structured so that the following types of updates could occur as 

updates to certain sections and annexes: 

13 In 2015, IRCC submitted a PIA on IPRMS which replaced the Department's previous system (Handling Public 

Money- HPM). While out of scope, Section 2 of this PIA provides a brief description as to how IPRMS and Pubic 

Services and Procurement Canada's (PSPCs) Receiver General Buy Button {RGBB) are used in the processing of 

IRCC's e-Application fees. 
14 IRCC authored and submitted a MyCIC Account PIA in 2010 (called PIA on e-Services). This PIA provides a brief 

description how a MyCIC account is created but no privacy risk assessment has been performed within this PIA. 
15 This has been addressed in two previous PIAs on biographic information sharing with the U.S. 
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1. TRV Officer Rules and/or Model Rules are Utilized for Additional Countries/Regions: for this 

type of update, it is anticipated that an update to several annexes will be provided; specifically: 

a. Annex D: Officer Rules 

b. Annex E: Model Rules 

c. Annex F: Data Sets Used in Creating the Model Rules 

d. Annex G: Variables Used in Scoring Future Applications 

e. Annex H: Pilot Results (if applicable) 

f. Annex I: Cognos Reports 

Furthermore, a cover letter to these annexes will reflect, assumedly, that the body of the PIA 

has been reviewed and that no updates are required. If any other updates are required, the 

cover letter may address those additional updates. 

2. Additional Lines of Business (LoBs)/Additional Uses: if !RCC deploys the use of analytics to 

support another LoB, other than TRV, this PIA will be updated; likely in its entirety with a cover 

letter referencing the updates. 

3. Additional Data Sets: There is a possibility that the EDW, specifically the Exploration Zones and 

Production Zones, will incorporate additional data sets/databases. Based on the use of the data 

set, either annexes or the entire PIA will be updated. IRCC is also cognizant that as the analytics 

program continues to grow, legal advice will be obtained to establish the legal authority for 

collecting and using any new data set, especially any data sets which are from outside sources. 

4. Monitoring Activities: After rules have been approved and deployed, IRCC will monitor the use 

of those rules to determine if any risks or issues occur. If any significant issues are identified 

which warrant a substantial modification to the Model(s), including but not limited to the de

activation ofthe model being used, an updated PIA will be authored. Updates based on 

monitoring activities may be performed by IRCC in the form of a letter, an Amended PIA, or an 

update to an Annex(es). 

The table below outlines IRCC plans, as of June 2018, regarding the future use of analytics. 

Table 1: Future Use of Analytics and Estimated Deployment Timelines 

Initiative Estimated Deployment Timeline Tentative PIA Update Strategy 

Annex to this PIA. Note this 

India TRV (e-applications) August 2018 
annex was in the process of being 

approved in parallel to this initial 

PIA. 

China Student Permits (e-
Quarter 4 FY 2018-19 Annex to this PIA 

applications) 

Protected B 37 Can dl•I 

a C::.-2021-os149-000043 



India Student Permits (e-
Quarter 4 FY 2018-19 

applications) 

Passport Program Risk Triaging FY 2020-21 

Citizenship Risk Triaging Q2/Q3 FY 2019-20 
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The Operations Sector will rely on the Solutions and Information Management Branch (SIMB) and the 

Enterprise Data Warehouse {EDW) team to provide basic data and tools to support to OPP's AAL. These 

teams wi!I work to provide a technical solution to develop and deploy analytics models to facilitate the 

processing of TR, Citizenship and Passport applications; build an exploration zone for data mining and 

future model development; support predictive model development; and build a Production Zone for 

deployment of models. 

The deployment of the models will be done through a new system housed in the EDW using a dedicated 

Production Zone {see 2.1.4), and not through GCMS. Once a day, this new system would automatically 

extract relevant data about open applications from the EDW, feed the data to the model, and forward 

the resulting risk assessment of each application to the appropriate processing offices through a 

predefined report template (i.e. Cognos Reports, see 2.1.5). Processing offices would then be able to 

use this information to inform decision making. The Model data, including extracted data, will be stored 

daily in the EDW. 

This section provides a brief description of the EDW and the source systems used to create the datasets 

described in Annex F (Information Used to Create the Model Rules). As more data sets/systems are 

added, Annex C of this PIA will detail those systems and how the following EDW description changes. 

2.1 Enterprise Data Warehouse {EDW} 

The Enterprise Data Warehouse (EDW) was established over 20 years ago to provide access to data for 

reporting purposes from multiple IRCC systems. Data Warehouses, in general, are designed to take the 

burden of extensive query operations off production databases by allowing users to extract information 

more efficiently and easily. The EDW has been designed with this solution as its focus; to remove the 

burden from its main case management system (FOSS and other systems 20 years ago; and currently 

GCMS) and to answer business questions from that system. 

This section is supported by the EDW diagram in Figure 2. 

2.1.1 EDW Overview 

For the purposes of this PIA, the EDW is supported by four systems that are refreshed daily for the 

purposes of various data marts that support Cognos (also a reporting tool/application). Those source 

systems are: 

1. Global Case Management System (GCMS): IRCC's immigration case management system of 

record which has replaced the other systems noted in the diagram below. As GCMS has been 

supported by two prior PIAs, no further details regarding this system are provided in this PIA. 
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2. Field Operations Support System (FOSS}: FOSS was the electronic case management system for 

immigration applications and decisions which was decommissioned in October 2015. FOSS data 

continues to exist to provide historical data to GCMS which can be viewed, as read only, within 

the GCMS production environment. FOSS, and its decommissioning, are out of scope for this 

PIA. 

3. Computer Assisted Immigration Processing System {CAIPS}: CAIPS is the case management 

application used in missions abroad to process various immigration applications, such as PR and 

TR. CAIPS was not one database, but 64 databases that were used in approximately 105 

missions abroad. All CAIPS servers were decommissioned over a span of time of approximately 

two years ending in June 2014. However, CAIPS continues to exist to provide historical data to 

GCMS which can be viewed, as read only, within the GCMS production environment. CAIPS, and 

its decommissioning, are out of scope for this PIA. 

4. Case Processing Centre (CPC) Systems: Historically, some of IRCC's CPCs maintained site-specific 

information systems. These systems have all been decommissioned but are used for retrieving 

some historical data not found in GCMS. The datasets from the CPC systems, and their 

decommissioning, are not in scope for this PIA. 

It is noted that the EDW contains data from other systems; however, to support simplicity and clarity, 

this PIA, and its description ofthe EDW, is limited to EDW source systems used to create Model Rules. 

In the future, if data from other source systems in the EDW are used to create other Model Rules, those 

future PIAs will detail the use of those other source systems. 

2.1.2 Integrated Data Model (IDM) 

The information from these four systems is loaded into an Integrated Data Model {IDM} which 

standardizes the naming conventions and code values, removes duplicate data residing in multiple 

systems, and performs other clean-up tasks. IDM was developed in 2012 and is used to support the 

various data marts that make up the EDW. For clarity purposes, it is noted that a data mart is defined as 

a composite of data sets designed to group data by a specific subject line to serve a particular user 

group. Data marts enable users to retrieve information for single subjects, for the sake of improving the 

user query response time. Because data marts catalog specific data sets, they often require less space 

than EDWs, making them easier to search. The data marts composed of data from the IDM support 

Answers, which is GCMS's reporting function, and Cognos Reports. 

As seen in Figure 2 below, on a daily basis, a copy of GCMS, FOSS, CAIPS, and CPC are loaded to the IDM 

for data provisioning; however, it is noted that FOSS, CAIPS, and CPC data is static as these systems have 

been decommissioned. Subsequently, the IDM supports the Exploration Zone of AA where the Datasets 

described in Annex F (Information used to Create Model Rules) are periodically loaded. From the 

Exploration Zone (see 2.1.3), interim tables are created and tested before a final model is approved, 

tested, evaluated through Quality Assurance {QA)/Quality Control (QC), and placed into production 
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(Production Zone). Section 3.1 of this PIA provides more detail regarding the process followed by AAL 

staff in creating the Model Rules. 

Once the Model Rules are created, the established Production Zone utilizes the datasets in Annex G of 

this PIA to score future applications and produce a Cognos Report. Case processing staff access the 

Cog nos Report tool to obtain the model outputs (bin assignments). The process followed by case 

processing staff is described in Section 3.4, which describes the processing of an application within 

GCMS and how the Cognos report is obtained, used, stored, and retained. 

The IDM contains data across approximately 600 database tables while the Exploration Zones and 

Production Zones will contain approximately 10-30 tables. 

2.1.3 Exploration Zone 

The Exploration Zone is where the AAL staff (i.e. the Modeller) utilizes certain database tables from the 

IDM to run (train) the analytics algorithm to analyze the data and determine if any trends or 

commonalities exist regarding a particular LoB; e.g. China TRV applications. IRCC has not yet decided if 

each Exploration Zone utilizes a separate server dedicated to a particular LoB; however, considering the 

small size of the datasets being analyzed by the modellers, it is anticipated that one server will store all 

LoBs use of analytics. 

SIM B's EDW staff are responsible for establishing Exploration Zones {a responsibility shared, in part, with 

Shared Services Canada) within the EDW based on a Model Requirements document that is created by 

AAL staff {see Section 3.1). 

Once the Exploration Zone is created within the EDW, AAL staff are provided 'read only' access. No staff 

outside of AAL and SIMB EDW staff are provided access to the Exploration Zone. Most importantly, 

during the creation of Model Rules, operational staff (Case Processing Officers) are not permitted access 

to the Exploration Zone. 

2.1.4 Production Zone 

After the rules have been reviewed, tested, adjusted where required, and proven within the Exploration 

Zone, and after appropriate DG approval has been provided, the Production Zone is loaded with the 

appropriate database tables from the IDM, which are described in Annex G. The Production Zone also 

utilizes a set of Officer Rules specific to each country {See Annex D) which triage future applications; if 

any of the Officer Rules apply, the application is diverted to an officer for review, while the remaining 

files are sorted by the Model Rules. Once triaging is completed, a Cognos Report is created. The Model 

data, included extracted data, will be stored daily in the EDW. 

IRCC has not yet decided if each Production Zone will utilize a separate server dedicated to a particular 

LoB; however, considering the small size of the datasets being analyzed by the modellers, it is 

anticipated that one server will store all LoBs use of analytics. 
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SIMB EDW staff are responsible for establishing Production Zones within the EDW (shared in part with 

Shared Services Canada}. Access restricted to EDW staff; AAL staff are not given access. 

2.1.5 Cognos Reports Application 

The Cognos Reports application is used by end users to obtain standardized reports from the data marts, 

directly from the IDM, and from the Production Zone. The Cognos Reports from the analytics 

Production Zone are assigned user access restrictions such that only those individuals requiring access 

are capable of viewing the reports. The details of user access to the various Cognos Reports is detailed 

in Annex I. 

2.1.6 Officer Rules 

As depicted in Figure 2, the Officer Rules are created as a set of triage rules, which are applied prior to 

the Model Rule triaging. Details of the country-specific Officer Rules are described in Annex D. 

2.1.7 Model Rules 

The Model Rules are created using historical, personalized applications for each LoB and using analytics 

software to identify trends, patterns, and commonalities within those applications. Details of the Model 

Rules are described in Annex E. 

2.1.8 Traceability and lnterpretability 

IRCC is always cognizant of litigation, evidentiary requirements and the need to be able to describe the 

process and decisions supporting the outcome of any application. Therefore, in the event of litigation, 

or other purposes, the database tables in the EDW are organized and structured in such a way that they 

can be queried to trace the rule which applied to an application. More importantly, in addition to the 

Cognos Report which serves as a partial record of the Model processing, a record is created for each 

application processed; a File Snapshot. The File Snapshot details the processing steps of the application 

that occurred, including: 

1. Assigned Bin Number 

2. UCI 

3. Application Number 

4. Details ofthe Application 

and data accessed in relation to the applicant that are used in the Model Rules. 

5. Date and Time the application was sorted/triaged 

6. Triage Version 

7. Model Version used 

8. Score 
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The File Snapshot together with additional file specific data retained in the daily EDW record would be 

used to create a complete record of the processing that has occurred using the Officer Rules and the 

Model Rules. 

It is noted that IRCC has been provided a Draft copy of a new TBS standard; the Standard on Automated 

Decision Support Systems. The File Snapshot is compliant with various sections of that draft standard (as 

of June 2018}; most notably, that IRCC must be capable of explaining why a decision was made when an 

automated decision system is utilized. 

2.2 Additional Data Sets 

In the future, IRCC may incorporate other sources of information into the EDW to support one or 

multiple analytic solutions. Annex C of this PIA has been set aside to describe additional data sets. 

Therefore, if any new datasets are used, such as information from outside sources/systems, Annex C will 

be updated. 
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Figure 2: Enterprise Data Warehouse 
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2.3 IBM's SPSS Modeler 
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Statistical Program for the Social Sciences (SPSS) Modeler is a software package designed by IBM to 

allow users to design and develop analytical models. SPSS Modeler is a set of data mining tools that 

enables organizations to develop predictive models using business expertise and deploy them into 

business operations to improve decision making. Designed around the industry-standard CRISP-DM 

model, SPSS Modeler supports the entire data mining process, and provides a ML solution to identify 

patterns within the data sets being analyzed. 

ML and training the algorithm, among other facets of the SPSS Modeller solution, has been described at 

a high level in Section 1.4.2. For the purposes of this PIA, that high-level description of the software was 

deemed sufficient, therefore, no further details of the software is provided. 

2.4 MyCIC 

The TRV applications processed by the Model Rules are limited to those applying via the e-Application 

which requires a MyCIC Account. To create a MyCIC account (http://www.cic.gc.ca/english/e

services/mycic.asp), prospective on line applicants are required to utilize one of two log-in credential 

services: 

1. Secure Key (also known as Secure Key Concierge): utilize an individual's banking log-in 

username and password to validate identity and allow access to creating a MyCIC account. 

2. GC Key: allows individuals who do not have an account with the approved bank institutions to 

create a Secure Key account. 

The manner in which an e-applicant will create a MyCIC account is reflected in Section 3.3 of this PIA. 

2.5 Integrated Payment Revenue Management System {IPRMS} 

IPRMS is IRCC's system for recording, managing, and controlling the collection of fees related to 

immigration, citizenship, and passport services. IPRMS was developed to replace the prior payment 

system (Handling Public Money- HPM). IPRMS was the subject of a previous PIA (April 2015), therefore, 

it is out of scope for this PIA. However, for the purposes of understanding IPRMS, the following brief 

summary is provided. 

IPRMS is used by IRCC to manage the collection of cost recovery fees from clients using a variety of 

payment methods in a variety of locations, as follows: 

Protected B 45 Canad~ 
A-2021-067 49-000051 



I .t... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

• Payment of fees on the internet using Receiver General Buy Back Button (RGBB16
) 

• Payment of fees by way of cash or certified instrument (at an IRCC r:nission or visa office abroad, 
by mail, at an In-Canada office or at a third-party provider such as a Visa Application Centre 
(VAC} 

• Payment of fees at a Canadian Financial Institution 

• Payment of fees at a Foreign Financia I Institution 
• Payment with a Credit Card, Cost Recovered at the Centralized Intake Office 

IPRMS will maintain two interfaces which are utilized for online TRV applications: 

• RGBB: For applications submitted online, the Government of Canada's on line payment system, 

RGBB, will process the payment and transmit data to IPRMS. As payments are facilitated 

through the RGBB interface, no personal information is maintained by IRCC in IPRMS, with the 

exception of the payee name that appears on the client's credit card and the first and last four 

numbers of the card. 

• GCMS: an interface from IPRMS to GCMS will allow for RGBB payment details to be transferred 

to the GCMS application file. 

16 The RGBB, which is maintained by Public Services and Procurement Canada (PSPC), is used by many federal 

departments and agencies for the electronic acceptance of payments and secure storage of related payment 

information. The RGBB and its infrastructure are common services that have already been certified and accredited 

for use by all federal departments and agencies. Two PIAs have been authored by PSPC on RGBB. 

Protected B 46 Canada 
A-2021-067 49-000052 



3. PERSONAL INFORMATION FLOWS 
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This section provides the data flow diagrams and descriptions of the work flows related to the scope of 

this PIA. The work flow and/or corresponding narrative descriptions in this section are: 

1. Development and Deployment of the Model Rules 

2. Development and Deployment of the Officer Rules 

3. Create MyCIC Account 

4. Uses of Analytics in IRCC LoB: this section will document how IRCC's case processing staff 

utilize the model outputs (e.g. Model Rules and Officer Rules) in the processing of an 

application. This section will be added to in the future as analytics is expanded to different LoB 

and used for various purposes. 

5. Perform Quality Control: the manner in which QC is performed on the models. 

3.1 Development and Deployment of the Model Rules 

The development of the Model Rules adheres to data mining industry standards, which is the Cross

Industry Standard Process for Data Mining (CRISP-OM) Methodology. IRCC's most recent iteration of 

the 'EDW Predictive Analytics Model Development Life Cycle (MDLC) Process Description' deliverable 

describes the steps required to create the China TRV model and will be adhered to for any future 

models. The work flow provides a summary of the MDLC, which represents a high-level description of 

how all lRCC's Exploration Zone is established and the model rules are assessed, tested, approved, and 

deployed. 

This workflow is supported by Figure 3. 

Step 1.0: Officer of Record Approval to Develop Model Rules and use program data 

Before any analytic model activity is permitted to begin (i.e. use of data in the Exploration Zone), IRCC's 

internal procedures require approval from the Officer of Record for the applicable the Lo 8. For the 

purposes of the China TRV Model Rules, the DG of IN approved the request to explore the use of Model 

Rules in the China e-Application TRV process. It is noted the DG of IN was considered the Officer of 

Record when the China TRV Model Rules were initially created, but when all China TRV applications 

were repatriated to the Case Processing Centre in Ottawa, the DG of CN became the Officer of Record. 

Therefore, in Step 9.0, it was the DG of CN who approved of the China Officer Rules and China Model 

Rules. 
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In this step, IRCC's AAL is tasked with developing a new model to satisfy a new business requirement. 

The AAL is responsible for the analysis and requirements documentation for each model. AAL personnel 

initially focus on understanding the business needs of the program requesting the model and then 

converting that knowledge into an analytic problem definition and a preliminary plan to solve that 

problem. The AAL's business requirements document records the plan and potential data inputs to 

building the model. 

Once the requirements document is authored, Step 3.0 is triggered. 

Step 3.0: Build Exploration Zone 

In this step, SIM B's EDW staff are responsible for establishing an Exploration Zone within the EDW 

wherein certain AAL staff are provided read only access. As noted in Section 2.1, only the EDW staff and 

AAL staff are provided access to the Exploration Zone; i.e. operational staff (CPC-O/OSC) do not have 

access to the Exploration Zone. The Exploration Zone is established to allow AAL staff to study the data 

and better understand its usefulness in creating the model. 

Based on the Model Requirements document, the Exploration Zone may consist of one or more 

database tables and reference tables for the specified model. The data sets used for the China Pilot in 

the Exploration Zone are detailed in Annex F. As reflected in Section 2.1.2 of this PIA, the IDM consists 

of a read-only copy of GCMS, FOSS, CAIPS, and CPC which are updated daily, while the data sets that are 

used in the Exploration Zone for modelling are updated monthly. Once the Exploration Zone is 

established within the EDW, Step 4.0 is triggered. 

Step 4.0: Create Model 

In this step, an AAL modeller creates a Candidate Model, which can go through several iterations of 

evaluation and restructuring before Step 5.0 is triggered. 

Step 4.1: Data Understanding 

The modeller studies and familiarizes him/herself with the data before creating the model, 

including any data quality concerns. 

Step 4.2: Data Preparation 

The modeller prepares the data for inclusion into the Main Input file. 

Step 4.3: Create Candidate Model 

The model is created using an algorithm and a determination is made regarding what 

transformations need to be performed on the input data and how missing and problematic data 

will be handled. 
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After the model has been created, it is evaluated to determine if it achieves the business 

objectives and has thoroughly considered all business issues. !n the evaluation of a Candidate 

Model, it is possible for it to be approved as the 'Final Model' or for it to be returned to Step 4.1. 

Until such time that a Candidate Model is approved as the 'Final Model', this process of returning 

to Step 4.1 continues. If it is a Final Model, Step 4.5 is triggered; otherwise, Step 4.1 is repeated. 

Step 4.5: Complete Model Design Specifications 

In this step, the Model Design Specifications document include detailed specifications for building 

the main input file, as well as selecting the test data, validation data and running the data through 

the scoring component. 

Step 4.6: Prepare Model Operational Specifications 

The Model Operational Specifications deliverable include detailed specifications for building the 

Case Data file and details concerning the production of the final outputs and reports. 

Step 5.0: Deploy Model to Quality Assurance (QA) Environment 

This step involves the preparation and migration of all software, data and documentation component 

from the AAL model creation environment to the EDW QA environment. 

This step would require the finalization of the 'Model Operational Specifications' document and the 

'Model Design Specifications' document. Once finalized, all files used in the creation of the model are 

copied to the QA environment for testing by SIMS EDW staff. 

Step 6.0: Perform QA on the Model; and 

Step 7.0: Document User Acceptance Testing {UAT) Strategy 

In this step, the Model is tested by EDW QA staff across various aspects, including but not limited to, 

ensuring the scoring module framework uses the correct data, scoring of case files is accurate as 

stipulated by the Model framework, and that scoring reports (Cognos) as created accurately. 

Once QA is completed, and all testing is determined to be acceptable for deployment, EDW QA staff 

document a User Acceptance Strategy deliverable at Step 7.0. Once that deliverable is completed, Step 

8.0 is triggered. 

Step 8.0: Perform User Acceptance Testing (UAT} 

In this step, using the User Acceptance Strategy deliverable from the EDW staff, AAL staff re-test their 

scoring modules in a 'production like' setting. Case data is selected, ran through the scoring module and 

the outputs are sent to the Cognos environment (reports) for review. While Step 8.0 is shown as an AAL 

step in the figure below, UAT is a shared responsibility between EDW staff (QA developers/testers) and 

AAL staff (modellers). The EDW staff is responsible to ensure all software and data components are 

available and functioning prior to UAT. The AAL is responsible for reviewing the results of each test and 
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ensuring the results are acceptable. At the conclusion of the UAT, the client LoB is responsible for UAT 

sign-off indicating that the software is performing as expected. 

Step 9.0: Officer of Record Approval to Deploy Model 

Once the model is tested and is set for deployment, the Officer of Record must approve deployment. 

IRCC has determined that when rules are applied to a particular region/country, an 'Officer of Record' 

must formally approve the Model rules prior to deployment. While the 'Officer of Record' may change, 

at the current time the DG of CN is the approving authority. 

The use of the China TRV Model Rules in the November 2017 Pilot were approved by the DG of IN; 

however, because CPC-O processes all China TRV files, and CPC-O falls under the responsibility of CN, 

the March 2018 deployment of the Model Rules was approved by the DG of CN. 

Once approved, Steps 10.0 and 12.0 are triggered. 

Step 10.0: Develop Model SOPs 

After receiving approval from the DG for deployment, the appropriate business line documents standard 

operating procedures (SOPs} for use of the PA Model; SOPs are issued in the form of Instructions to 

Officers. By the time the DG has approved the use of the model, SOPs have likely been created and 

approved at the Manager or Director level. 

Step 11.0: Receive Officer Rules; and 

Step 12.0: Deploy Model in Production/Cognos Reports 

In Step 12.0 software, documentation, and relevant files are migrated to the production environment 

and the model is used. Because some use of analytics at IRCC includes country-specific triage rules 

(Officer Rules}, the Officer Rules are received at Step 11.0. Any Officer Rules being met are identified 

prior to the Model Rules and assigned to an officer for review. 

Using the Officer and Model Rules, on a predetermined and regular basis, the AAL provides the 

impacted business line{s} with a series of Cognos Reports reflecting the applications that have been 

submitted and meet each established rule. At the onset of AA to China TRV, a separate report is 

available for each rule. Annex I of this PIA provides a detailed description of the information included in 

the Cognos Reports. 

At the onset of the use of AA Models within IRCC, the Model Outputs have not been incorporated into 

GCMS; i.e. there is no automation of the output information (Officer and Model Rules) to GCMS. 

Instead, a manual process is followed whereby the Model and Officer outputs are used to create a 

Cognos Report (the Model Output). Access to the Cognos Report specific to the Model Rules, as well as 

the Officer Rules, is restricted to the least number of people as possible; for a complete list of users 

having access, see Annex I, which provides details regarding the Cognos Reports. 
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Based on the business line's established SOPs in Step 10.0, the Cognos Reports are utilized to assist in 

the business line's activities. Section 3.4 ofthis PIA provides a description as to how the Model Rules 

and Officer Rules are used. 

Step 14.0: Monitor Model Performance 

In Step 14.0, on a daily basis, AAL and EDW staff are responsible for monitoring the performance of the 

Model Rules. Any anomalies found are reported to each stakeholder. A Monitoring Procedures 

document is developed to analyze and assess all aspects of each model. Any deviations from what is 

considered 'normal operating results' is reported to the stakeholders. For example, if an automated 

process fails to run; if no output is produced; and if no applications are selected for processing. In 

resolving the issues, there may be slight changes to the model to ensure its effectiveness. However, 

based on the type of issue being identified and resolved, the more impactful resolutions would be an 

update to the model or a de-activation of the model. 
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Figure 3: Creation and Deployment of Model Rules 
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3.2 Development and Deployment of the Officer Rules 
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IRCC has determined that when rules are applied to a particular region/country, an 'Officer of Record' 

must formally approve the Officer Rules prior to use since they determine which applications will be 

processed by the Model. The use of Officer Rules and Model Rules in the November 2017 Pilot was 

approved by the DG of IN; however, because CPC-O falls under the responsibility of CN, the March 2018 

deployment of the Officer and Model Rules were approved by the DG of CN. 

While the 'Officer of Record' may change, at the current time the DG of CN is the approval authority for 

Officer Rules. 

It is noted that while the DG of CN has approved of the Officer Rules and a formalized approval process 

is in place for the Officer Rules and Tier 1 Rules, during the completion of this PIA the China Officer Rules 

were being modified by Beijing without the DG of CN approving of the modifications. 

Risks have bene identified in this PIA that changes to the rules cannot be actioned without DG approval. 

3.3 Create MyCIC Account (GC Key/Secure Key Concierge) 

For an applicant to submit an e-Application, he/she must first create a MyCIC account. This work flow 

describes the steps required to create a MyCIC account. 

The initial step in creating a MyCIC account is to create a GC Key account or to log-in via Secure Key, 

which enables a user to log-in via an approved banking institution. This work flow starts when an 

individual navigates to the IRCC website17 and select whether they would like to create their MyCIC 

account via GCKey Concierge. 

Step 1.0: Create GC Key 

Once navigating to the above referenced IRCC webpage, in this step, the user chooses to create a MyCIC 

account using GC Key and is presented the following terms and condition: 

In return for the Government of Canada providing you with a GCKey, you agree to abide by the following 

Terms and Conditions of Use: 

• You understand and accept that you are at all times responsible for your GCKey User ID, 

Password and Recovery Questions, Answers and Hints. If you suspect that others have obtained 

them, you are responsible for revoking your GCKey and obtaining a new one with a new User ID 

and Password. 

• You understand and accept that the Government of Canada can revoke your GCKey for security 

or administrative reasons. 

17 https://www.canada.ca/en/immigration-refugees-citizenship/services/application/account.html 
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• You understand and accept that the Government of Canada disclaims all liability (except in cases 

of gross negligence or willful misconduct) in relation to the use of, delivery of or reliance upon 

the GCKey service. More details can be found in our Disclaimers. 

By selecting the "I accept" button, you are accepting the GCKey Terms and Conditions as stated above. 

You can choose to not register for a GCKey by selecting "I decline" to end this process. Once accepting, 

the individual is prompted to: 

• Create a User ID; 

• Create and choose Recovery Questions, Answers and Hints; and 

• Create and confirm a Password 

Once created, Step 2.0 is triggered. 

Step 1.0: Log-in via Secure Key 

In this step, a user chooses to log-in to MyCIC via his/her banking institution. Secure Key allows for the 

user to create the account if they maintain an account from one of 10 financial institutions. Once a 

particular banking institution is chosen, the IRCC site diverts the user to that bank's log-in page. Once 

logged in, Step 2.0 is triggered. 

Step 2.0: Enroll in MyCIC 

Once enrolled in GC Key or logged in via Secure Key, the user is diverted to the MyCIC website and is 

presented with the following MyCIC Terms and Conditions: 

By accessing MyCIC, you are agreeing to abide by the following Terms and Conditions of Use: 

• You agree to keep your identification number(s) confidential and to not share it (them) with 

anyone. lf you suspect that others have obtained your identification number(s}, you are 

responsible for contacting Citizenship and Immigration Canada (CIC) immediately. 

• You certify that any information provided by you is true, accurate and complete. 

• You understand and accept that as a security measure for administrative reasons, CIC can 

revoke your access to MyCIC if you fail to abide by the Terms and Conditions of Use. 

• You understand and accept that CIC is not responsible for any losses or damages incurred by 

anyone because of: 

o The use of the information available to MyCIC 

o Any restrictions, delay, malfunction, or unavailability of MyCIC 

• You understand and accept that by using MyCIC and applying online, CIC can communicate with 

you (or your representative, if applicable) via e-mail. 

• To continue, choose "I Accept" to indicate your acceptance of these Terms and Conditions. If 

you do not agree with these Terms and Conditions, choose "I Do Not Accept". Note, you will not 

be able to access MyCIC unless you accept the Terms and Conditions. 
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Once accepting, the individual must provide the following personal information: 

1. First Name 

2. Last Name 

3. Email Address 

4. Preferred Language 

5. Validate age of 16 years or older 

Once completed, Step 3.0 is prompted. 

Step 3.0: Create MyCIC Security Questions 
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In this step, the individual is required to create four security questions and security answers. No drop

down menu choices are provided, so the individual is able to create any security question. Once all are 

created, the MyCIC account is created and the user is taken to the MyCIC Home page and this process 

ends. Once at the MyCIC home page, the user can perform the following: 

• Update email 

• Update language preference 

• Update notification options for applications submitted 

• Apply for a service (applications in the Immigration and Citizenship Programs) 

• Continue a pending application not yet completed (previously saved) 

• View application status 

• View MyCIC messages 
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The following sub-sections provides a data flow of how analytics are being used to support application 

processing. 

For the work flows diagrams in this section, the following legend applies: GA white shaded step is completed byOSC 

l ,~M-03 }A yellow shaded step is completed by a PM-3 (Case Processing Officer) 

, iA gray shaded step is completed by a CR-04 (Pre-Assessor; Program Assistant) 

[ /~~-~sJJAblueshaded step is completed byGCMS 
.. ,,,. ,, 

[_:i~~U'. ,JApinkshaded step is completed by the Risk Assessment Unit in Beijing or CPC-0 

3.4.1 Process China TRV e-Application Using Officer Rules and Model Rules (Tier 1) 

The use of the Officer Rules and Model Rules for China TRV e-Applications is only performed by IRCC's 

Operational Support Centre (OSC} and Case Processing Centre in Ottawa (CPC-0). Once the Officer 

Rules and Model Rules are approved for use by the DG of CN (the 'Officer of Record' for China TRV}, the 

rules are applied by the EDW staff to create a report which is available to OSC and CPC-0 staff via a 

Cognos Report. This work flow provides an overview as to how OSC processes Tier 1 files. Section 3.4.2 

of this PIA provides an overview as to how all other bins/tiers are processed by CPC-0. 

In accordance with the requirements in Section 3.1 (Step 10.0}, Instructions to Officers were provided to 

OSC and CPC-0 prior to the deployment of the AA Model Rules in April 2018. 

The work flow to process a TRV e-Application is not a linear process; however, to promote clarity, the 

following work flow is presented as a linear process. 

During the development of this PIA, IRCC determined that the Officer Rules and Model Rules are SECRET 

information. The bin/rules and tier numbers are considered Protected B if they are not accompanied by 

a descriptor of the bin/tier. If a descriptor/title accompanies a bin/tier number, the information is 

considered SECRET. Therefore, to protect the sensitivity of those rules, bin descriptions are in Annex D 

and E; and are not detailed in the work flow below. 

This work flow is supported by Figure 4. 
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Step 2.0: Create/Promote Client in GCMS (Auto-created by GCMS or Manually by OSC); and 

Step 3.0: Perform Data Integrity Checks {OSCl 

In Step 1.0, the applicant completes a TRV e-Application which includes the electronic submission of 

form data, payment, and supporting documents. The forms and supporting documents required for a 

TRV application vary based on the circumstances of the applicant. Annex B of this PIA provided a 

detailed summary of the information and supporting documents required, as well as the Privacy Notice 

Statements (PNSs) utilized in each form. 

Once submitted, applicant information (form data, photographs, supporting documents} are transmitted 

to GCMS and the system creates a 'Prospective Client'. As an identity-based system, GCMS requires the 

'Prospective Client' to be matched to an existing record in the system at which time a function called 

'Promote Client'18 occurs. If a match cannot be found, a function called 'Create New Client' is required. 

18 'Promote Client' is defined as a status which enables an application to be available for processing in GCMS. 

When applications are first received, the individual/application is assigned a status of 'Prospective Client'. Not 

until the individual is matched with an existing client is the application available for 'Promote Client'. If no match is 

found, 'Create Client' is performed as opposed to 'Promote Client'. 
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Once the client is created or promoted in GCMS, and the data integrity checks are completed, Step 4.0 is 

triggered. 

Step 4.0: Perform Information Sharing Checks with the U.S. 

In this step, GCMS performs automated biographical information sharing with the U.S. The query and 

response from this automated information sharing activity is a prerequisite to running an application 

through the AA Model. 

Upon receipt of an e-Application, GCMS automatically transmits a request to the U.S. If a potential 

match is identified by the U.S., additional information may be obtained from the U.S. at Step 12.0. The 

security checks performed by the biographical information sharing with the U.S. is out of scope for this 

PIA, as it has been addressed in a previously submitted IRCC PIA.20 

The potential responses from the biographical information sharing activity are: 

1. Complete Not Reviewed: Signifies the system is not sure whether the person matches with an 

individual in the U.S. system and an officer needs to review the file and potentially inquire with 

the U.S. Because of the requirement to have an officer review these files, these applications are 

run through the AA model but cannot result in the application being categorized as Tier 1. 

2. Complete Match: Signifies there is a match with the U.S. These applications are analyzed by the 

AA model, but cannot result in the application being categorized as Tier 1. Also, outside of the 

AA model process, additional information is obtained by CPC-O from the U.S. at Step 12.0. 

3. Complete No Match: Signifying there was no match with the U.S. These applications are 

analyzed by the AA model and could result in a Tier 1 assignment. 

Once this check is complete, Step 5.0 is triggered. 

Step 5.0: Run AA Model and Create Cognos Report 

In this step, the China TRV e-applications are run through the AA China Model. The result of the AA 

Model is the creation of a report in Cognos that provides details on the applications and bin 

assignments. As of June 30, 2018, the variables available for each bin was limited to no more than the 

following information: 

1. Application lD 

2. Family Group ID 

20 PIA on Canada-U.S. Immigration Information Sharing Treaty and Biographic Implementing Arrangement (January 2013); and Addendum to 

the PIA Reporting Covering Biographic Implementing Arrangement Under the Canada-U.S. Immigration Information Sharing Treaty (January 

2014). 
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3. UCI 

4. Application Received Date 

Once the Cognos Report is created, Step 6.0 is triggered. 

Step 6.0: Obtain Cognos Report and Perform Bin Assignment in GCMS 
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In this step, a system generated email is sent to assigned staff at OSC (1 Operations Manager; and 2 PM-

03 Case Processing Officers) and CPC-0 (4 managers/supervisors) with a link to the AA Model Cognos 

Report21. The Cognos Report link contains the application numbers which have been assigned to each 

bin and several other variables; Annex I of this PIA describes the data in the Cognos Report. 

Also, in this step, an OSC PM-03 Case Processing Officer downloads the Cognos Report to his/her C drive 

and sends the report via email to a PM-01 Case Processing Agent. Once emailed to the PM-01, the PM-

03 deletes the report from his/her C drive. Once received by the PM-01, the agent has two tasks. First, 

the PM-01 searches for each Application Number in GCMS, one-by-one, and assigns two organizations 

to the application: one for the AA Model and one for the specific bin number (See Image 2 below). This 

organization assignment is done in an area designated for 'Organizations and Entities'; this information 

is not accessible to any user outside of the TR application screen22
• Second, the PM-01 changes the 

Application Assignment 'Assigned To' field to a unique code assigned to the bin numbers (See Image 3 

below). This unique number allows OSC and CPC-0 staff the ability to search the 'Assigned To' field and 

locate all applications assigned to a particular bin; each bin has its own unique GCMS ID Code. 

Regarding bin assignment, the Officer Rules are described in Annex D and the Model Rules are described 

in Annex E. As stated in those annexes, each rule equates to a bin where applications meeting that rule 

are sorted. In Annex E, a particular bin number (unidentified in the body of this PIA due to SECRET 

classification) is considered Tier 1; the eligibility of all Tier 1 applications will be auto-approved by OSC 

staff at Step 10.0 after a security check {admissibility review and determination) is performed by CPC-0 

{Step 8.0); assuming the applicant passes the security check. Officers make and enter the final decision. 

Outside of Tier 1 applications, all other AA Model bins/tiers are processed by CPC-0 whose procedures 

are explained in Section 3.4.2. 

Also, it is noted that 10% of files identified as Tier 1, are diverted to Tier 2 for Quality Assurance/Quality 

Control (QA/QC). At the onset of the model's use, 10% ofTier 1 files will be diverted to QA; however, 

that percentage may fluctuate in the future. QA/QC is explained in Section 3.5 of this PIA. 

Once the bins are assigned, Step 7.0 is triggered. 

21 The COgnos Report is a MS Excel file with a tab/worksheet assigned to each bin number. It is marked as being designated as Protected B. It is 

not considered Secret due to it not containing information defining the Bin name; just the bin number. 
22 SIMB verified that the bin assignments on the TR Application screen under 'Organizations and Entities' is not viewable on the 'Client Screen> 

Associations> Organizations and Entities' View. 
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Image 2: IMM > TR Screen in GCMS (Bin Assignment Visual) 
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Note: Information has been removed from the image; specifically, the Name, DOB, Travel Document Expiry Date, 

To/From Dates for the TRV, Application Number, and Date Received have been omitted or altered (using X's) to 
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prevent the image from representing information about an identifiable individual. Also the bin number has been 

removed. 

Image 3: IMM > TR Screen in GCMS (Application Assignment Visual) 
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Note: Information has been removed from the image; specifically, the Name, DOB, Travel Document Expiry Dates, 

and To/From Dates for the TRV have been omitted or altered (using X's) to prevent the image from representing 

information about an identifiable individual. 

Three areas of privacy analysis are related to this step in the process: 
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Annex I of this PIA describes the data elements/variables in the Cognos Reports, as well as who has 

access to the variables for each bin/tier. In the early versions of this PIA (early 2018}, the data in the 

reports was assessed as having too much data compared to how OSC and CPC-0 utilize the report. 

Therefore, before this PIA was completed, the Cognos Report data elements were significantly curtailed 

to several variables. First, and foremost, the bin name and any data that could describe a particular bin 

was removed. Second, for each bin, the report variables provide no more than four data elements 

(Application ID, Family Group ID, UCI, and Application Received Date). 

Due to this significant reduction in available variables, including the removal of the bin name, no risks 

have been identified related to the data in the Cognos Report. 

Data Entry Errors by OSC 

This PIA was authored after the model was in use for approximately one month. In that timeframe, staff 

within the CPC-0 have identified between 5-10 instances of data entry errors by OSC; specifically, 

assigning the wrong bin numbers to an application. While most of these data entry errors were made at 

the onset of the model being deployed in April 2018, because bin assignments are a tedious and manual 

process requiring an employee to search by Application Number and create two Organizations, data 

entry errors will always be a risk until such time that GCMS automates bin assignments; an automation 

that is not currently planned.23 

CPC-0 has access to the Cognos Report for two purposes; one of those being to validate whether a data 

entry occurred by OSC re: bin assignment. The other use is detailed in Annex I as it relates to a 

particular bin. 

Access to Bin Assignment Data 

It is noted that in early 2018, IRCC planned for bin assignments to be recorded in a field called 'Travel 

Itinerary'; a free-text field wherein the bin number and bin name would be recorded. However, in 

Version 1.0 of this PIA, severa I risks were identified regarding the use of that field and the identification 

of the bin names. The most significant risk was that CBSA and CSIS investigators and intelligence officers 

(users of GCMS) would have access to the field that identifies the results of the AA model. The 

consultant opined that those agencies would eventually discover the meaning behind each bin 

number/name that they are used in analytics by IRCC, and could possibly use that information in their 

own analytic programs. Although the consultant24 recognized that the probability of the risk was low, it 

was a relevant risk. Furthermore, it is an unavoidable risk because CBSA and CSIS have access to the 

immigration and temporary resident application screens for the purposes of performing their 

immigration tasks. Therefore, the risk of CBSA and CSIS using the bin numbers will remain a risk but 

their use by those organizations could only occur if IRCC staff disclose the meanings behind the bin 

23 A Change Request is being developed but has not been finalized and submitted; therefore, there is no definitive 

schedule for deployment of automation. 
24 Throughout this PIA, the term 'consultant' refers to the PIA consultant hired to develop and author this PIA. 
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numbers. The existence of a particular application being assigned Bin 1 means nothing to the CBSA and 

CSIS unless IRCC staff disclose the bin meanings. Therefore, to reduce the risk it appears security 

awareness is required. It is unknown if the automation of bin assignments could reduce this risk; 

however, with the removal of the bin names, the risk of CBSA and CSIS using the information is 

considered lower than what it was in earlier versions of this PIA. 

Step 7.0: Set Application Status to 'Recommend Pass' (OSC) 

After all bin assignments have been made, OSC is responsible for processing all Tier 1 applications. 

However, the model is only being used to auto-approve the eligibility decision; and not the admissibility 

decision. Therefore, after bin assignments are recorded in Step 6.0, OSC must flag all Tier 1 applications 

for a security check (admissibility review and determination). To do so, OSC sets the Application Status 

in GCMS to 'Recommend Pass'. 

It is important to note that the Application Status of 'Recommend Pass' means the eligibility 

determination for the application has been approved/passed; however, it has not yet gone through the 

Admissibility determination. The Application Status of 'Pass' means the application has been approved 

or both Eligibility and Admissibility; and signifies the Visa is approved for issuance. 

Therefore, at Step 7.0, for all applications assigned the bin number for Tier 1, OSC's Case Processing 

Agent's also set the Application Status to 'Recommend Pass' and Step 8.0 is triggered. 

Step 8.0: Perform Security Checks (admissibility review and determination) (CPC-0); and 

Step 9.0: Set Application Status to 'Pass' (CPC-0) 
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In Step 10.0, OSC staff run a query in GCMS for applications whose status has been set to 'Pass' and 

processes the bulk approval of multiple TRV applications. It is very important to understand that the 

introduction of analytics is not the introduction of bulk processing. GCMS has provided bulk processing 

functionality for years and it is used frequently by staff. Moreover, these are not bulk approval 

decisions; they represent an action to record the decision that was made when the file was set to 'Pass' 

in Step 9.0. The image below provides a snapshot of how applications are bulk approved. 

Image 4: Bulk Approval Screen Shot 

Note: Information has been removed from the image; specifically, the Application Numbers, UCls, Names, 

passport Number, and Passport Expiry dates have been altered (using X's) to prevent the image from representing 

information about an identifiable individual. 

Once the bulk approval process is completed, the applicant is notified via their MyCIC account of the 

final decision. For those approved applications, the MyCIC email provides the applicant with 

instructions to submit their passport to IRCC; to have the visa placed inside their passport. Within 

MyCIC, the applicant will choose which location they intend to submit their passport and will follow the 
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country specific instructions. For China, all applicants are required to provide their passport to a China

based Visa Application Centre {VAC}. 

Step 11.0: Process TRV Application by CPC-O 

In this step, China TRV e-Applications must be processed by CPC-O. The CPC-O work flow is provided in 

Section 3.4.2. 

Step 12.0: Obtain Additional Information from the U.S. 

In this step, CPC-O obtains additional information from the U.S. on any system-to-system information 

sharing matches stemming from Step 4.0. This follow-up activity is out of scope for this PIA. 
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Figure 4: Process China TRV e-Application using 'Officer Rules' and 'Model Rules' (Tier 1) 
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3.4.2 Process China TRV e-Applications Using Officer Rules and Model Rules (All Bins 

Excluding Tier 1) 

This process is provided as a summary of the steps taken by CPC-O to process those China TRV e

Applications, which were not identified as Tier 1 and processed by OSC. Figure 5 supports this process. 

Step 11.1: Perform Pre-Assessment 

In this step, a CR-04 Pre-Assessor/Program Assistant at CPC-O performs a pre-assessment of the TRV 

application in GCMS that were not identified as Tier 1. To locate those files, the CR-04 queries the 

'Assigned To' field in GCMS for specific GCMS ID Codes. Once the applications are located, the Pre

Assessor determines whether all the information and documents required for the application type have 

been provided. Based on the application type and circumstances related to the applicant's visit and 

history, the type of information and supporting documents required will vary. Annex B-1 provides a list 

of the various application types and the forms/documentation required for a China TRV. The types of 

checks performed in GCMS are as follows: 

1. Ensure all information appears correct and are reflected in the appropriate GCMS data fields; 

and 

2. Ensure all documentation exists: This requires the review of eDocs where documents, which 

were uploaded by the applicant in thee-Application, are stored. 

If all information is correct, the Pre-Assessor will change the Eligibility field in GCMS to 'Review 

Required', which requires a PM-03 (Case Processing Officer) to review and assess the applicant's 

eligibility for a TRV which is performed in Step 11.2. 

Step 11.2: Assess Application for Eligibility 

After the pre-assessment is completed, a PM-03 Case Processing Officer reviews the application for 

eligibility. For each of the Bins, there are dedicated employees assigned to process the corresponding 

applications. Particular PM-03 Officers are assigned to Bin 1 files, others Bin 2, and so on. On a daily 

basis, a supervisor at CPC-O assigns PM-03s with the bin number they are required to process for the 

day. Once the PM-03 is aware of their assignment, a GCMS query of the 'Assigned To' field is performed 

which allows the user to list all the applications that have been assigned to Bin 1, Bin 2, and so on. 
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There are several application types which could require additional information to be submitted and 

scrutinized, such as a Canadian citizen's proof of ability to financially support the applicant (Super Visas), 

verification of personal health insurance (Super Visas), invitation letters (from Canadian individual or 

company), business/trade show/conference details, tour guide information, travel itinerary (persons 

transiting Canada}, and others. 

If there are no fraud concerns and no information warranting a complex case referral, Step 11.4 is 

triggered. 
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In this step, the PM-03 (from Step 11.2} records an eligibility decision in GCMS within the IMM> TR 

Screen. Specifically, for those applications passing the Eligibility determination, the application status is 

set to 'Recommend Pass'. Once the status is changed to 'Recommend Pass', Step 11.5 is triggered. 

Step 12.5: Perform Security Checks (CPC-Ol (admissibility review and determination); 

Step 12.6: Notify CPO-O staff that Security Check are Complete: and 

Step 12.7: Set Application Status to 'Pass' !CPC-O) 

For those applications which passed the security check, the application status is set to 'Pass', which 

signifies the application has passed the Eligibility determination and Admissibility determination; 

therefore, the application is ready for approval and the issuance of the Visitor Visa; Step 11.8 is 

triggered. 
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For those applications that don't pass the Eligibility determination or Admissibility determination 

(including Security Checks}, Step 11.9 is triggered. 

Step 11.8: Approve Visa and Notify Application of Decision (Via MyCIC) 

In this step, the PM-03 runs a query in GCMS for applications which have a status of 'Pass'. These files 

are processed for visa approval. As explained in the previous work flow, bulk processing is used to 

approve multiple TRVs in an efficient manner. 

Once the bulk approval process is completed, the applicant is notified via their MyCIC account of the 

final decision. For those approved applications, the MyCIC email provides the applicant with 

instructions to submit their passport to IRCC; to have the visa placed inside their passport. Within 

MyCIC, the applicant will choose which location they intend to submit their passport and will follow the 

country specific instructions. For China, all applicants are required to provide their passport to a China

based VAC. 

Step 11.9: Set Application to 'Refused'; and 

Step 11.10: Refuse Visa and Notify Applicant of Decision 

In Step 11.9, the PM-03 has determined the Visitor Visa must be refused. While this step is shown in the 

latter portions ofthe work flow, the PM-03 may decide to refuse the visa at various stages of this work 

flow, including as early as Step 11.2. An application may be refused for many reasons; the following are 

provided as a non-exhaustive list of the refusal types/reasons: 

1. Failed Eligibility determination 

2. Failed Security Checks/Admissibility determination 

3. Failed Information Sharing Check with the U.S. 

4. Failed Medical 

5. Non-Compliance: e.g. failure to submit documents; failure to undergo medical examination as 

instructed. 

When this decision has been made, the application status is set to 'Refused' and the individual is 

notified via their MyCIC account which includes a reason for the refusal (Step 11.10}. 
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Figure 5: Process China TRV e-Application using 'Officer Rules' and 'Model Rules' (All Bins Excluding Tier 1) 
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3.5 Perform Quality Control (QC) 

The following sections outline how QC is performed on the Model Rules. 
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As reflected in Section 3.4.1, 10% of files identified as Tier 1 are diverted to Tier 2 for QA. It is noted 

that CPC-0 staff processing Tier 2 files will not be aware of which Tier 1 files have been diverted to Tier 2 

for QA purposes nor is the Cognos Report provided to CPC-0 and OSC contain information on the QA 

files 

In April 2018, the AAL was identified as being responsible for QA/QC. To assist in performing QC, a 

separate QA report is available to the AAL in Cognos; that report has been assigned a separate bin and 

removes 10% of files from Tier 1 and places them in Tier 2. Once all Tier 2 applications are processed, 

AAL staff compare the final decision that was rendered for those applications that have been flagged for 

QC and compare the actual results in GCMS with the Model's recommended results (i.e., those that 

were supposed to be automatically approved}. 

In late May 2018, 192 files had been removed from Tier 1 or QA/QC purposes. Of those 192 files, two 

were refused which reflects a 99% approval rating. 
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4. OTHER AREAS OF CONSIDERATION 

This PIA was developed from December to June 2018. In that timeframe, some risks were identified in 

Version 1.0 of this PIA, which were partially or fully mitigated by the time the final version was drafted. 

Therefore, to address these privacy risk mitigation accomplishments, this section outlines those 

activities and the outstanding tasks recommended to address the risks. 

4.1 Security Designation of Officer and Model Rules 

In February 2018, the consultant reviewed a Statement of Sensitivity {SoS) and Security Assessment 

related to the AAL environment. Both of those documents assessed the information as Protected 8. 

However, those documents failed to consider the outputs; i.e. the Model Rules created by the SPSS 

software and the Officer Rules created by the Beijing Office. From February to April 2018, IRCC 

thoroughly evaluated the sensitivity of the Officer Rules, Model Rules, bin/tier numbers, and bin/tier 

names and revised the Sos and Security Assessment. The So$ identifies the Model Rules and Officer 

Rules as being SECRET. However, the Sos provided no further clarification as to what parts of the data 

rules are SECRET. In contrast, the following instructions have been provided to operational staff: 

1. The Officer and Model Rules have been designated as SECRET with the following caveats: 

a. In order to be considered SECRET, the bin/tier numbers must be accompanied by the 

name of the bin or other information signifying how the information was categorized. 

b. The bin/tier number on its own, with no corresponding identifying data, has been 

designated as Protected B. 

It is noted that, as of June 2018, the above designations have been reported to staff verbally and, in 

some cases, via email. However, changes to internal procedures typically require this designation to be 

transmitted to staff through security awareness, Program Delivery Instructions (PD ls), or a combination 

of the two. Considering the sensitivity of the rules and the publicly-known aggressive nature of some 

foreign nationals and foreign states to identify vulnerabilities in sensitive processes, it is opined that 

formal communication and awareness to staff is required. 

Furthermore, it is also noted that (as of May 2018), IRCC's Departmental Security Officer (DSO) had not 

been provided a copy of the PIA or the security designations/classifications of the bin numbers and 

names. Again, due to the sensitivities, it is recommended (in Section 5) that the DSO be apprised and 

that appropriate security awareness deliverables are developed. 

4.2 Notice and Transparency 

Pursuant to s. 5 (2) of the Privacy Act ands. 6.2.9 of the Directive on Privacy Practices, IRCC must 

provide notice to any individual of the purpose for which their personal information is being collected. 

While the Directive includes five requirements, the most important aspect of notice is to describe: (1) 
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the purpose and authority of the collection; and (2) the uses or disclosures that are consistent with the 

original purpose. Although s. 5(3} of the Privacy Act a Hows for several exemptions from the notice 

requirement ins. 5(2), IRCC assessed the exemptions and determined that they are not applicable to the 

use of application data to create Model Rules and use Officer and Model Rules to automate portions of 

the application process. 

With the understanding that notice is required, IRCC assessed the best means to provide notice and 

ensure transparency. In that assessment, IRCC determined the following solutions to adequately 

address the issues of notice and transparency: 

1. Amend a China-specific guide for TRV applications to reflect the use of analytics in the 

application process; 

2. Amend the Privacy Notice Statement (PNS) on thee-Application form and paper form; and 

3. Amend the appropriate Personal Information Bank {PIB} to reflect the use of analytics as a 

consistent use. 

In assessing these solutions, IRCC desired a balance between the protection of the sensitive/SECRET 

Model and Officer Rules with the desire to be transparent regarding the use of analytics in a portion of 

the application process. To that end, the above three solutions are being deployed as early as possible, 

but at various times in FY 2018-19. Details on each of the three solutions are summarized as follows: 

First, the instructions25 on Form IMM5884 were amended prior to the deployment of the Officer and 

Model Rules in April 2018. This guide/instructions on completing an application for TRV from China was 

amended to include the following text on the inside cover of the guide (page 2): 

'PRIVACY AND ANAL YT/CS 

'Privacy protection is a primary consideration for the Government of Canada in the use 

of advanced analytics. 

'Immigration, Refugees and Citizenship Canada (IRCC) may use the personal 

information collected on an application and other information collected in support of 

an application to design computer analytics processing and may use analytics to 

process your application. The personal information is used for analytics in accordance 

with the law and in a manner consistent with the purposes for which the information 

was collected. 

'Personal information on an application used for analytics may also be used for 

research, statistics, program and policy evaluation, internal audit, compliance, risk 

management, strategy development and reporting.' 

25 The 'Temporary Resident Visa: Beijing, Shanghai, and Guangzhou Visa Office Instructions' (Form IMM 5884), 

which is found here: http://www.cic.gc.ca/eng1ish/pdf/kits/forms/lMM5884E.pdf 
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Second, IRCC is currently finalizing amendments to the PNS within thee-App and on the paper form; i.e. 

Form IMM 5257 (Application for a Temporary Resident Visa (Visitor Visa)), which is found in its entirety 

in Annex B-1 of this PIA. In initial versions of this PIA, the consultant identified the lack of an ample PNS 

regarding the following groups of individuals: 

1. Notice to individuals whose personal information was used to create the Model Rules and some 

of the Officer Rules; 

2. Notice to individuals whose personal information was used in the November 2017 China TRV 

pilot; and 

3. Notice to individuals whose personal information will be used once the Officer Rules and Model 

Rules are deployed in March 2018. 

After being presented with various options, IRCC decided (as of June 2018} the relevant notice 

statements in the Privacy Notice Statement (PNS) will be as follows: 

PRIVACY NOTICE 

Personal information provided on this form is collected and will be used, disclosed, and retained by 
Immigration, Refugees and Citizenship Canada (IRCC) under the authority of the Immigration and Refugee 
Protection Act (IRP A). The personal information provided will be used for the purpose of processing 
applications. The personal information provided may be disclosed to other federal government institutions 
and third parties including law enforcement bodies, provincial/territorial governments and/or foreign 
governments for the purpose of validating identity, eligibility and admissibility. 

The personal information collected on an application, and other information collected in support of an 
application, may be used for computer analytics to support processing of applications and decision making, 
including your application. Personal information, including from computer analytics, may also be used for 
purposes including research, statistics, program and policy evaluation, internal audit, compliance, risk 
management, strategy development and reporting. 

Where biometrics are provided in support of an application, the fmgerprints collected will be stored and 
shared with the RCMP. The fmgerprint record may also be disclosed to law enforcement agencies in 
Canada in accordance with subsection 13.11(1) of the Immigration and Refugee Protection 
Regulations. The information may be used to establish or verify the identity of a person in order to prevent, 
investigate, or prosecute an offence under any law of Canada or a Province. This information may also be 
used to establish or verify the identity of an individual whose identity cannot reasonably be otherwise 
established or verified because of physical or mental condition. Canada may also share immigration 
information related to biometric records with foreign governments with whom Canada has an agreement or 
arrangement. 

Failure to complete the form in full may result in a delay or the application not being processed. The 
Privacy Act gives individuals the right of access to, protection, and correction of their personal information. 
Further details are available in Info Source. If you are not satisfied with the manner in which IRCC handles 
your personal information, you may exercise your right to file a complaint to the Office of the Privacy 
Commissioner of Canada. The collection, use, disclosure and retention of your personal infonnation is 
further described in IRCC's personal information bank- IRCC PPU 068 
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Once approved, the PNS modifications to the forms and e-App must occur simultaneously. During the 

approval of this PIA, the PNS was modified and the form was updated (August 2018). 

Third, regarding the PIB modifications, the consultant first turned to Form IMM 5257 which should cite 

the appropriate PIB; however, Form IMM 5257 states: 'Depending on the type of application made, the 

information you provided will be stored in one or more PIB(s) ... ' In interviews for this report, the form, as 

titled, is only used for Visitor Visas and, therefore, should reference PIB PPU 068 (Migration Control and 

Security Management). In response to this information, the changes to the above PNS properly reflect a 

citation to PPU 068. 

Specific to the gaps in PPU 068, the 'Consistent Uses' section does not provide any notice related to the 

use of automation in the decision-making process, nor does the PIB provide any notice related to the 

consistent use of utilizing personal information to create rules that support the future use of 

automation. One sentence may support the use of personal information to create the model rules: 'The 

information may also be used internally for research and statistical purposes, for program policy and 

evaluation, and for internal audit.' (emphasis added}; however, the consultant believes the inclusion of 

this sentence was intended to account for the Consent Statement on Form IMM 5257 which states: 

Citizenship and Immigration Canada {CIC}, or an organization at CIC's request, may want to contact you 

in the future to ask you about any services you received from CIC prior to the application process (such as 

participation in an information forum), during the application process {including the application process 

itself as well as orientation or accreditation services), and services received after arriving in Canada 

(including settlement, integration and citizenship). CIC will use this information, along with the 

information provided by other individuals, for research, performance measurement or evaluation 

purposes. CIC will not use this information to make any decisions about you personally. 

While PIBs are intended to be vague, i.e. allowing for various types of 'research', relying on this one 

sentence in the PIB to support the notice requirement for the use of historical records to create 

predictive analytic rules is a weak argument. Therefore, IRCC has decided to modify the PIB so that is 

clear on the use of analytics. As of June 4, 2018, the following was authored and is in the approval 

process at IRCC: 

IRCC may use the personal information collected on an application and other information 
collected in support of an application for computer analytics that may be used to support 
processing applications and decision making. 

4.3 Requests under the Access to Information Act and Privacy Act 

In the previous iterations of this PIA, a risk was identified signifying that Bin Numbers and Names could 

be released to requestors under the Access to Information Act or Privacy Act; and that IRCC's ATIP 

Directorate needed to be informed of the sensitivity of the bin numbers/names in considering whether 

such information should be severed in release packages. In response to that risk, IRCC ATIP assessed the 

potential release of bin numbers and names under the Access to Information Act and Privacy Act. In 
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that assessment, ATIP analyzed the following two entries in GCMS which support bin assignments (as 

detailed in Section 3.4 of this PIA): 

• Organizations and Entities 'AA Model' 

• Organizations and Entities 'Bin [number]' 

As a result of their assessment, ATIP issued instructions on how staff must process requests for this 

information. For both types of requests, the 'Organization and Entities' entry for 'AA Model' is required 

to be released to a requester. However, pursuant to para. 16(1)(c) of the Access to Information Act and 

para. 22(1)(b) of the Privacy Act, ATIP staff are required to sever the 'Organization and Entities' entry 

assigned to the bin number. 

4.4 Storage of Sensitive Information: Officer and Model Rules/Cognos Reports 

Due to the sensitivity of the Model and Officer Rules, the storage of the rules in Cognos Reports has 

been assessed related to OSC and CPC-0. Regarding OSC, a small number of PM-03s receive a daily 

email with a link to the Cognos Report. Only those users who have been granted access to the reports 

are able to open the report/link. When accessed, an OSC PM-03 stores the report locally and emails it 

to PM-01 staff for bin assignment. Afterwards, the PM-03 deletes the downloaded report and email. 

Furthermore, after using the report, the PM-01 purge the report from their email and local drives. 

Similar procedures are in place at CPC-0. 

In addition to the existing Cognos Report, which has limited data variables, CPC-0 has previously been 

sent Cognos Reports/MS Excel files which contain bin names and numbers; e.g. the MS Excel file that 

supported the November 2017 pilot contained both bin name and number. In November 2017, the bin 

name and number were not designated as protected or classified; therefore, it appears this information 

was treated as Protected B information {at best}. However, CPC-0 staff stated those former reports are 

not stored in GC Docs, email folders, local drives, or on PSDs (including laptops and Blackberry devices). 

They have all been purged. 

Outside of OSC and CPC-0, the historical records related to analytics may include emails and documents 

sent between various program officials, including Legal Services, which contain information that was 

previously treated as Protected A or B, but has since been classified as SECRET; and, therefore, 

increasing the risk of a security/privacy breach. Overall there is a risk that staff/consultants associated 

with IRCC may have previously stored/access information appropriately as Protected A or B, but since 

being classified as SECRET, have not changed their storage methods. This risk extends to the following 

staff/consultants: AAL, other program officials, SIMB/EDW, Shared Services Canada, IRCC Legal Services, 

ATIP, and the PIA consultant. 
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The privacy risks below were identified after analysis of the work flow diagrams in Section 3, the more 

detailed analytics information provided in various Annexes, and after an assessment of any residual risk. 

These risks are also a summary of findings in Section II of Annex A. 

5.1.1 Accountability 

Risk #1: There is a risk that Officer Rules and Tier 1 rules will be modified/changed by the AAL and 

operational staff (e.g. Beijing office) without following the formal 'Officer of Record' approval process 

which has been established for the Officer Rules and Tier 1 rules. In early 2018, the DG of CN approved 

the initial version of the Officer Rules and Tier 1 rules. However, after DG approval, the Beijing Office 

sent new/modified Officer Rules to the AAL, and the AAL was incorporated those changes into the 

Officer rules which were deployed in April 2018; these changes were made without approval from the 

DG of CN. 

Recommendation: It is recommended that changes to the Officer Rules and Tier 1 rules are prohibited 

from being deployed without following the established 'Officer of Record' approval process. This would 

include adding, modifying, and deleting any of the rules. 

Risk #2: There is a risk that Officer Rules and Model Rules will not be re-assessed/updated in an 

acceptable timeframe. At the writing of this PIA, a definitive and formalized review and update process 

had not been approved for the China TRV Officer Rules. 

Recommendation: It is recommended that all Officer Rules Model Rules are updated on a frequent 

basis. If the Officer Rules are 'situational', meaning the rules are created due to a recent trend (e.g. 

trends/risks identified in the previous 12 months), it is recommended that the rules be re-evaluated 

every six months. Otherwise, it is recommended that the Officer Rules are re-evaluated every year. 

5.1.2 Identifying Purposes 

RISKS AND RECOMMENDATIONS RELATED TO 'IDENTIFYING PURPOSES' 

Risk #3: There is a risk that IRCC created Model Rules without providing proper notice, as required bys. 

5, 9, 10, and 11 of the Privacy Act, to those individuals whose files were utilized to create the Model 

Rules. This same risk would also apply to those applications which were processed by IRCC during the 

November 2017 China TRV Pilot. 

Recommendation: It is recommended that IRCC accept this risk, but the relevant PIBs should be 

updated (s. 9(4}(b)), the OPC notified (s. 9(4}(a)) and IRCC consider posting a notice to the public on its 

website regarding the use of historical records to create the Model Rules. This could be satisfied 

through the PIA Summary (See Annex K). 
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Risk #4: There is a risk that future TRV e-Applications will be processed using the Officer Rules and 

Model Rules but lack the appropriate notice requirements at the time the individual completes his/her 

application. This risk is being addressed through three deliverables that are at various stages of 

completion: 

1. The China TRV Application Guide (IMM 5884) was modified in March 2018 to include a notice 

statement regarding IRCC's use of analytics (Completed); 

2. The PNS in thee-Application and on the paper TRV Application Form (IMM 5257) are in the 

process of being modified to properly reflect notice of the use of analytics in the development of 

models and processing of applications (In Progress; estimated completion August 2018); 

3. PIB CIC PPU 068 is being modified to include the use of analytics as a 'Consistent Use' (In 

Progress; estimated completion August 2018) and 

4. The OPC was consulted on November 28, 2017 and March 5, 2018 regarding IRCC's use of 

analytics. 

Recommendation: It is recommended that IRCC complete the two outstanding notice deliverables and 

consider the following: 

1. Create a news release or other public facing communications on the use of analytics; and 

2. Approve language in the PIA Summary {See Annex K) that promotes transparency related to 

analytics. 

5.1.3 Consent 

No risks were identified regarding this principle. 

It is noted that IRCC has determined the use of use of historical application information to create Model 

Rules is considered a 'consistent use' for the purposes of s. 7(a) of the Privacy Act. 

5.1.4 Limiting Collection 

No risks were identified regarding this principle. 

5.1.5 Limiting Use, Disclosure and Retention 

Risk #5: There is a risk that personal information for the China Pilot used within the Exploration Zone 

will be used for an unauthorized purpose/administrative purpose because the Exploration Zone is not 

currently subject to a privacy protocol as required by TBS's Policy on Privacy Protection. Specifically, s. 

6.2.15 states the head of a government institution, or his/her delegate, is responsible for 'establishing a 

privacy protocol within the government institution for the collection, use or disclosure of personal 

information for non-administrative purposes, including research, statistical, audit and evaluation 

purposes.' In the opinion of the consultant, the Exploration Zone is a repository of personal information 

Protected B 79 C dl•I ana cA-2021-os149-ooooss 



I .t... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

that is being used for a non-administrative purpose and, therefore, a privacy protocol is required. 

Privacy Protocol is defined in the Policy on Privacy Protection as: 'a set of documented procedures to be 

followed when using personal information for such non-administrative purposes as research, statistics, 

audit, and evaluation. These procedures ensure that the individual's personal information is handled in a 

manner that complies with the principles of the Privacy Act.' 

A privacy protocol document is required for the exploration zone and is currently under development. 

Recommendation: It is recommended that IRCC author a privacy protocol related to the EDW's 

Exploration Zone, which should address, at a minimum, the following: 

1. User Access: access to the Exploration Zone should be limited to the least number of people as 

possible and, unless proper justification is documented, no operational staff should have access. 

2. Non-Administrative Use Only: a commitment that no administrative decisions will be made 

from information collected and tested within the Exploration Zone. 

3. Security: the security of the information is properly protected. 

4. Retention and Disposal: an appropriate retention and disposal timeline is approved and 

procedures to destroy the information are outlined. 

Risk #6: There is a risk that personal information stored/used electronically {EDW and Cognos 

application which contains the personal information processed in the Model each day) will not be 

destroyed in accordance with an applicable and approved retention and disposal schedule. For China 

TRV e-Applications, as reflected in IRCC PIB PPU 068 (Migration Control and Security Management), the 

appropriate timeline is 'up to five years'; however, in interviews for this P!A, a retention and disposal 

time line has not been established for any of the following: 

1. Exploration Zone 

2. Production Zone 

3. Cognos Reports (within the Cognos application) 

Recommendation: It is recommended that an appropriate retention and disposal schedule be approved 

and assigned to the Exploration Zone, Production Zone, and Cognos Report application which should be 

accompanied with procedures to support the deletion of those electronic records from the EDW and the 

Cognos application. 

Risk #7: There is a risk that IRCC will disclose the description/justification of bin assignments to users of 

GCMS who may use that information for an unauthorized purpose. As detailed in this PIA, CBSA and 

CSIS have access to the 'IMM > TR' Screen (where OSC records bin assignments in the 'Organizations and 

Entities' field) to perform their duties under IRPA and the CSIS Act. It is opined that CBSA and/or CSIS 

users will eventually ask for the meanings of 'Bin 1', 'Bin 2' and so on. If the description/justification for 

the Officer Rules and/or Model Rules are disclosed to the CBSA and CSIS, as provided in the annexes to 

this PIA, there is a risk that the CBSA and CSIS will use that information for an unauthorized use; possibly 
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to target those individuals or use that data within their own predictive analytic modelling. However, it is 

recognized that any bin assignment recorded on the TR application screen in GCMS is accessible to those 

other institutions. 

Recommendation: In the recommendation attached to Risk #9 of this PIA, the consultant has 

recommended security awareness deliverables. As part of those deliverables, it is recommended that 

IRCC ensure its staff are aware that bin names/descriptions must not be disclosed, including to the CBSA 

and CSIS. 

It is recognized that any bin assignment recorded on the TR application screen in GCMS is accessible to 

those other institutions and applying system restrictions may not be feasible. 

5.1.6 Accuracy 

Risk #8: There is a risk that individuals will be assigned to an incorrect bin number due to data entry 

errors by OSC staff who manually record bin assignments for each application. Until such time that bin 

assignments are automated by GCMS (no current plans}, there will always be a risk that data entry 

errors could result in incorrect bin assignments. It is noted that during the first month of the model 

being deployed for China, approximately 5-10 files were identified by CPC-0 as having been assigned to 

the wrong bin; however, since the initial few weeks, the data entry errors have reduced. 

Recommendation: It is recommended that IRCC automate bin assignments in GCMS or utilize analytics 

to create a triage function within GCMS. 

Note: a triage function operates as a workload management feature allowing applications to be 

assigned to particular staff for a particular need/reason. GCMS currently provides automated activities 

which require files to be reviewed; that triage function could be modified to allow for particular users to 

review applications and for bin assignment criteria to be added automatically. 

5.1.7 Safeguarding 

Risk #9: There is a risk that the use of analytics and the maintenance of SECRET information, which was 

previously treated as Protected B (at best) remains in various storage locations and is not being 

affording appropriate protections; e.g. email folders, GCDOCS, local drives, Portable Storage Devices 

(PSDs). The potential risk of bin numbers/names being disclosed to unauthorized persons has significant 

negative consequences to the Department and Canada. This risk extends to staff and consultants 

working in/for: AAL, other program officials, SIMB/EDW, Shared Services Canada, IRCC Legal Services, 

ATIP, and the PIA consultant. 

Recommendation: It is recommended that IRCC's Departmental Security Officer (DSO) is thoroughly 

advised of the history related to analytics information which is now considered Protected Band SECRET 

and the reasoning behind the SECRET classification. In turn, it is recommended that the DSO develop 

appropriate security awareness deliverables and staff instructions to support appropriate safeguards 
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and employee practices regarding the handling of the information, including strict restrictions on the 

release of bin descriptions to any !RCC staff or outside institution who do not have the legal authority to 

collect this information and who do not meet the 'need to know' principle. Regarding particular OGD 

users of GCMS, the consultant opines that CSIS and the CBSA would never need to know this 

information; however, the DOJ may require this information in representing IRCC in court proceedings. 

Furthermore, it is recommended that IRCC ensure that any documents, emails, or presentations 

detailing the SECRET information related to bin names/descriptions are either stored appropriately or 

purged from email folders, local drives, GCDOCS, Blackberry devices (or other PSDs}, and any other 

storage device/location. 

5.1.8 Openness 

No risks were identified regarding this principle. 

5.1.9 Individual Access 

No risks were identified regarding this principle. 

5.1.10 Compliance 

No risks were identified regarding this principle. 
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Table 2 below proves a description of the nature of each risk as identified in this PIA, as well as a separate residual risk assessment which 

represent the anticipated risk level if the recommendations in this PIA are approved and implemented. 

The level of risk assigned to each of the risks was assigned based on two existing IRCC documents. First, as recommended by IRCC's Corporate 

Risk Profile for 2016-17, the IRCC 15-minute risk assessment tool was utilized which includes a 3 x 3 matrix (Impact x Probability). Second, to 

assist in assessing the impact, IRCC's Common Risk Impact Scale (CRIS) was used. The CRIS includes specific guidance and examples related to 

privacy and security. 

Table 2: Residual Risk Table 

Nature of risk 

Risk #1: There is a risk that Officer Rules and 

Tier 1 rules will be modified/changed by the 

ALL and operational staff (e.g. Beijing office) 

without following the formal 'Officer of 

Record' approval process which has been 

established for the Officer Rules and Tier 1 

rules. In early 2018, the DG of CN approved 

the initial version of the Officer Rules and Tier 

1 rules. However, after DG approval, the 

Beijing Office sent new/modified Officer rules 

to the AAL, and the AAL was incorporated 

those changes into the Officer rules which 

Protected B _ 

Risk Assessment 

Prior to Mitigation 

------ - - - ---

-
Likely/Low 

Recommended Mitigating Mechanisms 

It is recommended that changes to the Officer Rules and Tier 1 

rules are prohibited from being deployed without following the 

established 'Officer of Record' approval process. This would 

include adding, modifying, and deleting any of the rules. 
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Residual Risk; Risk 

After Recmnd. 

Mitigation 
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Table 2: Residual Risk Table 
were deployed in April 2018; these changes 

were made without approval from the DG of 

CN. 

Risk #2: There is a risk that Officer Rules or 

Model Rules will not be re-assessed/updated 

in an acceptable timeframe. At the writing of 

this PIA, a definitive and formalized review 

and update process had not been approved 

for the China TRV Officer Rules. 

Risk #3: There is a risk that IRCC created 

Model Rules without providing proper notice, 

as required bys. 5, 9, 10, and 11 of the Privacy 

Act, to those individuals whose files were 

utilized to create the Model Rules. This same 

risk also applies to those applications which 

were processed by IRCC during the November 

2017 China TRV Pilot. 

Risk #4: There is a risk that future TRV e

Applications will be processed using the 

Officer Rules and Model Rules but lack the 

appropriate notice requirements at the time 

the individual completes his/her application. 

This risk is being addressed through three 

deliverables that are at various stages of 

completion: 

1. The China TRV Application Guide (IMM 

5884) was modified in March 2018 to 

include a notice statement regarding 

IRCC's use of analytics (Completed); 
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It is recommended that all Officer Rules and Model Rules are 

updated on a frequent basis. If the Officer Rules are 

'situational', meaning the rules are created due to a recent 

trend (e.g. trends/risks identified in the previous 12 months), it 

is recommended that the rules be re-evaluated every six 

months. Otherwise, it is recommended that the Officer Rules 

are re-evaluated every year. 

It is recommended that IRCC accept this risk but update the 

relevant PIBs, notify the OPC and consider posting a notice to 

the public on its website regarding the use of historical records 

to create the Model Rules. This could be satisfied through the 

PIA Summary (See Annex K). 

Finalize the PIB and PNS modifications which were in progress 

at the time this PIA was completed (June 2018); notify the OPC 

and 

Consider making public a news release or other deliverable on 

IRCC's use of analytics; and 

Approve language in the PIA Summary (See Annex K) that 

promotes transparency related to analytics. 
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2. The PNS in thee-Application and on the 

paper TRV Application Form (IMM 5257) 

are in the process of being modified to 

properly reflect notice of the use of 

analytics in the development of and 

processing of applications (In Progress; 

estimated completion August 2018); and 

3. PIB CIC PPU 068 is being modified to 

include the use of analytics as a 

'Consistent Use' (In Progress; estimated 

completion August 2018). 

Risk #5: There is a risk that personal 

information used for the China Pilot within the 

Exploration Zone is not subject to a privacy 

protocol as required by TBS's Policy on Privacy 

Protection. 

Risk #6: There is a risk that personal 

information stored/used electronically (EDW 

and Cognos application which contains the 

personal information processed in the Model 

each day) will not be destroyed in accordance 

with an applicable and approved retention 

and disposal schedule 

Risk #7: There is a risk that IRCC will disclose 

the description/justification of bin 

assignments to users of GCMS who may use 

that information for an unauthorized purpose. 

As detailed in this PIA, CBSA and CS!S have 

access to the 'IMM> TR' Screen (where OSC 

records bin assignments in the 'Organizations 

and Entities' field) to perform their duties 
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It is recommended that IRCC author a privacy protocol related 

to the EDW's Exploration Zone. A privacy protocol is currently 

under development. 

It is recommended that an appropriate retention and disposal 

schedule be approved and assigned to the Exploration Zone, 

Production Zone, and Cognos Report application which should 

be accompanied with procedures to support the deletion of 

those electronic records from the EDW and the Cognos 

application. 

In the recommendation attached to Risk #9 of this PIA, the 

consultant has recommended security awareness deliverables. 

As part of those deliverables, it is recommended that IRCC 

ensure its staff are aware that bin names/descriptions must not 

be disclosed, including to the CBSA and CSIS. 

It is recognized that any bin assignment recorded on the TR 

application screen in GCMS is accessible to those other 
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under IRPA and the CSIS Act. It is opined that 

CBSA and/or CSIS users wlll eventually ask for 

the meanings of 'Bin 1', 'Bin 2' and so on. If 

the description/justification for the Officer 

Rules and/or Model Rules are disclosed to the 

CBSA and CSIS, as provided in the SECRET 

annexes to this PIA, there is a risk that the 

CBSA and CSIS will use that information for an 

unauthorized use; possibly to target those 

individuals or use that data within their own 

predictive analytic modelling. 

Risk #8: There is a risk that individuals will be 

assigned to an incorrect bin number due to 

data entry errors by OSC staff who manually 

record bin assignments for each application. 

Until such time that bin assignments are 

automated by GCMS (no current plans), there 

will always be a risk that data entry errors 

could result in incorrect bin assignments. It is 

noted that during the first month of the model 

being deployed for China, approximately 5-10 

files were identified by CPC-O as having been 

assigned to the wrong bin; however, since the 

initial few weeks, the data entry errors have 

reduced. 

Risk #9: There is a risk that the use of 

analytics and the maintenance of SECRET 

information, which was previously treated as 

Protected B (at best) remains in various 

storage locations and is not being affording 

appropriate protections; e.g. email folders, 

GCDOCS, local drives, Portable Storage 
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Possible/Medium 

institutions and applying system restrictions may not be 

feasible. 

It is recommended that IRCC automate bin assignments in 

GCMS or utilize analytics to create a triage function within 

GCMS. 

Note: a triage function operates as a workload management 

feature allowing applications to be assigned to particular staff 

for a particular need/reason. GCMS currently provides 

automated activities which require files to be reviewed; that 

triage function could be modified to allow for particular users 

to review applications and for bin assignment criteria to be 

added automatically. 

It is recommended that IRCC's Departmental Security Officer 

(DSO) is thoroughly advised of the history related to analytics 

information which is now considered Protected Band SECRET 

Possible/Medium and the reasoning behind the SECRET classification. In turn, it is 

recommended that the DSO develop appropriate security 

awareness deliverables and staff instructions to support 

appropriate safeguards and employee practices regarding the 
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Devices (PSDs). The potential risk of bin 

numbers/names being disclosed to 

unauthorized persons has significant negative 

consequences to the Department and Canada. 

This risk extends to staff and consultants 

working in/for: AAL, other program officials, 

SIMB/EDW, Shared Services Canada, IRCC 

Legal Services, ATIP, and the PIA consultant. 
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handling of the information, including strict restrictions on the 

release of bin descriptions to any IRCC staff or outside 

institution who do not have the legal authority to collect this 

information and who do not meet the 'need to know' principle. 

Regarding particular OGD users of GCMS, the consultant opines 

that CSIS and the CBSA would never need to know this 

information; however, the DOJ may require this information in 

representing IRCC in court proceedings. 

Furthermore, it is recommended that IRCC ensure that any 

documents, emails, or presentations detailing the SECRET 

information related to bin names/descriptions are either stored 

appropriately or purged from email folders, local drives, 

GCDOCS, Blackberry devices (or other PSDs), and any other 

storage device/location. 
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The Summary of Privacy Risks [Table 2 above) represents the consolidated risks and mitigation strategies identified in the development of this 

PIA. 

Table 3 below provides a description of the risk {summarized from Sections 5.2), and the activities needed to mitigate the risk. Table 3 also 

identifies risk owners (i.e. lead), who are responsible for the timely implementation of each risk mitigation activity based on the listed 

completion date. 

The Action Plan table below is an evergreen document which has been extracted from this PIA and is being tracked by the AAL to ensure the risk 

mitigation activities are completed in a timely fashion and updates are available to senior management and the OPC upon request. 

Table 3; Risk Mitigation Action Plan 

Item# Risk Description Activity(ies) to Mitigate the Risk Lead Completion Date 

Risk #1: There is a risk that Officer Rules and 

Tier 1 rules will be modified/changed by the It is recommended that changes to the Officer Rules 

ALL and operational staff (e.g. Beijing office) and Tier 1 rules are prohibited from being deployed 

1 without following the formal 'Officer of without following the established 'Officer of Record' AAL/ CN / IPG Nov 30/2018 

Record' approval process which has been approval process. This would include adding, 

established for the Officer Rules and Tier 1 modifying, and deleting any of the rules. 

rules. 

It is recommended that all Officer Rules and Model 

Rules are updated on a frequent basis. If the Officer 

Risk #2: There is a risk that Officer Rules or 
Rules are 'situational', meaning the rules are created 

Model Rules will not be re-assessed/updated 
due to a recent trend (e.g. trends/risks identified in 

ML/CN/IPG Nov 30/2018 2 the previous 12 months), it is recommended that 
in an acceptable timeframe. 

the rules be re-evaluated every six months. 

Otherwise, it is recommended that the Officer Rules 

are re-evaluated every year. 

Risk #3: There is a risk that IRCC created It is recommended that IRCC accept this risk but AAL June 30 2018 3 
Model Rules without providing proper notice, update the relevant PIBs, notify the OPC and 
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Table 3: Risk Mitigation Action Plan 

Item# Risk Description 

as required bys. 5, 9, 10, and 11 of the 

Privacy Act, to those individuals whose files 

were utilized to create the Model Rules. This 

same risk also applies to those applications 

which were processed by IRCC during the 

November 2017 China TRV Pilot. 

Risk #4: There is a risk that future TRV e-

Applications {beginning in March 2018) will 

4 
be processed using the Officer Rules and 

Model Rules but lack the appropriate notice 

requirements at the time the individual 

completes his/her application. 

Risk #5: There is a risk that personal 

information for the China Pilot used within 

5 the Exploration Zone is not subject to a 

privacy protocol as required by TBS's Policy 

on Privacy Protection. 

Risk #6: There is a risk that personal 

information stored/used electronically (EDW 

and Cognos application (which contains the 

6 personal information processed in the Model 

each day) will not be destroyed in accordance 

with an applicable and approved retention 

and disposal schedule 

Risk #7: There is a risk that IRCC will disclose 
7 

the description/justification of bin 

Protected B 

Activity(ies) to Mitigate the Risk 

consider posting a notice to the public on its website 

regarding the use of historical records to create the 

Model Rules. This could be satisfied through the PIA 

summary (See Annex K). 

Finalize the PIB and PNS modifications which were in 

progress at the time this PIA was completed (June 

2018) and notify the OPC. 

Consider making public a news release or other 

deliverable on IRCC's use of analytics; and 

Approve language in the PIA Summary (See Annex K) 

that promotes transparency related to analytics. 

It is recommended that IRCC author a privacy 

protocol related to the EDW's Exploration 2one. A 

privacy protocol is currently under development. 

It is recommended that an appropriate retention 

and disposal schedule be approved and assigned to 

the Exploration Zone, Production Zone, and Cognos 

Report application which should be accompanied 

with procedures to support the deletion of those 

electronic records from the EDW and the Cognos 

application. 

In the recommendation attached to Risk #9 of this 

PIA, the consultant has recommended security 
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Table 3: Risk Mitigation Action Plan 

Item# Risk Description 

assignments to users of GCMS who may use 

that information for an unauthorized 

purpose. 

Risk #8: There is a risk that individuals will be 

assigned to an incorrect bin number due to 
8 data entry errors by OSCstaffwho manually 

record bin assignments for each application. 

Risk #9: There is a risk that the use of 

analytics and the maintenance of SECRET 

information, which was previously treated as 

Protected B (at best) remains in various 
9 

storage locations and is not being affording 

appropriate protections; e.g. email folders, 

GCDOCS, local drives, Portable Storage 

Devices (PSDs). 

Protected B 

Activity(ies) to Mitigate the Risk 

awareness deliverables. As part of those 

deliverables, it is recommended that IRCC ensure its 

staff are aware that bin names/descriptions must 

not be disclosed, including to the CBSA and CSIS. 

It is recognized that any bin assignment recorded on 

the TR application screen in GCMS is accessible to 

those other institutions and applying system 

restrictions may not be feasible. 

It is recommended that IRCC automate bin 

assignments in GCMS or utilize analytics to create a 

triage function within GCMS. 

Note: a triage function operates as a workload 

management feature allowing applications to be 

assigned to particular staff for a particular 

need/reason. GCMS currently provides automated 

activities which require files to be reviewed; that 

triage function could be modified to allow for 

particular users to review applications and for bin 

assignment criteria to be added automatically. 

It is recommended that IRCC's Departmental 

Security Officer (DSO) is thoroughly advised of the 

history related to analytics information which is now 

considered Protected B and SECRET and the 

reasoning behind the SECRET classification. In turn, 

it is recommended that the DSO develop 

appropriate security awareness deliverables and 

staff instructions to support appropriate safeguards 

and employee practices regarding the handling of 

90 

Lead 

ML/EDW 

DSO 
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Table 3: Risk Mitigation Action Plan 

Item# Risk Description Activity(ies) to Mitigate the Risk 

the information, including strict restrictions on the 

release of bin descriptions to any IRCC staff or 

outside institution who do not have the legal 

authority to collect this information and who do not 

meet the 'need to know' principle. Regarding 

particular OGD users of GCMS, the consultant 

opines that CSIS and the CBSA would never need to 

know this information; however, the DOJ may 

require this information in representing IRCC in 

court proceedings. 

Furthermore, it is recommended that IRCC ensure 

that any documents, emails, or presentations 

detailing the SECRET information related to bin 

names/descriptions are either stored appropriately 

or purged from email folders, local drives, GCDOCS, 

Blackberry devices (or other PSDs), and any other 

storage device/location. 
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7. SUPPLEMENTARY DOCUMENTS LIST 

1. Temporary Resident Volume Management Initiative (TRVM) -Advanced Analytics Project, 

Project Scope; Version 1.9 (November 17, 2017) 

2. Temporary Resident Volume Management Initiative (TRVM) - Advanced Analytics Project, Roles 

& Responsibilities; Version 1.4 (October 27, 2017) 

3. EDW Predictive Analytics Model Development Life Cycle (MDLC) Process Description, DRAFT 
(November 22, 2017) 

4. Temporary Resident Visa: Beijing, Shanghai, and Guangzhou Visa Office Instructions (Form IMM 
5884)26 

5. Results of the China TRV Pre-Pilot (January 3, 2018) 
6. Instructions to Decision Makers in CN Regarding the Implementation ofthe Advanced Analytics 

Pilot Model for China TRV e-App Processing (March 2018) 
7. Statement of Sensitivity, TRVM System (March 6, 2018} 
8. Security Assessment, March 28, 2018 
9. PIA on Canada-U.S. Immigration Information Sharing Treaty and Biographic Implementing 

Arrangement (January 2013) 
10. Addendum to the PIA Reporting Covering Biographic Implementing Arrangement Under the 

Canada-U.S. Immigration Information Sharing Treaty (January 2014) 
11. PIA for Receiver General Buy Button 

http://www.tpsgc-pwgsc.gc.ca/ a iprp-atip/ efvp-pia/boutto nach atrg-rgbuybutto n-e ng. htm I 

12. PIA for the RGBB Upgrade 

http://www.tpsgc-pwgsc.gc.ca/aiprp-atip/efvp-pia/sebarg-rupias-eng.html 

26 http://www.cic.gc.ca/english/pdf/kits/forms/1MM5884E.pdf 
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ANNEX A: PRIVACY COMPLIANCE ASSESSMENT 

SECTION I - PIA OVERVIEW AND INITIATION SUMMARY 

Government Institution: IRCC 

::.Rf:i~ia! R~sp9nsi,9l~f9i-~he'.P[h!~5yJrnp~ft . 
•. Assessment. ' : · .·. · · · •. ·. · · . .. ·. 

. -. ' '' ~- •'' -. ., - - ,~ ' - - . - : ' :.· ,: ~ ( ·, '. 

Harpreet Kochhar, Assistant Deputy Minister 

Operations 

Brl;lnch/RegioriHe¾tLo,r' beiigate. fol sectron · 10 of · •· 
. - _,' . - '_; ,' ... ' ·, '-'•-;-,, , -,•" ,•_, '_,•·· ,- .. , 

thePfivpcyA~:. ':>., , · . </ 
Zaina Sovani, Assistant Deputy Minister 

Corporate Services 

Name of Program or Activity and Alignment to PAA: Migration Control and Security Management 

Program Activities: This Program aims to ensure the managed migration of foreign nationals and 

newcomers to Canada. As such, in accordance with the Immigration and Refugee Protection Act and 

accompanying Regulations, IRCC facilitates the travel of bona fide permanent residents, visitors, 

students and temporary workers while protecting the health, safety and security of Canadians by 

effectively managing migration access and controlling entry. This is accomplished through a variety of 

policy and operational measures, including visa policy interventions, anti-fraud measures, eligibility 

and admissibility criteria, negotiations of bilateral and multilateral information sharing agreements and 

treaties, security updates to travel and immigration status documents, as well as revisions to identity 

management practices. Strategic partnership engagements with security and public safety-related 

departments are another essential component of this Program. 

CLASS OF RECORD 

:. D~s.criptiOn of th~ dass bfre2ords a~sodated with the program or ai;tivfty: Visitor anqT:etnpqfaryW(>rk¢r . 
Prograrrts 

-,,',' 

Description: Information concerning regulatory requirements and policies related to the temporary admission of 
foreign nationals to visit or work in Canada. 

Document Types: Analysis and policies related to the determination of applications for temporary entry of 
visitors, live-in caregivers and other temporary workers to Canada. Partnership arrangements with provinces and 
territories; and program integrity measures for temporary foreign workers. 

Format: These records are shared with the Canada Border Services Agency (CBSA). Formerly CIC IVR 001. 

Record Number: CIC ASB 012 

. ·Description.of the dass'ofrecords associated with the.program·or activity: International student · ·. · ·· programs ' . . . . ' ,· . . . . . . . . . . ' . . ' ' ' ,. . ' : ' ' ' 
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. Description: Information concerning regulatory requirements and policies related to the temporary admission of 
foreign nationals to study or work fn Canada. 

. . . . . . . . . . . . . . . . . ·. . . . . . . : . . . . . . . . 

. Document Types: Analysis and policies related to the determination of applicatiorisfor temporary entry Qf .. 
• international students to Canada. Partnership arrangements with provinces and territories; and program 

integrity measures for temporary foreign workers. 
·. ·.- . . . 

Format: These records are shared with the Canada Border Services Agency (CBSA). Forrneriv cic1vR 001 . 

. Record Number: CIC ASB 009 

Class of Record Number: CIC ASB 012; CIC ASB 009 

• Proposal for a New Personal Information Bank 

OOProposal to modify an existing Personal Information Bank - identify PIB registration number and 

current description: 

• No change to an existing Personal Information Bank 

Migration Control and Security Management 

Description: IRCC's Migration Control and Security Management Program supports the managed 

migration of foreign nationals and newcomers to Canada. Through the use of various policy and 

operational measures, the Program facilitates the travel of bona fide permanent residents, visitors, 

students, and temporary workers to Canada, while protecting the health, safety and security of 

Canadians. 

The primary activities of the Migration Control and Security Management Program include the 

establishment of visa and other document entry requirements, maintaining the policy framework for 

terms and conditions of entry, establishing admissibility criteria, implementing and enforcing anti-fraud 

measures, negotiating bilateral and multilateral information-sharing agreements and treaties, 

developing strategic partnership, and setting IRCC's general identity management practices. In 

conducting these activities, the Program may collect, use, disclose or retain personal information of 

persons seeking permanent or temporary residence, including the individual's: 

• Name; 
• Contact information; 
• Place and date of birth; 
• Language preference; 

• Sex; 
• Physical attributes (e.g., height and eye colour); 
• Photograph; 
• Marital and family status; 
• Relevant information about family members included in the application; 
• Relevant financial information; 
• Relevant medical information; 
• Relevant biographical information (e.g., education and work history}; 
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• Place of last permanent residence and addresses of last five years of residence; 
• Travel history, including periods when the individual was away from Canada; 
• Passport (or other travel document number); 
• Criminal record history; 
• Military, police, and government service records (if applicable); 
• Biometric information; 
• Status in Canada and information about previous removal activity; 
• Intended occupation or work opportunities in Canada, including offers of employment and 

Labour Market Impact Assessments (where issued); 
• Other information, as contained in documents supporting an individual's application, and which 

may contain personal information; 
• Specific terms and conditions attached to the individual's residency; and 
• Signature or electronic signature. 

Under the program, information may also be collected about third parties, including bond depositors or 

those willing to assist in a relocation. 

Class of Individuals: The information described in this bank relates to individuals who have applied for 

or are seeking permanent residence in Canada, temporary residence in Canada and foreign nationals 

whom the Minister may determine to be ineligible on the basis of public policy considerations (s.22.1 of 

the IRPA). 

Purpose: The information described in this bank may be used to administer and enforce provisions of 

the Immigration and Refugee Protection Act, to record the legal admission of immigrants to Canada, to 

verify an individual's right to remain in Canada, and to inventory and record information about 

individuals who have been granted permanent or temporary residence in Canada. 

Personal information is collected pursuant to the Immigration and Refugee Protection Act (IRPA) and 

Regulations (IRPR); the Immigration Act (1976) and the Immigration Regulations (1978). 

Consistent Uses: Information described in this bank will only be used for the purposes for which it was 

first collected, or for a use consistent with that purpose. 

The information may be used internally for the detection, suppression and prevention of immigration 

offences, for quality assurance purposes, and to determine an individual's admissibility. The information 

may also be used internally for research and statistical purposes, for program policy and evaluation, and 

for internal audit. 

Select information may be shared externally with parties to verify or assess an individual's claims or 

qualifications. 

Select information may be shared with provincial and territorial authorities or agencies under the terms 

of an agreement or arrangement with respect to immigration. 

Select information may be shared for the administration and enforcement of immigration legislation or 

for law enforcement purposes with: the Canada Border Services Agency (CBSA) (see CBSA PPU 032, 

Policy and Program Development Enforcement Data System); the Canadian Security Intelligence Service 

(CSIS) (see CSIS PPU 005, Security Assessments/Advice); the Royal Canadian Mounted Police (RCMP) (see 

RCMP PPU 005, Operational Case Records}. The information may also be shared with Employment and 

Social Development Canada (ESDC), the Immigration and Refugee Board (IRB), the department of Global 

Affairs Canada (GAC), and Health Canada (HC) in relation to immigration issues. 
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Select information may be shared with the Department of Justice Canada for litigation purposes, 

pursuant to section 5 of the Department of Justice Act and paragraph 8{2)(d) of the Privacy Act (see JUS 

PPU 010, Civil Proceedings and Legal Services). 

Select information may be shared with foreign governments for the administration and enforcement of 

immigration laws, subject to the terms of multilateral treaties and/or agreements. 

Select information may be shared by the Minister of Immigration, Refugees and Citizenship, on his own 

initiative, with the Minister of Public Safety and Emergency Preparedness or the Minister of Foreign 

Affairs for the purpose of exercising the authority under s.22.1 of the IRPA (to declare that a foreign 

national may not become a temporary resident on the basis of public policy considerations). 

Retention and Disposal Standards: Personal information described in this bank may be retained for up 

to 5 years in electronic form. Paper records are only retained for 2 years. 

Biometric information is stored by the RCMP on behalf of IRCC and retained for fifteen years from the 

time of the most recent biometric collection. That information is systematically destroyed after 15 years 

or upon granting of Canadian Citizenship. 

Biometric information attached to an individual who has been deemed inadmissible under sections 34 

through 37 of the IRPA will be retained until the individual has reached the age of 100. 

Notes: Information previously described in banks PPU 053, Permanent Resident Data System (TBS 

Registration: 005219), PPU 067, Permanent Resident Card (TBS Registration: 005312) and PPU 055, 

Visitor Case Files (TBS Registration: 00501) are now described in the present bank. 

Individuals requesting information related to this bank should provide their name, date of birth, permit 

information and year of entry. To access permanent residence data for landing years 1919 through 

1935, additional information may be required, such as the country of birth, port of entry, vessel type (if 

applicable). Landing records for individuals prior to 1935 are archived with Library and Archives Canada. 

RDA Number: 2006/004 

Related Record Number: CIC ASB 016, CIC ASB 009, CIC ASB 012, CIC ASB 016 

TBS Registration: 005308 

Bank Number: CIC PPU 068 

Legal Authority for Program or Activity: 

Protected B 96 Canada 
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SECTION II - RISK AREA IDENTIFICATION & CATEGORIZATION 

A.: Type of Program or Activity 

Program or activity that does NOT involve a decision about an identifiable individual. 

Personal information is used strictly for statistical/ research or evaluations including 

mailing list where no decisions are made that directly have an impact on an identifiable 

individual. 

• The Directive on PIA applies to administrative use of personal information. The Policy on 

Privacy Protection requires the department establishes al Privacy Protocol for addressing 

non-administrative uses of personal information. 

! Level of 

Risk to 

Privacy 

00 1 

............................................................ _ ...... ---- ""'"' --~~--------- .. -, ...................................... ,-..... ·--·- ... _ ... , ....... ,_,_ .................. ___ --
Administration of Programs/ Activity and Services 

Personal information is used to make decisions that directly affect the individual (i.e. 

determining eligibility for programs including authentication for accessing 

programs/services, administering program payments, overpayments, or support to clients, 

issuing or denial of permits/licenses, processing appeals, etc.}. 

Compliance/ Regulatory investigations and enforcement 

Personal information is used for purposes of detecting fraud or investigating possible 

abuses within programs where the consequences are administrative in nature (i.e., a fine, ~ 3 

discontinuation of benefits, audit of personal income tax file or deportation in cases where 

national security and/or criminal enforcement is not an issue). ______ ..,..,.., ............................ __ ................... ,, ___ _ 
. Criminal investigation and enforcement/ National Security 

Personal information is used for investigations and enforcement in a criminal context (i.e. 

; decisions may lead to criminal charges/sanctions or deportation for reasons of national 

i security or criminal enforcemen~. ___ __ ............ i ... . 
i Note: Risk level 1 has been identified as it relates to the Exploration Zone which uses personal 

information to identify trends and commonalties within applications; it reflects a non-administrative use : 

of personal information. 

Risks 2-3 have been selected as it relates to the use of the Cognos Report/Production Zone data within 

the process of immigration, citizenship, and passport applications submitted to IRCC. While the initial 

submission of this PIA is limited to visitor visas, it is anticipated that analytics will be used for other LoB 

to support the streamlining of application time lines and the identification of fraud. 

Risk 4 is identified as the use of analytics, in the future, will assist in identifying fraud and may lead to 

investigations and enforcement in a criminal context. 

----"""""""""""" ------
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B: Type of Personal Information Involved and ;Context 

Level of 
··.·.risk to 

-----·----

•:", 
,,,1, 
,', -~----~·~· ... 

Only personal information provided by the individual- at the time of collection - relating to 

an authorized program & collected directly from the individual or with the consent of the 

pj-ivaty 

• 1 

individual for this disclosure / with no contextual sensitivities. 

The context in which the personal information is collected is not particularly sensitive. For 

, example: general licensing, or renewal oftravel documents or identity documents. 
•-- -M~~~•••---•---~--------•--•••-•~-••~••a-------- ------•• 
; Personal information provided by the individual with consent to also use personal 

i information held by another source/ with no contextual sensitivities after the time of 

· collection. 

Social Insurance Number, medical, financial or other sensitive personal information and/or ~ 3 

the context surrounding the personal information is sensitive. Personal information of 

minors or incompetent individuals or involving a representative acting on behalf of the 

individual. 

For example: the personal information by association indirectly reveals information on the 

health, financial situation, religious or lifestyle choices ofthe individual. 

Sensitive personal information, including detailed profiles, allegations or suspicions, bodily 

samples and/or the context surrounding the personal information is particularly sensitive. 

For example: the personal information by association indirectly reveals intimate details on 

the health, financial situation, religious or lifestyle choices of the individual and other 

individuals, such as relatives. 

IZl4 

- ... ' . " . 

. C: Program or Activity Partners and Priv~te Sector Involvement 

l - - ···-,-. 
j Level of 

. ', risk to·· 

privacy .~ ......................................... , ........... . 
i Within the department (amongst one or more programs within the department) 

I With other fed~ral institutions 
1----------·----------------------- --- -- ---~ •--- ------------- . •j. 

: 00 1 : 
i 
I 

I 00 2 

i With other or a combination of federal/ provincial and/or municipal government(s) I 00 3 
'
[ I 

l i Private sect~r oiganizations or international-org~~izations o~foreign government~ I oo 4 

' i 
: Note: as it relates to the creation and deployment of Analytics, IRCC uses IRCC only data for the 
: 
1 purposes of processing applications. However, within some application processing across IRCC, federal, 

i municipal, and foreign governments may provide information (i.e. biometric collection and use within 

! Canada, information sharing with the U.S. and others, and other security checks performed by the CBSA 

I which may require collection from domestic and foreign sources). The private sector is involved in the 

l-collection of biometrics for some applications-Visa Application Centres and Application Service 

Centers. 

--~ - - -
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Level of 

risk to 

privacy 

• 1 
Typically involves offering a one-time support measure in the form of a grant payment as a 

social support mechanism. 
-----,,, ... , .... ,,--------------------------~---------- - ------~---

; Short-term program 

; A program or an activity that supports a short-term goal with an established "sunset" date. 

Long-term program 

Existing program that has been modified or is established with no clear "sunset". 

E: Program Population 

The program affects certain employees for internal administrative purposes. 
___ , ............................ __ ...... -- - - ---

The program affects all employees for internal administrative purposes. 

• 2 

IZl 3 

· Level of 

risk to 

privacy 

IX] 1 

i D 2 

- [X] 3 The program affects certain individuals for external administrative purposes. 

The program affects all individuals for external administrative purposes. 
.. ·--- .. ·-·· .... - -~------< 

F: Technology and Privacy 

1. Does the new or modified program or activity involve the implementation of a new 

electronic system, software or application program including collaborative software (or 

groupware) that is implemented to support the program or activity in terms of the creation, 

collection or handling of personal information? 

• 4 

Level of 

risk to 

privacy 

, oo Yes 

- D No 

··1 

- - - ------ --- . --- ......................... ------·--- .. -·-------· ... -......... ,_, _____ , __ , .. ,---·-· 

2. Does the new or modified program or activity require any modifications to IT legacy 00 Yes 

systems and / or services? 
: D No 

- - - --- ------- - - -- - ....... --·-····-··· ............ , _________ , .. _, ______ ,., . ., _____ .,,_ .. ___ .. ,__ ... _______ .. ____ """ ___________ .. __ .. , __ "_" ______ -. - . - •--~- ----- . 

3. The new or modified program or activity involve the implementation of one or more of the following 

technologies: 

3.1 Enhanced identification methods 

This includes biometric technology (i.e. facial recognition, gait analysis, iris scan, fingerprint 

analysis, voice print, radio frequency identification (RFID), etc.) as well as easy pass 

technology, new identification cards including magnetic stripe cards, "smart cards" (i.e. 

identification cards that are embedded with either an antenna or a contact pad that is 

: connected to a microprocessor and a memory chip or only a memory chip with non

; programmable logic). 

' I Identify the applicable category: 

I 

• Yes 

00 No 
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3.2 Use of Surveilla nee: 

This includes other surveillance technologies such as audio/video recording devices, 

thermal imaging, recognition devices, RFID, surreptitious surveillance/ interception, 

computer aided monitoring including audit trails, satellite surveillance etc. 

! • Yes 
! 

00 No 

I Identify the applicable categories: 

>------------------~------------------'- ------ ---- --
3.3 Use of automated personal information analysis, personal information matching and 

knowledge discovery techniques: 

For the purposes of the Directive on PIA, the department is to identify those activities that 

involve the use of automated technology to analyze, create, compare, cull, identify or 

extract personal information elements. Such activities would include personal information 

i matching, record linkage, personal information mining, personal information comparison, 

knowledge discovery, information filtering or analysis. Such activities involve some form of 

artificial intelligence and/or machine learning to uncover knowledge (intelligence), 

trends/patterns or to predict behavior. 

Identify the applicable category(ies): 

The entire scope of the PIA is aimed at how analytics is used to assist in the 

application processes and fraud detection . 
................................ _, ... ,>-------------------------------~ 
A YES response to any of the above indicates the potential for privacy concerns and risks 

that will need to be considered and if necessary mitigated. 

. : . . . . . . . . . - . . 

G: Personal-lnforrnation Jransmissidn-
t· ~<f t-~:;;~:(:};:>-y· '. }~,:: ', 

I 00 Yes 
! 
-• No 

Lel~)}of· 
- ·• ris~t~ 

- : privacy 
'•-• -• L - -

The personal information is used within a closed system. 

No connections to Internet, Intranet or any other system. Circulation of hardcopy 

documents is controlled. 

• 1 

The perso~alinformation is used i~ystem that hasconnections to at least one otii~~ ---: IZl 2 

- system. ____ ................ "_ ---,,-- .. , ·- ---- . 

' The personal information is transferred to a portable device or is printed. 

I USB key, diskette, laptop computer, any transfer of the personal information to a different 

medium. 

Note: Personal information is printed on a visa and affixed to a page on the traveler's 

passport. 

IZl 3 

I • 4 [ The personal information is transmitted using wireless technologies. 
- i. --- .. 

h) Potential risk that in the event of a privacy breach, there will be an impact on the individual or 

employee. 

As it relates to the analytics information (the Rules), a breach of that information would have minimal 

impact on the individual. As it relates to some of the information collected on the individual during the 

TRV application process, IRCC collects some sensitive medical and criminality information. A breach of 
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that information could have significant impacts on the individual's reputation with potential ripple 

effects to their employment and financial capabilities (criminality information leading to termination). 

i) Potential risk that in the event of a privacy breach, there will be an impact on the institution. 

A breach of the analytics rules described in this PIA could have very significant negative consequences to 

IRCC's reputation and the safety/security of Canada. Any breach of the rules could result in them being 

used by otherwise inadmissible or ineligible persons to enter Canada via the automated processes. 

Furthermore, as some of the Officer Rules are risk indicators for Canada's allies, the 

protection/safeguarding of that information is vital to the safety and security of Canada and its allies. 
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Has a legal authority been identified for the collection of personal information for this program or activity? 

Statutory reference: Section 4 of Privacy Act (Section 4 has been interpreted to mean that a lega I authority 

must be established for a collection of personal information, but section 4 does not provide legal authority 

for such a collection). Policy reference: Section 6.2.6 of Directive on Privacy Practices 

IZJ ... YES 

Please specify the legal authority and briefly explain how it permits the collection of the 

information: 

See Section 0 

00 ... AND Ensure that the legal authority to collect the personal information is cited in the relevant PIB. 

j IRPA is cited in the 'Purpose' section of PIB PPU 068 I 
• ... NO 

If there is no legal authority for the collection of personal information, it cannot be collected. Please consult 

your legal advisors to determine if there is authority to proceed with the program or activity. 

2. Necessity to collect personaf information 

!s each element and sub-element of personal information collected or to be collected necessary to 

administer the program or activity? 

Statutory reference: Section 4 of Privacy Act 

Policy reference: Sections 6.1.1, 6.1.3, 6.1.4, 6.2.7 and 6.2.8 of Directive on Privacy Practices 

IZI ... YES 

Ensure that all categories and elements of personal information necessary to administer the program or 

activity are listed in the relevant P!B. (The Treasury Board Secretariat has developed a list of categories and 

elements of personal information to simplify the process of describing personal information for PIBs. It 

provides examples of categories and elements that can be used to summarize the personal information 

collected by most federal institutions. The list can be found at http:llwww.infosource.gc.ca/emp/emp05-

eng.asg#catego ries) 

IZI ... AND implement controls and procedures to ensure the department does not collect more personal 

information than is necessary for the identified program or activity and that a continuing need exists for that 

information or its collection. 

I 
• ... NO 
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Review the proposed elements and sub-elements of personal information outlined in "Section Ill - Analysis 

of Personal Information Elements" to identify those that are "necessary" and not merely useful. Document 

any changes. 

3. Authority for the collection, use or disclosure oflthe Social Insurance Number' 
,''l',•"' . . ; 

Is the collection of the Social Insurance Number (SIN) necessary to administer the program or activity? 

Statutory reference: Section 4 of Privacy Act 

Policy reference: Section 6.2.13 of Policy on Privacy Protection and sections 6.1.1 and 6.2 to 6.4 of Directive 

on Social Insurance Number. Also see "Guidance for Pregaring Information-Sharing agreements Involving 

Personal Information" and "Taking Privacy into Account Before making Contracting Decisions 

• ... YES 

Collection of the SIN must be in compliance with the Directive on Social Insurance Number (please check all 

appropriate boxes below): 

State legal authority for collecting the SIN: 

I I 
OR, in the absence of a legal authority to collect the SIN: 

• Establish explicit authority through legislative amendment(s). 

D Establish legal authority as outlined in the Directive on Social Insurance Number 

AND, if disclosure of the SIN by the department is to occur on a routine or systematic basis: 

• to another federal institution that is authorized to collect it, or to another level of government, establish 

an agreement or arrangement that includes specific provisions to limit the use of the SIN. 

D to a contractor or other external service provider, establish a contract that includes specific provisions to 

limit the use of the SIN. 

• And, ensure that relevant PIB for the program or activity states the authority under which the SIN is 

collected and the purpose for which it is used. 

Continue to Question 4 

IZI ... NO 

The SIN is not necessary and it will not be collected, used or disclosed to administer the program or activity 

I I 

Continue to Question 4. 

4. Direct col_lecti_on - notification and consent, as appropriate 

Is personal information collected directly from the individual to whom it relates? 

Statutory reference: Subsections 5(1), 5(2) and 5(3) of Privacy Act 
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Policy reference: Sections 6.1.1, 6.2.6 and 6 .. 2.9 to 6.2.13 of Directive on Privacy Practices and section 6.1.2 

and 6.4.1 of Directive on Social Insurance Number 

IZI ... YES 

A "Privacy Notice" (adapted for either verbal or written communications) must be provided to the individual 

at the time of collection and it must state the following elements, as applicable {please check all appropriate 

boxes}: 

l!l...a) The purpose and authority for the collection. 

• ... b) Any uses or disclosures that are consistent with the original purpose. 

D c) Any uses or disclosures that are not related to the original purpose. 

(This box should be checked only if the information is used or disclosed for a purpose other than the original 

purpose or a consistent use, in which case a "Consent Statement" will need to be added to the Privacy 

Notice - see below} 

• d) Any legal or administrative consequences for refusing to provide the personal information. 

IX! e) That the "individual to whom the information relates" has rights of access to, correction of and protection of 

personal information under the Privacy Act. 

D f) A reference to the PIB for the program or activity. 

(This box should be checked only if the notice is to be given to the individual in writing) 

• g) Why the SIN is collected, how it will be used and the consequences of not providing it. 

(This box should be checked only if the SIN is to be collected - see Question 3} 

Comments, if any 

Note: The PNS does not cite all uses/consistent uses. 

Note: The PNS dos not cite a specific PIB. Instead, the PNS states that multiple PIBs apply based on 

the application type, which does not appear to be true as the form is only used for Visitor Visas. 

• AND 

add a "Consent Statement" to the "Privacy Notice" if the personal information is to be used or disclosed for 

a purpose other than the original purpose or a consistent use, or, to authorize indirect collection of personal 

information. 

The "Consent Statement" must include, as applicable, the following elements (please check all appropriate 

boxes): 

D a) The purpose of the consent and the specific personal information involved. 

• b) In case of indirect collections, the sources that will be asked to provide the information. 
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(This box should be checked only when personal information is to be collected from another source (e.g., 

person or organization with the consent of the individual) 

D c) Uses and disclosures that are not consistent with the original purpose of the collection and for which consent is 

being sought. 

(This box should be checked only when the individual's consent is sought for a secondary use or disclosure 

that is not consistent with the original purpose for which the information is collected) 

D d) Any consequences that may result from withholding consent. 

D e) Any alternatives to providing consent. 

I 
• AND 

I 

implement controls and procedures to ensure the department keeps a record documenting whether or not 

an individual provided consent when it was sought, including a record documenting any withdrawal of 

consent when applicable. 

I I 
Continue to Question 5 

D AND The personal information necessary for the program or activity is not collected directly from the 

individual. It is collected indirectly, for example, from another program within the department, or from 

another department, government or third party. 

Continue to Question 5 

· s': Indirect collection·_- c&jnsent or authority pursuant to section 10 of Privacy Regulations 

~- - -_-

Is personal information collected indirectly from another source with the informed consent of the individual 

to whom it relates, or from a person authorized to act on behalf of the individual pursuant to section 10 of 

the Privacy Regulations? 

Statutory reference: Subsections 5(1}; 5(2) & 5(3) of Privacy Act and section 10 of Privacy Regulations 

Policy reference: Sections 6.1.1, 6.2.6 and 6.2.9 to 6.2.13 of Directive on Privacy Practices and sections 6.1.2 

and 6.4.1 of the Directive on Social Insurance Number 

• YES 

The same requirements stated at Question 4 are applicable. Please review the required elements listed 

under "YES" at Question 4 and check the corresponding boxes below to indicate the elements that need to 

be included in the "Privacy Notice" or the "Consent Statement" (check all that apply}: 

I PRIVACY NOTICE I a) • b) • c) • d) • e) D f) D g) D I 
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d) • e) • 

implement controls and procedures to ensure the department keeps a record documenting whether or not 

an individual provided consent when it was sought, including a record documenting any withdrawal of 

consent when applicable. 

• AND 
if information is being collected from persons authorized to act on behalf of minors, incompetents or 

individuals who have been deceased for less than 20 years, implement appropriate mechanisms to ensure 

that such persons are authorized to act on behalf of individuals who do not have the capacity to provide 

consent. 

Continue to Question 6 

IZI NO 

I 
Continue to Question 6 

.. 6. Indirect collection - wjthout notification and consent 

Is personal information collected from another source without notice to or consent from the individual to 

whom the information relates? 

Statutory reference: Subsections 5(1); 5(2); 5(3) and Section 7 and 8 of Privacy Act and section 10 of Privacy 

Regulations 

Policy reference: Sections 6.2.6 and 6.2.9 to 6.2.13 of Directive on Privacy Practices, section 6.2.15 of the 

Policy on Privacy Protection and sections 6.3.2 and 6.3.3 of Directives on Privacy Impact Assessment 

• YES 

Where information is collected indirectly under any of the following circumstances without notice to, or 

consent from, the individual to whom it relates, please check the applicable boxes and explain as requested: 

D a) The collection is a result of a disclosure to the institution under subsection 8(2) of the Privacy Act. 

State the applicable paragraph(s) of subsection 8(2) and provide a brief explanation for each: 

I I 

D b) Direct notification of the individual might result in the collection of inaccurate information, or might 

defeat the purpose or prejudice the use for which the information is collected. (For example, certain kinds of 

lawful investigation might be jeopardized if the investigators were required to notify the individuals who 

were the subjects of the investigations before collecting information indirectly from other sources). Briefly 

explain why notice is not provided: 
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(For example, certain kinds of lawful investigation might be jeopardized if the investigators were required to 

notify the individuals who were the subjects of the investigations before collecting information indirectly 

from other sources}. Briefly explain why notice is not provided: 

I 

• c) The information involved in the program or activity is to be used solely for a non-administrative 

purpose in which no decisions are made about the individuals to whom the information relates. {This 

includes research, statistical, audit or evaluation purposes). 

(This includes research, statistical, audit or evaluation purposes). 

I 

• AND if any of the circumstances in a} b} or c) is applicable, ensure that it is reflected in the relevant PIB. 

D AND if the information is to be used solely for a non-administrative purpose (box c above has been 

checked}, ensure that the requirements under sections 6.3.2 and 6.3.3 of the Directives on Privacy Im pact 

Assessment have been met and that the decision of the official responsible for section 10 of the Privacy Act 

to proceed with a Core PIA for the program or activity has been adequately documented in the description 

of the program or activity in "Section I - Overview and PIA Initiation". 

D OR, if none of the circumstances in a} b) or c) is applicable, then the personal information must be 

collected directly from the individual, or indirectly with the consent of the individual. Please review the 

responses to Questions 4 and 5 and ensure that the "Privacy Notice11 or the "Consent Statement" includes all 

of the required elements listed under "YES" at Question 4. 

Continue to Question 7 

1X1 NO 

All personal information is collected directly from the individual to whom it relates, or from another source 

with notice to, or consent from, the individual or a person authorized to act on behalf of the individual (see 

Questions 4 and 5 above). 

I I 
Continue to Question 7 

7. Retention AN_D DISPOSAL of personal i_nformat!qn -- : ·-

Has Library and Archives Canada approved a records retention and disposal schedule that applies to the 

personal information (Institutions should consult with their Information Management officials to determine 

their authority to retain and dispose of the information and provide the relevant details below.) 

Statutory reference: Subsection 12(1) of Library and Archives Canada Act. subsections 6(1); 6(3), paragraphs 

10(1)(a), and sub-paragraph 11(1)(a)(v) of Privacy Act and paragraph 4{1}(a) of Privacy Regulations 

Policy reference: Sections 6.1.3, 6.2.11 to 6.2.13 and 6.2.23 of Directive on Privacy Practices 

IXI YES 
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Please identify the Record Disposition Authority (RDA) and describe the retention and disposal schedule (For 

example, RDA Number: 79/002, records are retained for 10 years-- active for five and dormant for five. 

Destruction through agreement with Library and Archives Canada): 

12006/004 

00 AND, implement controls and procedures to ensure that personal information used to make a decision 

that directly affects an individual will be retained for a minimum of two years after the last administrative 

action or, where a request for access to the information has been received, until such time as the individual 

has had the opportunity to exercise all his/her rights under the Act. (For example, the information must be 

retained for at least two years after the department responded to the request. If the requestor complains to 

the Privacy Commissioner, the information must be retained for at least two years following the 

Commissioner's finding on the complaint. If the finding is reviewed by the Federal Court, then the 

information must be retained for at least two years after the review is completed, and so on.) 

At the time this PIA was drafted (June 2018), there are no retention and disposal 

timelines assigned to the Exploration Zone, Production Zone, Cognos Reports, or the 

storage of Cognos Reports {by CPC-0)1 

00 AND, if the department intends to dispose of personal information that has been used for an 

administrative purpose prior to the expiration of the two-year minimum retention standard established by 

the Privacy Regulations. it must obtain the consent of the individual to whom the information relates before 

doing so. (This may occur if, for example, within the two year period it is determined that the information is 

incorrect and that the most appropriate means of correction is disposal, or if the information is no longer 

required. The consent of the individual to dispose of the information must be obtained in writing.) 

00 AND, the department must cite the RDA number, the retention period and the disposition standards for 

the personal information in the relevant PIB. 

I 2006-004 

Continue to Question 8 

D NO 

Provide a Records Disposition Submission to library and Archives Canada describing the records containing 

the personal information for which the department requires a RDA. 

D AND, obtain a RDA from Library and Archives Canada to allow the department, under certain conditions, 

to dispose of records that no longer have operational utility for the program or activity. 

D AND, ensure that all the other applicable requirements listed under "YES" at Question 7 are met. 

Continue to Question 8 
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Will measures be adopted to ensure that personal information used by the department for an administrative 

purpose is as accurate, up-to-date and complete as possible? (An administrative use means the use of the 

information in a decision-making process that directly affects the individual to whom the information 

relates) 

Statutory reference: subsection 6(2) and section 9 of Privacy Act and sections 10 and 11 of Privacy 

Regulations 

Policy reference: Sections 6.1.1 and 6.2.9 to 6.2.16 of Directive on Privacy Practices 

lZi YES 

Please check any of the following measures that will be adopted to ensure accuracy of the personal 

information and provide details as requested: 

~ a) Personal information will be collected directly from the individual to whom it relates or it will be validated with 

the individual or a person authorized to act on behalf of the individual. 

00 b) A data-matching process will be used to verify the accuracy of personal information against a "reliable source" 

(within or outside the institution) where this is authorized, or where consent was obtained. Please briefly describe the 

data matching process and the source(s) that will be used to ensure accuracy of the information. 

@_ c) In cases where direct collection or consent is not feasible, the institution will obtain information from trusted 

sources (public or private) and verify accuracy against existing personal information before use. Please identify the 

sources and procedures to be used to check the accuracy of the information: 

Q d) Technological methods will be used to identify errors and discrepancies. Please briefly describe these 

technological methods. 

D e) Other, Please specify: 
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00 AND, if measures are adopted other than "direct collection or validation with the individual or with a 

person authorized to act on behalf of the individual", the department must implement appropriate controls 

and procedures to ensure that: 

IX! f) the technique(s) and the specific source(s) used to validate or update the personal information are documented. 

00 g) individuals are given the opportunity, whenever possible, to request correction of any inaccurate personal 

information before the information is used in a decision-making process that affects them; 

00 h) personal information can only be modified or corrected by those within the institution who have the authority to 

do so; and 

l!l i) when personal information is corrected or annotated, other authorized holders of the information are notified 

about the correction or annotation and that all copies of the information in the possession of the institution are 

corrected/ an notated. 

• AND, if appropriate, ensure that the "Privacy Notice" or "Consent Statement" and the relevant PIB are 

amended to identify the data-matching activity including the source(s}. 

Continue to Question 9 

• NO 

Please explain why such measures will not be adopted: 

I I 

Continue to next Question 9 

9. Use of personal information 

Will the personal information collected for the program or activity be used solely for the original purpose for 

which it was obtained or compiled, a use consistent with that purpose, or a purpose for which the 

information was disclosed to the department pursuant to subsection 8(2)( of the Privacy Act? 

Statutory reference: Subsections 5(2), 8(2} and sections 7, 9 and 10 of Privacy Act. 

Policy reference: Sections 6.1.1, 6.1.9, 6.2.9 to 6.2.13 and 6.2.17 of Directive on Privacy Practices and section 

6.2.15 of Policy on Privacy Protection 

~ YES Implement controls and procedures to ensure that the personal information will be used only for 

those purposes and that access to the personal information will be limited to authorized individuals who 
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need to know the information to perform their official duties. (i.e., by identifying the work positions, within 

the program or activity that have a valid reason to access and handle personal information, and limiting 

access to individuals occupying those positions.) 

IRCC has determined that the use of historical records to create model rules and the 

. subsequent use of those rules in. processing applications is a 'co.nsistent use' for the 

purposes of s. 7 of the Privacy Act. 

00 AND, if the original or consistent purpose for which the personal information is used includes any use(s) 

of the information for a non-administrative purpose, (such as research, statistical, audit and evaluation 

purposes) the department will adhere to the requirements and principles in its "Privacy Protocol For Non

Administrative Purposes", in accordance with section 6.2.15 of the Policy on Privacy Protection, to address 

any impact that such non-administrative uses may have on privacy. 

I A Privacy Protocol for the Exploration Zone isrequirnd but is not in place at this time. I 

Continue to Question 10 

• NO 

Identify below any other uses of the personal information, in other words, any uses that are not directly 

related to the purpose of the collection, or, which are not consistent with that purpose or a purpose 

permissible under subsection 8(2) of the Act: 

D AND, ensure that these other uses are reflected in the relevant PIB. 

• AND, include a description of these other uses in the "Privacy Notice" or "Consent Statement", as 

appropriate, 

• AND, implement controls and procedures to ensure that for the purposes of these other uses, access to 

the personal information is limited to authorized individuals who need to know the information to perform 

their official duties {This means identifying and documenting the work positions that have a "need-to

know"). 

D AND, if the personal information is not used in a decision-making process directly affecting the 

individual to whom it relates, the department will adhere to the requirements and principles in its "Privacy 

Protocol For Non-Administrative Purposes", in accordance with section 6.2.15 of the Policy on Privacy 

Protection. to address any impact that such non-administrative uses may have on privacy. 

Continue to Question 10 

10. Accounting for new uses not reported in Info St,,urce 

Will controls and procedures be implemented to account for any new use{s) not reflected in the relevant PIB 

(Info Source) for the program or activity? 

Statutory reference: Sections 7, 8, subsections 9(1) to 9(4), paragraph lO(l)(a) and sub-paragraph 

ll(l}(a)(iv) of Privacy Act and section 4 of Privacy Regulations 

Policy reference: Sections 6.1.1, 6.1.9, 6.2.11 to 6.2.12 and 6.2.22 of Directive on Privacy Practices 
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~ YES The following controls and procedures will be implemented to ensure that: 

fZI a) the head of the institution or the appropriate delegate is notified about any new use of personal information that 

is not reflected in the PIB description; 

IX! b) that the consent of the individual to whom the information relates is obtained in writing, as appropriate, prior to 

any new use of the information for an administrative purpose that is not reflected in the relevant PIB in Info Source, 

unless the new use is considered to be consistent with the purpose for which the personal information was obtained or 

compiled and the Privacy Commissioner has been notified forthwith about the new consistent use. 

fZI c) a record is retained of any new use of personal information not described in the relevant PIB published in Info 

Source, and that this record is stored with the personal information to which it relates and retained for a minimum of 

two years following such use. 

(A record of use must include the name and title of the person authorizing the use, a description of the use 

that has been made of the information, a copy of the information that was used, or a description in 

sufficient detail to allow a determination of exactly what information was used.) 

IX! d) the Privacy Commissioner is notified of any new consistent use for which the information may be used by which 

is not reflected in the statement of uses or consistent uses of the relevant PIB published in Info Source; and 

IX! e) the relevant PIB for the program or activity is amended to include the new consistent use in time for the next 

edition of info Source. 

• f) Other, specify: ,~--------------! 
Continue to Question 11 

• NO 

Please explain why such controls and procedures will not be implemented (provide adequate justification}: 

I I 

Continue to Question 11 

11. Dis.closures directly related to the administration.of the program or activity 

Will personal information be disclosed for purposes directly related to the administration of the program or 

activity? (This includes, for example, disclosures to other programs within the department, other federal 

departments, other governments, international organizations, individuals, and private sector organizations.) 

Statutory reference: Subsections 8(1} and 8(2) of Privacy Act. 

Policy reference: Sections 6.2.10, 6.2.11 and 6.2.13 of Policy on Privacy Protection, sections 6.2.1 to 6.2.3 of 

Directive on Social Insurance Number and sections 6.1.9, 6.2.9 to 6.2.13 and 6.2.15 to 6.2.20 of Directive on 

Privacy Practices 

Also see "Guidance for Preparing Information-Sharing agreements Involving Personal Information" and 

"Taking Privacy into Account Before making Contracting Decisions 
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For each anticipated disclosure that will be made of the personal information, or any part of the personal 

information, collected under this program or activity, please provide the following details. More than one 

disclosure may have to be described in this section. Examples of acceptable responses are provided in the 

(guidance document- currently in development). 

IZI AND, ensure that: 

ISi a) any such disclosure(s) is made in compliance with section 8 of the Privacy Act, which allows disclosures of 

personal information with consent of the individual to whom the information elates (sub-section 8(1)) or without 

consent in certain and limited circumstances pursuantto sub-section 8(2) of the Act. 

lZI b) only personal information elements that are essential and necessary for the intended purpose are disclosed. 

ISi c) the organization, party, program or activity receiving the personal information is legally authorized to collect it; 

ISi d) administrative, physical and technical safeguards appropriate to the sensitivity of the information will be applied 

to protect the information during and after its transmission 

lZI e) the personal information to be disclosed is included in the "Data Flow Diagram" or "Data Flow Tables" 

completed in "Section IV - Flow of Personal lnformation'1 of the Core PIA, including where the information circulates 

within and outside the institutions program or activity; 

00 f) all parties to which the personal information will be disclosed for the administration of the program or activity are 

identified in the "Consistent Use" section in the relevant PIB in Info Source, including the specific purpose of the 

disclosure; and 

• g} the "Privacy Notice" or "Consent Statement" mention this sharing. 

IXJ AND, ensure that each disclosure of personal information to federal institution or to an entity outside the 

Government of Canada is governed by a formal agreement or arrangement (e.g., a Memorandum of 

Understanding, an accord, an arrangement, a contract, etc.) to ensure that appropriate privacy protection 

clauses are included, and, where appropriate, include provisions for inter-jurisdictional or trans-border flows 

of personal information. Such clauses must cover the following topics: 

D a) Control over personal information, where appropriate. 

D b) Limitations on the collection, retention, use and disclosure of personal information. 

D c) Measures (administrative, technical, and physical) to protect the integrity and confidentiality of personal 

information. 

D d) Measures governing the disposition of the personal information, where relevant 

D e) Measures to ensure or verify that the personal information is only used for the purposes related to the 

agreement, arrangement or contract. 

D f) Obligations are to be extended to other parties such as subcontractors. 

I 
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r NO There is no personal information being disclosed within or outside the department for purposes that 

are directly related to the administration of the program or activity. 

I I 
Continue to Question 12 

12. Accounting.for DISCLOSURES not reported in Info Source 

Will controls and procedures be implemented to account for any new disclosure of the information that is 

not included in the statement of uses and disclosures published in the relevant PIB in Info Source? 

Statutory reference: Section 8, subsections 9(1} to 9(4), paragraph lO(l)(a) and sub-paragraph ll(l)(a)(iv} of 

Privacy Act and section 4 of Privacy Regulations 

Policy reference: Sections 6.1.9 and 6.2.2 of Directive on Privacy Practices 

ISl YES 

The following controls and procedures will be implemented to ensure that: 

ISl a) the head of the institution or the appropriate delegate is notified about any new disclosure of personal 

information that is not reflected in the PIB description; 

ISl b) except as permitted under subsection 8 (2) of the Privacy Act, any disclosure of personal information for a 

purpose that is not reflected in the relevant PIB in Info Source will only be made with the consent of the individual to 

whom the information relates; 

ISi c) a record is kept for any new disclosure of personal information not reflected in the relevant PIB in Info Source, 

and that this record is stored with the personal information to which it relates and retained for a minimum of two years 

following such a disclosure. 

(The record of disclosure should include the name and title of the person authorizing the disclosure; the 

name of the institution, person, organization or body receiving the information; a description of the purpose 

of disclosure; a copy of the information disclosed, or a description in sufficient detail to allow a 

determination of exactly what information was disclosed.) 

ISl d) if the information is disclosed to a federal investigative body under paragraph 8{2)(e) of the Privacy Act, the 

record of disclosure will be kept in a separate PIB for a period of two years, where it will be available to the Privacy 

Commissioner for review upon request; 

IXI e) the Privacy Commissioner is notified of any new disclosure that is consistent with the purpose for which the 

information was obtained or compiled, but which is not reflected in the statement of uses and disclosures of the 

relevant PIB in Info Source; 

ISl f) the relevant PIB for the program or activity is amended to include the new disclosure for a consistent purpose in 

time for the next edition of Info Source; and 

ISl g} the Privacy Commissioner will be notified in a timely manner, as required under subsection 8(5) of the Act, about 

any disclosures made or to be made in the public interest or in the interest of the individual to whom the information 

relates. 

D h) Other, please specify 
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Please explain why such controls and procedures will not be implemented (provide adequate justification}: 

Continue to Question 13 

13. Safegua ~ds .- Statei'tjent of Sensitivity. ·,.,, ,•;.:.; " ... ' .. :..:-•\::' 
.'-.-::·t''' ' 

.:-;,, :,. ,:, 

Has a Statement of Sensitivity (SoS} or similar analysis been completed to assess the degree of sensitivity of 

the personal information to be collected and retained for the program or activity? 

Statutory reference: Sections 7 and 8 of Privacy Act. 

Policy reference: Appendix C of Directives on Privacy Impact Assessment and sections 6.2.17 to 6.2.21 of 

Directive on Privacy Practices, Policy on Government Security, Operational Security Standard: Management 

of Information Technology Security (MITS) 

00 YES 

Ensure that the information contained in the Sos or similar analysis has been taken into account when 

assessing the level of risks to privacy in "Section II - Risk Area Identification and Categorization" of the Core 

PIA. 

• Th~ SoS for the TRVM System was reviewed and determined thatmost information is 
' ' ' 

Protected A and B with the Officer and Model Rules as being SECRET. ·· 

Continue to Question 14 

~ NO 

Please explain why a Sos or similar analysis was not considered necessary to assess the sensitivity of the 

information to be collected and retained as part of the program or activity. 

Continue to Question 14 

: 14. Safeguards - Threat and Risk:As~essment 

Has a Threat and Risk Assessment (TRA) been completed for the program or activity? 

Statutory reference: Sections 7 and 8 of Privacy Act. 

Policy reference: Appendix C of Directives on Privacy Impact Assessment and sections 6.2.17 to 6.2.21 of 

Directive on Privacy Practices, Policy on Government Security, Operational Security Standard: Management 

of Information Technology Security (MITS} 

00 YES Please attach a copy of the TRA or similar security assessment. 

Protected B 120 Canada 
A-2021-067 49-000126 



I .t... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

00 AND, obtain assurances from the officials responsible for the program or activity that the recommended 

measures, procedures and equipment for administrative, physical and technical safeguards have been 

implemented to ensure the confidentiality, availability and integrity of the personal information 

{Certification) 

00 AND, ensure that residual risks to personal information are known and accepted by the executive or 

senior official responsible for the program or activity and the Head or delegated authority for the Privacy Act 

(Accreditation). 

Please attach a copy of the Certification and Accreditation 

ASecurity Assessment performed for the TRVM System. No risks were identified in the 

security assessment. 

Continue to Question 15 

• NO if a TRA or similar security assessment was not conducted, please explain why it was not considered 

necessary. 

I I 
Continue to Question 15 

15. Safeguards - Administrative, physical and technical 

Please identify below any administrative, physical and technical safeguards in place, or to be implemented, 

for this program or activity to ensure the confidentiality, availability and integrity of the personal 

information. (Safeguards must be commensurate with the sensitivity of the information, the risks identified, 

and the nature of the media in which the information is stored, handled and transmitted.) 

Statutory reference: Sections 7 and 8 of Privacy Act. 

Policy reference: Appendix C of Directives on Privacy Impact Assessment and sections 6.2.17 to 6.2.21 of 

Directive on Privacy Practices. Policy on Government Security. Operational Security Standard: Management 

of Information Technology Security (MITS). 

Please check all that apply, including safeguards identified by the TRA or similar assessment. 

Administrative safeguards 

• Internal security and privacy policies and procedures 

IZl Staff training on privacy and the protection of personal information 

IZI Screening and security checks of employees 

IZI Appropriate security levels for employees who will have access to personal information 
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IZl Contingency plans and documented procedures in place to identify and respond to security and privacy 

breaches 

IZl Regular monitoring of users' security practices 

IZl Methods to ensure that only authorized personnel who need to know have access to personal 

information 

• Other 

A privacy protocofdocument is required for the exploration zone arid is currently under 

development. 

Physical safeguards 

IZl Restricted access areas 

IZl Security Guards 

IZl Identification badges are worn by staff at all times 

IZl After hours alarms and monitoring systems 

IZl Locked filing cabinets 

IZl Combination locks 

IZl Safes 

IZl Cipher Locks 

IZl Key Card 

IZl Video Surveillance 

IZl Secured server locations 

IZl Back-ups secured off site 

• Other- please describe 

Officer Rules and Model Rules will be documented in the EDW and in Cognos Reports. 

At the.writing of this PIA~ no known physical safeguards have bene :designated for these 

el~ctronic and paper documents. 

Technical safeguards 

IZl Role-based user authorization and authentication 

D Biometrics 

IZl Passwords (minimum of 6 characters long, including alpha and numeric characters) 

IZl Passwords are changed by users every 90 days and recently used passwords cannot be re-used 

IZl Password protected screensavers 

IZl Session-time out security (automatically locks an account after a session has been idly for a specified 

amount of time) 

IZl Firewall 

IZl Intrusion Detection System (IDS) 

IZl Virtual Private Network (VPN) 

Protected B 122 Canada 
A-2021-067 49-000128 



lZI Encryption of sensitive information 

• GoC Public Key Infrastructure Certificates 

• External Certificate Authority (CA) 

• Common Access Card (CAD) 

lZI Audit trails 

• Other - please describe 
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Officer Rules and Model Rules will be documented in the EDW and in Cognos Reports. At 

the writing of this PIA, no known technical safeguards have bene designated for the 

EDW, Cognos Report, and GC Docs where CPC-O will store the Cognos Reports. 

Continue to Question 16 

16. Technology and Privacy - Tracking Technologies 

Will the information system(s) used to deliver the program or activity employ cookies or other tracking 

technologies to collect personal information about users and their transactions? 

Statutory reference: Sections 4 to 8 and 10 of the Privacy Act. 

Policy reference: Subsections 6.1.1, 6.1.3, 6.1.9, 6.2.9 to 6.2.13, 6.2.17 and 6.2.23 of Directive on Privacy 

Practices 

• YES 

Please briefly describe the specific tracking technology that will be used, including the type of information to 

be collected, the purpose for its collection and how long it will be retained (For example, the use of an audit 

trail that records information, such as user logon ID, date and time of logon, logout, user location, terminal 

identity, name and ID of client records accessed, including edits or changes made during each user session, 

etc. The information is used to verify that only authorized user's access personal information and to ensure 

that access can be linked to specific individuals to support the investigation of suspected or alleged misuse. 

The information is retained for a period of two years}: 

I 

D AND, ensure that the collection of any personal information using such a technology is reflected in the 

relevant PIB and in "Section Ill -Analysis of Personal Information Elements" of the Core PIA. 

D AND, ensure that use of such technology to collect information about users and their transactions is 

adequately reflected in the "Privacy Notice". 

D AND, ensure that those responsible for implementing and using tracking technologies to collect personal 

information or who may have access to personal information collected through these methods are made 

aware of privacy and security policy requirements. 
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D AND, ensure that where the personal information is used to make a decision that directly affects the 

individual to whom it relates, it will be retained for a minimum of two years after the last administrative 

action as required under the Privacy Regulations. 

Continue to Question 17 

~ NO 

Tracking technology is not used to collect personal information about users. 

Continue to Question 17 

17. Technology anqtlfriv~ty...:. surveillance or monitof,jijj 
, . ~ '', ,'\ '0 , ' ~"f' ' - • • ;,, =' ' 

Will the new or modified program or activity result in new or increased surveillance or monitoring of a 

targeted population? 

Statutory reference: Subsections 5(2), 8(2) and sections 9 and 10 of Privacy Act. 

Policy reference: Subsections 6.1.1, 6.1.9, 6.2.9 to 6.2.13 and 6.2.17 of Directive on Privacy Practices 

• YES 

Collection and use of personal information through these means must be reflected in the PIB and the 

"Privacy Notice" if applicable. 

D Clearly identify the characteristic(s} of the targeted population; 

• Clearly identify the scope of the surveillance and monitoring is clearly identified. 

D AND, include the personal information collected or created as a result the surveillance or monitoring in 

"Section Ill -Analysis of Personal Information Elements" of this Core PIA). 

• AND, consult with your departmental legal advisors 

Continue to Question 18 

00 NO, The new or modified program or activity will not result in surveillance or monitoring. 

Continue to Question 18 

18. Privacy Considerations Related to CompHance / Regulatory Investigation and Enforcement 
. . . ' 

Does the program or activity involve the conduct of regulatory or criminal enforcement, surveillance or 

intelligence gathering that targets specific individuals against whom penalties, criminal charges or sanctions 

may be applicable? 
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Please identify legislative authority and the specific regulatory or law enforcement purpose involved: 

00 AND, consult with your legal advisors to determine whether or not the regulatory or law enforcement 

activity contravenes the Charter of Rights and Freedoms. the Privacy Act and other applicable acts. 

00 NO, The program or activity does not involve the conduct of regulatory or criminal enforcement, 

surveillance or intelligence gathering. 
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ANNEX B: TYPE OF APPLICATIONS SUBMITTED BY INDIVIDUALS 

This annex provides an overview of the types of forms and supporting documents required for 

the Lines of Business (LoB) reflected in this PIA. 

Annex B-1: TRV Application Types 

There are many types of TRV applications which the work flows below may support. For each 

TRV application type there are different information and forms required to support the 

application. This section is designed to provide a summary of the application types and the 

information collected in support of those application, which are outlined in !MM 5884, 

'Temporary Resident Visa: Beijing, Shanghai and Guangzhou Visa Office Instructions', which are 

publicly available at the following: http://www.cic.gc.ca/english/pdf/kits/forms/lMM5884E.pdf 

Visitor 

Prior Travel to Canada in the last 10 years or currently holds a Valid United States (U.S.) Non

Immigrant Visa 

For the purposes of the work flow in Section 3.4, it is assumed the individual is traveling alone 

for the first time outside of China, is not affiliated with the Chinese government, has no family 

residing in Canada, and is intending on being a tourist in Canada for a short-term time frame. 

Based on this example, the individual is required to submit the following: 

1. Application for a Visitor Visa/TRV (IMM 5257)27 

This form collects the information listed in the table below and includes the following 

Privacy Notice Statement, declaration, and consent statements (one of which is 

voluntary while the second does not appear to be voluntary). 

Consent 

Citizenship and Immigration Canada (CIC), or an organization at Cl C's request, may want 

to contact you in the future to ask you about any services you received from CIC prior to 

the application process (such as participation in an information forum), during the 

application process (including the application process itself as well as orientation or 

accreditation services), and services received after arriving in Canada (including 

settlement, integration and citizenship). CIC will use this information, along with the 

information provided by other individuals, for research, performance measurement or 

evaluation purposes. CIC will not use this information to make any decisions about you 

personally. 

27 https://www.canada.ca/content/dam/ircc/migration/ircc/english/pdf/kits/forms/immS257e.pdf 
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Do you consent to be contacted by CIC, or an organization at CIC's request, in the 

future? ((YES or NO) 

Consent 

I consent to the release to CIC and Canada Border SeNices Agency (CBSA) of all records 

and information for the purpose of processing my request that any government 

authority, including policy, judicial and state authorities in all countries in which I have 

lived may possess about me. This information will be used to evaluate my suitability for 

admission to Canada or to remain in Canada pursuant to Canadian legislation. 

Privacy Notice Statement {PNS} 

Information provided to IRCC is collected under the authority of the Immigration and 

Protected Act (IRPA) to determine admissibility to Canada. Information provided may 

be shared with other Canadian government institutions such as, but not limited to, the 

Canada Border SeNices Agency (CBSA), the Royal Canadian Mounted Police (RCMP), the 

Canadian Security Intelligence SeNice (CSIS), the Department of Foreign Affairs, Trade 

and Development (DFATD), Employment and Social Development Canada (ESDC}, the 

Canada Revenue Agency (CRA), provincial and territorial governments and foreign 

governments in accordance with subsection 8(2) of the Privacy Act. Information may be 

disclosed to or validated with foreign governments, law enforcement bodies and 

detaining authorities with respect to the administration and enforcement of 

immigration legislation where such sharing of information may not put the individual 

and or his/her family at risk. Information may also be systematically validated by other 

Canadian government institutions for the purposes of validating status and identity to 

administer their programs. 

Where biometrics are provided as part of an application, the fingerprints collected will 

be stored and shared with the RCMP. The fingerprint record may also be disclosed to 

law enforcement agencies in Canada in accordance with subsection 13.11(1) of the 

Immigration and Refugee Protection Regulations. The information may be used to 

establish or verify the identity of a person in order to prevent, investigate or prosecute 

an offence under any law of Canada or a province. This information may also be used to 

establish or verify the identity of an individual whose identity cannot reasonably be 

otherwise established or verified because of physical or mental condition. Canada may 

also share immigration information related to biometric records with foreign 

governments with whom Canada has an agreement or arrangement. 

Depending on the type of application made, the information you provided will be stored 

in one or more Personal Information Banks (PIB) pursuant to section 10(1) of Canada's 

Privacy Act. Individuals also have a right to protection and access to their personal 

information stored in each corresponding PIB under thee Access to Information Act. 

Further details on the PIBs pertaining to IRCC's line of business and seNices and the 
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Government of Canada's access to information and privacy programs are available at 

the lnfosource website and through the IRCC Call Centre. Info Source is also available at 

public libraries across Canada. 

Table 4: Information Collected on the Visitor TRV Application (fMM 5257) 
Personal Details Marital History 

Name (First and Last) Current Marital Status 

Gender Prior Marriage/Common Law 

Date of Birth (DOB) Name of Spouse/Partner (or former) 

Place of Birth (POB) DOB of Spouse/Partner (or former) 

Citizenship Dates of Marriage/Common Law 

Address (current and History) 

Telephone Numbers (fax, cell, alternate) 

Email Address 

Language 

Signature 

Passport Information Visit to Canada Information 

Passport Number Purpose of Visit 

Country of Issue Intended length of stay 

Issue and Expiry Dates Amount of funds available to support the visit 

Education and Employment Information Name, Address, Relationship of persons visiting in 

Dates of Study/Employment Canada (if any) 

Field of Study/Occupation 

School Name/Employer Name 

Address 

Statutory Questions28 

1. Answers to following three questions: 

a. Within the past two years, have you or a family member ever had tuberculosis of the 

lungs or been in close contact with a person with tuberculosis? (YES or NO) 

b. Do you have any physical or mental disorder that would require social and/or health 

services, other than medication, during a stay ln Canada? (YES or NO) 

C. If 'yes' to either question, details are provided and the name of the family member (if 

applicable). 

2. Answers to following four questions: 

a. Have you ever remained beyond the validation of your status, attended school 

without authorization or worked without authorization in Canada? (YES or NO) 

b. Have you ever been refused a visa or permit, denied entry or ordered to leave 

Canada or any other country? {YES or NO) 

c. Have you previous applied to enter or remain in Canada? (YES or NO) 

d. If 'yes' to any of the above, details are provided. 

28 These statutory questions align to various sections of IRPA which, based on reasonable grounds, a FN is 

inadmissible to Canada: s. 34 (Security Grounds), s. 35 (Human or International Rights Violations), s. 36 

(Serious Criminality), s. 37 (Organized Criminality), s. 38 (Health Grounds), s. 39 (Financial Reasons), s. 40 

(Misrepresentation 
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3. Have you ever committed, been arrested form, been charged with or convicted of any criminal 

offence in any country? {YES or NO) If yes, details are provided. 

4. Did you serve in any military, militia, or civil defence unit or serve in a security organization or 

policy force {including non-obligatory national service, reserve or volunteer units)? (YES or NO) 

If yes, details are provided. 

5. Are you, or have you ever been a member or associated with any political party, or other 

group or organization which has engaged in or advocated violence as a means to achieving a 

political or religious objective, or which has been associated with criminal activity at any time? 

{YES or NO) 

6. Have you ever witness or participated in the ill treatment of prisoners or civilians, looting or 

desecration of religious buildings? (YES or NO) 

2. Family Information Form (IMM 5645)29
: contains the following information on the 

applicant and his/her family members; spouse, parents, siblings, and children. 

a. Name 

b. Relationship to Applicant 

c. DOB 

d. COB 

e. Marital Status 

f. Address 

g. Will be accompanying the applicant? (YES or NO) 

3. Use of Representative {IMM 5476)30
: contains details on the applicant and the 

representative used, including the following information on the representative: 

a. Name 

b. Type of uncompensated representative 

c. Membership ID# (if compensated and in good standing with a law society or 

similar) 

d. Contact Information 

e. Declaration that the representative accepts the appointment to act on the 

applicant's behalf with IRCC and CBSA 

4. Two Photographs 

5. Copy of valid Passport 

6. Copy of national identity document 

The information col!ected on these forms is detailed below. In addition to these forms, based 

on the individual's travel plans and circumstances additional information is required. The 

following provides a summary of those application types and additional information. 

29 This form contains the following PNS: The information you provide on this form is collected under the 

authority of IRPA to determine if you may be admitted to Canada as a temporary resident. It will be 

stored in PIB CIC PPU 055, (Visitor Case File. It is protected and accessible under the Privacy Act and ATIA. 
30 If the individual utilizes an immigration consultant or other representative, this form is required. The 

PNS has not been provided in this PIA but is similar to the one on IMM 5257. 
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Tourist 

For tourists, the following additional information is required: 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national ID Card# 

2. lf employed, letter from employer granting leave with salary and other employment 

details 

3. Retirement Certificate indicating pension amount 

4. If a student traveling during periods other than school holidays, a letter from the school 

confirming enrollment in good standing, and approval of absence. 

5. Bank documents showing financial history over several months 

6. Evidence of assets in China 

7. Evidence of previous travel (e.g. previous passports) 

8. Name and address of all agents (China and Canada) who assisted you in travel plans 

9. Details travel itinerary 

Prior travel to Canada in the last 10 years or holds a valid U.S. Visa 

For these applicants, the following additional information is required: 

1. Letter of Invitation or statement of purpose for traveling to Canada 

2. If employed, letter from employer granting leave with salary and other employment 

details 

APEC Travel Card Holders 

For these applicants, the following additional information is required: 

1. Original APEC Travel Card 

2. Letter of Invitation or statement of purpose for traveling to Canada 

3. If employed, letter from employer granting leave with salary and other employment 

details 

Parents Visiting Child in Canada 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national ID Card# 

2. Proof of relationship with child in Canada (e.g. birth certificate) 
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These applicants are visiting their children or grandchildren, who reside in Canada and are 

citizens or permanent residents, for an extended timeframe (6 months or longer). These 

applicants are securitized further by the following forms/information: 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national ID Card# 

2. Evidence of personal health insurance 

3. Proof that an Immigration Medical Examination (IME) has occurred. The individual 

reports to an IRCC Panel Physician (PP) obtains an IME and is provided a 'Upfront 

Medical Report' {!MM 1017B}, which identifies the applicant, the PP, and confirms that 

the IME occurred. No medical information is recorded on this form. 

4. Letter from inviter (child/grandchild} promising financial support and number of people 

residing at the Canadian address 

5. Copy of the inviter's citizenship or permanent resident document 

6. Proof of inviter's financial ability to support the applicant (CRA Notice of Assessment, 

bank statements, pay stubs, etc.) 

Other Family Visiting Family in Canada 

These applicants are siblings, parents, grandchildren, or spouses/common-law partners visiting 

in Canada. These applicants are required to submit the following additional information: 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national JD Card# 

2. If employed, letter from employer granting leave with salary and other employment 

details 

3. Retirement Certificate indicating pension amount 

4. lf a student traveling during periods other than school holidays, a letter from the school 

confirming enrollment in good standing, and approval of absence. 

5. Bank documents showing financial history over several months 

6. Evidence of assets in China 

7. Proof of relationship with the inviter (copy of birth certificate, marriage certificate, 

other) 

8. From the inviter: 

Protected B 131 Can c1··· 
c)A-2~1-067 49-000137 



I .t... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

a. Invitation letter 

b. Number of people residing in the household 

c. Copy of citizenship or immigration documents (e.g. Canadian passport, PR Card, 

Study Permit, etc.} 

d. Proof of inviter's financial ability to support the applicant (CRA Notice of 

Assessment, bank statements, pay stubs, etc.) 

Personal or Professional Affairs 

These applicants are those attending an academic conference, legal matters, and other similar 

events. These applicants will be required to submit the following additional forms/information: 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national ID Card# 

2. If employed, letter from employer granting leave with salary and other employment 

details 

3. If the applicant's company intends to invest in Canada, evidence of sufficient assets to 

make the proposed investment (company tax receipts, sales contracts, company 

financial documents). 

4. Bank documents showing financial history over several months 

5. Evidence of assets in China 

6. From the Inviter: 

a. Invitation Letter or conference registration/details 

Business Visit 

These applicants are travelling businesspersons involved in company to company business 

activities or trade shows. These applicants are required to submit the following additional 

information: 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national ID Card# 

2. For company to company business activities, an Invitation Letter detailing the Canadian 

business (name, address, etc.}, reason(s} for the visit, intended duration, and a 

statement specifying the responsible party for expenses. 

3. Trade Show registration/details 
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4. Letter from Chinese employer detailing the purpose of the travel, responsible party for 

expenses, and details on the applicant's employment (position, salary, and date of hire). 

5. Letter from Chinese Ministry of Foreign Affairs (if traveling on official passports) 

Approved Destination Status Tourists 

These applicants are traveling as part of an organized tour group and are required to submit the 

following additional information: 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national ID Card# 

2. Letter from Chinese employer granting the leave of absence, and details on the 

applicant's employment (position, salary, and date of hire). 

3. Retirement Certificate indicating the pension amount. 

4. !fa student traveling during periods other than school holidays, a letter from the school 

confirming enrollment in good standing, and approval of absence. 

5. Bank documents showing financial history over several months 

6. Evidence of assets in China 

7. Letter from Chinese Travel Agent confirming the tour, guide, and itinerary 

8. For the tour guide applicant only: 

a. a copy of a tour leader license 

b. Details of tour guide employment (dates and title) 

Persons Transiting Through Canada 

These visitors are individuals who will transit through Canada to their final destination. For 

example, an individual flying from Beijing to Vancouver to Los Angeles, California. These 

applicants are required to provide the following additional information: 

1. Completed 'Details of Education/Employment' Form for applicant and all others 

traveling with applicant, which details the following: 

a. Education/Employment dates, name of school/employer, positions/diplomas, 

and type of course/business 

b. Travel history in the last five years 

c. Chinese national !D Card# 

2. Copy of air ticket and travel itinerary 

3. Valid Visa for the country of final destination 

4. If employed, letter from employer granting leave with salary, other employment details, 

and evidence of previous travel 
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ANNEX C: ADDITIONAL INFORMATION SYSTEMS/DATA SETS IN THE EDW 

This annex has been created for future expansion of the analytics activity within the IRCC. 

Section 2 of this PIA has outlined the structure of the EDW as of February 2018. If any additional 

sets (other IRCC systems, information from another federal institution, private sector, open 

source, or other sources) are utilized to support analytics sub-annexes to this Annex may be 

created to describe the following information: 

1. Name of System 

2. System Owner 

3. Information/Data Sets collected from the system 

4. How the information is used within the EDW (Exploration Zones and Production Zones} 

5. Legal authority for IRCC to collect the data set and use it within the analytics 

environment 

6. Legal authority for the other institution to disclose the information to the IRCC {if 

applicable) 

7. Retention and Disposal Time lines of source system (if applicable) 

8. Retention and Disposal Time lines for the data set in the EDW 

9. Privacy risks associated to the use of the information 

At the writing of this PIA, no additional data sets had been approved. When/if information is 

recorded in this Annex, it will likely be declared SECRET and will be made available to the OPC 

under separate cover. Alternative, IRCC may limit the OPC's review of the Annex through in

person review on IRCC premises. 
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This Annex provides an overview and justification for Country-Specific or Region-Specific 

(applicable to multiple countries) automated triage rules which are utilized in the processing of 

files discussed in this PIA; and generally referred to as 'Officer Rules'. 

The identification, description, and justification of Officer Rules which may or not be deployed 

for all countries/regions have been designated as Secret information by IRCC and, therefore, 

have been removed from this PIA. 

Information in this Annex has been classified as SECRET, and, therefore, has been removed from 

this PIA. The SECRET information has been detailed/described in a separate deliverable where 

all similarly classified information has been recorded. That separate deliverable {labeled SECRET} 

is available to the OPC for review outside of this PIA. IRCC may submit the SECRET document to 

the OPC under separate cover using IRCC-approved methods or the Department may limit the 

OPC's access by requiring OPC staff to review the document on IRCC's premises. 

Annex D-1: Officer Rules for TRV - Visitor (China) 

REMOVED DUE TO SECRET CLASSIFICATION 
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This annex provides an overview and justification for Country-Specific or Region-Specific 

(applicable to multiple countries) rules that were created by the SPSS Modeller application; 

herein referred to as the 'Model Rules'. 

Information in this Annex has been classified as SECRET, and, therefore, has been removed from 

this PIA. The SECRET information has been detailed/described in a separate deliverable where 

all similarly classified information has been recorded. That separate deliverable (labeled SECRET) 

is available to the OPC for review outside of this PIA. IRCC may submit the SECRET document to 

the OPC under separate cover using IRCC-approved methods or the Department may limit the 

OPC's access by requiring OPC staff to review the document on IRCC's premises. 

Annex E-1: Model Rules for TRV-Visitor (China) 

REMOVED DUE TO SECRET CLASSIFICATION 
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ANNEX F: INFORMATION USED TO CREATE MODEL RULES 

This Annex has been established to provide an overview of the database tables and reference 

tables utilized in the Exploration Zone for a particular PA Model. This Annex is intended to be 

evergreen and be added to as more PA models are created. 

Information in this Annex has been classified as SECRET, and, therefore, has been removed from 

this PIA. The SECRET information has been detailed/described in a separate deliverable where 

all similarly classified information has been recorded. That separate deliverable {labeled SECRET) 

is available to the OPC for review outside of this PIA. IRCC may submit the SECRET document to 

the OPC under separate cover using IRCC-approved methods or the Department may limit the 

OPC's access by requiring OPC staff to review the document on IRCC's premises. 

Annex F-1: Information Used to Create China TRV Model Rules 

The Model is created using historical data on wherein the 'Primary Office' in GCMS is 'Beijing' 

and the 'Category'= 'TRV'. Using these parameters, the following tables are created and used 

by the SPSS Modeller to create the rules outlined in Annex E-1. 

REMOVED DUE TO SECRET CLASSIFICATION 
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ANNEX G: VARIABLES USED IN SCORING FUTURE APPLICATIONS 

Using the data sets from Annex, F, commonalities are identified in the data sets to create the 

model rules. From those rules, a set of tables are used to score each future application. This 

annex provides an overview of the data sets used in scoring the model. 

Information in this Annex has been classified as SECRET, and, therefore, has been removed from 

this PIA. The SECRET information has been detailed/described in a separate deliverable where 

all similarly classified information has been recorded. That separate deliverable (labeled SECRET) 

is available to the OPC for review outside of this PIA. IRCC may submit the SECRET document to 

the OPC under separate cover using IRCC-approved methods or the Department may limit the 

OPC's access by requiring OPC staff to review the document on IRCC's premises. 

Protected B 138 Otnada 
A-2021-067 49-000144 



ANNEX H: PILOT RESULTS 

I ..... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Advanced Analytics PIA 
Version 3.3 

GCDOCS # 257626945 

As reflected in this PIA, before IRCC deploys any Officer Rules or Model Rules, it anticipates 

testing both sets of rules in a short-term pilot(s). The sub-annexes below provide a detailed 

description of the pilot results. 

Information in this Annex has been classified as SECRET, and, therefore, has been removed from 

this PIA. The SECRET information has been detailed/described in a separate deliverable where 

all similarly classified information has been recorded. That separate deliverable (labeled SECRET) 

is available to the OPC for review outside of this PIA. IRCC may submit the SECRET document to 

the OPC under separate cover using IRCC-approved methods or the Department may limit the 

OPC's access by requiring OPC staff to review the document on IRCC's premises. 

Annex H-1: China TRV Pilot 

REMOVED DUE TO SECRET CLASSIFICATION 
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As reflected in this PIA, the results of applications that meet Officer Rules and Model Rules are 

not automatically transmitted to GCMS. Until such automation is deployed, if ever, Cognos 

Reports are made accessible to staff to use within the various LoBs. This annex provides a 

detailed description of the Cognos Reports. 

Information in this Annex has been classified as SECRET, and, therefore, has been removed from 

this PIA. The SECRET information has been detailed/described in a separate deliverable where 

all similarly classified information has been recorded. That separate deliverable (labeled SECRET) 

is available to the OPC for review outside of this PIA. IRCC may submit the SECRET document to 

the OPC under separate cover using IRCC-approved methods or the Department may limit the 

OPC's access by requiring OPC staff to review the document on IRCC's premises. 

Annex 1-1: China TRV 

REMOVED DUE TO SECRET CLASSIFICATION 
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The Description section in a PIB describes the personal information in the records to which the 

bank relates. TBS has established the following categories of personal information, which give 

examples of specific elements of personal information that fall under each category. The 

purpose of the categories is to reduce the number of personal information elements that need 

to be listed in the Description section. 

• Biographical information (e.g. work history, curriculum vitae, family information, 
hobbies, interests, etc.) 

• Biometric information (e.g. blood type, eye or facial scan, DNA, finger/ hand prints, etc.) 
• Contact information (e.g. work and/ or home information, including postal and e-mail 

addresses, telephone, fax, cell phone numbers, etc.} 
• Citizenship status (e.g. citizen, landed immigrant, etc.) 
• Credit card information 
• Credit history (e.g. credit reports/ scores, liens, bankruptcies, third-party collections, 

etc.) 
• Criminal checks/ history (e.g. information related to criminal record checks, 

investigations, charges, conviction dates and locations, pardons, etc.) 
• Date of birth 
• Date of death 
• Employee identification number (e.g. Personal Record Identifier, RCMP regimental 

number, Canadian Forces service number, etc.) 
• Employment equity information (i.e. information about aboriginal peoples, members of 

visible minorities, persons with disabilities, and women) 
• Employee personnel information {e.g. records of attendance and leave, notices of 

disciplinary action, alternative work arrangements, decisions concerning compensation 
and fitness for work, official languages qualifications, salary, deductions, level of security 
clearance, performance reviews and appraisals, rating board assessments, including 
evaluation notes from staffing boards, training and development course applications 
and evaluations, etc.) 

• Financial information (e.g. income, investments, mortgages, loans, orders of 
garnishment, financial institution information for direct deposit and other banking 
purposes, including name and branch number of institution, account number(s) and 
name(s) on accounts, etc.) 

• Gender 
• Language (e.g. mother tongue, official and other languages, etc.) 
• Medical information (e.g. psychological assessments, physical disabilities, blood type, 

medical conditions, etc.) 
• Name (e.g. last name (surname/family name), given names (first, second or more), 

maiden name, nicknames, aliases, etc.) 
• Opinion or views of, or about, individuals 
• Other identification numbers (e.g. fishing license, driver's license, etc.) 
• Photos 
• Physical attributes (e.g. height, weight, colour of hair and eyes, physical markings (scars, 

tattoos, body piercing), etc.) 
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• Place of birth 
• Place of death 
• Signature 
• Social Insurance Number (SIN) 
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ANNEX K: SUMMARY OF THE PRIVACY IMPACT ASSESSMENT 

Date: Insert the date of the PIA's approval 

1. Privacy Impact Assessment Approval 

Lead Institution: Department of Immigration, Refugees and Citizenship Canada 

Approved By: Assistant Deputy Minister, Corporate Services 

Branch ADM: Assistant Deputy Minister, Operations 

2. Legal Authorities 

Various section of the Immigration and Refugee Protection Act (IRPA) support the collection and use of 

application data to process an immigration application. Some of the more pertinent sections of IRPA are: 

1. Under s. 11(1) of IRPA, a FN must, before entering Canada, apply to an officer for a visa orfor any other 

document required by the regulations. The visa or document may be issued if, following an 

examination, the officer is satisfied that the FN is not inadmissible and meets the requirements of this 

Act. 

2. Under s. 20(1) of IRPA, every FN who seeks to enter or re-enter Canada must obtain a visa or other 

document required under the IRPR and will leave Canada by the end of the period authorized for their 

stay. 

3. Under s. 22(1) of IRPA, a FN becomes a TR if an officer is satisfied that the FN has applied for that 

status, has met the obligations set out in paragraph 20(1)(b), and is not inadmissible. 

Furthermore, Part 4.1 of IRPA came into force in September 2017 providing broad Ministerial authorities for the 

use of technology. Although a related regulatory package is underway and is targeted to come into force in 

2018, the following excerpts from part 4.1 provide the legal authority for IRCC to utilize the rules and analytics 

tools outlined in this PIA: 

1. Under ss. 186.1(1), 'the Minister may administer IRPA using electronic means, including as it relates to 

enforcement.' 

2. Under ss. 186.1(3), 'for greater certainty, any person or class of persons who are designated as officers 

by the Ministerto carry out any purpose of this Act may, in the exercise of their powers or the 

performance of their duties and functions, use the electronic means that are made available or 

specified by the Minister'; and 

3. Under ss. 186.1(5), 'for greater certainty, an electronic system, including an automated system, may be 

used by the Minister to make a decision or determination under this Act, or byan officerto make a 

decision or determination or to proceed with an examination under this Act, if the system is made 

available to the officer by the Minister.' 

3. Personal Information Banks (PIB) 

PlB Requirements: Substantial modification of an existing PIB 

PlB Name: Migration Control and Security Management 

( https ://www .ca na da .ca/en/immigration-refugees-citizenship/co rpo rate/trans pa re n cy/access-info rmatio n

privacy/info-sou rce/perso na 1-info rmation-ba n ks.html) 
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In 2017, the Ministerial mandate letter for the Minister of Immigration, Refugees and Citizenship states that IRCC 

should work on reducing application processing times, on improving the Department's service delivery and client 

services to make them timelier and less complicated, and on enhancing system efficiency including the asylum 

system. More specifically, IRCC should work to increase efficiencies in the coming years to coincide with the 

continuous increase in Temporary Resident (TR) application volumes. 

The Department has prioritized specific objectives to meet the Minister's mandate, including: 

1. Faster and more effective visitor screening; 

2. Evidence-based decision making; and 

3. Improved client service 

To meet these objectives, the Operations Sector is planning and implementing multiple projects and program 

enhancement initiatives, jointly referred to as the Temporary Resident Volume Management (TRVM) Initiative. 

One of the critical new projects under the TRVM Initiative is the use of Advanced Analytics (AA) to support 

application processing and risk identification. 

AA, which is comprised of both predictive and prescriptive components, consists of using computer technology 

to analyze past behaviors, with the goal of discovering patterns that enable predictions of future behaviors. 

With the aid of a team of computer science, data, IT and program specialists, AA may result in the creation of a 

model that can perform risk triage and enable automated approvals of certain determinations (but not the final 

decision) on a portion of cases, thereby achieving significant productivity gains and reducing processing times. 

AA can also be used to detect potential fraudulent behaviour or misrepresentation, thereby strengthening 

program integrity. 

In FY 2016-17, OPP's Advanced Analytics Lab (AAL) began developing and testing the use of analytics to achieve 

productivity and integrity goals within several IRCC lines of business (LoBs). 

The PIA has been developed to assess the use of AA within the China Temporary Resident Visa (TRV) e

Application process which will utilize various human created rules and AA rules to assist in the streamlining of 

visitor visa applications submitted from China. The overall goal of the use of AA is to streamline the procedures 

related to the processing ofTRVapplications submitted from China. 

To create the rules, IRCC utilized analytics software and historical TRV application information. Once the rules 

were created, they were tested in the China TRV application process for a one-month long Pilot. That pilot was 

successful in proving the usefulness and accuracy of the rules. Ultimately, the rules were deployed into 

production in April 2018. 

The use of AA in the China TRV process will not subject any application/applicant to any new checks or scrutiny. 

The efficiencies will be realized in that portions of IRCC's evaluation of the application for eligibility will be 

streamlined by the use of AA rules. 

5. Why the Privacy Impact Assessment was Necessary 

The Treasury Board's Directive on Privacy Impact Assessment states that a PIA is required 'upon substantial 
modifications to existing programs or activities where personal information is used or intended to be used for 
an administrative purpose'. The term 'substantial modification', as defined by the Directive, includes 'the use of 
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automated or technological means to identify, create, analyze, compare, extract, cull, match or define personal 
information'. Therefore, a PIA was determined a necessary component to the deployment of an analytics 
activity. 

6. Privacy Impact Assessment Objectives 
The PIA had the following objectives: 

• To assess, reduce and mitigate potential risks associated with the creation of triage rules and analytic 
rules designed to streamline the processing of China TRV e-Applications. 

• To assess, reduce, and mitigation potential risks associated with the use of triage rules and analytic 
rules within the processing of China TRV e-Applications. 

• To resolve any privacy issues that may be of potential public concern. 

7. Risk Area Identification and Categorization 

I 

I 

Treasury Board's Directive on Privacy Impact Assessment stipulates that the core PIA must include a completed 

risk identification and categorization section as provided below. To have consistent risk categories and risk 

measurement across government institutions, standardized risk areas and a common risk scale are maintained as 

the basis for risk analysis. 

The numbered risk scale is presented in an ascending order: the first level (1) represents the lowest level of 

potential risk for the risk area; the fourth level (4) represents the highest level of potential risk for the given risk 

area. 

a) Type of program or activity Risk scale 

• Program or activity that does NOT involve a decision about an identifiable individual 1 

• Administration of program or activity and services 2 

• Compliance or regulatory investigations and enforcement 3 
-••-~ ••~---~,-,n 

I 
-··---·-

• Criminal investigation and enforcement or national security 4 

RATING 4 

i b) Type of personal information involved and context i Risk scale 

i • Only personal informatlon, with no contextual sensitivlties, collected directly from the individual or 1 

I provided with the consent of the individual for disclosure under an authorized program. 

! • Personal information, with no contextual sensitivities after the time of collection, provided by the 

I 
2 ' 

i individual with consent to also use personal information held by another source. 

• Social Insurance Number, medical, financial or other sensitive personal information or the context 3 
surrounding the personal information is sensitlve; personal information of minors or of legally 
incompetent individuals or involving a representative acting on behalf of the individual. 

• Sensitive personal information, including detailed profiles, allegatlons or suspicions and bodily i 4 
samples, or the context surrounding the personal information is particularly sensitive. I ----·· --·· --- - -·--· .. --...... .. 

I RATING 4 
-- - '"---------~~ --

i c) Program or activity partners and private sector involvement 
I 

Risk scale 

• Within the institution (among one or more programs within the same institution} 1 

• With other government institutions 2 
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• With other institutions or a combination of federal, provincial or territorial, and municipal 3 
governments 

• Private sector organizations, international organizations or foreign governments 4 

RATING 4 

id) Duration of the program or activity Risk scale 
! 
I 
I • One-time program or activity 1 I 
I 
I 

I • Short-term program or activity 2 

I • Lang-term program or activity 3 

RATING 3 

e) Program population Risk scale 

• The program's use of personal information for internal administrative purposes affects 1 

certain employees. 

• The program's use of personal information for internal administrative purposes affects all 2 

employees. 

• The program's use of personal information for external administrative purposes affects 3 
certain individuals. 

• The program's use of personal information for external administrative purposes affects all 4 

individuals. 

RATING 3 I 
f} Technology and privacy Yes or No 

A "YES" response indicates the potential for privacy concerns and risks, which will require 

consideration and, if necessary, mitigation. 

• Does the new or substantially modified program or activity involve implementation of a Yes 
new electronic system or the use of a new application or software, including collaborative 
software (or groupware), to su ppart the program or activity in terms of the creation, 
collection or handling of personal information? l 

• Does the new or substantially modified program or activity require any modifications to Yes 
information technology (IT) legacy systems? 

• Specific technological issues and privacy- Does the new or substantially modified Yes 
program or activity involve implementation of new technologies or one or more of the 

! following activities: 
0 enhanced identification methods; 
0 surveillance; or 
0 automated personal information analysis, personal information matching and 

knowledge discovery techniques? 

g) Personal information transmission Risk scale 

• The personal information is used within a closed system (i.e., no connections ta the 1 
Internet, Intranet or any other system and the circulation of hardcopy documents is 
controlled). 

• The personal information is used in a system that has connections to at least one other 2 
system. 

• The personal information is transferred to a portable device (i.e., USB key, diskette, 3 

laptop computer), transferred to a different medium or is printed. 
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4 I • The personal information is transmitted using wireless technologies. 
I ------------------. ········ .. ··-··----------------;..----~ 

!RATING 3 

h) Potential risk that in the event of a privacy breach, there will be an impact on the individual or employee. 

Please specify. 

As it relates to the analytics information, a breach of that information would have minimal impact on the 

individual. As it relates to some of the information collected on the individual during the TRV application 

process, IRCC collects some sensitive medical and criminality information. A breach of that information 

could have significant impacts on the individual's reputation with potential ripple effects to their 

employment and financial capabilities (criminality information leading to termination). 

8. Privacy Risks 

The PIA identified 9 risks in total. All nine risks will be fully mitigated in 2018 with most being alleviated by 

August 2018. 
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Abstract: This document supports the PIA on the Use of Analytics in IRCC Programs and 

contains information that has been classified by IRCC as SECRET; specifically, during the 

development of the PIA, the Officer Rules and Model Rules were determined to be SECRET 

information. Additionally, this PIA has set aside information related to the two sets of rules 

that may also require a SECRET classification. Therefore, the SECRET information and 

potentially SECRET information was removed from the PIA and placed in this separate 

deliverable. 
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This annex provides an overview and justification for Country-Specific or Region-Specific 

(applicable to multiple countries) automated triage rules which are utilized to assist in 

identifying 'high risk cases' and 'administrative cases'. If an application meets at least one rule, 

it must be reviewed by an Officer before a decision is rendered. These rules are applied prior to 

the Model Rules and are identified in the Cognos Report. 

Unless otherwise noted, the information in the following sub-annexes have been classified by 

IRCC as SECRET. 

Each sub-annex is assigned to a particular country or region and will uniformly provide the 

following information: 

1. Country/Countries for which the rules apply; 

2. Application Type(s) for which the rules apply; 

3. Version Number; 

4. Approval Authority for the rules, including the date of approval; 

5. Scheduled Deployment 

6. Update Frequency/Timetable: how often the rules will be re-assessed; and next update 

timeframe. 

7. Rule Description and Justification. 

8. Pilot Results: summary of the results from a pilot used to test the Officer Rules 

9. Identification of any privacy risks associated 
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Annex D-1: Officer Rules for TRV - Visitor (China) 

Country/Countries for which the rules apply: China 

Applicable Application Types: TRV - Visitor 

Version: 1.0 

Approval Authority: Director General, Central Network 

Date of Approval: Not Yet Approved (Estimated March 9, 2018) 

Scheduled Deployment: 2018 

Scheduled Update: September 2018 (At least every six months; earlier if deemed necessary) 

Privacy Risks Identified Outside of this PIA: Yes. See Privacy Risk Section below 
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Privacy Risk Assessment 

The following issues have been identified and are reflected in the risk section of the PIA {See Section ;el). 

1. The Officer of Record, which is the DG of CN has not reviewed the justification for the rules above. It is recommended that the DG of CN 

be presented with the justification for all Officer Rules, including all future modified, deleted, or additional rules. The body of the PIA 

recommends a formal approval SOP be established. 

2. There is a risk that Officer Rules will not be re-assessed/updated in an acceptable timeframe. At the writing of this PIA, a definitive and 

formalized review and update process had not been approved for the China TRV Officer Rules. The need to update the Officer Rules is 

more prevalent for those rules which are seen as 'situational', such as Rule 14. These situational rules, should be reviewed more 

frequently to ensure they do not need to be modified or removed. Other rules, such as those high-risk rules using three years of 

statistics data to support the rule creation, should be reviewed every year or earlier if deemed necessary. 
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This annex provides an overview and justification for Country-Specific or Region-Specific 

(applicable to multiple countries) rules that were created by the SPSS Modeller application; 

herein referred to as the Model Rules. 

Annex E-1: Model Rules for TRV-Visitor (China) 

For China TRV e-Applications, the Model Rules are utilized to identify applications which 

supports the majority of eligibility assessments required to process the application. Based on 

the rules created by SPSS Modeller, IRCC must make a program decision regarding how accurate 

the Department wishes the model to identify applications that are more likely to be approved 

for eligibility. During the China TRV Pilot, the Department selected an accuracy rating of 99%. 

Balancing the accuracy threshold decision is the volume of applications that will be identified by 

the Model Rules. As the accuracy rating is lowered, the volume of applications being identified 

for Tier 1 increases. 

During the China TRV Pilot, the 99% accuracy rating resulted in 36% of applications being 

diverted to Tier 1. Had the pilot chosen a 98% accuracy rating, 48% of applications would have 

been diverted to Tier 1. 

At the onset of the China TRV model in •·"s"•·d""'·"··"·''+" 2018, the following provides an overview of 

the threshold percentages, the meaning/description, and the number of rules assigned by the 

Model for each Tier. 

• Tier 1: 99% approval rate. Meaning that Tier 1 identifies files that have at least a 99% 

likelihood of being approved. 

o 5 Rules have been created by the Model to identify Tier 1 applications. 

• Tier 2: For those files that do not meet the parameters of Tier 1 or Tier 3. 

• Tier 3: 40% refusal rate. Meaning Tier 3 identify files that have at least a 40% likelihood 

of being refused. 

o 159 rules have been created by the Model to identify Tier 2 and 3 applications. 

The above threshold percentages have been approved by IRCC senior management. At the 

writing of this PIA, IRCC did not have any plans to alter the above threshold percentages, but 

based on the risk tolerance of the Department, it could desire more volume being identified for 

Tier 1 and, therefore, reduce the Tier 1 threshold percentages. If IRCC were to raise the Tier 3 

percentage, the volume being diverted to Tier 3 would decrease. 

China TRV Exploration Zone 
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During the development of the Model Rules (Exploration Zone), and the China Pilot in November 

2017, the SPSS Modeller analyzed any new China TRV application received and processed within 

the prior two (2) years 9 months and 10 years of historical data on those applications with the 

following criteria: 

1. 'Primary Office'= 'Beijing' 

2. 'Received Via'= 'On-line'; and 

3. 'Category' = 'TRV' 

China TRV Production Zone 

At the time, the Model Rules will be deployed into production, the Model Rules will take into 

account any new applications received and processed during the previous three (3) years and 

accesses all historical data related to those applications meeting the following criteria: 

1. 'Primary Office'= 'Beijing' 

2. 'Received Via'= 'On-line'; and 

3. 'Category' = 'TRV' 

Update to Production Zone Model Rules 

The Model Rules are anticipated to be updated on a quarterly basis. 

Post Deployment Monitoring 

This section provides a summary of any post deployment issues that were identified in the use 

of the Model Rules. This section is intended to be updated when any moderate to significant 

issues are identified which require adjustments to the Model Rules, especially any issues that 

result in the de-activation of the model from being used in the processing of China TRV e

Applications. 

IRCC will notify the OPC in writing of any issues that are identified which result in the de

activation or significant changes to the Model Rules. Such notification may be provided in the 

form or a letter, an Amended PIA, or an update to this Annex and/or other Annexes. 

Model Rules 

The following represent the 'Model Rules' created by SPSS Modeller for China TRV e

Applications. 
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The following five rules have been identified by the model, based on the 99% threshold 

approved by IRCC senior management, for use in identifying Tier 1 applications. 
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As stated above, the Model created 159 rules to identify Tier 2 and Tier 3 applications to be 

used for China TRV applications; 79 rules to identify Tier 2 and 80 rules to identify Tier 3. These 

rules do not automate the eligibility process but simply provide a means to assist in case 

assignment within CPC-O. All Tier 2 and Tier 3 files are processed as Complex Cases by a PM-03 

Officer whereas Tier 1 applications are processed by PM-01 Officers; see Section 3.4.1. 

For the sake of brevity, all 159 rules have not been listed in this PIA. Instead, the PIA consultant 

reviewed all 159 rules to identify any associated privacy risks; and no risks were identified. 

However, to provide an idea of the type of rules within this group of 159 rules, three Tier 2 rules 

and three Tier 3 rules are provided below. If necessary, IRCC will make all 159 rules available to 

the OPC. 
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ANNEX F: INFORMATION USED TO CREATE MODEL RULES 

This Annex has been established to provide an overview of the database tables and reference 

tables utilized in the Exploration Zone for a particular AA Model. This Annex is intended to be 

evergreen and be added to as more Model Rules are created. 

Annex F-1: Information Used to Create China TRV Model Rules 

The Model is created using all applications received from 2015 to 2017 as well as all historical 

records of these clients wherein the 'Primary Office' in GCMS is 'Beijing' and the 'Category'= 

'TRV'. Using these parameters, the following tables are created and used by the SPSS Modeller 

to create the rules outlined in Annex E-1. 
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ANNEX G: VARIABLES USED IN SCORING FUTURE APPLICATIONS 

Using the data sets from Annex F, commonalities are identified in the data sets to create the 

model rules. From those rules, a set of tables are used to score each future application. This 

Annex provides an overview of the data sets used in scoring those future application. 
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As reflected in this PIA, before IRCC deploys any Officer Rules or Model Rules, it anticipates 

testing both sets of rules in a short-term pilot(s). The sub-annexes below provide a detailed 

description of the pilot results. 

Annex H-1: China TRV Pilot (November 2017) 

The table below provides the results of the China TRV Pilot which occurred from October 30, 

2017 to November 17, 2017. The model used during the pilot was developed using over 

100,000 past China TRV e-Applications received between January 1, 2015 and October 11, 2017. 
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Among the 1,989 files identified as Tier 1/Bin 16, 199 applications (approximately 10%) were 

removed from Bin 16 and processed as Bin 17 (Tier 2). To ensure impartiality, officers were not 

informed that theses 199 applications had been selected by the model for QA and placed in Bin 

17. Five (S) out of 199 applications reviewed for QA were subsequently refused by officers, of 

which: 

Efficiency Resu Its 

The results of the pilot showed that the productivity of officers in processing Tier 1 files 

quadrupled, while Tier 2 files were processed 50% faster. 
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ANNEX I: COGNOS REPORTS (OUTPUT FOR OFFICER RULES AND MODEL 

RULES) 

As reflected in this PIA, the results of applications that meet Officer Rules and Model Rules are 

not automatically transmitted to GCMS. Until such automation is deployed, if ever, Cognos 

Reports are made accessible to staff to use within the various LoBs. This annex provides a 

detailed description of the Cognos Reports. 

Each sub-annex documents the following: 

1. Report Titles 

2. Access Rights 

3. Data Elements on each Report 

4. Description of each data element 

5. Retention, Disposal and Storage: where the LoB will store the reports and what 

retention and disposal timeline is being applied to the Cognos Reports. 

Annex 1-1: China TRV 

The two tables below reflect the first four elements required for each sub-annex (Report Titles, 

Access Rights, Data Elements, Description of Data Elements). At the writing of this PIA (February 

2018), the storage, retention, and disposal of Cognos Reports (within the Cognos application 

and the storage of Cognos Reports in GCDocs by CPC-0) has not been established. 

SECRET 51 Canada 
A-2021-067 49-000205 



Pages 206 to I a 212 

are withheld pursuant to sections 

sont retenues en vertu des articles 

16(1 )(c), 16(1 )(b) 

of the Access to Information Act 

de la Loi sur l'acces a l'information 



I .t... lmm1grat1on, Refugees lmm1grat1on, Refug1es 

T and C1trzensh1p Canada et C1toyennete Canada 

Information disclosed under the Access to Information Act 

L'1nformat1on d1vul9uee en vertu de la Iol sur l'acces a I mformat1on 

Privacy Impact Assessment {PIA) 

Use of Advanced Analytics in IRCC Programs 

India Temporary Resident Visa (Visitor) Annexes 

SECRET 

Abstract: This document provides six annexes to the Department's Advanced Analytics PIA 

which was previously submitted to the Office of Privacy Commissioner. These annexes describe 

relevant information pertaining to the use of analytics in the processing of TRV e-applications 

originating from India. As such, India-specific rules were identified and are used in the 

processing of future TRV e-applications originating from India. 
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PRIVACY IMPACT ASSESSMENT APPROVAL 

Use of Advanced Analytics in IRCC Programs 

The following signature represents a commitment by 

the Government Official Responsible for the PIA to 

comply with sections 4 to 8 of the Privacy Act and the 

related privacy policy requirements outlined in the PIA 

as they relate to the administration of the identified 

program or activity. 

Dr. Harpreet S. Kochhar, Assistant Deputy Minister, 

Operations Sector 

Date 

Note: Responsibility for sections 4 to 8 of the Privacy 

Act rests with all employees of government 

institutions that handle personal information. Officials 

who manage such programs and activities are 

responsible for ensuring that such requirements are 

implemented as part of the administration of the 

program or activity. 
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The following signature represents a 

commitment by the Head of the institution or 

his/her delegate(s) who is responsible for 

establishing personal information banks in 

accordance with section 10 of the Privacy Act. 

Daniel Mills, Assistant Deputy Minister, 

Corporate Management Sector 

Date 

Note: Under the Privacy Act. the Head or his/her 

delegate(s) is responsible for complying with 

legal and relevant privacy policy requirements 

related to the approval and registration of 

personal information banks 
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INTRODUCTION AND EXECUTIVE SUMMARY 

This PIA Annex submission is intended to provide relevant updates to the Department's PIA on 

Advanced Analytics (AA) which was approved and signed by the Assistant Deputy Ministers on January 

31, 2019, endorsed by the Deputy Minister, and then sent to the OPC on March 6, 2019. 

As reflected in the AA PIA, IRCC will submit annexes to the PIA as new rules are developed and 

implemented. This is the first of those annex PIA submissions, which is limited to providing relevant 

annexes to IRCC's deployment of Officer and Model Rules within the India TRV work flow. Future 

Annexes will follow this same template/model. 

Please note that the Advanced Analytics Lab (AAL) was renamed since the submission of the main body 

PIA. It is now called the Advanced Analytics Solutions Centre (A2SC). 

Assessment of the Body of the PIA 

In assessing the body of the PIA, there are no significant differences between the processing of China 

TRV e-applications and India TRV e-applications. The legislative and regulatory authorities are identical, 

as are the manner in which an individual submits their e-application and how IRCC processes the 

application. Therefore, there are no updates required for the body of the PIA. 

The only updates required are to the annexes such that India-specific information is analyzed for privacy 

risks. The necessary updates require the following additional annexes to the AA PIA: 

• Annex D-2: Officer Rules for TRV -Visitor (India) 

• Annex E-2: Model Rules for TRV -Visitor (India) 

• Annex F-2: Information Used to Create the India TRV Model Rules 

• Annex G-2: Variables Used in Scoring Future Applications 

• Annex H-2: India TRV Results to Date: Annex H is designed to provide details of the initial 

deployment of the Officer and Model Rules. India TRV Officer and Model Rules were deployed 

in August 2018 with no pilot. However, results from the deployment of the rules are available 

via an AA dashboard. Therefore, this annex provides an overview of the results from inception 

(August 2018) to August 31, 2019. 

• Annex 1-2: India TRV Cognos Report Bin Assignments (Cognos Report) 

All of the information in the above annexes is SECRET. The Unclassified version of the PIA Annexes have 

been updated to reflect the above annexes have been completed; however, they appropriately state 

that information has been removed and only available in the Secret annexes provided in this deliverable. 
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Risks Regarding Deployment of AA for India TRV 
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Four risks have been identified related to the use of India TRV Officer and Model Rules. The following is 

a summary of those risks and mitigation activities. 

India TRV Risk #2 (Use, Purpose, Openness, Accountability): There is a risk that A2SC solutions are 

being actioned by data scientists without appropriate approval and governance regarding the types of 

data being used in analytic modeling and how they are accessed by data scientists (i.e. creation of a new 
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Organization). At the writing of this Annex (October 2019), a process has been developed and is in the 

final stages of approval. 

Recommendation: It is recommended that a procedure is established whereby the Director of the A2SC 

provides prior approval for all new data sets, including how those data sets are accessed by A2SC staff 

It is noted that the A2SC has 

developed this procedure and it was in the final stages of approval in October 2019. 

Recommendation: It is recommended that the A2SC ensure its new procedures for approval of data 

acquisition includes steps on how it will securely receive and store the data, limit its access, how it will 

update the data (including how often), and the retention timeframe for the new data set. 
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Annex D-2: Officer Rules for TRV - Visitor (India) 

Country/Countries for which the rules apply: India 

Applicable Application Types: TRV-Visitor 

Version: 1.0 

Approval Authority: Director General, Immigration Program Guidance 

Date of Approval: September 21, 2018 

Actual Deployment: August 31, 2018 

Scheduled Update: Spring 2020 (At least yearly; earlier if deemed necessary) 

Privacy Risks Identified Outside of this PIA: Yes. See Privacy Analysis Section below 
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Note: The date of approval and actual deployment dates appear to suggest the India Officer Rules were 

approved after deployment. This is inaccurate. The India TRV Officer rules were approved in meetings 

prior to August 31, 2018; however, formal approval is recorded in a sign-off document dated September 

21, 2018. 
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A. Privacy Analysis 
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For the purposes of the Officer Rules detailed above, this section provides a more detailed discussion 

regarding some of the rules. 
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India TRV Risk #2 (Use, Purpose, Openness, Accountability): There is a risk that A2SC solutions are 

being actioned by data scientists without appropriate approval and governance regarding the types of 

data being used in analytic modeling and how they are accessed by data scientists (i.e. creation of a new 

Organization). At the writing of this Annex (October 2019), a process has been developed and is in the 

final stages of approval. 

Recommendation: It is recommended that a procedure is established whereby the Director of the A2SC 

provides prior approval for all new data sets, including how those data sets are accessed by A2SC staff 
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It is noted that the A2SC has 

developed this procedure and it was in the final stages of approval in October 2019. 
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Annex E-2: Model Rules for TRV - Visitor {India) 
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India TRV Model Rules were created based on a subset of India TRV applications processed between 

June 2016 and October 2017. 
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Annex F-2: Information Used to Create India TRV Model Rules 
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This annex describes the data used in the creation of the India Model Rules (non-administrative use) and 

their use in supporting the Model Rules for an administrative purpose. 

A. GCMS: Prior Application Data 

As reflected above, the Model Rules information used prior applications processed from June 2016 to 

October 2017. The data sets used by the A2SC to create the India TRV Model Rules consisted of the 

following: 

• The same data tables listed in Annex F-1 (China Data Sets Used in Model Development). For the 

sake of brevity, the tables in Annex F-1 are not duplicated here 

• Other Information as described in sub-sections B through E below. 
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Annex G-2: Variables Used in India TRV 
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Annex G of the Use of Advanced Analytics in IRCC Programs PIA provides a list of variables used to 

determine which tier an application is sorted. While it was useful at the onset of the PIA to provide the 

variables, which are based on the data in the data sets listed in Annex F, IRCC does not believe listing the 

variables provides any additional information than what is already provided in Annex F. Therefore, 

future annexes may not include updates to Annex G. However, for these India Annexes, and to honour 

the commitment in the first iteration of the PIA, the following variables are used to score India TRV e

applications. 
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The following statistics are provided regarding the use of India TRV Officer and Model Rules from August 

31, 2018 to August 31, 2019. 

Criterion Volume 
Percentage 

{Note 1) 

Total Number of India e-Applications processed using Officer/Model Rules 169,507 

Total Number (and percentage) of e-applications meeting one of the 24 

Officer Rules 
42,234 24.92% 

Total Number (and percentage) of e-applications not meeting one of the 24 

Officer Rules and, therefore, being assessed by the India Model Rules 
126,330 74.53% 

Total Number (and percentage) of e-applications assigned to Tier 1 4,781 2.82% 

Total Number (and percentage) of e-applications assigned to Tier 2 81,844 48.28% 

Total Number (and percentage) of e-applications assigned to Tier 3 38,543 22.74% 

Total Number (and percentage) of e-applications assigned to Tier 4 1,162 0.69% 

Note 1: This column represents the percentage of all e-applications processed by the Officer/Model Rules. 

Quality Assurance 
As of August 31, 2019, 214 applications from Tier 1 have been reviewed for quality assurance (QA) in the 

same manner as described in Annex H-1. Of those 214 applications, five are described as follows: 

• Four (4) applicants were refused for not being bona fide visitors. 

• One (1) account of non-compliance because he/she never submitted their passport to the New 

Delhi office for the visa. 

Based on the above QA results, and in generalizing the above QA findings to all of Tier 1, 98% of 

applications being issued visas would be approved by an officer. 
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Annex 1-2: India TRV Cognos Report 
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The Cognos Report is nearly identical to that provided in Annex 1-1 (China TRV). It lists the application 

numbers and other variables which have been assigned to each of India's Officer rules as well as those 

bins assigned to Tier 1, Tier 2, Tier 3, and Tier 4. 
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