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Safe-Harbor - Update (October 26, 2015)

Position paper of the Data Protection Conference of the Data Protection Officers of the
German federal government and the Länder

1. After the Safe-Harbor judgment of the ECJ from October 6, 2015, no data transmission is
permissible based to the Safe-Harbor decision of the Commission from July 26, 2000
(2000/520/EG)

2. In view of the ECJ judgment, the legitimacy of the data transfer to the U.S. on the basis of the
other instruments used for this purpose, e.g. standard contract clauses or binding company rules
(BCR), also comes into question.

3. The ECJ finds that, regardless of Commission decisions, the data protection authorities of the
EU member states are not prevented from assessing the appropriateness of the data protection
level in third member states with complete independence.

4. The ECJ prompts the Commission and the data protection authorities to assess the data
protection level in the U.S. and other third states (legal situation and legal practice) and does
provide for a precise assessment benchmark with strict content requirements for this purpose.

5. As far as data protection authorities become aware of data transmissions to the U.S. that are
exclusively based on Safe-Harbor, they are going to suspend them.

6. The exercise of the data protection authorities' rights of scrutiny according to Art. 4 of the
respective Commission decisions on the standard contract clauses from December 27, 2004
(2004/915/EG) and from February 5, 2010 (2010/87/EU) will be based on the principles
formulated by the ECJ, especially recitals 94 and 95 of the judgment.

7. The data protection authorities will not grant any new authorizations for data transmission to the
U.S. on the basis of binding company rules (BCR) or data export contracts for the time being.

8. Therefore, companies are asked to align their data transmission processes with the data
protection principles. Companies wishing to export data to the U.S. or other third countries
should also use the DPC (data protection conference) decision from March 27, 2014
"Gewährleistung der Menschenrechte bei der elektronischen Kommunikation" (guarantee of
human rights in electronic communication) and the "Cloud Computing" guideline from October 09,
2014 as a benchmark.

9. Consent to the transmission of personal data can be a sustainable basis under restrictive
conditions. In principle, however, data may not be transmitted repeatedly, on a large scale or as
a routine procedure.

10. In case of employee data export or if also third-party data is concerned at the same time,
consent can only be a legitimate basis for data transmission to the U.S. in exceptional cases.

11. The data protection authorities ask legislators to grant the data protection authorities a right of
action according to the ECJ judgment.

12. The Commission is prompted to push for the establishment of sufficiently extensive privacy
protection guarantees in their negotiations with the U.S. This includes especially the right of



judicial protection, the substantive data protection rights and the principle of proportionality.
Moreover, the decisions on the standard contract clauses shall be aligned with the guidelines
passed with the ECJ judgment. In this regard, the DPC supports the deadline of January 31,
2016 as set by the group of articles 29.

13. The DPC asks the federal government to also insist on compliance with an appropriate
fundamental rights standard with regard to privacy and data protection in direct negotiations with
the U.S. government.

14. The DPC requests the Commission, the Council and the Parliament to comprehensively highlight
the strict criteria of the ECJ judgment in Chapter V of the Basic Regulation on Data Protection
during the ongoing trilog negotiations.
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