
8 | 3RD - 9TH JUNE 2016 | UTILITY WEEK 

Insight

Sponsored Report: Internet of Things

Get connected, stay secure

As the world moves closer to a low-
carbon future, grids must change. One 
challenge: gearing up for the large 

increases in power flowing through their net-
works at peak times, as customers switch on 
heat pumps and charge their electric vehicles.

The traditional approach would be to 
reinforce the network’s capacity with more 
and larger cables. But smarter network 
management is now often a better alterna-
tive – allowing networks to enjoy regulatory 
rewards while avoiding capital outlay.

Under a UK government-funded project 
dubbed Falcon (Flexible Approaches for Low 
Carbon Optimised Networks), UK regional 
DNO Western Power Distribution partnered 
with Cisco’s Connected Grid team to find out, 
building a smart 11kV network in and around 
Milton Keynes to investigate how different 
techniques for low-voltage network manage-
ment might work in practice.

Key to the project: an extensive IP-based 
wireless WiMAX network to collect data and 
control the power system using large vol-
umes of grid-connected devices.

Securely connecting assets at a control 
centre, nine primary substations, and 200 
low-voltage distribution substations, the 
smart network – built from Western Power 

Distribution’s network monitoring and man-
agement devices, connected by Cisco routers, 
switches, and firewalls – enabled the com-
pany’s engineers to test six approaches to 
network management in a low-carbon world, 
using real-life data not previously available.

Welcome to the Internet of Things (IoT), 
a technology that uses the Internet to con-
nect not just people and their computers, but 
also enables intelligent devices – sensors, 
micro-controllers and embedded computers 
installed in equipment, for instance – to talk 
to other intelligent devices and computers.

According to analyst firm Gartner Group, 
a thirty-fold increase in such Internet-con-
nected smart devices can be expected by 
2020, with the overall size of the IoT likely to 
reach 26 billion installed units by 2020, up 
from 0.9 billion just five years ago.

And utilities – as well as end-users and 
utility-related equipment manufacturers – 
are among the industries regarded as likely 
to be at the forefront of those using IoT tech-
nology to lower costs, improve reliability 
and energy efficiency, acquire and distribute 
information, deliver better customer service, 
deliver on their digitisation objectives, and 
build new business models.

“There’s going to be an explosion in the 
number of connected devices within the 
energy system, all the way from power gen-
eration to end devices installed within busi-
nesses and consumers’ homes,” says Roger 
Hey, future networks manager at Western 
Power Distribution. “We’re already see-

As interest grows in utility applications 
of the Internet of Things, Utility 
Week partners with Intel/Cisco to 
understand what benefits companies 
should look for and what security 
considerations come hand in hand.

Falcon project
One of the key benefits 
is that it is an enabler 
for IP connected 
elements – so virtually 
any modern equipment 
can be interfaced to 
the network. This 
permits, for example, 
HTTP access to local 
monitor and control 
utilities, such as was 
deployed at the Falcon 
Energy storage sites. It 
also has a significant 
throughput/bandwidth – 
10MBPS is considerably 
in excess of current 
radio capacity. 

Critical to the success 
of Western Power 
Distribution’s recent 
Falcon project, 
conducted with Ofgem 
innovation funding, was 
the establishment of an 
extensive WiMAX based 
telecommunications 
system in Milton 
Keynes. The system was 
installed in partnership 
with Cisco key and 
included: 

• 8 Core Backhaul Base Stations 
collocated at Primary Substations 
operating at 3.5 GHz

• 190 WiMAX end-nodes operating on 
1.4 GHz deployed at the Falcon 11kV 
secondary substations

• 180 square km coverage of the greater 
Milton Keynes area both urban and rural

• Continuous Operation now for over 
2 years

• Throughput – Max 10MBPS, nominal 
operation under typical Falcon load for 
the indicated substations 4-5MBPS

• Based on IP network connectivity
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ing some changes, such as demand-side 
response in the industrial and commercial 
sector, with customers helping to balance 
demand in exchange for savings on their 
energy bills – and you clearly need con-
nected devices to do that.”

Bill Wilkins, CTO at independent gas 
and electricity supplier First Utility agrees, 
pointing to the Nest-style Cosy smart home 
heating controller that First Energy ships 
to customers electing one of its Three-year 
energy contracts, such as its iControl Fixed 
September 2018 tariff. Designed to work with 
the standard British Gas combi boiler, the 
Cosy unit links to consumers’ home routers, 
and enables them to control their heating via 
a smartphone, tablet or desktop computer.

“For us, it’s about using the IoT as a dif-
ferentiator, helping customers to reduce 
their energy bills and making us a more 
attractive supplier to them, as well as open-
ing up the door to opportunities to sell 
other products and services,” he observes. 
“We’re no longer just a provider of a com-
modity product – we’re offering conveni-
ence and comfort at a lower price point.”

But if it’s home energy management IoT 
devices that are currently dominating con-
sumer attention and energy supply inter-
ests, observers from the network world are 
also keen to see what IoT deployment can 
achieve for their businesses. 

First, as with Western Power’s FAL-
CON project, IoT devices can be deployed 
within utilities’ own operations and grids 
– not just within a network management 
context, but also in support of utilities’ 
growing digitisation agendas. And sec-
ond, at the connection points to utili-
ties’ business and industrial customers, 
as they use IoT-based devices for energy 
management and cost optimisation.

Within utilities’ own grid operations, 
for instance, an IoT-leveraged network 
isn’t simply one that offers new net-
work management capabilities, but is 
also one that actually changes the net-
work management paradigm, says Ste-
phen Goodman, Cisco, CTO – Industry & 
Infrastructure.

“Most network operators face the chal-
lenges of an ageing workforce, and a work-
force that’s also increasingly difficult to 
recruit skilled engineers into,” he points 
out. “IoT-enhanced automation delivers 
a remote management and monitoring 
capability that sharply reduces the skill 

requirement and labour intensity of network 
management – it’s ‘go to a substation, plug in 
a box, and remote management performs all 
the configuration’.”

Likewise, IoT technology is seen as a way 
for utilities to further their growing digiti-
sation aspirations, enabling them to build 
richer, data-informed relationships with 
customers – especially with the mass of ordi-
nary retail consumers.

“The prize on offer with Internet of Things 
is data: data streaming in from smart appli-
ances, thermostats and the outer fringes 
of utility networks, giving utilities a much 
clearer understanding of consumers’ usage 
patterns,” says Eric Woods, research direc-

tor at utility and energy specialists Navigant 
Research. “If digitisation is about improving 
the flow and analysis of data, then the Inter-
net of Things is about getting that data from 
a much more diverse range of sources.” 

Among business customers, meanwhile, 
observers are expecting Europe’s Energy 
Efficiency Directive 2012/27/EU (also known 
as ‘Article 8’) – with which large businesses 
have had to comply since last December – to 
drive IoT adoption rates.

“The impact of the Energy Efficiency 
Directive and ISO 50001 is prompting busi-
nesses to look at their building management 
and industrial processes in order to improve 
their energy efficiency,” says Matt Freeman, 
head of operational excellence at DNV-GL 
Energy, a provider of certification and tech-
nical advisory services to the utility indus-
try. “As with consumers and smart home 
management, there’s a growing openness to 

Combined forces
To utility executives, it’s the big unmentionable – at 
least in a public context. But speak to them privately, 
it’s another matter altogether.

Although security 
is oft touted as a 
priority, it’s very 

rare for cyber security to 
be highlighted in press or 
as a focal point at events. 
But in the one-to-one 
conversations that we have 
with utility executives, 
it’s clearly one of the top 
three concerns, alongside 
aging infrastructure, and 
workforce skills gaps. 
And there’s a relationship 
between all three: utilities 
possess assets that have 
been in place for 15 or 
20 years, and which are 
getting more difficult to 
maintain, and IoT devices 
help transition those assets 
to a remote software-
defined world where many 
of the management and 
maintenance problems 
become addressable – if, 
that is, those devices can be 
deployed securely.

It’s a view shared by 
John Reno, Cisco, IoT 
Product & Solutions 
Marketing, who points to 
the competing priorities 
that utilities’ IT and 
engineering teams juggle.

“On the one hand, they 
need to demonstrate cyber 
security compliance, with 
either internal mandates or 
standards such as NERC-
CIP 5 – and on the other 
hand, increased pressure 
to be more efficient is 
prompting an acceleration 
of IoT deployment. So the 
quandary is this: how to 
make that IoT spend as 
effective as possible, while 
also maintaining security?”

And by joining forces, 
Cisco and Intel reckon to 
have simplified the neces-
sary decision-making. Each 
a leader in their own infor-
mation technology sectors, 
and each noted for placing 

a demanding emphasis on 
cyber security provisions, 
they are each also trusted 
technology providers when 
connecting previously 
unconnected devices to 
deliver more effective busi-
ness outcomes.

“Together, we think that 
we’re uniquely positioned 
to build and accelerate 
value in the IoT market 
through trust, innovation, 
and scale – contributing 
IoT technology expertise 
from the edge of the 
network to the cloud,” 
says John Reno. As 
utility companies look to 
increased grid reliability, 
cut operating costs, and 
drive their digitisation 
agendas, Cisco IoT and 
network security products 
together with end-to-end 
Intel security solutions 
meet NERC-CIP 5 standards 
with ease.

“Together, we think that we’re uniquely 
positioned to build and accelerate value in the 
IoT market through trust, innovation, and scale 
– contributing IoT technology expertise from 
the edge of the network to the cloud.”

JOHN RENO, CISCO, IOT PRODUCT & SOLUTIONS MARKETING
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investing in technology if it reduces energy 
and utility bills.”

In short, say IoT proponents, the Internet 
of Things heralds a bright new future – a 
bright new future for utilities, and utilities’ 
customers. But it’s not a future without the 
odd dark cloud, and one cloud in particular 
is causing concern. Namely, security.

The logic isn’t difficult to see. In the chain 
of networks and providers stretching from 
power generators through to DNOs and 
energy suppliers, and onwards to end cus-
tomers in businesses and households, the 
result is that a whole swathe of equipment 
becomes connected to the internet. The same 
Internet, of course, that each of us as ordi-
nary individuals knows all too well is popu-
lated by viruses, malware, and hackers.

“The danger doesn’t lie in connecting 
devices: utilities have been doing that for 
years, using analogue and serial-based net-
work technologies such as Fieldbus,” says 
Dave Palmer, director of technology at cyber 
security specialists Darktrace. “Instead, 
the danger lies in how that connectivity is 
achieved, using standard open mainstream 
software and hardware. The benefit is a 
greater ease of interconnectivity with other 
systems – but the downside is greater vulner-

ability to threats that exploit that same stand-
ard mainstream software and hardware.”

Martyn Ruks, technical director at 
cyber security advisors MWR InfoSecurity, 
agrees, pointing to the hacking of Ukraine’s 
Prykarpattyaoblenergo control centre last 
December – creating a power outage affect-
ing 225,000 customers – as evidence of that 
greater vulnerability.

 “The very act of opening up utilities’ 
networks to get the benefits of Internet-
enhanced business processes and capabili-
ties has the effect of exposing more points 
of access to threats,” he observes. “And what 
the lesson from Ukraine says is that those 
threats are very real, and very genuine.”

And clearly, the specific dangers asso-
ciated with those threats are of varying 
degrees of severity. The ability to take down 
a grid, for instance, raises issues of critical 
national infrastructure, of concern to both 

governments and utilities alike. While the 
United States’ Department of Homeland 
Security report on the incident has stopped 
short of attribution, a number of American 
cyber intelligence and security specialists 
have linked the attack to a specific group of 
Russian hackers.

That said, while such attacks are a possi-
bility to be guarded against, they’re not the 
only threat – or even the most pressing one.

“Hostile nation-state ‘doomsday’ 
attacks aren’t the major risk facing IoT 
deployments,” argues Darktrace’s Palmer. 
“Instead, it’s those same viruses, malware 
and ransom-based encryption attacks that 
affect everyday computing in businesses 
and domestic environments.” 

Data protection is also an issue, with the 
risk of hackers exploiting IoT device vul-
nerabilities to gain access to the broader 
commercial systems of a utility, perhaps 
accessing customer data – or perhaps steal-
ing data directly from IoT devices on custom-
ers’ premises.

While the reputational damage stemming 
from this isn’t to be taken lightly, says Kolvin 
Stone, partner and global co-chair of the 
data privacy and cyber security practice at 
global law firm Orrick, Herrington & Sutcliffe, 

Privacy matters
Gas boiler manufacturer Worcester – part of the German engineering giant Bosch 

group – has been an early adopter of IoT technology in its products, launching 
an IoT-enabled remote gas boiler controller as an easy-to-use app, installed on 

consumers’ smartphones or tablets.

Next up: an IoT-enabled 
boiler enhancement, 
developed in conjunction 

with British Gas, which in the 
event of a fault will automati-
cally report problems to British 
Gas’ maintenance team, sum-
moning an engineer to service 
the equipment. 

But for consumers, IoT 
technology isn’t a one-way bet, 
says Martyn Bridges, director of 
marketing and technical sup-
port at Worcester.

“As a manufacturer, we are 
encountering a growing number 

of home owners who are con-
cerned about what an increas-
ing array of ‘smart’ products 
could mean for the security 
of their data,” he observes. 
“Smart heating controls are one 
such example, and there is a 
reluctance among some home 
owners to purchase of any kind 
of Internet connected device 
for their property, due to fears 
about this information being 
accessed by a third party.”

And such concerns are very 
genuine, adds Robin Scarbor-
ough, partner and managing 

director at consumer marketing 
consultancy Market Gravity. 

“The opportunities for IoT 
devices are vast – but so too is 
the potential for security flaws 
and privacy lapses. Consum-
ers are putting their trust in 
businesses to handle their data 
appropriately, and they will 
require reassurance as to how 
that data with be stored, used 
and accessed. It’s important to 
consider data protection, and 
we expect tighter regulation as 
well as industry collaboration to 
align standards and policies.”

And such collaboration is 
already underway, stresses Sven 
Schrecker, Intel, Chief Architect, 
IoT Security Systems, with the 
close IoT cooperation between 
Intel and Cisco being one such 
example: “Privacy and data secu-
rity has to be a part of any IoT 
application or device. The focus 
has to be on building devices 
and applications that meet both 
regulatory requirements and 
consumer concerns. You can’t 
have appropriate privacy without 
appropriate security – they are 
two sides of the same coin.”
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“IoT-enhanced automation 
delivers a remote manage-
ment and monitoring capa-
bility that sharply reduces 
the skill requirement and 
labour intensity of network 
management.”
STEPHEN GOODMAN, CISCO, CTO – 
INDUSTRY & INFRASTRUCTURE

“Without an efficient way of 
dealing with those security 
challenges, the task of 
securing end points grows 
in lockstep with the number 
of end points themselves.” 
SVEN SCHRECKER, CHIEF ARCHITECT, 
IOT SECURITY SYSTEMS, INTEL

an attack are less serious,” sums up MWR 
InfoSecurity’s Ruks. “From a technology 
provider’s point of view, the race to be first 
to market needs to come second to develop-
ing secure and stable IoT offerings.” 

And key to those secure and stable IoT 
offerings in a utility context, it seems, are a 
number of cross-industry standards – some 
backed by regulatory mandates, others sim-
ply seen as best practice.

IEEE P2413, for instance, is a standard for 
an architectural framework for the Internet of 
Things, backed by industry-leading technol-
ogy providers such as Intel, General Electric, 
Cisco, Siemens and Schneider Electric. ISA/
IEC 62443, meanwhile, is a series of standards 
defining procedures for implementing elec-
tronically secure industrial automation and 
control systems. And most recently, in North 
America, there is a requirement for utilities 
to comply with NERC CIP 5, a cyber security 
and physical security standard designed to 
reduce the risks cyber security attacks.

And the whole point about such stand-
ards, says Sven Schrecker at Intel, is that 

they provide a consistent and well-under-
stood open common framework for IoT 
deployment – something to be welcomed by 
both utilities and technology providers, as 
well as regulatory and governmental bodies.

“From an Intel perspective, we welcome 
and participate in global standards: they 
provide clarity, a common consensus-based 
approach, reduce barriers to entry, and help 
build economies of scale,” he points out. 

That said, adds  Rick Geiger, Cisco, Execu-
tive Director, Utilities & Smart Grid, the broad 
direction of travel within the wider European 
context is one that makes sense.

“Have technology standards as a base-
line, and then build from that in terms of risk 
assessments, regular reviews, and audits by 
appropriate third parties – exactly as hap-
pens in other industries, and other contexts. 
What no one wants are ‘box-ticking’ audits, 
blindly carried out – and what we’re seeing 
in the United States right now are a num-
ber of regional variations within NERC CIP 
5 auditing, as different regional NERC CIP 5 
auditors interpret it in different ways.”

And ultimately, concludes Sven Schrecker 
at Intel, a common utilities-wide approach to 
IoT and cyber security will have to emerge: 
the Internet of Things isn’t going away, and 
the benefits it offers – ranging from manage-
ment to digitisation – are becoming increas-
ingly alluring.

“As the connected grid continues to grow, 
connecting more things in more places cre-
ates new security challenges – and increas-
ingly, security is a critical factor to unlock the 
value of IoT for business while not becoming 
vulnerable to sophisticated threats. Without 
an efficient way of dealing with those secu-
rity challenges, the task of securing end-
points grows in lockstep with the number of 
endpoints themselves. Here at Intel, we like 
to think that there’s a way of breaking that 
lockstep relationship, so that utilities can 
continue to add endpoint devices without 
adding linearly to the security challenge.”

Europe’s new General Data Protection Regu-
lation – written into law by the European Par-
liament just this April – give data protection 
regulators a whole new set of teeth.

“Here in the UK, the Information Com-
missioner can already levy fines of up to 
£500,000,” he points out. “The new General 
Data Protection Regulation imposes both a 
requirement for companies to disclose per-
sonal data breaches within 72 hours, and 
fines of up to 4 per cent of global turnover.”

No wonder, then, that both utility indus-
try insiders and utility cyber security experts 
speak of utilities treading cautiously in their 
approach IoT technology.

“It’s a journey, it’s incremental, and the 
industry will have to feel its way,” says Chris 
Harrison, research engineer at the Univer-
sity of Strathclyde’s Power Networks Dem-
onstration Centre. “Early adoption won’t be 
in interconnectors and power plants, but 
smaller devices with lower levels of critical-
ity, such as low-voltage feeders supplying 
small communities.”

Jalal Bouhdada, principal industrial con-
trol, systems security consultant at Applied 
Risk concurs.

“Many utilities can see the potential bene-
fits of the Internet of Things, but are hesitant 
over whether or not to proceed,” he observes. 
“In part, it’s doubt over the certainty of those 
benefits, but mainly it’s concerns over cyber 
security that are holding them back.”

Which is certainly a view that chimes with 
insiders such as Oliver Soar, marketing exec-
utive at small business-focused independent 
gas and electricity supplier Yü Energy.

“Taking our first steps into the IoT mar-
ket would require a big investment in knowl-
edge and marketing, and at present, the 
risks are too large for us to take – it might 
mean exposing our customers’ data to 
vulnerabilities.”

So how can this circle be squared? How can 
utilities make safe and informed choices about 
IoT technology and IoT deployment, without 
opening up their networks to greater risk?

Increasingly, among technology providers 
and utilities alike, there’s a growing accept-
ance that a standards-driven and risk-based 
approach, embodying best-in-class security 
and rigorous design and testing, can deliver 
IoT technology that’s fit for purpose in a util-
ity and network context.

“When you’re talking about devices 
connected to industrial control systems, 
and slated for deployment in major pieces 
of industrial infrastructure, the rigour 
required is much greater than for con-
sumer devices where the consequences of 
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